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EXECUTIVE SUMMARY

¢ K &3- &panish Electricity Companies for Studies on IEC$18504 | 62 NJ Ay 3 & NP dzl
sentatives and specialists from tineain Spanish electricity companies, who have agreed on the urgent
necessity to come to a set of unified criteria about minimal requirements to comply with by the devices
to be installed in their substations und#ére IEC 61850 standard.

This is a result fothe common standpoint reached by all participants after the experience gathered
through several pilot projects.

The E3 group feeling is th#te future success of IEC 61850 will be based not only on filling, under
common criteria, the gaps that are stibntained within the standard, but also on drivitige manufac-
0 dZNENR&a RS@OStE2LISyida FOO2NRAY3I (2 GKS dzaSNDRa y¢

It is within the hope of this executive summary to clearly identify the requirements that have been
agreed as a conclusion of the studies aligtussions developed through the document hereinafter.

It is assumed that some of the requisites hereby stated are more restrictive than IEC 6185@-requir
ments, but it has been agreed that, from the user point of view, this is the best way to actudéy ma
technical benefit of IEC 61850 adoption within companies.

General Approach

The structure of the present document reflects the methodology that has been used along multiple st
dies and research activities performed by the companies participating in3tfyedtp.

a) Chapter 3 defines the representative Spanish substation topologies and busbar configurations
that impose the highest level requirements. Three (3) case studies have been chosen finally:
e Type 1 case study. Double busbar arrangement on the two wadiage levels.
e Type 2 case study. Oramd-a-half breaker on the higher voltageveland double bs-
bar on the lower voltagéevel
e ¢2LJS o OF&S &dddzRed ¢2LRf238 02YY2yfe (y?2

b) Chapter 4 specifies the requisites that SAS (Substation Autom&tisten) systemsshould
comply with in terms of operational functionality.

c) Fromchapter 5 onwards, a set @ommon characteristics is developed, in terms of SA$ min
mum requisites. All companies have agreed to jointly demand them within their tenders and
specifcations, in order to meet their respective engineering, operation and maintenance needs.
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Highlighted requisites

SAS LAN Topology

Multi-ring collar topology: RSTP (Rapid Spanning TreeoP
col) protocol for Substations Type 1 and 3 is proposed.

Redundant double-star topology: PRP (Parallel Redundar
Protocol) protocol for Substations Type 2 (as it is expecte
be defined in the next IEC 61850 standard edition) i3
posed.

The HSR protocol will be assessed in the future.

TheEthernet switchis casidered as another IEC 61850 IED

IED Configuration

Only one, and no more than one, CID filrust contain ALl
information to configure the IED, and no additional ops
plementary configuration files will be allowed.

IEDs have to be able to be configd directly from a CID fil
by means of theCID file uploading processand all of the
three following methods must be available:

- ACSI services

- FTP protocol

- USB local upload

Standard naming rulesand common waysto receive, store,
load and validate th€ID file are provided.

WL ydais sbfectsfor LN binding shall be used when apgli
ble.

A fully IEE€1850consistent modeling specification fqro-
grammable logic configuratiofis provided.

A fully 1IE€1850consistent modeling specification fdru-
martrmachine interfaces (HMlis provided.

All other functions (e.g. protection) should be modeled ¢
that the user can also configure them by IEC 61850 metho

Private configuration parts in the CID are initially allowe
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but should eventually disappe.

Proprietary configuration tools should become unnecessg
in the near future.

L 9 SMadddress shall be statiand modifiable only through
local interface (i.e. not ACSI configurable).

IED Reporting

Disturbance records will be recorded@®©MTRADrmat.

Sequence of Events (SORh internal file is required inside
the IED, whichwill be a readable copy of the sequence
events contained within the LOG service.

The fault report functionality will be based on adoc data
objects and datessets specifically created. It will generate
readable text file.

All IED’s reports will be available for downloading through
the three following methods:
- ACSI services
- FTP protocol
- USB local download

Communications services

At least 8 GOOSpublishingcontrol blocks in every IED.
least 64GOOSE messages subscribed by every IED.

Definition of GOOSE data sets shall hdat attribute graru-
larity.

Structure of SV data sets shall be fixtedy R o6 a SR
IEC 6185®-H LitO RAGA2YE @

Both GOOSEand SV subscription mechanisnshall be fully
configurable in the CID.

Aserver will be ake to provide up to 7 buffered reports and
unbuffered eports.

TheLOG servicehall be mandatory.

Synchronization

For the station busSNTP or IRKB shall ke chosen, depedt
ing on particular needs.

The least demanding SV applications can still operate proj
WithIRIG. T 20 KSNR 6Aff NBI dzA Nb
GA2yQ A4 Ffaz2 O2yaARSNBRO
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TheLTIMand LTMSlogical nodes shall be used for synchirg
zation configuration and supervision.
Security Analysis based on tH&C 62351 standard

IEDs must providawuthentication for MMS associationsas
specified in IEC 618502. It shall use the Association Cont
Service Element (ACSE) method.

Associabn and security events shall be logged. The G
logical node shall be used.

Process bus

Many independent choices imply broad range of possi
architectures.Switched as well as poir-point process bus
are considered.

For the sampled values (SMWty a YA daA 2y >~ -B-/
HLEBORAGAZ2YE NBO2YYSYRIGAZ2Y

As much as the protocols, thghysical connectionof the
process bus shall comply with international standards.
proprietary solution shall be accepted.

System deplayent

As aguidanceresource, several approaches to the deploym
of IEC 61850 in an electric utility are proposed, based on t
plant types (outdoor, indoor and mixed).
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1. BACKGROUND

The first edition of the IEC 61850 standard was published in 2004 with the aim of
specifying the communications between substation devices with no room for ambiguity,
SO as to guarantee interoperability. However, this objective has only been partially
achieved. The second edition, whose launch was scheduled for 2009, proposes,
among other things,

e the correction of errors

e clarifying some concepts and eliminating ambiguities

e affording greater mutual consistency to its different modules, and particularly to
parts 7 and 8 and their respective sub-parts

¢ recommending methods for the exchange of configuration information between
different tools

In any case, as IEC 61850 has a major flexibility vocation, a specific company must
take many decisions that are not prescribed by the standard before reaching a practical
implementation. While it is true that different vendors will reach different
implementations, which will still be interoperable to the extent that they fulfil the
standard and with the sole exception of the aforementioned ambiguities, it is not less
true that interoperability will be costlier, in terms of engineering effort, in some cases
than in others.

From the standpoint of substation operation, the foregoing indicates the convenience of
adding specifications that complement the IEC 61850 standard in the sense of
restricting the possibilities of design and practical manufacturing of any electronic
protection and control mechanism, so that interoperability is optimized and the
complexity of the engineering and maintenance is reduced as much as possible. The
foregoing must be carried out without contravening, under any circumstances, the
contents or the spirit of the IEC 61850 standard, since the suitability of international
procedures is accepted as a basic principle. For this reason, and taking into account
the corrective and extensive modifications to which the standard will be submitted, as
well as the experience acquired over time, the specifications will be subject to evolution
and extension in the future.

The approaches to IEC 61850 to date by different electrical companies individually
have led to the detection of similar needs. This has justified the creation of a working
group to pool these experiences and needs and to reflect them in a common
document.

In order to reach these goals, the RED ELECTRICA DE ESPANAQ 6BERDROLAQ
&ENDESA DISTRIBUCIONG &GAS NATURAL FENOSA6and ¢HIDRO CANTABRICO6
utilities have agreed to set up the &panish Electricity Companies for Studies on IEC
6185006working group (hereinafter abbreviated to &39. This group is open to the rest of
the Spanish Electricity Companies.
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For further reference about the mentioned companies, please visit their respective web

sites:

Company URL

name

RED www.ree.es

ELECTRICA

DE

ESPANA,S.A.U.

IBERDROLA www.iberdrola.es

ENDESA www.endesa.es/Portal/en/our business/electricity/spain/default.htm
DISTRIBUCION

GAS NATURAL www.gasnaturalfenosa.com
FENOSA

HC ENERGIA www.hcenergia.com

%
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2. OBJECTIVES OF THE DOCUMENT

The main purpose is to respond to the lack of a guide for the application of IEC 61850
in order to obtain a tangible benefit, technically and economically, from the
implementation of this new technology in the operation of electricity substations.

To obtain these benefits, the minimum characteristics to be met by the substation
control and protection equipment to be used in IEC 61850 installations of the electricity
companies of the E3 group will be defined.

The specification will be carried out mainly on the basis of edition 1 of the IEC 61850
standard and the experience acquired by the group companies with many of the IEDs
available on the market in their current state of development.

The companies in the E3 group have agreed to demand compliance with all the
requirements included in this document by their substation control and protection
equipment suppliers.

The E3 group wishes to share the study carried out with other national and
international companies and analyse the contributions they might propose.
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3. METHODOLOGY
3.1 Principles

To better identify the needs established in this document, a set of standard cases will
be defined (qualitatively singular substation architectures). On this basis, a set of
practical applications or functionalities of IEC 61850 will be defined, with the aim of
covering all or most of the substation automation cases in Spanish Electricity
Companies. These definitions are to be found in the section 3.3 and in chapter 4.

From chapter 5 onwards, this document develops in detail the different physical and
logical elements of an installation that fulfils the minimum requirements identified, as
well as the human tasks associated with them. To illustrate the information, usual
reference will be made to the standard cases and to the applications already defined. It
must be remembered that the applications identified do not in themselves determine
the technical requirements collected in this document, and in many cases other factors
which will also be duly stated are decisive.

3.2 Reference documents

IEC 61850-3: Communication networks and systems in substations i Part 3: General
requirements

IEC 61850-5: Communication networks and systems in substations 7 Part 5:
Communication requirements for functions and device models

IEC 61850-6: Communication networks and systems in substations 7 Part 6:
Configuration description language for communication in electrical substations related
to IEDs

IEC 61850-7-1: Communication networks and systems in substations i Part 7-1: Basic
communication structure for substation and feeder equipment i Principles and models

IEC 61850-7-2: Communication networks and systems in substations i Part 7-2: Basic
communication structure for substation and feeder equipment T Abstract
communication service interface (ACSI)

IEC 61850-7-3: Communication networks and systems in substations i Part 7-3: Basic
communication structure for substation and feeder equipment i Common data classes

IEC 61850-7-4: Communication networks and systems in substations i Part 7-4: Basic
communication structure for substation and feeder equipment i Compatible logical
node classes and data classes
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IEC 61850-8-1: Communication networks and systems in substations i Part 8-1:
Specific Communication Service Mapping (SCSM) i Mappings to MMS (ISO 9506-1
and 1SO 9506-2) and to ISO/IEC 8802-3

IEC 61850-9-2: Communication networks and systems in substations i Part 9-2:
Specific Communication Service Mapping (SCSM) i Sampled values over ISO/IEC
8802-3

UCA Implementation Guideline for Digital Interface to Instrument Transformers using
IEC 61850-9-2, frequently referredtoas 6 1 E C-9-BLItSEBMDi t i on d

IEC 61850-10: Communication networks and systems in substations i Part 10:
Conformance Testing

IEC 62439: High availability automation networks

IEC 62351-1: Power systems management and associated information exchange 1
Data and communications security i Part 1: Communication network and system
security T Introduction to security issues.

IEC 62351-2: Power systems management and associated information exchange 1
Data and communications security i Part 2: Glossary of terms.

IEC 62351-3: Power systems management and associated information exchange 1
Data and communications security i Part 3: Communications network and system
security T Profiles including TCP/IP.

IEC 62351-4: Power systems management and associated information exchange 1
Data and communications security i Part 4: Profiles including MMS.

IEC 62351-6: Power systems management and associated information exchange 1
Data and communications security i Part 6: Security for IEC 61850.
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3.3 Standard cases
This section defines the substation architectures that will be used as references
throughout the document.

3.3.1 Type 1: Double Busbar i Double Busbar Topology

This substation architecture is typical of distribution installations. Both the higher
voltage level and the lower voltage level switchyards have a double busbar

configuration.
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3.3.2 Type 2: One-and-a-half Breaker to Double Busbar Topology

This substation architecture is typical of transmission network installations, where
service availability is the priority above other considerations. The higher voltage
switchyard has a one-and-a-half breaker configuration, while the lower voltage level
switchyard has a double busbar configuration.
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3.3.3 Type 3: HTopology

This substation architecture is typical of distribution installations. The higher voltage
switchyard has an H configuration as depicted in the figure, while the lower voltage
level switchyard has a single busbar configuration.
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3.4 Types of IED

The different types of IED to which the contents of this document will be applicable are
classified below.

e LEVEL O IED: These are IEDs basically used for the capture and sending of field

signals. The necessary configuration in this type of IED will be limited to
communication mapping. Generally speaking, the interlockings will not be
managed at this level.

LEVEL 1 IED: These are IEDs associated in general with a given bay. The
interlockings will normally be managed at this level. A level 1 IED performs one
or more of the following functions:

o Control
o Protection
0 Measurement

Any interface devices for Telecommunication-Aided Distance Protection or for
remote tripping will also be level 1 IEDs, and will comply with the specifications of
this document, when applicable

LEVEL 2 IED: These are the IEDs that take care of the general functions of the
substation. They use their characteristics as clients of the rest of the substation
IEDs. A level 2 IED may integrate one or several of the following functions:

0 SCADA control server at substation level
0 General substation logics

o Configuration manager

o Gateway to remote control center

Although there are different functions to be performed by the level 2 IEDs, one
should not forget that is dealing with another IED in the system and it should
therefore be configured and maintained like the other IEDs of the substation.

ETHERNET SWITCH: These are the local area network nodes of the substation
(switched Ethernet). For the purpose of configuration and monitoring, they will
comply with the specifications of this document.

The detailed characteristics and response times of each one of the types of IED are
specified in later chapters of this document.
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4. APPLICATIONS (FUNCTIONALITIES AT ELECTRICAL LEVEL)

This chapter of the document indicates what current, and some future, functionalities,
an electricity company requires or may require for the intelligent protection and control
of its substations. The proposals expounded in this section are given by way of
orientation, and although they have been agreed within the E3 group, some of them
may be discarded or modified in the future, and some new ones may even appear.

The ultimate objective of this section is to ascertain approximately how much
information should be exchanged by the different IEDs of a substation.

The present edition of this document only considers the exchange of information
between IEDs located in different cabins.

It is considered that the implementation of the automation protocol by means of the IEC
61850 should be carried out taking into account the criticality involved in terms of
operation and safety. For this reason, the following classification is proposed, in
ascending order of criticality:

e Criticality | A Remote control and remote access
e Criticality I A Protection systems

e Criticality Il A Interlockings

e Criticality IV A Measurements

e Criticality V. A  Circuit breaker trips

e Criticality VI A Sampled Values

Besides criticality, the functionalities required are grouped according to the voltage
level of an IED in a substation. There are three groups in a substation:

e HV (High Voltage) Switchyard
e Transformer
e MV (Medium Voltage) Switchyard

Throughout this section it will be seen that the functionalities required in the MV
switchyard are very different to those required in the HV switchyard. The current
implementations reflected in this document make it possible for the three groups to
operate separately. In the future, it is not ruled out the emergence of advanced
functionalities that entail interaction, for example, between the IEDs of the HV
switchyard and the IEDs of the MV switchyard.

Each proposal suggests an implementation. This proposal is only given by way of
guidance and by no means intends to be exhaustive.

A bay may contain several IEDs, although in the specific case of MV (Medium Voltage)
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the most common use is a single IED per bay.
4.1 MV Switchyard

4.1.1 Criticality |

4.1.1.1 Remote control

This function is needed for remote operation.

4.1.1.2 Remote access

This function is needed for engineering and maintenance tasks remotely performed.

4.1.2  Criticality Il
4.1.2.1 Permission for sensitive neutral tripping (Ref.MV-2.1)

The |y (neutral current) detection signal is currently wired from the cabinet associated
to the transformer MV bay to all those associated to the MV line bays. It is used as a
sensitive neutral trip condition. In other words, the sensitive neutral trip function in a
MV line is conditioned to the presence of neutral current in the earthing of the HV/MV
Transformer.

An |EC 61850 implementation would reduce conventional wiring outside the control
panel of the cabinet and would increase system ruggedness.

4.1.2.2 Trip of the capacitor bank breaker due to voltage MCB trip (Ref.MV-2.2)

Voltage measurement is captured in the cabinet associated to transversal coupling and
measurement. The voltage transformer secondaries are wired to the cabinet
associated to the capacitor bank, with a Magnetothermal Circuit Breaker (MCB)
protecting the circuit. This MCB has an activation-reporting contact that is also wired to
the capacitor bank cabinet.

The protection unit of the capacitor bank should trip whenever it detects an
undervoltage condition in the measurement of the transformer secondaries, unless an
activation indication from the MCB is received at the same time. In this situation, an
electricity company may encounter two action philosophies:

- Option 1: Maintain service: When the voltage MCB trips, the protection unit

uecnu:A &JIBERDROLA E‘ gasNatural & ® he energia

enosa
endesa




GROUP OF SPANISH ELECTRICITY COMPANIES ON IEC 61850
MINIMUM COMMON SPECIFICATION FOR SAS EQUIPMENT
IN ACCORDANCE WITH THE IEC 61850 STANDARD

REFERENCE: EDITION: SUPERSEDES EDITION: | paGE24 OF 182

E3/0001 3(09.06.10) 2 (06.05.10)

should generate a reporting signal, but under no circumstances should it trip the
breaker connecting the capacitor bank to the busbars. It is assumed that the MCB
trip is not linked to zero voltage on the busbars. In any event, resetting the MCB
requires the presence of technicians, thus leading to an undesirable prolonged
situation.

- Option 2: Protect the installation: When the voltage MCB trip occurs the
breaker should trip (thus disconnecting the capacitor banks).

An IEC 61850 implementation would reduce conventional wiring outside the control
panel of the cabinet and would increase system ruggedness.

4.1.2.3 Disturbance recording start-up (Ref.MV-2.3)

Any MV protection unit shall be able to generate a disturbance recording start-up of the
MV-side transformer protection IED.

The user shall define in what circumstances this disturbance recording file shall be
generated so as not to cause an excessive number of records to be stored in the IED.

An |[EC 61850 implementation may improve the analysis of certain incidents.

4.1.2.4 Logical selectivity or MV busbar protection (Ref.MV-2.4)

The objective is to minimize the tripping time of the transformer protection IED when
the fault is on the MV busbars. The protection systems described in this section only
apply to MV level while operation is radial, i.e. without return voltage.

Two different protection schemes for accomplishing the same objective are presented
below.

41.2.41 Delay logic (Ref.MV-2.4.1)

The transformer, transversal coupling and longitudinal couplings instantaneous
overcurrent units are enabled in permanence with a delay. This delay shall be 100 ms
in transformer (to allow enough time for blocking) and 250 ms in transversal couplings
and longitudinal couplings (to allow enough time for the line to trip), unless there is a
pick-up of any overcurrent unit of a line, transversal coupling or longitudinal coupling
that would block the instantaneous elements of the corresponding transformer, or of
both the transformer and the longitudinal coupling breaker, according to whether it is
closed or not.
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An IEC 61850 implementation of this functionality makes it possible to clear the fault
with a minimum delay, thus minimising the premature aging of the transformer, while
still facilitating the selectivity of the overcurrent settings.

4.1.2.4.2 Acceleration logic (Ref.MV-2.4.2)

When the overcurrent protection of the transformer picks up, and there is no line
protection reporting a pick-up, the next automation sequence should be performed:

1) Tripping order to the transversal coupling breaker (whenever it is closed).

2) If the fault persists: tripping order to the longitudinal coupling breaker of the
busbar to which the transformer is connected (whenever it is closed).

3) If the fault persists: tripping order to the transformer breaker.

An |[EC 61850 implementation of this functionality minimizes the premature aging of the
transformer and may facilitate the selectivity of the overcurrent settings.

With the information indicated in Ref.MV- 3.14, the functionality action described in this
section can improve in time, i.e., if the position of the transversal coupling breaker is
known and it is open, then the point 1) can be skipped and go directly on to point 2),
i.e., send the tripping order to the longitudinal coupling.

With the information indicated in Ref.MV- 2.8, the functionality action described in this
section can improve in time, i.e., if the position of the longitudinal coupling breaker is
known and it is open, then the point 2) can be skipped and go directly on to point 3),
i.e., send the tripping order to the transformer breaker without further delay.

With the information indicated in Ref.MV- 2.9, the functionality action described in this
section can improve in time, i.e., if the position of the longitudinal coupling breaker is
known and it is open, then the point 2) can be skipped and go directly on to point 3),
i.e., send the tripping order to the transformer breaker without further delay.

4.1.25 Line breaker failure (Ref.MV-2.5)

The objective is to minimize the tripping time of the transformer protection elements
whenever a breaker failure occurs on a line bay.

When the line protection trips and the breaker does not open within the time
scheduled, the breaker failure condition is activated. The reception of this indication by
the transformer-protecting IED, provided it is also detecting the fault, should activate
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the following sequence of actions.

1) Tripping order to the breaker whose breaker failure condition has been started
(this is only to make sure it is not a false condition caused by a setting error).

2) Tripping order to transversal coupling breaker (provided that it is closed).

3) If the fault persists: tripping order to the longitudinal coupling breaker of the
busbar to which the transformer is connected (provided that it is closed).

4) If the fault persists: tripping order to the transformer breaker.

An |IEC 61850 implementation of this functionality minimizes the premature aging of the
transformer.

4.1.2.6 Isolation of a busbar fault or a line fault affected by a breaker failure
(Ref.MV-2.6)

Once a fault on the busbars or on the line affected by a breaker failure has been
cleared, the aim must be to isolate the electrical connection of the busbar to the other
lines and switchgear.

For this purpose, all the breakers with an electrical connection to the busbar affected
shall be automatically disconnected. This disconnection shall be sequenced, never
performed in an all-at-a-time schedule..

Once all the breakers have been opened, all the switch disconnectors with electrical
connection to the busbar affected would be automatically disconnected. This
disconnection should be sequenced, never performed in an all-at-a-time schedule.

An IEC 61850 implementation of this functionality reduces the number of orders to be
executed by the system operator, who will find the switchyard ready to receive his
service restore orders.

Besides, an IEC 61850 implementation of this functionality minimizes service
restoration times and may help to minimize or eliminate economic penalties due to cuts

in supply.
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4.1.2.7 Status signalling from the transformer breaker to the capacitor bank
protection IED (Ref.MV-2.7)

Due to criteria similar to those indicated in Ref.MV- 2.2, it must be sent to the IED
protecting the capacitor bank.

4.1.2.8 Status signalling from the longitudinal coupling breaker of busbars 1
to the transformer protection IEDs (Ref.MV-2.8)

The objective of sending this information is to expedite the activities indicated in
Ref.MV- 2.4.2

4.1.2.9 Status signalling from the longitudinal coupling breaker of busbars 2
to the transformer protection IEDs (Ref.MV-2.9)

The objective of sending this information is to expedite the activities indicated in
Ref.MV- 2.4.2

4.1.2.10 Sending of capacitor bank breaker status change to transformer
voltage regulator (Ref.MV-2.10)

When the capacitor bank breaker changes its status, it must be reported to the
transformer voltage regulator for its immediate operation All the delays must be
disabled in order to reach the set point voltage as soon as possible.

4.1.3 Criticality Il

4.1.3.1 Permission for earthing of busbars 1 (Ref.MV-3.1)

Taking into account that busbar earthing can only be carried out in the cabinet
associated to the transversal coupling or the longitudinal coupling for single busbar
configurations (case 3 H topology), the following clause is defined:

dhe condition for earthing busbars 1 is that there be no closed disconnector onto
busbars 16

An IEC 61850 implementation would eliminate the conventional external wiring to the
cabins, reduce installation time and switchgear tests and increase system ruggedness.
However, the safety assessment remains pending.

4.1.3.2 Permission for earthing of busbars 2 (Ref.MV-3.2)

Same condition as Ref.MV-3.1 but for busbars 2.

./
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This function is not applicable to single busbar configurations (case 3 H topology).

4.1.3.3 Permission for opening of the transversal coupling breaker (Ref.MV-
3.3)

The condition for opening the transversal coupling breaker is that there must be no
coupling via the busbar-side disconnectors of any line position.

An IEC 61850 implementation would eliminate the conventional external wiring to the
cabins, reduce installation time and switchgear tests and increase system ruggedness.
However, the safety assessment remains pending.

This function is not applicable to single busbar configurations (case 3 H topology).

4.1.3.4 Permission for opening the longitudinal coupling breaker of busbars 1
(Ref.MV-3.4)

The condition for opening the longitudinal coupling breaker is that the transversal
coupling breaker be open.

This condition only applies to double busbar switchyards linked by longitudinal
couplings where there is a transversal coupling in only one side.

An |EC 61850 implementation would eliminate the conventional external wiring to the
cabins, reduce installation time and switchgear tests and increase system ruggedness.
However, the safety assessment remains pending.

This function is not applicable to single busbar configurations (case 3 H topology).

4.1.3.5 Permission for opening the longitudinal coupling breaker of busbars 2
(Ref.MV-3.5)

Same condition as Ref.MV-3.4 but for busbars 2.
This function is not applicable to single busbar configurations (case 3 H topology).

41.3.6 Permission for closing the disconnector of busbars 1 with that of
busbars 2 closed (Ref.MV-3.6)

The condition is that the transversal coupling breaker be closed, i.e.:

(Disconnector of busbars 1 closed AND breaker closed AND disconnector of busbars 2
closed).

Unlike the information supplied in Ref.MV- 3.14, this information may be conditioned to

k.
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an express authorization if the company so requires, i.e., even if the transversal
coupling has been performed, this coupling cannot be reported until the express
authorization is activated.

An IEC 61850 implementation would eliminate the conventional external wiring to the
cabins, reduce installation time and switchgear tests and increase system ruggedness.
However, the safety assessment remains pending

This function is not applicable to single busbar configurations (case 3 H topology).

4.1.3.7 Permission for closing the disconnector of busbars 2 with that of
busbars 1 closed (Ref.MV-3.7)

Same condition as Ref.MV-3.6 but for busbars 2.

This function is not applicable to single busbar configurations (case 3 H topology).
4.1.3.8 Permission for Closing the disconnector of busbars 1 (Ref.MV-3.8)

The condition is that busbar 1 not be earthed.

An IEC 61850 implementation would eliminate the conventional external wiring to the
cabins, reduce installation time and switchgear tests and increase system ruggedness.

However, the safety assessment remains pending

4.1.3.9 Permission for closing the switch disconnector of busbars 2 (Ref.MV-
3.9)

Same condition as Ref.MV-3.8 but for busbars 2.
This function is not applicable to single busbar configurations (case 3 H topology).

4.1.3.10 SF6-underpressure trip and/or blocking command for Busbars 1
(Ref.MV-3.10)

This signal is sent to all the bays of the switchyard when the SF6 underpressure alarm
or trip is activated. Upon reception of this signal, the protection IEDs may perform one
or any of the following three actions:

1) Trip the breaker.
2) Block the possible closing of the breaker.
3) No action.
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4.1.3.11 SF6-underpressure trip and/or blocking command for busbars 2
(Ref.MV-3.11)

Same condition Ref.MV-3.10 but for busbars 2.

This function is not applicable to single busbar configurations (case 3 H topology).
4.1.3.12 SF6-underpressure alarm or trip for busbars 1 (Ref.MV-3.12)

For those MV cabinet control projects featuring SF6 underpressure alarm or trip
signalling in every bay (and not concentrated in the transversal coupling cabinet), this
information has to be sent to the transversal coupling so that, depending on the
requirements of each company, Ref.MV- 3.10 can be applied.

4.1.3.13 SF6-underpressure alarm or trip for busbars 2 (Ref.MV-3.13)

Same condition Ref.MV-3.12 but for busbars 2.

This function is not applicable to single busbar configurations (case 3 H topology).
4.1.3.14 Transversal coupling status closed (Ref.MV-3.14)

The information that the transversal coupling is closed will be sent when the switch
disconnector of busbars 1, the breaker and the switch disconnector of busbars 2 are all

closed.

This information will allow the transformer protection IEDs to expedite the operations
indicated in Ref.MV-2.4.2, thus minimising fault time in MV busbars.

This function is not applicable to single busbar configurations (case 3 H topology).
4.1.3.15 Transformers in parallel regulation detection (Ref.MV-3.15)

Currently, there is a switch that activates the parallel operation of two regulators. With
IEC 61850, this control could be done automatically from the breaker and switch
disconnector statuses.

An |[EC 61850 implementation would mean that a technician would not have to travel to

activate/deactivate the mentioned switch in situ. Also it would reduce conventional
wiring outside the cabinet and would increase system ruggedness.
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4.1.4 Criticality IV
4.1.4.1 Sending of MV busbar voltage measurement to MV IEDs (Ref.MV-4.1)

MV busbar voltage measurement will be sent to every MV IED in order to compute
calculated measurements like active power, reactive power, etc. This measurements
will not be used for critical functions such as protection or voltage regulation.

An |[EC 61850 implementation would eliminate conventional wiring outside the cabinet
and would increase system ruggedness. It shall avoid to install some voltage
transformers reducing the cost of the project.

4.1.4.2 Regulation of transformers in parallel (Ref.MV-4.3)

Currently, vendors propose their proprietary protocols for exchanging information
between items of equipment to regulate transformers in parallel.

The IEC 61850 implementation of this functionality would spare a parallel
communication infrastructure (a specific wiring) and would ensure the interoperability of
devices from different vendors.

4.1.5 Criticality V

Currently, there is no possibility of applying this phase given the current state-of-the-art
of both the available IEC 61850 IEDs and the switched network configurations that can
be implemented at the moment.

Whenever no incidence is occurring on the network the transmission times of this trip
may be accepted. However, delays in transmission of a trip order due, for example, to
the resetting of the LAN switches to which the IED causing the trip is connected cannot
be assumed.

This posture will be reconsidered when port redundancy in the IEDs and switch
redundancy on the network have evolved, and when the amortization of the cost
increment which this network architecture and new equipment is going to involve has
been studied.

4.1.6 Criticality VI

It is not considered. It will only apply to the process bus (chapter 10) and it will depend
on its future evolution.
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4.2 Transformer

The IEDs associated with the transformer do not need to be located in the same
control cabinet. In fact, the ease of exchanging information between the IED equipment
with IEC 61850 may suggest that new locations should be sought for certain IEDs.

This document addresses the exchange of information between the IEDs related to the
HV side of the transformer and the IEDs related to the MV side of the same
transformer, which might not be located in the actual transformer control cabinet. More
specifically, it considers the possibility that the transformer voltage regulator and the
MV multifunction equipment (phase overcurrent, neutral, etc.) be located in the control
panel of the MV cabins. This is only a consideration and in no case is it mandatory to
modify current control projects.

This document also addresses the need to exchange information between the IEDs of
different transformers in the same substation.

4.2.1 Criticality |

4.2.1.1 Remote control

Same definition as described for the MV switchyard

4.2.1.2 Remote access

Same definition as described for the MV switchyard

4.2.2 Criticality Il

4.2.2.1 Disturbance recording start-up (Ref.TR-2.1)

All transformer protection IEDs shall be able to send a disturbance recording start-up
order to each other. For example, a MV protection IED shall be able to send a
disturbance recording start-up order to the HV-side and machine protection IEDs
corresponding to the transformer position it belongs to.

The circumstances in which this recording shall be generated will be selected so as not
to cause an excessive number of records, which would lead to the loss of stored
records that are of major interest.

An |IEC 61850 implementation may improve the analysis of certain incidents.

4.2.2.2 Reconnection due to termination of Frequency load shedding (81)
(Ref.TR 2.2)
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The frequency-based load-shedding functionality corresponding to the HV protection of
the transformer generates first the blocking and then the closure of the MV breaker of
the transformer once the conditions that had generated the load-shedding trips have
disappeared.

For the complete analysis of this functionality please consult Ref. TR 2.3 .

4.2.2.3 Topological status of the MV breaker for frequency load shedding (81)
(Ref.TR 2.3)

The frequency-based load-shedding functionality corresponding to the HV protection of
the transformer will receive the MV breaker topological status to be able to perform the
logics required for it to work properly.

For the complete analysis of this functionality please consult Ref. TR 2.2 .

4.2.3 Criticality Il

4.2.3.1 Blocking of the HV-side switch disconnector (Ref.TR 3.1)

The MV-side transformer protection IED generates a block to the HV-side IED.

The closure of the switch disconnector at the HV side of the transformer shall be
blocked whenever,

1) the breaker at the MV side is closed, or

2) the MV busbar switch disconnector is closed, or

3) the earthing switch disconnector at the MV side is closed, or
4) there is a crank inserted.

4.2.3.2 Blocking of regulator and MV breakers in the standard configuration
Type 3 (Htopology) (Ref.TR 3.2)

The IED of a transformer position should send a blocking signal to prevent the closure
of both the MV breaker and the IED voltage regulator automatism caused by a
machine trip (86).
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4.2.4  Criticality IV

4.2.4.1 Sending of voltage measurement from the measurement cabinet to the
transformer cabinet (Ref.TR 4.1)

There are projects in which the transformer cabinet is not supplied with voltage
transformers. The voltage transformer secondary windings located in the measurement
cabinet are wired to the transformer cabinet.

Currently, the transformer cabinet must be adapted to be able to receive the
transformer secondary windings from the measurement cabinet. It is then possible to
regulate voltage from this voltage measurement, whilst the calculation of active and
reactive power can be obtained from this voltage measurement plus the current
measurement from the transformer cabinet itself.

An IEC 61850 implementation would reduce conventional wiring outside the cabinet
and would increase system ruggedness.

4.2.5 Criticality V

Same definition as described for the MV switchyard.

4.2.6 Criticality VI

It is not considered. It will only apply to the process bus (chapter 10) and it will depend
on its future evolution.

4.3 HV Switchyard

4.3.1 Criticality |

4.3.1.1 Remote control

Same definition as described for the MV Switchyard

4.3.1.2 Remote access

Same definition as described for the MV switchyard

4.3.2 Criticality Il
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4.3.2.1 Disturbance recording start-up (Ref.HV 2.1)

Any HV protection unit shall be able to generate a disturbance recording start-up of the
other HV-side protection IEDs.

The user shall define in what circumstances this disturbance recording file shall be
generated so as not to cause an excessive humber of records to be stored in the IED.

The implementation may improve the analysis of certain incidents.
4.3.2.2 Reception of zone acceleration (Ref.HV 2.2)

A HV line protection IED shall receive an IEC 61850 signal from the TADP
(Telecommunication-Aided Distance Protection) interface.

The IEC 61850 implementation would eliminate wiring between the protection IED and
the communications equipment.

4.3.2.3 Emission of zone acceleration (Ref.HV 2.3)

Analogous of Ref.HV 2.2.

4.3.2.4 Remote tripping order reception (Ref.HV 2.4)

Analogous of Ref.HV 2.2.

4.3.2.5 Remote tripping order emission (Ref.HV 2.5)

Analogous of Ref.HV 2.2.

4.3.2.6  Putting synchronism detection infout of service (Ref.HV 2.6)

An IED shall send an IEC 61850 signal to all the HV switchyard IEDs to put
synchronism detection in/out of service at the operator's will.

An |IEC 61850 implementation would eliminate wiring between IEDs.

4.3.2.7 Putting frequency-based load shedding in/out of service (Ref.HV 2.7)
An |IED will send an IEC 61850 signal to all the HV-side IEDs corresponding to the
transformer to put the frequency-based load-shedding function in/out of service at the

operator's will.

An |[EC 61850 implementation would eliminate wiring between IEDSs.
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4.3.3 Criticality Il

4.3.3.1 Permission for earthing of busbars 1 (Ref.HV 3.1)

The same functionality as described for MV applies (Ref.MV 3.1).

4.3.3.2 Permission for earthing of busbars 2 (Ref.HV 3.2)

The same functionality as described for MV applies (Ref.MV 3.2).

4.3.3.3 Permission for opening the transversal coupling breaker (Ref.HV 3.3)
The same functionality as described for MV applies (Ref.MV 3.3).

4.3.3.4 Permission for closing the switch disconnector of busbars 1 with that
of busbars 2 closed (Ref.HV 3.6)

The same functionality as described for MV applies (Ref.MV 3.6).

4.3.3.5 Permission for closing the switch disconnector of busbars 2 with that
of busbars 1 closed (Ref.HV 3.7)

The same functionality as described for MV applies (Ref.MV 3.7).

4.3.3.6 Permission for closing the switch disconnector of busbars 1 (Ref.HV
3.8)

The same functionality as described for MV applies (Ref.MV 3.8).

4.3.3.7 Permission for closing the switch disconnector of busbars 2 (Ref.HV
3.9)

The same functionality as described for MV applies (Ref.MV 3.9).

4.3.3.8 Blocking of the HV breakers in the standard case 3 (H topology)
(Ref.HV 3.20)

The IED of a transformer position should send the blocking of the possible closure of
both the HV line breaker and the transversal coupling breaker configuration caused by

a machine trip (86).

An |[EC 61850 implementation would eliminate wiring between IEDs.
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4.3.3.9 Status signalling from the HV longitudinal coupling breaker to
frequency load shedding (81) in the standard configuration Type 3 (H topology)
(Ref.HV 3.21)

The busbar 1 and 2 voltage measurements are sent to the frequency load shedding
IED, located in the HV transformer cabinet. Considering the HV longitudinal coupling
breaker status this IED can choose the correct voltage measurement to be used for
checking the frequency.

An IEC 61850 implementation would reduce conventional wiring outside the cabinet
and would increase system ruggedness.

4.3.3.10 Blocking of the HV breakers in the standard configuration type 3 (H
topology) (Ref.HV 3.22)

The transformer IED should send the blocking of the opening and closing of both the
HV line breaker and the transversal coupling breaker when HV transformer switch is
open.

An |[EC 61850 implementation would eliminate wiring between IEDs.

4.3.4 Criticality IV

No implementation is required, at least in this version.
4.3.5 Criticality V
Same definition as described for the MV switchyard.

4.3.6 Criticality VI

It is not considered. It will only apply to the process bus (chapter 10) and it will depend
on its future evolution.
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4.4 Graphic representation of the exchange of information

The following figures reflect graphically the exchange of information for the two most
significant of the standard cases, with regard to the complexity and amount of
signalling involved.

4.41 Diagram of the application to standard case 1: Double Busbar i Double
Busbar Topology
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4.4.2 Diagram of the application to standard case 2: One-and-a-half Breaker to
Double Busbar Topology

The corresponding diagram for this topology is not depicted in this section because this
case is included in the analysis performed in the other two cases.

4.4.3 Diagram of the application to standard case 3: H Topology
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5. LAN TOPOLOGY FOR THE STATION BUS

This section discusses the different Local Area Network (LAN) topologies applicable to
an IEC-61850-automated substation, including the concepts of redundancy and
needed network features of IEDs.

The network topologies described here are based on the following requirements:

recovery time

As defined in IEC 62439.

redundancy

As defined in IEC 62439.

deterministic

The guarantee that the recovery time remains below a certain
value as long as the basic assumptions are met. (From IEC
62439)

robustness

As defined and classified in IEC 62439.

fault tolerance

How many and what failures at a time can happen that are not
overcome by redundancy.

economical
aspects

As determined by each company according to its own criteria.

Only two topologies will be analysed in the present edition of this document, namely
the multi-ring collar and the redundant double star. The single ring and the single star
topologies are implicitly contemplated as straightforward instantiations of the former
and the latter, respectively.

5.1 Multi-ring collar topology or redundant master switch

The requirements met with this topology are the following:

recovery time

Around 50 ms for GOOSE messaging in a multi-ring collar
topology.

redundancy

No redundant LAN.
One redundant leaf.

deterministic

No

robustness

All end nodes remain able to communicate (with possibly some
interruption) in case of single link failure. All but a few remain able
to communicate (with possibly some interruption) in case of single
switch failure.

fault tolerance

Single failure of an inter-switch link at a time.
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economical Due to the big number of bays, the number of switches has to be
aspects reduced to be economically attractive.

5.1.1 Description of the topology
The departure point for multi-ring collar topology is a single ring, which, due to the large

size of the substations in which it is applied, has to be split into several smaller rings.
All these rings are interconnected by means of a couple of master switches.

5.1.2 Physical interconnection diagram

The following figure shows the simplest case of this topology, namely that in which the
collar comprises a single ring:
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The master switch will be connected to the gateway to the remote control centre and
the redundant master switch to the local control terminal (HMI). In this way, if a master
switch fails the installation can be operated through the gateway or HMI.

The network ring configuration and the master switch redundancy guarantees that if
one of the LAN switches becomes inactive, the hosts attached to the other switches
still have at least one physical path to each other.

In view of the possible number of LAN switches in a substation it becomes necessary
to create several rings to minimize the number of switches per ring as far as possible.
This segregation also increases system availability and facilitates maintainability.

The following figure schematically shows a more complex case of the multi-ring collar
topology.
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5.1.3 Fibre-optic communication in the substation

For every ring, the LAN switches (and therefore the cabins hosting them) will be linked
consecutively by means of fibre-optic cables. Typically, there will be a single LAN
switch in every cabinet, although this topology does not exclude the existence of
multiple switches per cabinet, in which case the switches would also be sequentially
connected inside the cabinet. One end of the resulting total chain will be linked to the
main master switch and the other end to the redundant master switch, thus physically
closing the ring.
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The optical fibre laid between each end and their respective master switch should
travel along different physical paths.

5.1.4 LANredundancy

This topology ensures that the failure of a LAN switch, be it a master or a cabinet one,
leaves the hosts which are connected directly to it isolated and without connectivity, but
the other switches of the ring will have an alternative path to access any other switch.
Moreover, the failure of a single link between switches will not leave any equipment

without connectivity.

Initially, ring redundancy for the HV level and Transformer is not addressed because of
economic cost and installation complexity.

The redundancy protocol will be Rapid Spanning Tree Protocol (RSTP) to guarantee
compatibility between different vendors.
5.1.5 Equipment

By way of example, for the following substation:
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the design criteria applied are that the maximum number of switches will be 20 per ring
and there will be one LAN switch per breaker. If the bay does not have a breaker there
will be one LAN switch for each connection to busbar.

Therefore, the following equipment will be available:

Number of Ring name Number of LAN
rings switches in the
ring

1 HV ring 8

2 MV ring #1 14

3 MV ring #2 18

4 MV ring #3 5
TOTAL 45

5.1.6 Integration of LAN switches in IEDs

In principle, this topology will be implemented using stand-alone LAN switches.
Nevertheless, the possibility of the control and protection IEDs having a built-in,
integrated switch could be considered for this type of topology.

5.2 Redundant double-star topology

The requirements met with this topology are the following:

recovery time 0ms

redundancy One redundant LAN.
No redundant leaf.

deterministic Yes

robustness No impact is observed

fault tolerance Single failure of a switch at a time
Single failure of a inter-switch link at a time
Single failure of a leaf link at a time

economical Due to high availability needed in transmission substations, the
aspects economic criteria are less important than fault tolerance.
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5.2.1 Description of the topology

As its name indicates, the redundant double-star topology consists of a pair of
independent and closed star LANs, which will be called LAN A and LAN B, so that
every IED will have two Ethernet ports through which it will be connected to each LAN,
respectively.

On the basis of the standard case 2 (one-and-a-half breaker to double busbar), defined
in section 3.2 of the document, the IEDs present the following layout:

1) At bay level, there will be one bay for every one-and-a-half breaker diameter. All
the telecommunications, remote control and protection IEDs necessary for the
diameter to operate will be inside the bay.

2) At station level, there will be one or several level 2 IEDs.

The following figure shows the configuration of the bay level for the one-and-a-half
breaker diameters of standard case 2.

=3 "icrnea @ IBERDROLA E‘ gasNatural & ® hc energia

enosa
endesa




GROUP OF SPANISH ELECTRICITY COMPANIES ON IEC 61850
MINIMUM COMMON SPECIFICATION FOR SAS EQUIPMENT
IN ACCORDANCE WITH THE IEC 61850 STANDARD

REFERENCE: EDITION: SUPERSEDES EDITION: | pAGE47 OF 182
E3/0001 3(09.06.10) 2(06.05.10)
¥ 1 L ¥ ' saeot
wl 4 w T4 w4 wi|a w
—= _ = - - == P— _ = - e '
© LmE | A ¢ LINE} J il T | * LINE i
@ : w7 Nl K C ol
; F——— = F—<—3¢ 5 ; F——73-4¢ —1 ; F - =
' wE | o TRF il TRF 7 ume A
e ¢ + + ‘
—— R e/ S ;_Jm’
§ I i i b
= =k o
B0t W) <3 X <X 8303
8502 X ’\.‘..".‘ EE -\3\-\:‘\-\5 -\"6\-\2?-\&‘\ :‘;’1}; 4 -si\ -\6\-\5\4‘2\ \6\ \5\ \6\ SRR ‘a‘ \%\ \#\ \b\ \a"‘e"\";‘ 8304
FEY PR ENT LT FPFR BPEE™ J{BPR® %FFT7
o nd
B0
-L;. A.:;L 3 3 "6 e
. - (- -
=, t=,
. T

HE RS

"
nr

5.2.2 Physical interconnection diagram

The redundant double-star topology diagram is shown below. Three bays have been
drawn, and will correspond to 3 diameters. LAN A is shown in red colour, while LAN B
is shown in blue colour.
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Each IED is connected to the closest switch of each network by means of two
independent Ethernet ports. The connection between the bay switches and the IEDs in
the same bay can be done by UTP Cat 5E cable with RJ-45 connectors. The
connection of the bay switches to the station ones is effected through the multimode
optical fibre of the substation.

The station switches and the level 2 IEDs can be connected by means of either optical
fibre or UTP Cat 5E cable with RJ-45 connectors.

5.2.3 Fibre-optic communication in substation
In substations of this kind there will be, generally speaking, two independent multimode

fibre-optic networks that link the bays to the station level. Each network (normally
called track 1 and track 2) use independent physical paths through the conduits of the
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substation and is carried by independent optical fibre hoses.

In a few words, from one bay there will be two independent communication tracks
towards the station level. The number of fibre-optic services of these tracks depends
on the needs of every substation.

In the case of a redundant double star, this duplicity will be leveraged to create LAN A
on network track 1, and LAN B on the network track 2. Each one of the LANs needs 2
optical fibres (one for transmission, another for reception) plus 2 optical fibres as
backup between each bay and the station level.

It should be noted that the configuration of each multimode fibre-optic network is in
itself a star. If someone wishes to link two bays to each other by means of fibre optics,
it would be necessary to go up to the station level and make the necessary splices at
that level.

5.2.4 LANredundancy

To obtain total LAN redundancy and leverage the full physical redundancy described
above, it will be necessary to use a redundancy protocol that guarantees an instant
recovery time. In this regard, the PRP protocol specified in the IEC 62439 standard will
be used. In the future, other redundancy protocols proposed by the IEC 61850
standard will be assessed.

5.2.5 Equipment

In order to create the redundant double star, LAN switches will be required at both the
bay level and the station level. In view of the hub nature of the station level in this
topology, the station level switches must have greater capacity. The use of several
switches connected to each other could even be addressed for big enough substations.

By way of example, suppose a one-and-a-half breaker substation topology with five
diameters, as shown in 5.2.1. In this case, the following level 0 and 1 equipment will be
located for one diameter:

1) 1 level 1 IED with client IEC 61850 functions for the local remote control of the
full diameter.

2) 1level 1 IED for the protection of the central breaker.

3) 3 level 1 IEDs for primary, secondary and breaker protection of each one of the
line bays.

4) 1 level 1 IED for a busbar differential protection (only two diameters with this
IED).
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5) 2 IEDs as TADP (Telecommunication-Aided Distance Protection) interfaces, at
most .

Therefore, there will be 11 (1 + 1 + 3x2 + 1 + 2) IEDs per diameter with the need to
communicate with level 2 and with the other diameters.

Assuming that there are switches on the market with a capacity of up to 24 Ethernet
ports, 2 switches per diameter will be needed, one for each LAN of the redundant
double star.

These switches must have the following configuration:

1) RJ-45 ports for the connection of the IEDs that belong to the diameter.

2) Multimode fibre-optic ports for the inter-switch connections. The switch must
have at least two fibre-optic ports, so that one is a backup.

3) One RJ-45 port should be left as backup every 5 IEDs.

At station level there will be at least 1 switch for each LAN. The switch will need the
same number of fibre-optic ports as diameters connected to it. Moreover, every 5
diameters one fibre-optic port should be left as backup.

The IEDs of the station level can be connected to the switch either by fibre-optic cable
or UTP Cat 5E cable. There will be at least 6 connection ports for the IEDs of this level.

Therefore, the necessary LAN equipment would be as follows:

No. of switches | Location Minimum configuration of every switch
2 Diameter 1 14 RJ-45 ports + 2 FO ports.

2 Diameter 2 14 RJ-45 ports + 2 FO ports.

2 Diameter 3 14 RJ-45 ports + 2 FO ports.

2 Diameter 4 14 RJ-45 ports + 2 FO ports.

2 Diameter 5 6 RJ-45 ports + 2 FO ports.

2 Station Level 6 FO ports. + 6 RJ-45 ports

The above example assumes that the transformer protection elements will be installed
in the one-and-a-half breaker switchyard.

5.2.6 Integration of LAN switches in IEDs

The use of built-in LAN switches within the IEDs is essentially inconsistent with this
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topology.

5.3 Conclusions

For the standard cases 1 and 3, the multi-ring collar topology is considered as the most
suitable bearing in mind the technical needs as well as the economic constraints.

For the standard case 2, the application criticality suggests an implementation based
on a redundant double-star topology.

In view of the large amount of fibre-optic services needed, the use of bi-directional
single fibre solutions (a single optical fibre for both transmission and reception) will be
assessed in the future.

Finally, it is the will of the E3 Group to remain open to other network topology solutions,
like HSR, that might be proposed in the future by IEC or other authorized standard
developers as long as these solutions comply with the requirements defined in this
document.
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6. ENGINEERING, EXPLOITATION AND MAINTENANCE
This chapter defines the configuration of the IEDs and the management of

configuration file versions. Basic rules are set to facilitate the integration of the IEDs in
substations, tests, commissioning and subsequent maintenance of the installations.

6.1 Basic principles of equipment configuration

6.1.1 A single file per IED: the CID file

The IEDs, whatever their type, must be totally configured with a single file, the CID.
The CID, which will be coded in XML language, as indicated in part 6 of the IEC 61850
standard, should have all the information needed for the equipment to be fully

configured.

No IEDs that need several configuration files will be accepted.

6.1.1.1 Composition of the CID file

In the more general case a CID will be comprised of two different parts:

e STANDARD PART: It will contain all the functions of the IED that are modeled,
and it should be possible to edit it with IEC 61850 tools (SCL editors).

¢ PROPRIETARY PART: It will comprise all the functions that are not modeled and
which must be configured only with the vendoc
reduce the proprietary part until it disappears.

Both parts shall be strictly complementary, which means that if a function is totally
modeled on IEC 61850 it should not be referenced in the proprietary part.

6.1.1.2 Extension of the modeling

The CID, as the single IED configuration file, must have the greatest possible part of
the configuration information modeled according to IEC 61850 and therefore included
in its standard part. To achieve this, the extension rules given by the standard should
be applied, with a view to modeling each and every one of the functions of the IED.
The ultimate objective is for the IEDs to have only a standard part.

Some of the basic criteria for extending the modeling are detailed below.
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mainly in logical nodes involved in control functions, for all of them to be
completely modeled.

To perform its function, any logical node, in its internal logic, should use the
status of other variables such as input and output statuses, results of logics,
interlockings, etc.

In the protection nodes, these references to variables are generally fixed
(currents, voltages), while on the other hand in the control nodes they are subject
to changes between different positions (groupings of CALH alarms, XCBR/XSWI
switchgear statuses, CILO blocking signals, etc.). These references to variables
are settings or adjustments that change from one position to another.

These variables must be modeled by means of the inputs defined in the
standard, i.e. every node must have the necessary dnRefd dat a
comprising all the variables the node needs to fulfil its functionality.

CONTROL LOGICS: The application of the dnRef6 d at a makes it@asgibie
to drastically reduce the needs for programmable control logics. The control
logics should be included in the IED's firmware, so that the job of configuring the
control is reduced to a mere parameterization of the control nodes, much in the
same way as the protection elements (as an example: nobody would think of
configuring the distance protection algorithm from scratch when adjusting a
protection).

Nevertheless, it will continue to be necessary to make minor control logics
(groupings, timings, etc.), that they may be modeled by means of a logical node
(e.g. a LOG.GGIO), where it is possible to include a small logic in literal language
in its dnRef6 B (Bee Annex A for further information).

GOOSE CLIENT: This is another function that should be modeled with a Logical
Node (e.g. GIL.GGIO), by which it is possible to configure all the information an
IED needs to subscribe to a data object of a GOOSE data set. (See Annex D for
further information).

6.1.1.3 Management of the filename and date of the CID

The filename of the CID shall be composed of a maximum of 32 characters including a
OCID6 extension. Valid characters for the filename shall be those allowed by the
VISIBLE STRING datatype as defined in IEC 61850-8-1, section 8.1.2.5.

The filename shall be defined by the user according to local coding standards, in order
to facilitate the identification and handling of the complete set of files that will make up
a whole IEC 61850 substation.

objects
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By way of example a possible coding of a CID filename is shown below:

Filename mask: ®123456789012345678901234567.CID 0
Filename . d»- M\Cab- ON- 31.CID 6

In the previous example, the filename clearly identifies the CID as corresponding to a
standard project (P) identified as MV cabinsd (MVCab) and applied to the bay with
®peration Numberé(ON) 31.

Another approach would be the use of a filename based on the IED name, as follows:

{iedName} {vwv}.CID (where vvv is a version sequence number)

In some other cases, the user might prefer to include in the filename the date and time
when the CID file has been generated. For example, to indicate that the CID was
generated on date (D) July 3rd, 2009 the filename could be as follows:

Filename mask: ®123456789012345678901234567.CID 6
Filename : @- MVCab ON 31- D- 20090703.CID 6

When accessing the CID-storing directories of an IED via FTP, the FTP client will
show, as provided by the FTP server, the filename of the stored CIDs as well as the
local IED date and time when they were last updated. In normal operation, the IED
shall be synchronized via GPS.

When retrieving a CID file via FTP or USB memory, the date and time of last update
shall be locally generated at the destination.
6.1.2 A single file per substation: the SCD file

The SCD file is the one that groups together, in a single item, all the CID files of a
substation IEDs.

SCD includes (CID; +CID,+ é +,) CI D
Therefore, the SCD is the only configuration file of a substation.

The SCD file may be maintained by a configuration manager who should distribute it
and keep it updated.

In view of the agglutinative nature of the SCD, in the course of this document, the focus
will be generally placed on the analysis of the CID file.
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6.1.3 Directory structure for the CID management

The directory structure for the storage of the CID files in the internal non-volatile
memory of the equipment will be as indicated in Appendix D of part 8-1 of the
IEC 61850 standard, which proposes a root directory called SCL, which will be
comprised of two subdirectories:

¢ notvalidated: it will contain the CID files loaded in the IED from the outside (see
section 6.2) which have not been validated locally by it.

¢ validated: it is the directory that contains CIDs validated locally by the IED.

The ClI Ds generated internally by the | ED wil/l

CIDs loaded into the IED externally will be moved f r om 6énotvalidatedd to
when the IED successfully runs the validation process; then they will disappear from
6notvalidatedo.

By means of the ACSI services, access to the SCL Control Block (see IEC 61850-8-1
Appendix D) will allow to know at all times which CID is active, which CID has been the
object of the latest validation attempt and what the result of this attempt was.

6.2 IED configuration processes

This section describes the processes which the external agents (specialized personnel
and applications) will use to enter and modify the configuration, either totally (complete
CID) or patrtially, in the IED.

6.2.1 Types of configuration modifications

A distinction may be made between two types of modifications that can be made in an
IED, depending on the mode.

dotd modifications, which are performed quickly without interrupting the IED's
functionalities. They are also known as parameterization changes. They are generally
adjustment or setting changes. These modifications can be made by means of the
IED's integrated physical interface (if it has one), its own proprietary software tool, or
the ACSI services described in IEC 61850. Therefore, they shall not require the loading
of a CID file, while the IED must dynamically update its active CID file to keep it
consistent at all times with the actual status of the equipment (see section 6.2.6).

&oldd modifications affect the structure of the CID file (database, single-line
diagrams, datasets, RCB, GCB, InRefs, proprietary parts, etc.) and are normally
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performed by engineering personnel (in test and commissioning phases) and by the
maintenance personnel, for tasks that go beyond a mere change of settings
(replacement of faulty equipment, introduction of new functions, etc.). This type also
includes modifications that require a reboot, such as hardware and firmware upgrades.
&oldémodifications require the loading, validation and activation of a CID, processes
which are described in the following sections.

6.2.2 Uploading and downloading files

By means of the ACSI services specified in IEC 61850-8-1 Appendix D, it will be
possible to upload and download a CID file to/from the IED. Nevertheless, in view of
the qualities of the FTP protocol (simplicity, availability of client tools and universality),
the IED must also accept the uploading and downloading of a CID file by this medium,
which assumes the existence of an FTP server in the device. The IED should have a
LED to show that it is being accessed by FTP. This LED should remain active
throughout the FTP session and not just when a file transfer is ongoing.

Moreover, the IED shall have a USB port and will also permit the uploading and
downloading of the CID file by this medium. When a USB memory (pen drive) is
plugged into, the IED shall automatically behave as detailed below:

e If the pen drive is empty, the IED shall download its active CID and all the
information held by the IED in file format: disturbance records, fault reports,
sequence of events, etc.

e |f the pen drive contains a single CID file, the IED shall upload it automatically to
6notval i dat ehhbld autanmaticallyt rine an validation and possibly an
activation (see section 6.2.4).

¢ |In any other case, the IED will perform no action.

It will not be possible, by the means described in this chapter, to delete, edit or
overwrite any IED internal file. The only file that may be uploaded to the IED will be the
CIDfle, and only in the O6notvalidated6 directory.

6.2.3 Loading mode

Assuming that the user may want to guarantee the presence of personnel at the
installation and thus avoid errors in the transmission of configurations via FTP or MMS,
the | ED shalll have, i n its LPHDLodddogld ctah a tn owiel, |
allow to protect the equipment from unwanted loading of CID files. This parameter (see
Annex F) shall take values that shall identify the following three statuses, which are
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mutually exclusive:

¢ INDIFFERENT: The equipment shall always accept a CID file upload into the
6notval i dat e dyoftieimeteodstdescriped im §.2.2a

e UPLOAD MODE: The equipment shall always accept a CID file upload into the

6notvalidatedbd directory by 628,ybutofly t he
temporarily, as described below.

e PROTECTED MODE: The equipment shall not accept the uploading of the CID
file into the O6notvalidatedé directory.

The change from protected mode to upload mode shall not be possible through the
ACSI services. The change from protected mode to indifferent mode and vice versa
shall be allowed in this way, although possibly requiring a higher authorization profile.

If the IED has an integrated physical interface (including switches, buttons and even
digital inputs), the upload mode must be easy to activate by this medium, with a LED or
on-screen message clearly indicating that the IED is in this status. From the foregoing
it may be deduced that the upload mode is not applicable to IEDs that do not have an
integrated physical interface; such equipment shall only accept the loading of a CID file
when in indifferent mode.

The upload mode must remain activated until one of the following events takes place,
when it switches automatically to protected mode.

¢ The equipment is reconfigured (CID file activation) for the next time.
e The upload mode is deactivated by the user.
¢ An hour has elapsed since the activation of the upload mode.

The period of one hour is set to allow for the preparation work previous to the actual
configuration.

If the IED has a local display and keyboard interface, it shall be possible to
activate/deactivate/configure by these means the user profiles and passwords
associated with file writing. In such a case, if and only if a loading process is started by
the USB insertion method, the interface shall launch a confirmation dialog before the
effective loading of the CID file.

Read access to the CID files stored in the equipment, as well as to others directories
and files of interest for the user (events, fault reports, disturbance records) will always
be permitted.
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6.2.4 Validation and activation processes

The processes of validation and activation shall be the only ways of cold-modifying the
IED. They shall comply with the specifications of IEC 61850-8-1 Appendix D, as well as
the procedures that are specified below.

The | ED shall have, in its LPHDVdActjutoé a( seede,
Annex F) that will establish the mode in which the IED will run the validation and the
activation, with both of the following being possible:

a) AUTOMATIC: automatic validation of the CID file by the IED and immediate and
automatic reconfiguration (activation of the CID file) once the file has been
validated.

b) CONTROLLED: controlled validation and activation of the CID file by access to
t healoi dathe d i attabuteséof the SCL Control Block element, using, for
this purpose, the ACSI communications services. This mode may be used, for
example, by a configuration management tool. This mode will fulfil the
specifications of 61850-8-1 Annex D.

Once the CID file has been upl oaded (i . e. , written to the 6n
described in the preceding sections), the IED shall validate it, either, depending on the

mode, automatically or by an order issued via the ACSI services (access to the
&alidatedattribute of the SCL Control Block element by means of an MMS browser or a

configuration management tool, if there is one). All the essential functionality of the IED

shall be maintained throughout the process.

When the IED functions in automatic mode, the loading of the CID file will immediately
and automatically trigger a validation process. A text file with a report on the result of
the process will be created in one of the user-accessible internal directories, called
6val i dat ilfoprocessereos eceud, the report will specify the line number of the
CID file in which the error was detected and also, as applicable, the address, within the
data model, of the element or the elements in error. If the process was initiated from a
USB device this text file will also be copied to the device. If the validation process ends

successfully, the CID file wi | | be deleted from the O6notvalid
transferred t o torydf thérewis direadyaatfile dith thel Samesnarhe in
6val i dat edo, the validation wil/l fail

Once the CID file has been validated, the IED will activate it, either, depending on the
mode, automatically or by order issued via the ACSI services (access to the @ctivated
attribute of the SCL Control Block element by means of an MMS browser or a
configuration management tool, if there is one).
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The CID file activation process is identified with a complete reconfiguration of the IED,
which will probably entail a reset of all its firmware. Nevertheless, IEDs not requiring
this reset will be assessed.

The sum of the CID file upload, validation and activation times shall not be longer than
5 minutes. The activation time shall not be longer than 3 minutes. The non-availability
time of protection functions (including GOOSE messaging) shall be much less and
anyhow it must be clearly specified by the manufacturer.

A positive assessment will be made of an IED if, at switch-on time after being switched
off for any reason, it does not load the entire CID file unless it has been modified, thus
allowing a faster activation.

6.2.5 IP addressing

Static IP addressing shall be used throughout the substation, and the allocation or
change of IP of any IED must be performed in situ. Each IED will have a fixed IP
address, associated explicitly with its position and functions, according to criteria
defined by each installation. Therefore, the allocation of addressing will be done in the
engineering phase.

Below are the fundamental criteria to be fulfilled by the IEDs to be compatible with this
philosophy:

U The network configuration of an IED shall be easy to display and modify
from the integrated physical interface. If the IED does not have one, the
vendor must facilitate a way of obtaining and modifying this configuration
in a standard way and without the need for proprietary tools, for example
by means of text files copied in USB memories (pen drives).

U The modification of an IP address shall not be possible via the ACSI
services.

U Inthe CID file, the network configuration shall be stored in the communi-
cations section, following the provisions of the IEC 61850 standard.
Normally, the effective IP address in the equipment will be the same as
that of the active CID file.

U Nevertheless, the IP address of an IED shall be independent from the
one that figures in the activated CID file, and any possible discordance
will be treated as follows:

o If the IP address is changed in an IED by means of its physical
interface (or, if the IED does not have one, by the method men-
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tioned above), the IED will stop serving data in IEC 61850, but
will maintain all its network functionality, thus permitting the re-
ception of a new CID file which will eventually fix the discor-
dance.

o If an IED receives a CID file with an IP address not matching the
one currently effective, the CID file will not be validated, and
therefore the IED will maintain its IP address and the entire pre-
vious configuration.

6.2.6 Version management

Apart from a single configuration file per IED, there must exist a good version control
method enabling proper maintenance.

The main attributes that will identify the version of the configuration of an IED
unequivocally are:

A

LLNO.NamPIt.configRev: it univocally identifies the individual configuration of
a logical device in an IED, definitive instances of logical nodes, relationships be-
tween logical nodes, datasets, control blocks, proprietary part and one-line dia-
grams. The LLNO.NamPIt.configRev attribute will therefore be modified in the
event of any semantic change of the data model of the associated logical de-
vice or the proprietary part of the CID file. In short, any change that cannot be
done dotd

LLNO.NamPIt.paramRev: it univocally identifies the individual parameterization
of a logical device in an IED, which is the information compiled in the CID file
generated in the parameterization phase of the IED and which will include set-
tings values and configuration parameters (attributes with functional constraint
CF, SP and SG). In a few words, a change in the parameterization of the IED
may be regarded as any dotdchange that can be performed without the need
for loading, validation and activation of a new CID file.

The LLNO.NamPlt.configRev and LLNO.NamPlIt.paramRev attributes respond to the
VisibleString255 type of data and shall use the following format:

INDEX YEAR.MONTH.DAY.HOUR:MINUTE:SECOND [EDITOR INFORMATION]

The index shall be an incremental field that will increase whenever its value changes.
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In this way, the date on which the last configuration or parameterization of the IED was
made will be recorded, as well as the information the version management tool
considers necessary to identify its configuration and source. In the event of any change
in its configuration or parameterization, the IED must consequently refresh the active
CID file, as wellast h eonfigRevd6 apadmRevd v al ues.

6.3 Tools

Several types of tools may be considered for the management of the configuration of
the IEDs of a given substation.

An initial classification of the type of tool would be:

¢ STANDARD TOOLS: These are tools for modifying any function of the IED that
has been modeled as an IEC 61850 function. These tools are, or are based on,
SCL editors and MMS clients.

e PROPRIETARY TOOLS: These are tools provided by each vendor and required
for editing the proprietary part of
objective shall be to reduce the need of these proprietary tools to a minimum.

Moreover, and depending on the possible types of modification, three fundamental
types of tools are distinguished:

¢ PARAMETERISATION TOOLS: These are tools for dotéchange and change
management, basically the |IED settings. They can be classified in two types:

0 GLOBAL: They manage the parameterization of settings at global level,
i.e. for all the IEDs of one or several substations.

0 PARTICULAR: They manage the parameterization of settings for just one
IED at a time.

e CONFIGURATION TOOLS: These are tools for the implementation and
management of @oldéchanges. They can also be classified in two types:

0 GLOBAL: These can be used for the complete engineering of one or
several substations.

0 PARTICULAR: Simpler tools, optimized to facilitate maintenance and
oriented to modifications at the IED level.

e TESTING TOOLS: These are tools for both protection and maintenance
personnel and engineering personnel, and facilitate the tests on the IED, client

a
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and server, allowing to simulate equipment and perform automations. This type
of tools can be divided into:

0 ORIENTED TOWARDS SERVER TESTING: These are tools that allow to
automate the tests of the internal logic and the parameterization of the
server |IEDs.

0 ORIENTED TOWARDS CLIENT TESTING: These are server emulation
tools that allow to test the behaviour of IEDs that work basically as clients,
such as the SCADA of the substations or for remote control.

The decision of what types of tools shall be used shall be an internal issue of each
company, which can either select among those available on the market or develop their
own in order to cover their specific needs.

As it has already been said, priority will be given to IEDs whose need for proprietary
tools is minimal. Equipment will be regarded as easier to integrate in a system the
lesser the need to use proprietary tools for configuration.

6.4 Added value functions

6.4.1 Disturbance recording

Disturbance recording will be configured by means of logical nodes defined in the IEC
61850-7-2 standard (logical nodes RDRE, RADR, RBRS and RDRS).

A disturbance record will be recorded in COMTRADE format and will be stored in one
of the following directories of the IED file system:

¢ dLD/<ldname>/COMTRADES® as specified in IEC 61850-8, when the disturbance
record is associated to a single logical device.

¢ COMTRADE§ when the disturbance record is associated to several logical
devices.

Three different ways may be used to download a disturbance record from an IED: by
means of FTP service; by means of an USB memory plugged into the IED; by means
of ACSI File Transfer service.

6.4.2 Sequence of events (SOE)

The sequence of events recording functionality is supported on IEC 61850 by means of
the Log service defined in IEC 61850-7-2. In addition to this, a readable text file stored
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in an internal directory of the IED file system is required. All SOE files will be stored in
a direct or yThicfdelwill bedbd r&a@dblé mirror of the sequence of events
contained in the Log service.

Three different ways may be used to download the Sequence of Events file from an
IED: by means of FTP service; by means of an USB memory plugged into the IED; by
means of ACSI File Transfer service.

The proposed format for this text file is defined in annex E.

6.4.3 Fault reports

A fault report is a special summary file created from the disturbance record and
sequence of events data stored during a power network fault. The main purpose of this
file is to offer the technician an easier way to find out and understand what happened
during the fault.

Inside a fault report, predictive maintenance information could be included, for example
dissolved gases and water in oil measurement, transformer temperature, etc.
Furthermore, any predictive maintenance information level could generate a new fault
report.

The data objects and attributes contained in a fault report will be defined by means of a
dataset configured in the CID file of the IED.

All fault report files will be stored in a directory call 3FAULT_RECORDS®6 Although the
format of this file is not specified in this document, it must fulfil the following
requirements:

1. It must contain all the data objects and attributes defined in the dataset.
2. All the information must be presented in a readable text format.

Three different ways may be used to download a fault report from an IED: by means of
FTP service; by means of an USB memory plugged into the IED; by means of ACSI
File Transfer service.

6.4.4 Internal event log in the IED

Logging is an internal function of the IED consisting on tracing system and kernel
events that happen during its operation. All log files will be stored in a directory called
@SYSTEM_LOG®O No restriction about size, management or number of log files will be
defined in this document. However, at least the following event classes must be stored
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in this kind of files:

Boot up / shutdown time and date.

CID loading, validation and activation.

Setting and parameter updates.

Internal task errors.
Diagnosis information.

Module loading errors, driver errors, Ethernet errors.

Debug information.

Security monitoring (as stated in chapter 9).

Three different ways may be used to download a log file from an IED: by means of FTP
service; by means of an USB memory plugged into the IED; by means of ACSI File
Transfer service.
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7. COMMUNICATION SERVICES

This chapter specifies, with respect to communication services, the minimum
guantitative requirements that devices must satisfy. It consists of four main parts:
GOOSE multicast communication, SV (sampled values) communication, MMS services
(client-server), and requisites for remote access and control.

7.1 GOOSE

7.1.1 GOOSE message and dataset capacity

In order to ensure the satisfaction of general-purpose multicast communication needs
in most of installations, every IED will be able to publish at least 8 GOOSE with their
respective GoCB (GOOSE Control Block) and to subscribe to at least 64 publishers.

Regarding transmitted data, the granularity of data inclusion into the dataset will be at a
DataAttribute (DA) level. This means that any non-structured FCDA (Functionally
Constrained DA) of any FCD (Functionally Constrained Data) shall be able to be
transmitted by a GOOSE message.

7.1.2 GOOSE Control Block configuration

All the available GoCB in an IED must be configurable in the CID file. Likewise, and in
particular, the GoCB name will also be configurable in the CID file.

It will be required, in the CID file, so as to control the re-transmissions and to adjust
them to different scenarios, the presence of the standard-defined maxTime and
minTime parameters. These will be configurable as well. The timeAllowedToLive will be
two times maxTime.

The behaviour when an association loss occurs will also be configurable via CID file.
The GOOSE sent signal could keep the value it had before the failure or switch to the
default value. This decision will depend on the logics, in the receiving IED, on which
the mentioned signal acts.

7.1.3 GOOSE validation mechanism
In order to recognize incoming GOOSE messages as valid for an IED, a two-stage

validation of certain fields of the message will be carried out. Firstly, the destination
MAC address will be checked by the Network Interface Card. It must be one of the
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GOOSE multicast addresses the IED is listening to. An IED shall accept a GOOSE
message even if no IEEE 802.1 Q information is contained in the Ethernet packet.

Next, if an incoming GOOSE message passes the previous check, the IED will check
its validity. With this purpose, the controlled parameters will be a selection or all of the
following:

1) GOOSE Control Block reference.
2) Dataset reference.

In addition, the message will be discarded if the dataset contained in the
incoming message is different than expected.

3) Application ID.

4) GOOSE ID.

5) ConfRev. Discarded if the value of ConfRev field is different than expected.
6) Needs Commissioning flag.

The selection of the fields, among the six specified above, that will be checked to
accept a GOOSE message will be configurable in the CID file.

For further details, refer to annex D.

7.2 SV (Sampled values)

The data model of an SV-source IED and the structure of the data set containing the

samples shall be as specified in the 61 mpl emen
Instrument Transformers using IEC 61850-9-2 6, frequentsl yé IrEd-%6r1r85d0 t o
2LiteEdi ti ond. Howeveri ,dedadmterbasr y etsd rti lcits oqqut o mu |

be possible between unicast and multicast publishing.

This implies thatt her e shal l be one O6MUO6 | ogical device
magnitudes relative to a particular point of the power network. Therefore, if an SV-

source IED has the capability of processing more than one of such groups, as many
instances of the O6MUG6 1| ogical device wild.l be i
a specific logical node of the TCTR or the TVTR class will be the source of the samples

corresponding to each one of the electrical magnitudes; e.g. BTCTR generates the

phase B current samples.

Within an i ndi vi dacka ASDU shallmentais fouh Eubduts plus four
voltages, ordered as follows: phase A current, phase B current, phase C current,
neutral current, phase A voltage, phase B voltage, phase C voltage, neutral voltage.
The LN shall always be LLNO.
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Each O6MU6 | ogical device shall contain at | e :
MSVCBO01 with a sampling rate of 80 samples per nominal period. Depending on
particular needs, some additional contr ol bl oc
control blocks (USVCBO02 for unicast and MSVCBO02 for multicast) with a sampling rate
of 256 samples per nominal per i od, the other 6basicd contro

unicast), etc.. An individual sample shall be an INT32 data element, according to the
fixed scaling est ®ORILieEdedi bndol EC 61850

For the detailed mapping of the sampled value buffer onto the APDU, see Appendix A
of 61 E®-26ttBE8B8Dti ond.

The configuration of the publishing and the subscription processes shall be done
entirely within the boundaries of SCL and the IEC 61850 data model, hence eliminating
the need for proprietary tools.

7.3 MMS

7.3.1 Reports

7.3.1.1 Capacities

In order to cover, for the largest part of installations, the needs of information
transmission by reports, the following potential clients are considered:

e SCADA control server (HMI) at substation level. Redundant.
¢ Gateway to remote control center. Redundant.

e Engineering and maintenance equipment.

e Gateway for inter-utility information exchange.

¢ Equipment for remote access to IEDs.

Seven (7) potential clients are then taken into account. Separate requirements will be
established for signalling (buffered) and telemetering (unbuffered): therefore, a server
will be able to provide up to 7 buffered Reports and 7 unbuffered reports. In addition,
there may be a dataset per RCB (Report Control Block), which means up to 14
datasets.

7.3.1.2 General configuration requirements

All RCB and all their parameters must be configurable in the CID file. That includes the
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optional fields and the trigger options: IEDs will implement all the functionalities defined
by these fields.

Besides, for their configuration in the CID file, the following particular requirements are
emphasized:

e The max attribute of RptEnabled will be set to 1, so there will not exist virtual
RCBs created by the IED at execution time. Each RCB will be assigned to no
more than one client at the same time.

e The content of the Report identification field (rptID) will be configurable.

7.3.1.3 Signalling

Signalling transmission will be accomplished by means of the buffered reporting
service.

Depending on the functionality of each device, the required capacity of the buffer will
be different, so the following categories are defined:

e Capability 0: up to 512 attributes.
e Capability 1: up to 2048 attributes.

Similarly, the required capacity of a dataset will be different according to the
characteristics of each device. The following categories are defined:

e Capability 0: up to 256 attributes.
e Capability 1: up to 512 attributes.
e Capability 2: up to 1024 attributes.
e Capability 3: up to 2048 attributes.

The requested category will depend on the needs of each utility for a particular
installation.
7.3.1.4 Telemetering

Measurements transmission will be accomplished by means of the unbuffered
reporting service.

As for the dataset, it will have a capability of at least 16 measurements with all the
necessary attributes.
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7.3.2 Control model

IEDs will be able to implement any of the four standard services of the CONTROL
class model :

¢ Direct control with normal security.

e SBO control with normal security.

¢ Direct control with enhanced security.
e SBO control with enhanced security.

The option of disabling MMS control operations will also be configurable for each data
object by using the Control Model 0, which is defined by setting the value of the
Ctimodel attribute to &tatus only6

As established in IEC 61850-7-2, the Control Model will be applied on data attributes
of, at least, the following Common Data Classes:

Controllable single point (SPC)

Controllable double point (DPC)

Cotrollable integer status (INC)

Binary controlled step position information (BSC)
Integer controlled step position information (ISC)
Controllable analogue set point (APC)

If th

f the IED has any binary inputs or outputs, they shall be modeled within the IEC
618500s

data model o fG fdr imare infoematiom. e . See Annex

7.3.3 Log service

As defined in IEC 61850-7-2, chapter 14.3, two different applications for the log service
will be defined in any IED:

1) Event-triggered &equence-of-eventsé(also known as SOE)
2) Periodic recordings of data (also known as profiles)

This section covers specification issues for SOE and profile log functionality.
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7.3.3.1 ACSI services

The following ACSI services related to log service will be implemented in any server
IED:

e GetLCBValues

e SetLCBValues

e QueryLogByTime

e QueryLogAfter

o GetLogStatusValues

7.3.3.2 SOE log functionality

In

order to implement the SOE log service the following applies:

1) One SOE log will be available in any server IED.

2) A SOE log will be distinguished because of the d@-chgd @-chgbor both triggers
being set to druedin the CID file of the IED.

3) The SOE log service will always be automatically enabled at boot time.

4) At run-time, the user will be able to disable or enable a SOE log via
SetLCBValues ACSI service (therefore, writing a value of true/false on the
LogEna data attribute).

5) The dataset associated to the SOE log functionality will be independent of those
defined for other purposes (reports, profile logs).

6) The dataset associated to the SOE log will only contain data attributes whose
trigger options contain dchg or qchg or both.

7) After a @oldbor dotdbmodification of the IED (see 6.2.1), all historical data values
of the SOE log stored previously to the modification will be preserved.

7.3.3.3  Profile log functionality

In order to implement the profile functionality, the following applies:

1) At least one profile log will be available in any server IED.

2) The recording period will be configured by means of dntgPdb6attribute of the log
control block and the dntegrity6 and d@-updd flags of the d@rgOpéd attribute, as
desired. Both @-chgband @-chgoflags will be always set to 0.

3) At run-time, the user will be able to disable or enable a profile log by means of
the SetLCBValues ACSI service (therefore, writing a value of true/false on the

k.
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d.ogEnabdata attribute).

4) The dataset associated to the profile log functionality will be independent of those
defined for other purposes (reports, SOE log, other profile logs).

5) There is no restriction about dataset configuration.

6) After a @olddor dotdbmodification of the IED (see 6.2.1), all historical data values
of the all profiles log stored previously to the modification will be preserved.

7) The ability of dynamically reconfiguration of profile log datasets (by means of
ACSI services) will be assessed.

7.3.4 Clear log service

Despite of not having been defined in IEC 61850 standard, it would be desirable that
the IED provides a mechanism over MMS to easily clear all the events stored in any
log service.

After a clear operation, the d&ntrylDdparameter of the log control block will be initialized
to 0. A first event must be stored in the log to indicate @lear operation done6

7.3.5 File transfer service

As defined in IEC 61850-7-2, clause 20. All ACSI services related to file transferring
will be available in any server IED. No additional specification is needed.

7.3.6 Substitution model

Substitution model will be used as defined in IEC 61850-7-2, clause 12, with the
following requirements:

1) A data attribute that has been substituted, only has been substituted for ACSI
services. That means that if the IED has non IEC 61850 interfaces that can
provide the data attribute, the value provided over these interfaces will be the
process value.

2) If the association over which a substitution has been enabled fails, then the value
shall remain unchanged until other existing or a new association to the IED
changes the substituted value.

3) On an IED restart or power-down, all the substituted values will be lost. All data
attribute with functional constraint &Voé will be initialized with GubEnab set to
Oafsed

4) If the client has no direct access to the server responsible for the data acquisition
to be substituted, then the substitution is not possible. The only way is that the

k.
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client substitutes the mirrored data attribute in the proxy, and accesses directly to
the proxy in order to substitute the value in the server (if this is possible).

5) One of the possible values of the &ublDbddata attribute will be MAINTENANCES

7.3.7 Test process

When information is processed in substations, it is necessary during certain inspection,
test or service operations that recipients no longer receive information they usually
receive during normal operation, or they have to be notified that the information does
not reflect the normal status to derive corresponding reactions. For instance, unloading
of switching lines during commissioning checks or removing test messages and test
values not relevant for the evaluation from event logs should be performed.

It is equally important to deliberately block commands from external communication
publishers during check, test or service work.

7.3.7.1 Information objects

In order to implement the Test mode, the following information shall be used:

e The data objects Mod/Behdof the central node LLNO for switching and signaling
the test mode.

e The quality identifier of the data attribute ( gd- quality) contained in each data
object for reporting and GOOSE messages.

e The service parameter d 6for executing a command from the client during test
mode.

e The test flag of the GOOSE message.

7.3.7.2 IED behaviour

If the IED is switched as a server in the test mode, the test bit is henceforth set in the
@b attribute for each message to an external destination (e.g. reporting or GOOSE
messages) so that all affected clients and GOOSE messages subscribers will now
ignore this information or handle it separately (this will be defined in the client IED
logic). The test flag of all GOOSE messages that the IED publishes will be set to ortied

A command coming from an external source is handled in the same way. An IED in
test mode must ignore each command without test bit coming from a client or GOOSE
publisher. The IED in test mode may only execute received commands with the test
attribute set to test mode (service parameter déor @-Testd. In the same way, an IED in
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dmormalémode will only execute commands from a client or GOOSE publisher without
the test attribute set to test mode.

Commands from the IEDs front panel will be allowed regardless of the IED destdor
dormalémode setting.

This ensures that all actions and reactions of the communication subscribers in the
network can be clearly assigned to either the normal mode or the test mode. This
method is of special interest for bay-spanning checks since it allows the rather complex
GOOSE structures to be included in or excluded from the test.

7.3.7.3 Procedure to activate/deactivate the test mode

The procedure for changing the mode is to set the value Modéof LLNO of all Logical
Devices (LD) to test.

This process could be done by one or several of the following processes:

1) Atest/normal hardware switch key installed on the front of the IED.

2) A digital input of the IED that can be connected with a test/normal hardware
switch key installed on another equipment, cabinet or whatever.

3) From the front panel of the IED.

7.4 Remote access

FTP remote access to the equipment will be required. This access will also be possible
with the supplierbds software
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8. SYNCHRONIZATION (NTP/GPS/IRIG-B)

8.1 Standard cases application

From a synchronization point of view, the solution for the distribution and transmission
substations should be individualized due to the different requirements of these two
voltage levels. A reference to the standard cases defined in previous chapters will be
used in order to clearly define the two different approaches.

8.2 Functionality

8.2.1 Overview

For the distribution level, every single IED within the substation and connected to the
station bus must be synchronized by using the mechanism provided by the SNTP
protocol as it is stated within the IEC 61850-8-1 standard. The standard cases Type 1
and 3 defined in chapter 3.3 shall use this synchronization solution.

For the transmission level, where precision time requirements are not achieved by
SNTP, every single IED within the substation and connected to the station bus must be
synchronized through an IRIG-B connection with the GPS clock. A redundant SNTP
protocol based synchronization solution must be available as in the distribution level
commented in the above paragraph and assume the synchronizing role when the IRIG-
B connection is lost. The standard case Type 2 defined in chapter 3.3 shall use this
synchronization solution.

When IEEE1588 solutions are implemented as a standard in the market, the IRIG-B
solution might be substituted by IEEE1588 solutions.

This chapter will focus exclusively on the requirements for the SNTP protocol
synchronization solution as it is contemplated in the IEC 61850-8-1 standard.
8.2.2 Time format

Time stamp for data changes at the substation level shall be stored using UTC time
format, as it is stated within the IEC 61850-8-1 standard.

Any corrections to use local time and possible daylight-saving time corrections
depending on winter/summer season, if applicable, shall be performed as follows:

uecnu:A d‘j IBERDROLA E‘ gasNatural "f hc energia

enosa
endesa




GROUP OF SPANISH ELECTRICITY COMPANIES ON IEC 61850
MINIMUM COMMON SPECIFICATION FOR SAS EQUIPMENT
IN ACCORDANCE WITH THE IEC 61850 STANDARD

REFERENCE: EDITION: SUPERSEDES EDITION: PAGE75 OF 182
E3/0001 3(09.06.10) 2 (06.05.10)

1) At the presentation function level (local operation HMIs, local IED displays)
2) Optionally, at the gateway to remote control center

8.3 Synchronization of IEDs connected to the station bus

8.3.1 Synchronization solutions

It is considered that time stamp coherency is actually more important than global time

accuracy so, even if a system is synchronized from a universal time source, reality

shows that some time del ay exi st sallyuddfslé¢or 6 s Vvi ew
have a coherent cross check capability between event lists coming from remote control

system and local ones.

Two different synchronization sources shall always be available for all the IEDs
connected to the station bus within the substation.

e Architecture #1

The two synchronizing sources may synchronize all IEDs in the substation through
different devices. In figure 1, it is shown this architecture: the synchronization process
can be performed through a GPS clock connected to the station bus or through a
gateway to remote control center also connected to the station bus, and synchronized
from the GPS clock, from the remote control center via SNTP protocol, or from both.
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Figure 1. Two synchronizing devices topology

e Architecture #2

These two sources may synchronize through the same IED connected to the station
bus. In figure 2, it is shown this architecture: through the gateway to remote control
center, with one source being a GPS clock and the other the SNTP synchronization
protocol data received from the remote control center, the gateway is the only time
master for all IEDs in the substation.
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Figure 2: One synchronizing device topology

Independently of the types of synchronization topologies that are possible based on the
two synchronization sources, only one of those two synchronization sources must work
as the unigue synchronization master source at a time, while the second
synchronization source must stay as a stand-by synchronization master source. All
IEDs connected to the station bus must be kept always synchronized even in the case
the active synchronization master source stops working or a switch between the active
synchronization master source and the stand-by synchronization master source
occurs.

8.3.2 Synchronizing IEDs within a SAS

The synchronization protocol will be SNTP* and the following indicated services will be
used:

! For any additional information refer to RFC 2030 document
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Client Server
Unicast \% V
Multicast
Broadcast \% V
AnyCast

Table 17 SNTP services to be used

8.4 IED synchronization functionality

8.4.1 Time synchronization

Any IED must be able to be synchronized from two different synchronization sources.
The total configuration of the SNTP will be modeled by LNs like LTMS and LTIM.

Also, time stamping will be carried out at each bay level for any given IED being part of.
Every signal shall include a quality and a time stamp data (the last, according with the
data structure stated in part 7-2 of the standard). Therefore, the time stamp functionali-
ty shall include quality related information by using the following parameters:

a) ClockFailure. It details an internal error RTC (Real Time Clock) within IED and
hence the IED internal time shall be tagged as probably not valid.

b) ClockNotSynchronized. This bit shall be activated whenever the external syn-
chronization source is not available or the received time for the external synchroni-
zation source figures are dot synchronizedé(Leap Indicator = 3).

Both, internal clock precisions and the IED time update frequency (synchronization re-
quest through unicast service) shall have such a value that 1ms precision time stamp-
ing must be guaranteed.

In order to be sure that all IEDs within the substation are synchronized with the same
time, it is asked that every single IED must update its time whenever it receives a
SNTP synchronization message, without considering the Leap Indicator value of that
message. Thus, the internal clock updating process after receiving a SNTP message
shall be performed in a time period no longer than 50 milliseconds.

The SNTP services that the IEDs shall simultaneously bear are indicated in the follow-
ing table:
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Client
Unicast \Y
Multicast
Broadcast \%
AnyCast

Table 271 Simultaneous SNTP services

8.4.2 Data Time stamping

Sending IED Switched Ethernet Receiving IED
fimar communic network time (< 0,6 ms communic function operation caused by
eve?wt ca {ure function ations according to IEC 61850- ations ime- event (e.g. relay
P stack 10) stack stamping operation)
t0 tl 12 3 4 t5 t6 t7 t8
e _/
~

GOOSE transfer time
< 3ms according to IEC 61850-5, for the most demanding
performance class

—
total end-to-end latency

Figure 3: Signal Process Time Sequence

Although there is a master time reference for all IEDs within the substation, as ex-
plained in the previous section 8.3.1, the time stamping process of a signal received
through communications media (GOOSE or SV message) or directly wired (digital in-
put) is performed by the IED with a time shift with respect to the master time reference.

In Figure 3, d#6are the synchronization master times when events occur. It is shown
that the receiving IED receives the signal at instant t4. The event time stamped by the
receiving IED would ideally be t5, because the time stamping process knows perfectly
the t6-t5 offset. However, there are two sources of error:

1) drift between IED clock and sync master times, due to errors in the sync me-
thod used

2) inaccuracy in t6-t5 offset calculation

Maximum time shifts allowed for these two different timing error sources are: + 1ms for
(1), and = 1 ms for (2).
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9. SECURITY

9.1 Introduction

9.1.1 Foreword to this first version of the chapter

With the massive advent of the communications to the SAS and, even more, with the
arrival of TCP/IP over Ethernet, cybersecurity is added, with great importance, to the
performance requirements set demanded until now.

However, two characteristics determine this subject: firstly, utilities (at least, E3-group
members) have the problem of the lack of previous solid experience in this issue, and,
on the other hand, the communication networks, the devices within and the
functionality developed, make this system singular and very different from others where
security measures are well installed and proved.

These characteristics imply that this chapter is under development with forecast of
future updates, and it must be considered as a first approach.

9.1.2 Objectives

The main objectives of the current chapter are to study the information security for the
secondary systems operation in 61850 substations and to decide the most proper
solutions in order to minimize the risks with a reasonable investment.

9.1.3 Overview

The first block (sections 9.2 to 9.4) shows the most probable cyber-attacks. Firstly, a
set of the most common threats and possible attacks, in general terms, are listed. Next,
the communication scheme is explained, identifying the types of communicaction inside
the substation. Finally, the most expected attacks are listed and described taking into
account some hypothesis explained as well.

In the second block (sections 9.5 and 9.6), minimum security requirements are shown
and required behaviour under each attack is established. Finally, section 9.6 shows the
countermeasures and their relationship to each type of communication.

The referenced document for the whole chapter is the standard IEC-62351 (mainly in
its parts 62351-1, 62351-2, 62351-3, 62351-4 and 62351-6).
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9.2 Threats and attacks

There are a lot of threats and possible attacks which may trigger non-desirable
consequences. For example, the IEC-62351 standard, in part 1, shows a classification
of general causes:

e |Inadvertentcauses: saf ety failures, equipment failur

o Deliberate causes: disgruntled employee, industrial espionage, vandalism,
cyber hackers...

These threats may trigger an attack over the system or a part of it. Paying attention to
the nature of the action, a possible classification could be the next one:

o Attack for listening: eavesdropping, traffic analysis, EM/RF interception,
indiscretions by personnel, etc.

e Interactions with the system: masquerade, bypassing controls, authorization
violation, physical intrusion, man-in-the-middle, integrity violation, theft, replay,
etc.

¢ Planted in system: virus/worms, Trojan horse, trapdoor, service spoofing, etc.

e Attacks that deny the service: resource exhaustion, equipment failure, software
failure, etc.

e Threats after-the-fact: denial of action, claim of action, stolen/altered,
repudiation, etc.

Whatever the cause or the type of the attack could be, the main objective of a security
system is to avoid the success of any attack or, at least, minimize the consequences of
a successful attack.

Total security for each one of the attack consequences is unworkable, due to the high
complexity of the subject. It will be necessary to identify those points where it is
interesting the investment of a reasonable amount of time and money.

Furthermore, it is absolutely necessary to balance the security measures and
complexity of maintenance and exploitation.

9.3 Communication scheme

The communications scheme can be divided into four well-defined cases:

e Communications inside the substation or through the LAN (or LANS)
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e Communications between substations
e Communications between substations and control centers

¢ Communications between substations and remote configuration and monitoring
agents

Each case has its own characteristics that make their weaknesses and strengths be
different and, therefore, threats and possible attacks are not similar.

Nowadays, only the communications inside the substation are provided by the IEC
61850 although communications outside the substation are expected to be analyzed in
the future due to substitute proprietary protocols and other standard protocols like the
IEC 60870-5 series or DNP 3.0.

For these reasons, communications inside substations shall be studied in this
document, admitting the future possibility of implementing IEC 61850 outside
substation communications.

9.3.1 Communications inside the substation

Chapter 5 of this document shows two possible LAN topologies for the bus station. In
both topologies, the last device in the link to the control center, is the substation
gateway to remote control center. The communication inside the substation is

developed from this IED to the last IEDs in the lowest level (IEDs in level 0).

The next graphics show the two topologies and, in both of them, the existence of the
Gateway as the link with the control center.

- GATEWAY E il
GATEWAY H (=
— O,
(- WEm cwarere /
ovairere
' "
Mastor switch #1 b s yb Master switeh =2

LAN-8 station switch

As explained in previous chapters, there could be three different kinds of information

A
ficica @i IBERDROLA En gasNat;lml"’ hc energia
{ SEAN A | enosa
endesa




GROUP OF SPANISH ELECTRICITY COMPANIES ON IEC 61850
MINIMUM COMMON SPECIFICATION FOR SAS EQUIPMENT
IN ACCORDANCE WITH THE IEC 61850 STANDARD

REFERENCE:
E3/0001

EDITION: SUPERSEDES EDITION: | pAGES3 OF 182
3(09.06.10) 2(06.05.10)

exchanging inside the substation through the station bus:

Communication for specifically protection functions which will be conducted
through GOOSE messages. In this case, because of the criticality, reliability
and speed are crucial.

Communication for not critical functions such as reporting, logging, commands,
etc. where the quality and the amount of data take precedence over speed, will
be conducted through MMS communication. Communication for maintenance
and diagnosis operations over ACSI services, such as GetDataValues,
SetDataValues, polling actions and so on, is included in this type.

File transfer such as SCL files or report fault files.

9.4 Expected attacks

Some hypothesis and postulates have been taken into account in order to identify the
most likely attacks presented in this section:

A.

The substation-LAN, or LANs, normally will be connected to the private network
of the utility. So it is strictly isolated from the Internet. One or several links with
Internet is another possibility for explotation and maintenance but, then, the
system is @pendbto non-desirable users.

If someone may go into the substation with malicious purposes, avoiding the
physical security measures, a direct attack over the equipment, primary or sec-
ondary system, will be more probable than a cyber attack. This person could
make a lot of damages e.g. switching off several control and protection devices
or damaging physically any device. Those examples are less complicated than
connecting to the substation-LAN through the station switch with a PC and
causing a non-desirable consequence.

Outside substation cyber-attacks have to be avoided mainly by firewalls and access
controls implemented in the software applications over the company’s Intranet. These
security measures are out of the scope of IEC 61850 and, therefore, will not be
discussed in this document. However, they are considered a fundamental part of a
security system for this kind of installations.

If it is not considered that anybody may go physically into the substation and provoke a
cyber attack (at least not as a priority threat), then the cyber attacks, made inside the
substation, may be caused by carelessness of the employees or by disgruntled
workers, with authorized access and malicious purposes.

The most likely attacks are listed in the next sections.
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9.4.1 Repudiation

The consequences of this attack are either the denial, by an entity, of an action in
which it was involved, or the claim of an action in which it was not involved.

For example, claim to have sent to a receiver, at a specified time, information that was
not sent, or was sent at a different time.

9.4.2 Denial of service
It inhibits the normal use or management of communications facilities.
Different forms of service denial exist, for example, the disruption of the LAN, directly

disabling the network.

9.4.2.1 Resource exhaustion

It is a denial of serviced attack. An entity could make fast connections and
disconnections or make massive connections to a server.

These actions would cause the IED to slow down and finally would cause the
communications to break between server and clients. The same result would appear if
the network were overloaded with messages.

9.4.3 Masquerade
It takes place when one entity pretends to be a different entitiy in order to originate
fraudulent information, modify legitimate information, use fraudulent identity to gain

unauthorized access or authorize fraudulent transactions or endorse them.

A masquerade attack usually includes one of other forms of attacks, for example,
replay or denial of service.

Nevertheless, inadvertent causes may provoke this attack, for example if an IED takes
a wrong IP direction as a consequence of a software or file configuration failure, it
might cause that other IEDs could not identify it correctly.

9.4.3.1 Man-in-the-middle

It is a type of masquerade attack. The attacker makes independent connections
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between two entities so that it receives the messages from the original source and it
sends messages to the original destination introducing a time delay, modificating the
information or both of them.

9.4.4 Eavesdropping

Also known as monitoring, the objective is to obtain information that is being
transmitted. It is the main cause of confidentiality loss.

Two eavesdropping modes have been identified:
e Attack caused by an authorized entity

IEDs and the company’s employees are authorized entities. The first entity is
discarded as a cause of eavesdropping. It is unlikely that an IED, e.g. protection
device, has been modified by the ciber-attackers in order to store information which will
be sent and used later.

On the other hand, an employee might be the cause of eavesdropping. Probably, the

fact that an employee accesses non-authorized information will be unintentional, but
could provoke other incorrect actions because of misunderstanding.

e Attack caused by an unauthorized entity

As it was said before, inside-the-substation attacks are not considered so an hypothetic
eavesdropping has to be provoked by an external agent. For example, spying.

9.45 Replay

It involves the passive capture of a data unit and its subsequent retransmission to
produce an unauthorized effect. It will use previously transmitted messages. It could be
a masquerade based attack but not necessarily.

9.4.6 Non-desirable-CID loading.

It could be an error or done on purpose. A non-desirable-CID means a wrong
configuration file, e.qg. it is a correct file but an earlier version.

Several cases of integrity loss are identified:

uecnu:A &JIBERDROLA E‘ gasNatural & ® he energia

enosa
endesa




GROUP OF SPANISH ELECTRICITY COMPANIES ON IEC 61850
MINIMUM COMMON SPECIFICATION FOR SAS EQUIPMENT
IN ACCORDANCE WITH THE IEC 61850 STANDARD

REFERENCE: EDITION: SUPERSEDES EDITION: PAGES6 OF 182
E3/0001 3(09.06.10) 2 (06.05.10)
e Introducing an USB, that contains a CID file without knowledge of the
employee, in order to recover the log file.
e Loading of an earlier version CID
e Loading of a CID corresponding to another IED.
9.4.7 Malicious code

Virus, worms and Trojan horses introduced into the devices through USB connection,

FTP or

externally via the LAN Network.

9.5 Security assessments | requirements

The security requirements involve to avoid the consequences of an attack to the

system.

To sum up, the next provisions apply:

Confidentiality: preventing the unauthorized acces to information.
Integrity: preventing the unauthorized modification or theft of information.

Availability: preventing the denial of service and ensuring authorized acces to
information.

Non-repudiation or _accountability: preventing the denial of an action that took
place or the claim of an action that did not take place.

Authentication: assuring that a communication and the transmitted information
is authentic, i.e. the message is from the source that it claims to be from.

The next table shows practice cases in which it is generated a loss of any of the above
requirements.

Requirements Key:
Attacks (2) 2 |1 3 | @ (5) (1) Confidentiality
Repudiation X (2) Integrity
Denial of service X (3) Availability
Resource exhaustion X (4) Non-repudiation or accountability
Masquerade | X X X X X (5)Authentication
Man-in-the-middle X X
Eavesdropping | X
Replay X
Non-deswable-C_:ID X X X
loading
Malicious code | X X X X X

=3 "icrnea @ IBERDROLA E‘ gasNatural & ® hc energia

EHOSO

endesa




GROUP OF SPANISH ELECTRICITY COMPANIES ON IEC 61850
MINIMUM COMMON SPECIFICATION FOR SAS EQUIPMENT
IN ACCORDANCE WITH THE IEC 61850 STANDARD

REFERENCE:
E3/0001

EDITION: SUPERSEDES EDITION: | pAGES7 OF 182
3(09.06.10) 2(06.05.10)

The consequences of a virus, Trojan horse or any other type of malicious code
successfully introduced in a device, might cause the loss of any of the above
requirements. A masquerade attack, as it was said before, might imply one of the other
forms of attacks.

In following sections, the behaviour of the required system security against the early
defined attacks is analyzed. The system will fullfil the desired behaviours depending on
the security measures implemented. The situation in which one or several attacks do
not have associated countermeasures is included.

951

Required behaviour

Repudiation. The requirement is the accomplishment of the two next rules:

o No agent, which has done an action, shall deny the responsibility later.
o No agent, which has not performed an action, shall claim the responsi-
bility later

Denial of service: A normal situation shall require a minimum time availability. In
case of attack, it could be required any of the next behaviours:

o Devices time availability is kept.
o Devices time availability is decreased till a certain level.
o No time availiability is required under a denial of service attack.

Resource exhaustion. The highest desired level would imply to avoid the device
saturation and, therefore, the device crash. The next option would be
determining a period of time in which the device must reject the attack. The last
level, which is the lowest one, minimizes the consequences of isolating some
parts of the device, mainly those that suffer the attack.

Man in the middle. The most desirable situation is that this attack does not
succeed. If the achievement of the attack is inevitable, the second requirement
is minimize the time delay the agent introduces and in a third stage, no device
must accept as valid the adulterated information received as a consequence of
a Man-in-the-middle attack.

Eavesdropping. The required behaviour is the absolute avoidance of
information access by non-authorized employees and the total avoidance of
attacks caused by unauthorized entities.

Replay. The desirable behaviour shall be that no external agent could be able to
launch the attack. If the achievement of the attack is inevitable, no device must
accept as valid the adulterated information received as a consequence of the
replay.

Non-desirable-CID loading. In all cases the objective is to avoid the non-
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desirable-CID loading. As a second option, at least it shall be mandatory to
know the author and date of the loading.

e Malicious code. The required level is to achieve the 0% of infection. As it was
said before, if devices are connected to an isolate-substation-LAN, there will be
no means to get a virus into the system. The only ways will be the USB and the
FTP connection. In both cases 0% infection shall be required. In the case of the
USB, if 0% infection cannot be guaranteed, at least it shall be necessary to
know the author and the time stamp of the malicious loading.

9.6 Security methods

In the following sections, security methods are explained.

9.6.1 Encryption

This countermeasure is not required due to the hypothesis A and B showed in section
9.4. In addition, operation, performance and maintenance problems associated with
this measure have been described.

9.6.2 Digital signature
This countermeasure is not required due to the hypothesis A and B showed in section
9.4. In addition, operation and maintenance problems associated with this measure

have to be taken into account, i.e. digital certificates revocation or update and
certification authorities management.

9.6.3 Association with Authentication

9.6.3.1 MMS Authentication

Authentication for MMS associations will be supported as explained in 61850-7-2,
section 7.4.

This section defines two attributes within the class: @®ssociationldd and
@AuthenticationParameterd It is said that the type of these attributes is SCSM specific
so is addressed to part 8-1 of the standard.

The association mapping to MMS protocol is explained in 61850-8-1, section 10.2.
simply referring to ISO 9506 and to the works under development of 7 and 15 WG of
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TC 57. The WG 15 is the developer of IEC 62351 standard.

Both ISO 9506 and IEC 62351 make reference to the Association Control Service
Element (ACSE)? as the security method for association authentication.

The Access Condition (ISO 9506) type, which is the MMS element on which
@AuthenticationParameterdattribute is mapped to, shall be ®®assworddas defined in ISO
9506-1, section 9.1.2.

The d&irtual access viewdconcept associated to MMS authentication is not considered
nowadays but it will be followed up by the E3 group.

9.6.4 Audit/Logging

Each IED shall register, in the internal event log file defined in 6.4.4, the following
events:

¢ MMS associations initialized successfully.

e MMS associations rejected (by authentication or parameter negotiation).
¢ MMS associations aborted or cancelled.

e FTP connections initialized successfully.

e FTP connection rejected.

¢ File loadings and downloadings through the USB port in addition to the text file
defined in section 6.2.4.

For security monitoring, the LN GSAL will be used in the IED.

9.6.5 Access control for remote configuration and monitoring agents

This countermeasure is not required due to the hypothesis A and B showed in section
9.4. However, each configuration, management or maintenance tool shall be provided
with access control security, but this is a utility issue.

9.6.6  Security over switches

Switches shall be able to address their ports by IP addresses in addition to MAC
addresses and shall be able to limit the throughput over each port.

% The ACSE protocol is defined in 1ISO 8650 and ISO 8649 and ITU X.217 X.227 and X.237.
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The way to configure the switches in order to achieve a certain security level is a utility
issue.

9.6.7 Anti-virus

The devices, which might be infected by malicious code, must allow the installation of
anti-virus software. The installation and the anti-virus operation will not disturb the IED
performance and functionality.

9.7 Application of countermeasures

The next clauses show the application, over each type of communication, of the
different security measures explained above.

9.7.1 Security general methods

Security general methods mean those countermeasures which are not associated di-
rectly to any communication profile.

e Access control as explained in section 9.6.5.
e |P addressing taking into account section 9.6.6.

9.7.2 Security methods for MMS

The following countermeasures, specified above, are required:

¢ Authentication, User/Password as explained in section 9.6.3.
e Audit/Logging as explained in section 9.6.4.

9.7.3 Security methods for GOOSE

No additional countermeasures to the GOOSE validation mechanism explained in
section 7.1.3. are required, due to the criticality (transfer time) associated to GOOSE
communication and the hypothesis A and B showed in section 9.4.
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9.7.4 Security methods for SCL digital signature

These countermeasures are not required because of the hypothesis A and B showed
in section 9.4.

9.7.5 Security for FTP

No additional security countermeasures are required because of the hypothesis A and
B showed in section 9.4, except Audit/Loging explained in section 9.6.4.

Nevertheless, any enhanced security over FTP such as SFTP, FTP over SSH, or FTP
over SSL, will be considered in future revisions.
9.7.6  Security for USB

The required security countermeasures associated to the USB communication are the
following:

e |ED behaviour described in sections 6.2.2 to 6.2.4 and 6.2.6.

Non-desired CID loadings can be avoided combining the loading modes with the
activation processes. The security levels achieved are explained in the next table: in
the first column, the two types of loading mode are listed and in the first row, the two
types of activation processes. The cells in the crosses show the security behaviour.

AUTOMATIC CONTROLLED
INDIFERENT Security does not exist CID validated but not activated
PROTECTED MODE | Safe: CID is not loaded® | Safe: CID is not loaded®

e Anti-virus considerations made in section 9.6.7

® In these cases, the CID loading will be made changing to upload mode by mean of a physical interface
so that the subsequent CID loading would be desired.
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9.8 Security management

Under consideration. To be developed in future revisions.
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10. PROCESS BUS

10.1 Summary

Process level functions are normally based on the GOOSE (IEC 61850-8-1) and the
SV (IEC 61850-9-2) protocols. The two key requisites for them are reliability and
performance. A separate analysis for each protocol is provided, including
recommendations for the communication links and the switch layout.

Regarding the acquisition and delivery of sampled analog magnitudes (by means of the
SV protocol), and with a view to guarantee minimum serial complexity and thus
maximum reliability, only 2-tier architectures shall be considered, i.e. those where

i) the SV-source IED acquires its input information in the form of an analog
magnitude directly from the physical world, and

i) the SV samples travel from the source IED to the sink IED without any
intermediate IED in-between, except possibly one or more Ethernet switches.

The first of the above conditions allows the SV-source IED to be any kind of sensor,
such as a non-conventional instrument transformer or an electronic device with analog
inputs directly wired from a conventional instrument transformer, as long as its output is
SV-coded.

The data model of an SV-source IED and the structure of the dataset containing the

samples shall be as specified in the dmplementation Guideline for Digital Interface to

Instrument Transformers using IEC 61850-9-2 6, frequently ref%rred to
2LiteEdi ti ond.

In principle, the requirements of time coherence between different SV-source IEDs
shall be at | east t hexeiteBEdrctaord)i nThi ECi pBb O s

o Limited delay or fixed delay methods are not accepted.

e The synchronization messages shall have an accuracy of £ 1 microsecond or
better (at the origin).

Sampling IEDs will be kept synchronized by
e aserver (which can be the SV client itself) that sends one synchronization pulse

per second (1PPS), or
e amethod able to provide a still higher accuracy (e.g. IEEE 1588 or IRIG-B).
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The possible process bus architectures are almost countless, given the high number of
independent choices. Nevertheless, a few reasonable architectures are suggested,
ranging from bottom to top in terms of cost: a virtual process bus hosted within the
station bus, a non-redundant point-to-point architecture and a full process bus with
maximum redundancy.

10.2 Introduction

Process level functions, as defined in IEC 61850-2 (Glossary), are the logical
interfaces 4 (CT and VT instantaneous data exchange, especially samples, between
level 0 and level 1) and 5 (low-latency control-data exchange between level 0 and level
1). The logical interfaces are defined in clause 6.2 of IEC 61850-1 (Introduction and
overview). The SCSMs (specific mappings) currently specified by the standard are the
GOOSE protocol for logical interface 5 (described in IEC 61850-8-1) and the SV
protocol for logical interface 4 (described in IEC 61850-9-1 and 2).

O0Pr oces $ almaiwork dedicated to the communications pertaining to process
level functions and perhaps also those confined within level 1, i.e. logical interface 3
(level-1-to-level-1 or level-1-to-level-0 data exchange within a bay) and logical interface
8 (level-1-to-level-1 direct data exchange between the bays, especially for fast
functions such as interlocking). An immediate consequence from the above definition is
that the process bus, when present, must encompass the levels 0 and 1, and exclude
level 2 and above. The existence of a process bus is not mandatory; an installation
may choose to transmit the process level communications over the station bus, along
with those pertaining to other logical interfaces (such as client/server communications
involving level 2). In that case, the station bus would reach the three levels within the
substation, including level 0. If a process bus is present, all level 1 IEDs will be typically
attached to both the station and the process bus, whereas the level 0 IEDs will be
typically attached to the process bus only, in which case the supervisory and control
functions performed from level 2 on the level 0 IEDs, if they exist, shall take place
through a level 1 IED acting as a proxy.

An approach that is intermediate between the presence of a physical process bus, i.e.
a network physically isolated from the station bus, and the use of a single network
(which shall still be called the station bus) for all logical interfaces inside the substation,
is the implementationof a6 vi rt ual p bynceans sf a boftveai® mechanism
such as Ethernet VLANS.

The main reason for implementing a process bus is assuring the performance
(especially in terms of latency) of logical interfaces 4, 5 and 8, by

i.  preventing critical data traffic from contending with client/server data traffic.
ii. allocating special and specific resources, both hardware and software, for
critical data traffic, so as to optimize latency and reliability.
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Since the logical interface 8 must be, for performance reasons, also mapped to the
GOOSE protocol, a typical process bus wil only host GOOSE and SV
communications. However, ACSI client/server communications may be used instead of
GOOSE communications for the logical interface 3 or for the communication between a
level 1 IED, acting as a proxy or as a local control point of a single bay, and a level 0
IED. Although possible, such use of the process bus should always be marginal in
terms of data amount and shall be neglected in this document.

The following figure shows schematically the different process level functions, i.e. the
communication types (logical interfaces) which may be hosted by the process bus.

ﬁal interface 3 logical interface 3 logical interfah

logical interface 8 logical interface 8

IEDs in IEDs in IEDs in LEVEL 1
bay 1 bay 2 bay N

Vg

process bus

Logicall interface 4
Logicall interface 5
Logicall interface 4
Logicall interface 5
Logicall interface 4
Logicall interface 5
Logicall interface 3

LEVEL O
bay 2

Figure 10.17 Schematic view of the process level functions

This chapter addresses firstly the requirements that the applications described in
chapter 4 impose on the process level functions. Secondly, based on that analysis, a
discussion is developed that establishes the process bus layouts that allow an
appropriate performance of the specified process level functions.

The misleading, though widespread, use of the
functions, or, as is even more common, specifically for the transmission of sampled
analog values by the SV protocol, is strongly discouraged and will be avoided
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throughout this document.

10.3 General requirements of process level functions

This section analyses the nature and requirements that are common to the logical
interfaces 5 and 8 (GOOSE-mapped process level functions) and 4 (SV-mapped
process level functions). A specific analysis of each of them is to be found in later
sections.

The main challenge of process level functions is availability. The nature of such
functions implies that poor performance may have the same consequences as the total
failure of a component. Therefore, reliability and performance are the crucial issues
and will be treated separately in the following sections.

10.3.1 Reliability

IEC-61850-communicated process level functions entail the deployment of electronic
devices close to the process, i.e. in places where no such devices have usually existed
so far and the operation was the responsibility of robust and long-proven equipment.
There is clearly a potential reduction in reliability when conventionally-wired process
level communications are replaced by an IEC 61850 system.

10.3.1.1 Serial versus parallel complexity

Serial complexity can be defined as the number of components an item of information
must traverse from its origin to its destination. Serial complexity diminishes reliability
and thus shall be reduced to a minimum. However, IEC-61850-communicated process
level functions between level-1 and level-0 IEDs inherently impose a higher degree of
serial complexity than conventional wired communications, because of the addition of
the Ethernet network and the level-O devices. This is an absolute drawback of IEC
61850 process level functions that can only be countered by

i) Robust design and manufacture of the added components (low MTBF, low
MTTR)

i)  Redundancy of the added components

Apart from this unavoidable degree of serial complexity, further serial complexity shall
only be implemented if it provides compensating benefits that cannot be achieved
otherwise. An example is a multi-tier switch architecture, i.e. one where a message
must go through more than one Ethernet

mer ging unitso6 f ofranalbdiefornatora MiEsmssee sMmll de further

switch.
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discussed in the section devoted to SV-mapped process level functions.
Parallel complexity can be defined as the number of alternative paths available for an
item of information to go from its origin to its destination. Parallel complexity is a way to

achieve redundancy when combined with appropriate redundancy protocols. The
following section examines this particular more closely.

10.3.1.2 Redundancy in IEC 61850 versus conventional substations

Redundancy already exists in conventional substations where the concept of

6overl apping protection zonesd is wused,

cleared (with probably lower selectivity and/or a longer response time) by a backup
IED, in case the primary IED fails. IEC-61850-communicated process level functions
should never encumber this zonal redundancy. Consider for instance an Ethernet
switch that connects all the voltage and current sensors and all the protection IEDs
related to a busbar. A failure of such switch would prevent, should a fault occur, the
operation of the primary protection IED (that which is closest to the fault) as well as the
operation of the backup protection IED. Consequently, either switch redundancy or
physical LAN segmentation is mandatory.

On the other hand, the design of many conventional substations does not introduce
redundancy in all components. In the previous example, a line bay could be protected
by an overcurrent/overvoltage IED alone, connected to non-redundant current and
voltage measurement circuits. The aim of IEC 61850 engineering does not need to be
the achievement of a higher degree of redundancy. In other words, non-redundant
Ethernet switches or single point-to-point Ethernet connections may constitute an
acceptable solution in such a case.

10.3.1.3 Level-0 IED redundancy

The failure of a single level-0 IED may cause, depending on the functions performed
thereby, the following types of serious disruption:

e Inability to operate a power network interrupting element and to sense its status.
e Inability to process analog measurements, which implies inability for one or

more protection IEDs to clear a fault in the power network.

Although doubling level-0 IEDs is a way to improve reliability, taking real advantage of
it is not immediate. The following considerations apply:

e Commands might have to be doubled, i.e. sent to both level-0 IEDs

SO
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simultaneously.

e An IED which receives one SV stream from each level-0 IED (assuming they
are time-coherent) must either

i)  discard one (typically the latest) of each pair of homologous samples, or

i)  optionally, check for the equality of the two homologous samples, and
set an exception status if they are not equal

e An IED which receives status signalling must consider all signals as if coming
from the same level-0 IED, i.e. the most recent signal is the valid one.

10.3.1.4 Network redundancy

Network redundancy is one of the subjects of the yet expected IEC 61850-90-4
Technical Report, on dNetwork Engineering Guidelines§ which will be partly based on

IEC 62439 ( 6Hi ghly Available Automation Networksod)

attention to these IEC outputs when they are released.

First-rate installations will demand zero recovery time upon a single failure, which is

only achievable through the so-c al | ethl ésssanet work redundancy6.

more economic alternative may well found its place in less critical systems. In that
respect, a non-redundant network seems to be a coherent match for non-redundant
level-0 IEDs.

A brief exposition follows on the different possibilities for network redundancy.

Seamless network redundancy

Seamless network redundancy consists in having every frame sent through

i ndependent network paths, so that a single
reach its destination with no added delay. The redundancy should be handled in the

link layer, so that the higher layers do not need to be doubled. Two protocols are
considered at the moment: PRP (Parallel Redundant Protocol), which was mentioned

in chapter 5 of the present document, and HSR (High-availability Seamless Ring),

which is a ring based on the same double-delivery principle as PRP. The following

layouts can be evaluated:

¢ Redundant point-to-point Ethernet connections. From the network point of view,
it is arguably the best solution in terms of both reliability and performance. It
has, however, two disadvantages:

i) itis less scalable than a switched network
i) atevery IED, as many pairs of Ethernet ports are required as connected
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IEDs

e A one-tier PRP process bus, i.e. a double star where all frames must traverse
one switch only. It provides the best balance between reliability, performance,
scalability and cost-effectiveness. However, a practical limit to this solution is
the maximum number of ports per switch.

e A multi-tier PRP process bus, where frames must traverse two or more
switches. This provides almost maximum reliability but higher latencies. A
variant of this architecture is a PRP+RSTP double ring, where the two
independent LANs have each a physical ring topology, and at any given
moment one of the inter-switch links is an RSTP-managed backup which will
become effective only if another link fails.

e An HSR process bus, with almost maximum reliability and still higher latencies
than multi-tier PRP. It can be expected to be more economical than PRP
because it eliminates the external Ethernet switches.

Alternatives to seamless network redundancy

It is sometimes stated that an IEC 61850 process bus must offer seamless
redundancy. However, this is not exactly true, as was shown in 10.3.1.2. In
applications where single-element failure is allowed nowadays, a transition to IEC
61850 could be carried out without a demand for a higher level of redundancy. In that
respect, the following layouts can be acceptable, depending on the reliability standards
imposed for the whole system and the assessment of the individual reliability (MTBF
and MTTR) of the level-0 IEDs and the network:

e Switched Ethernet with RSTP (Rapid Spanning Tree Protocol) redundancy
¢ Single point-to-point Ethernet connections
e Switched Ethernet without redundancy (e.g. a non-redundant star)

In the second and the third of the above layouts, the mean recovery time amounts to
the MMTR of the failed component, whilst a solution based on RSTP can be expected
to have a recovery time of several seconds. Therefore, when there is no seamless
network redundancy, latency-critical functions shall rely on backup protection rather
than network redundancy.

10.3.2 Performance
With respect to performance, messaging speed is critical in process level functions and

both the GOOSE and the SV protocols have been designed upon this requirement.
The following two sections discuss two concepts that are inter-related and crucial to
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process level performance: transfer time and the choice between unicast and multicast
messaging.

10.3.2.1 Transfer time and its components

The transfer time of a message is defined in IEC 61850-5 as that required for dhe
complete transmission of a message including necessary handling at both endsd The
transfer time is then:

Transfer time = (handling time at sending IED) + (network time) + (handling time at
receiving IED)

A discussion follows about the different factors that add to the transfer time and the
possible ways to reduce their impact.

The IED handling tme i s t he time needed by an | EDO6s co
before/after the message begins/ends to be 6épu
IED, it is the time elapsed from the instant when the communicating function leaves the
message (an Ethernet APDU) at the place from which the Ethernet firmware will pick it

up, unt il the moment when the first bit of t h
wired. At t he hedimeeapsedifrgm theEnBtant when thie last kit of the
Et hernet frame is 6got from the wirebd until thi

the APDU at the place from which the communicating function will pick it up. It must be
noticed that any queueing at the access to/from the Ethernet firmware (for instance if
many applications want to use the Ethernet port at the same time) adds to the IED
handling time.

Both IED handling times (at origin and destination) are independent from the nature
and current throughput of the LAN.

Assuming that the frame must traverse N Etherr
from the sending to the receiving IED, the network time shall be the sum of:

) The o6frame timed (i.e. t he f rthemmetwoski ze di vi
interface cards) multiplied by the number o

i) The sum of al/l the O6switch | atenciesd (i
process the frame internally)

Hencefort h, the first of t he aboveamadteinmeod ,s h
and the second shalll be called 6éaccumul ated swi
Note 1: | t is assumed that the switches work in
means that the frame is completely O0readd fro
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finaléywddbdbwnithe output port.
Note 2: I n a LAN, the o6éwired | atencies ar
negligible.
Note 3: The first o6frame timed takes place

within the network time. The frame time at a receiving device is synchronous (because

t he O6wi

red |

atency is negligible)

therefore, it is not computed.

wi t h

The network time is independent from the nature and current throughput of both the
sending and the receiving IED. More particularly, the individual frame time depends
only on the frame size and the network bit rate, and is independent from the nature and
current throughput of the switches. Conversely, the switch latency depends only on the
nature and current throughput of the switch, and is practically independent from the
frame size and the network bit rate.

The following figure shows schematically the structure of the transfer time.

transfer time

A
[ \
function handling handling function
time at time at network time time at time at
sending IED | sending IED receiving IED | receiving IED
frame | switch | frame | switch | frame | switch frame | switch | frame
time | latency | time | latency | time latency | =========" time | latency | time
#1 #1 #2 #2 #3 H3 #n #n #n+1
\
Y
n switches
n+1 hops

Figure 10.2 7 Structure of the transfer time

The above dissection allows us to pinpoint the causes of normal and excessive transfer
time. The following principles must always be borne in mind:
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e The I ED handling time depends on the | EDOSs
the operation of its software at a particular moment. It is almost impossible to
measure, although it can be estimated (see IEC 61850-10, clause 7.2).

e Excessive | ED handling times can be cause:
hardware and software. The IED must have a correct combination of memory
and peripheral bus chipset, network interface card, CPU power,
communications drivers, operating system design and factory configuration.
These seem to be aspects that most IED manufacturers have overlooked so far,
since Ethernet ports, if present, were used for ancillary functions only. However,
they become crucial when IEC 61850 process level functions are involved.

e The use of dedicated network interface cards (NIC) for process level functions
shall be considered to minimize the risk of congestion at the NIC.

e There are only two practical options for the bit rate of the network interface
cards (NIC): 100 Mbps and 1 Gbps. IEDs will work at 100 Mbps in the
foreseeable future. 1 Gbps NICs could be considered to prevent bottlenecks at
inter-switch links (ISL).

e The frame size is determined by the APDU size, which in turn depends on the
application needs exclusively.

e As a result of the previous item, once the NIC bit rate is established, there are
only two ways to reduce the network time: 1) reduce the number of hops by
choosing a convenient topology, and 2) reduce switch latency.

e There are, in turn, only two ways to reduce switch latency: 1) improve circuitry
perfor mance, and 2) reduce the switchds inp
switches, even the not-so-expensive ones, have very fast microelectronics and
can be expected to take latencies in the range of the microsecond, at the limit of
zero throughput.

Much in the same way as in a classical traffic problem, as the input load of the switch
increases, the internal FIFO queues grow longer and latency also increases. In the
environment of a critical value for the input data volume, switch latency surges
abruptly. When an input queue is filled up, frames begin to be discarded, i.e. switch
latency and overall transfer time become infinite for those frames.

Another possible cause of abnormal switch latency is a topology reconfiguration going

on, for instance an RSTP reconfiguration following an inter-switch link disruption. This

is not the case i f GasRRProl HSR aré usedyas brg@avothes s uc h
incident is single-failure, because such protocols have zero recovery time.

The conclusion of the above is that, once the
correctly set and tested (particular equipment, NIC bit rate, application messaging,
topol ogy), t he systemods perfor mance can be €

established at design time for the whole lifetime of the system, UNLESS congestion
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occurs in one or more of the switches. Given a correct design, the only possible cause
of switch congestion is pathological flooding. The bottom line is:

@®ad design and pathological flooding are the only possible causes of unacceptable
transfer times in a switched Ethernet process buso

A further simplification would be to observe that pathological flooding is always the
consequence of bad design and should therefore be removed from the above
statement. Practice shows, however, that at the present state of evolution of network
and IED technology, pathological flooding does occur even in the most carefully
designed systems. The main reasons of
(due to, for example, an unexpected condition or a non-filtered oscillatory state
change) and junk broadcast traffic originated by ancillary network services such as
ARP or redundancy protocaols.

10.3.2.2 Unicast and multicast messaging

The GOOSE protocol only supports Ethernet frames with multicast addressing,
whereas IEC 61850-9-2 allows for both multicast and unicast addressing for the SV
protocol. As will be further explained in this section, performance considerations are, in
some cases, the best reason to choose multicast, as much as, in other cases, they
make unicast preferable.

The following alternatives are available:

1) Plain Ethernet multicast: a frame reaches all IEDs except the sender.

2) Selective multicast: a frame only reaches a group of selected IEDs. This can be
achieved by

e Software segmentation of the LAN (VLAN tagging, multicast filtering)
e Physical segmentation of the LAN
3) Unicast: a frame is delivered to only one IED. This can be achieved by
e Plain Ethernet unicast addressing
e Physical point-to-point connections

The following figure depicts the above described alternatives schematically.

pat hol o
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LEVEL 1
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N

o T M.

A
o]

———> multicast

m LEVEL O

Note: connections shown

———————— selective multicast . .
” are logical, not physical

............. > unicast

Figure 10.3 7 Multicast and unicast alternatives

The main disadvantage of unicast is that the sender IED must send as many copies of
a particular frame as IEDs are desired to receive the information therein. This
necessarily implies higher average transfer times and a potentially inefficient capacity
usage of the IED-switch link. Contrarily, multicast combined with full-wire speed
Ethernet switches ensures parallel frame replication and thus no congestion at the IED-
switch link and no noticeable increase in transfer times. As a conclusion, multicast is
far better for bulky one-to-many applications, like, for instance, a busbar voltage that is
delivered from a voltage-sensing SV-source IED to all protection IEDs related to the
busbar.

On the other hand, the main disadvantage of multicast is the existence of frames
reaching places they are not intended to get to. This causes unnecessary switch load
and hence an increase in switch latency, along with a higher risk of pathological
flooding. An increase in IED handling times can be, however, discarded if the NIC
(network interface card) is completely full-duplex, which means that the NIC can be
processing outcoming frames and dropping undesired incoming frames at the same
time. A good candidate for unicast is a bulky one-to-one application, such as a feeder
phase and neutral current that is delivered from a current-sensing SV-source to just

%
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one overcurrent feeder protection.

In other cases (many GOOSE applications, for instance), neither the advantages of
multicast nor those of unicast outweigh so clearly the disadvantages and a more
guantitative analysis becomes advisable.

It mu st be noted that physical s egmamomgat i on me
which communication is no longer possible, which causes a reduction in flexibility and
scalability, and prevents the implementation of multicast partially-overlapping zones.

10.4 GOOSE-mapped process level functions

With regard to the classification of applications given in chapter 4, those functions

labelled as of criticality 1l (protection), Ill (control interlocking) and V (tripping) shall use

the logical interfaces 5 and 8 and shall therefore be GOOSE-mapped. Switchyard state
signalling between | evedndr eda dayndd sli,g naasl Iwenl g baest w
are an implicit requirement of these functions and shall also be considered within the
GOOSE-mapped group of communications.

10.4.1 Requirements of GOOSE transmission

10.4.1.1 Reliability: delivery assurance

Because of the nature of the signals that are typically conveyed by this protocol, a
GOOSE frame is normally made obsolete by the next GOOSE frame, which renders
buffering useless. An individual frame can be lost without impact on the application
provided that a later frame is still delivered within the delay constraints imposed by the
application.

Note: It must be remembered that the GOOSE protocol does not provide a mechanism
for the detection and resending of lost frames (neither does SV).

10.4.1.2 Performance: upper limit for transfer time

For the transfer time of the communications that will be typically included in the logical
interfaces 5 and 8, that is to say, those which will normally be GOOSE-mapped, IEC
61850-5 sets an upper limit of 3 ms (fast messages in performance class P2 or P3), 10
ms (fast messages in performance class P1), 20 ms (non-critical fast messages in
performance class P2 or P3) and 100 ms (non-critical fast messages in performance
class P1 or medium speed messages).
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10.4.1.2.1 Impact of the multicast approach on performance

This section discusses the different multicast approaches under the assumption that no
physical segmentation is used. The more general discussion of 10.3.2.2 always
applies.

One-to-all multicast approach

I n the vast majority of scenarios anitdieED wi l |
the GOOSE format. Because of this and the multicast nature of GOOSE, all these bits,

no matter their possibly different destinations, can be comfortably accommodated in a

single GOOSE data set. In principle, therefore, every IED will publish one and only one

GOOSE data set, whereas it will be typically subscribed to many GOOSE data sets,

each originated by a different IED.

One-to-some multicast approach

There is, however, a possible exception to this one-to-all approach if the number of

IEDs intercommunicating in a multicast domain is too large, which can result in a

hi gher probability of flooding if an incident
must be remembered that pathological flooding is the main cause of unacceptable

latency increase in a switched LAN. To minimize this risk, the creation of several

multicast domains, with a degree of possible superposition between each other, may

be a good choice.

An example of this would be a double busbar t
where a | arge number of medium voltage feeders
such a case, the installation may choose to have a dedicated multicast domain for the

IEDs controlling the HV side and another one for those controlling the MV side.

Physical segmentation, however, is not the best way to achieve this since it would

prevent any communication across busbars, like, for instance, a tripping order to the

circuit breaker on the HV side of a transformer when the MV one has failed. The

preferable solution is the creation of, for instance, three VLANs as follows:

1) A HV VLAN for the multicast communication between IEDs controlling the HV
side.

2) A MV VLAN for the multicast communication between IEDs controlling the MV
side.

3) A O6ccommmuni cat ia sighalsMranA&NMV side IED to a HV side
IED or vice versa.
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The following figure depicts the above described example configuration.

HV VLAN

/ IED IED \
LVL 1 LVL 1
IED [:I IED [:I IED
LVL 0 LVL 0 LVL 0
[ 1
| .

IED 1IED

LVL 1 LVL 1

IED 1IED

cross-comm LVLO LVLO
g S

/ IED IED \
LVL 1 LVL 1
IED IED
LVL 0 LVL 0
1
L
IED IED IED IED IED IED
LVL 1 LVL 1 LVL 1 LVL 0 LVL 1 LVL 1 LVL 1
IED IED IED
LVL 0 LVL 0 LVL 0 /

LV VLAN

Figure 10.4 7 Partially overlapping VLANSs for one-to-some multicast

The HV and LV VLANs would be mutually disjoint sets, whereas the cross-
communication one would partially span both of them. It follows from this that several
IEDs of either side would publish two GOOSE data sets, one to be placed in an
Ethernet frame tagged for either the HV or the LV VLAN, the other one to be placed in
a frame tagged for the cross-communication VLAN.

Splitting the multicast domain as described previously will certainly lighten the LAN
load by preventing some multicast frames from reaching places they are not intended
to get to. On the other hand, VLAN tag management will cause an extra overhead in
switch operation. As far as configuration is concerned, the use of VLANs entails an
amount of careful switch configuration, resulting in the LAN no longer being a
transparent medium achieved by physical setup and default switch settings alone. All
pros and cons should be taken into account before choosing a one-to-some multicast

%
ficica @i IBERDROLA Ei‘ gasNat;lml" hc energia
{ SOAN A | enosa
endesa




GROUP OF SPANISH ELECTRICITY COMPANIES ON IEC 61850
MINIMUM COMMON SPECIFICATION FOR SAS EQUIPMENT
IN ACCORDANCE WITH THE IEC 61850 STANDARD

REFERENCE: EDITION: SUPERSEDES EDITION: PAGE108 OF 182
E3/0001 3(09.06.10) 2 (06.05.10)

approach for GOOSE communication.

10.5 SV-mapped process level functions

As stated in the introduction, the logical interface 4 is mapped according to IEC 61850-

9. Only IEC 61850-9-2 (transmission of SV over Ethernet) will be considered in this

document. More specifically, the present specification will adhere to a long extent,
although not compl et eibnyGuideline fort Digital Idtdrface toe me nt a't
Instrument Transformers using IEC 61850-9-2 6 . Frequently ref-@rred to
2Lte Edi t i omRd6,L Eddr f @S short, t his doc-©®Othandt i's a
was published by UCA in 2004.

The purpose of SV is the transmission of samples of a continuosly-varying magnitude
from a source IED to a sink IED. The source IED can be a device having an interface
to the physical world, plus the capability to sample one or more physical magnitudes
and, with or without additional processing, send a stream of samples to the sink IED.
The additional processing could be rms calculation, phasor extraction, active and
reactive power calculation, etc. A source IED with additional processing capabilities
would be able to send samples of these calculated magnitudes instead of, or together
with, the primary samples. The sink IED would be a device using the samples for one
or more of the following purposes:

¢ Making a decision (e.g. a protection device)

e Storing the information contained in the stream of samples, with possibly some
summarization or integration (e.g. a metering device)

e Sending the information online, with possibly some summarization or
integration, to upper levels of the telecontrol system, by means of protocols
slower than SV (e.g. a bay device which sends measurements to the local or
global SCADA via an IEC 61850 reporting service).

10.5.1 Requirements of SV transmission

Reliability (delivery assurance) and performance (low transfer time) are requisites for
SV transmission in the same way as they are for GOOSE transmission. A new
requisite, namely time coherence, is specific of SV. Additionally, a specific discussion
on network transmission rate is required for SV since, as will be explained in 10.5.1.4,
insufficient network capacity may eventually lead to frame loss (poor reliability) and/or
high frame delays (poor performance), even if no pathological flooding is present.

10.5.1.1 Reliability (delivery assurance): no frames lost
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The impact of frame and therefore of sample loss must be assessed with respect to the
particular application. In a metering, HMI display or SCADA recording application, the
occasional loss of a few samples should not have a relevant impact. In a protection
application, however, the loss of a small number of consecutive samples during a fault
on the power network would probably cause abortion and restart of the fault detection
process, which would result in delayed clearance. Since, for performance reasons,
most implementations of SV place several consecutive samples of a given physical
magnitude in each Ethernet frame, it follows from the above reasoning that the loss of
a single frame is unacceptable in protection applications.

NOTE: It must be remembered that the SV protocol does not provide a mechanism for
the detection and resending of lost frames (neither does GOOSE).

The two-tier constraint

Bearing in mind the resolution stated in 10.3.1.1 in favour of the most robust IED

layouts, and particularly those having the least serial complexity, multi-tier

arrangements shall not be accepted, such as those having intermediate IEDs which
concentrate samples from 6downstreamdondlEDs and
processing, t o Oupstr eamb -tlelEdpglications rshallokteh e r Wor
considered, i.e. those where

i) the SV-source IED acquires its input information in the form of an analog
magnitude directly from the physical world, and

i) the SV samples travel from the source IED to the sink IED without any
intermediate IED in-between, except possibly one or more Ethernet switches.

The first of the above conditions allows the SV-source IED to be any kind of sensor,
such as a non-conventional instrument transformer or an electronic device with analog
inputs directly wired from a conventional instrument transformer, as long as its output is
SV-coded.

The concept of Omer gi ng uni7tadd IECs600448t(onoduced i
electronic voltage and current transformers) to denote any device which merges into a

single digital output a number of independent analog or digital streams corresponding

to different physical magnitudes. Since the above sections r educe the term On
uni tdé to and&eéegzauinvaée ehED®f for the purpose of
latter denomination will be used.

10.5.1.2 Performance: 3 or 10 ms maximum transfer time

With respect to SV performance specifically, the following two considerations must be
made:
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i) SV frames will be normally much larger than GOOSE frames, which implies that
frame times, accumulated frame times and network times will be larger as well.
SV frame size can be reduced by placing fewer samples in each APDU;
however, this would only reduce overall performance because of the resulting
increase in overhead load.

i) SV frames will be normally more numerous than GOOSE ones due to their
higher production frequency in normal conditions. However, unlike what occurs
to GOOSE traffic, their abundance is absolutely predictable in normal
conditions. The risk of SV accidental flooding is therefore smaller.

In a metering application, the receiving IED can easily cope with big transfer times (up
to several seconds) since it basically works as an information buffer. In an HMI display
or SCADA recording application, SV transfer times might be moderate (up to a few
tenths of a second) and still be a fraction of the overall latency. In a protection
application, since SV delays are net contributors to the total fault clearance time, they
must be lower than a few milliseconds. IEC 61850-5 sets a lower limit of 3 ms
(performance class P3) and an upper limit of 10 ms (performance class P1).

Frame delay variation (FDV) can be described as the absolute value of the difference
between the expected time of arrival of a frame (calculated on the basis of average
transfer time) and the real time of arrival. As far as the FDV is concerned, if a
protection IED is subscribed to more than one sample streams (a voltage and a current
intensity, for instance), it must have the buffering capability necessary to make up for
the worst case, that is, an accumulation of R*(2*D) samples of the non-delayed stream,
where OR6 is the sampling rate and 6D6 i s

Multicast versus unicast SV

As stated in 10.3.2.2, unicast SV is the best choice for a one-to-one application. For a
one-to-many application, either plain multicast or segmented multicast shall be chosen.
The discussion of 10.4.1.2.1 on muticast approaches for GOOSE also applies
essentially for SV multicast.

Impact of network capacity usage on performance

This subject is discussed at length in 10.5.1.4.

10.5.1.3 Time coherence

Time coherence ensures that an SV-receiving IED always knows when samples
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coming from different SV sources are simultaneous (within a predetermined error
margin) and can thus be correlated (e.g. for an impedance calculation). In principle, the
resolution provided by a synchronizing method acceptable for control event correlation
(such as SNTP, which provides a proven resolution of up to a few milliseconds) is not
high enough to guarantee the time coherence demanded by an SV application.

Four methods for achieving time coherence may be considered:

1) Source-synchronous sampling

If the samples to be correlated come from the same source IED and from the
same publishing control block, and are placed in the same ASDU of the same
frame, they must be simultaneous within a negligible margin.

If the samples to be correlated come from the same source IED but different
publishing control blocks (that is, they belong to different datasets and travel in
different frames), their local time tags (either a timestamp or a fixed-period
counter) can be looked up by the receiving IED, which will still be able to
correlate them.

I n both the above cases it is assumed that
make internal delays (or at least those that are relevant to sample processing

and timestamping) negligible in the context of the most demanding application

that might use the SV data.

2) Limited-delay assumption

In certain cases, the design and architecture of the whole system (the source
and sink IEDs, and the network connecting them), the time coherence
requirements of the application that uses the SV data, or both, may allow to
assume that the delays are kept below the acceptable maximum. Under this
assumption, no process-bus-specific synchronization mechanism would be
necessary. (The IEDs would probably be synchronized by a coarser method like
SNTP, which would anyway provide a certain degree of synchronization.)

3) Fixed delay

The receiving IED knows the delay difference between the different sample
streams and applies the corresponding offset. This method only works when
both delays (or at least its mutual difference) are constant and known. The
protocol must supply a mechanism to that purpose.
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4) Synchronized sampling

A stand-alone synchronization server (such as a one-pulse-per-second
server) keeps all sampling IEDs synchronized, by means of signals
transmited through dedicated point-to-point connections. This solution
shall b e ¢ adyrcteotiza & xotnedr. n a |

TheSV-si nk | ED ( or atthd/sandeditng, thensyndhjonization
server, by means of signals transmitted through the process bus itself.
This solution stesmthionizaei oabl ed 6cl

The following figure shows schematically the synchronized sampling alternatives.

external
time
server

LEVEL 1
(protection
devices)

o e o e o o o

LEVELO
(SV sources)

——— > SV messages

Note: connections

———————— > Sync messages (external synchronization) shown are logical
’

» Sync messages (client synchronization) not physical

Figure 10.571 Synchronized sampling alternatives

The limited-delay assumption and the fixed delay method are unadvisable in either a
switched Ethernet or a point-to-point Ethernet with non-dedicated connections, where
the probability of non-zero FDV (frame delay variation) is considerable. Moreover, the
fixed delay method requires non-trivial offset calculation in the receiving IED.

To a certain extent, the client synchronization method also presents the first of the
above disadvantages. However, some retardation tolerance for the synchronization
signal, together with reliable clocks within the sampling IEDs, can neutralize small

ient
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FDVs in a very consistent way.

At the present stage of the analyses carried out by the E3 Group, it seems advisable to

adopt, at |l east, the time coherence requirements
Guideline for Digital Interface to Instrument Transformers using IEC 61850-9-2 6
(hencef-drttbgd) 69This i mplies:

¢ Non-synchronized (i.e. limited delay or fixed delay) methods are discarded.

e The synchronization messages shall have an accuracy of £ 1 microsecond or
better (at the origin).

e The sampling IED (and SV source) numbers the samples, and a new count
starts upon reception of each synchronization message (with a certain tolerance
for message retardation).

e Although9-2 LE mentions O0an ext ersgnahronizatiorme r ef er
can be assumed to be implicitly compatible with this specification.

9-2 LE specifies that the synchronization message shallbe 6 one pul sedodper sec
(1PPS). However, methods that can provide a still higher resolution (e.g. IEEE 1588 or
IRIG-B) will also be accepted.

10.5.1.4 Transmission rate

The bit transmission rate of the network has not been considered as a relevant factor in
the previous analysis of GOOSE-mapped process level functions, since under normal
conditions they need to transmit a volume of data per time unit that is several orders of
magnitude smaller than the capacity available in a 100 Mbps or a 1 Gbps network. This
is not the case, however, with SV-mapped process level functions. An examination of
these issues follows, based on the requirements assumed by the 9-2 LE specification.

The sampling frequency and the sampling accuracy must not be less than whatever is
imposed by the application. Both conditions, together with frame structure and
headers, directly determine a bit rate that must fit comfortably under the network
ceiling. If it does not, queues will soon grow in the sending IEDs as well as in the
switches, which will cause degraded performance followed by frames getting lost. This
problem is independent from pathological flooding and is a mere consequence of poor
system design. It must be noted that, although pure SV data traffic is almost totally
deterministic, traffic bumps can occur if the network also hosts GOOSE traffic or
because of ancillary network processes such as redundancy protocols, ARP
broadcasting, etc. For this reason, and because frame loss is not acceptable in SV, this
protocol requires larger buffering memory than GOOSE alone, both in the sending
IEDs and in the switches, to allow for these transitory traffic bumps. However, useful
buffer sizes are limited by the transfer times acceptable (i.e. a too-late frame can be
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just as bad as a missing frame).

9-2 LE proposes a choice of two sampling rates: 80 and 256 samples per cycle, and
sample values of the 61 NT3206 attribute
Appendix Dof9-2 LE proves that thls 6satisfie
byallpract i cal casesb6, eithe for protectio

For a stream of 256*60=15360 samples per second, and assuming that 8 consecutive
samples of a particular electrical magnitude are placed in each frame and a frame size
of around 1000 bytes (following the specification of clause 7.1.4 and appendix A of 9-2
LE), 15360/8=1920 frames i.e. roughly 2 megabytes or 16 megabits are transmitted per
second, which is not so far below the theoretical limit of a 100 Mbps NIC.

The above calculation shows that for the most demanding applications, careful design
is needed and the concurrence of several SV streams or even an SV stream with
GOOSE traffic must be avoided if the links are 100 Mbps. In that case, Gigabit
Ethernet or link aggregation (between switches) may be necessary. The discussion of
10.3.2.2 applies entirely.

10.6 Process bus design alternatives

The previous sections present a number of requirements for the process level functions
that can, in principle, be met by many different process bus structures. However, no
single layout is the best solution for all the requirements at the same time.
Consequently, the process bus selection will, in any particular case, be based on a
trade-off analysis. Intended as a framework for such analysis, and based on the above
review, the following sections enumerate the fundamental design alternatives and the
essential decision criteria. The alternatives are constrained by some technical
requisites which are declared and are mandatory in the context of this specification.

10.6.1 Process bus versus no process bus

The first decision to make is whether

e a dedicated network (physical process bus) is set up for the process level
functions, or

o the process level functions will share the station bus with the other logical
interfaces (i.e. no process bus)

In the latter case, a virtual process bus can still be obtained by VLAN splitting of the
network.

S wn

o —+T
—
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Advantages of physical or virtual process bus:

\Y,

lower risk of flooding

V no contention with station bus client/server traffic A better performance

Disadvantages of physical or virtual process bus:

< <<

The advantages of virtual process bus clearly outweigh those of no process bus;
hence, the latter shall be preferred for the simplest installations only, or when process

more switches and/or switch management needed
more Ethernet ports needed in level-1 IEDs (only if physical)
less flexible and scalable (only if physical)

level-0 IEDs cannot communicate directly with level 2, i.e. level-1 IEDs must be

proxies (maybe only if physical)

level functions are not IEC-61850-communicated.

10.6.2 Switched versus point-to-point process bus

Switched uses Ethernet switches. Point-to-point uses dedicated point-to-point Ethernet

links with crossed RX/TX connectors.

Advantages of switched Ethernet:

\Y

\%
\%
\%

lower processing overhead at sending IEDs in one-to-many applications
fewer Ethernet ports are needed in IEDs

much more flexible and scalable
much simpler wiring

Disadvantages of switched Ethernet:

< <K<K

V

No less than those of a switched Ethernet, point-to-point physical connectors shall
always comply with international standards, in accordance with IEC 61850-9-2, so that
interoperability is assured. This implies that proprietary physical connections shall not

switches and switch management are needed

introduces serial complexity
intrinsically higher transfer times
higher risk of flooding

client synchronization not possible/advisable

shared medium implies lower transmission rate: high-rate SV streams may not

be able to coexist
demands careful

di mensi oni

be accepted. Further details can be found in 10.6.7.

ng ofSV) he

switche
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10.6.3 Segmented versus non-segmented process bus

If the process bus is switched, it can be either segmented (divided into several
multicast domains) or non-segmented (multicast frames go everywhere). It is inherent
to a point-to-point process bus to be (physically) segmented.

There are still two options if segmentation is chosen:

e Physical segmentation with switched 6isl and
e Virtual segmentation (unicast SV, VLAN, MMRP multicast filtering)

Advantages of segmentation:

V diminishes the risk of flooding
V typically increases effective transmission rate of network

Disadvantages of segmentation:

V  (possibly) higher processing overhead at sending IEDs (if virtual)
V more complex engineering/maintenance

V (possibly) more Ethernet ports needed in IEDs (if physical)

V much less flexible and scalable (if physical)

As a general rule, if segmentation is chosen and a point-to-point solution is discarded,
virtual rather than physical segmentation shall be preferred. Virtual segmentation shall
be normally accomplished by unicasting (only available for SV), VLAN tagging or
multicast filtering in switches.

10.6.4 Redundant versus non-redundant process bus

Fundamental principle: the process bus layout must not hinder the zonal protection
redundancy of a conventional substation.

Unless seamless network redundancy is provided, latency-critical functions shall rely
on backup protection in case of network failure. However, RSTP redundancy or no
redundancy at all can still be considered depending on overall reliability requirements.
The discussion in 10.3.1.4 applies.

10.6.5 Topology alternatives for a switched process bus

The selection shall be based on:

uecnu:A &JIBERDROLA E‘ gasNatural & ® he energia

enosa
endesa




GROUP OF SPANISH ELECTRICITY COMPANIES ON IEC 61850
MINIMUM COMMON SPECIFICATION FOR SAS EQUIPMENT
IN ACCORDANCE WITH THE IEC 61850 STANDARD

REFERENCE:
E3/0001

EDITION: SUPERSEDES EDITION: | pAGE117 OF 182
3(09.06.10) 2(06.05.10)

Redundancy issues
Minimization of transfer time A minimization of hops

The following alternatives may be considered (see complete discussion in 10.3.1.4):

10.6.6

A one-tier PRP process bus. Provides the best balance between reliability,
performance, scalability and cost-effectiveness. Limit: maximum number of
ports per switch.

A multi-tier PRP process bus. Provides very good reliability but higher latencies.
A variant of this architecture is a PRP+RSTP double ring.

An HSR process bus. Provides very good reliability and still higher latencies
than multi-tier PRP. It is expectably more economical than PRP.

Switched Ethernet with RSTP. Self-healing, but slow. Latency-critical functions
shall rely on backup protection rather than RSTP redundancy.

Switched Ethernet with star topology and no redundancy. Latency-critical
functions shall rely on backup protection.

Quality of service policies

Quality of service policies administer the contention for shared resources so that the
most critical pieces of communication are granted higher reliability and performance.
As a general principle, the different types of communication can be classified as follows
by ascending order of criticality:

1)
2)
3)
4)
5)

client/server upstream
client/server downstream
SV

GOOSE

infrastructure services (redundancy protocol reconfiguration, self-diagnosis,
network management, synchronization, etc.)

As far as process level functions are concerned, only the last three types are relevant.

Regarding the component where the quality of service policies are applied, they can be
classified into two categories:

1)

Quality of service within the server or client IEDs
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2)

This must assure that processes of higher criticality do not have to wait for
those of lower criticality within the IED. It is accomplished by correct design of
the internal real-time operations of the IED. At the present moment, user-
configurable quality of service (e.g. for assigning different priorities to different
GOOSE applications) is not envisaged.

Quality of service within the Ethernet switches

This must assure that highly-critical frames are dispatched faster than less
critical ones within the switch. The following mechanisms are available in most
commercial Ethernet switches.

e VLAN priority tagging (according to IEEE 802.1p, as a partial feature of
IEEE 802.1Q). This mechanism allows the publishing IED to
discretionally assign a priority to each frame. There are eight priority
levels numbered 0 to 7 and coded as a 3-bit string placed in the 3rd
octet of the IEEE 802.1Q tag.

e Priority based on ingress port. This mechanism permits to assign a
priority based on the port through which the frame enters the switch.
This method is simpler, since the application is no longer required to tag
the frames at origin; however, it is less convenient in a typical IEC
61850 installation, since a particular IED can be simultaneously the
source of frames of dissimilar criticality.

e Priority based on other criteria (origin MAC address, destination MAC
address, frame size, Ethertype, APPID, etc.) These methods are not as
standard as IEEE 802.1p or port priority; however, they might be
considered.

e Rate control at switch port level. This method permits to set a limit on
the throughput of a port, depending on several criteria, and is essential
to prevent pathological flooding. Unlike the previous ones, this is not (at
least in an explicit way) a priority assignment method. A high degree of
flexibility in the configuration would be desirable, including options such
as:

Individual configuration of each port
Static and dynamic limit setting

Limitation criteria:  ingress/egress; unicast, multicast or
broadcast; Ethertype; APPID; VLAN ID/priority

U Notification of close-to-limit (controlled by a certain configurable
percentage) and limit-reached conditions
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10.6.7 Physical connections and quality control of the optical fibre network

In accordance with the recommendation of IEC 61850-9-2, 100Base-FX dual-fibre
multimode links shall be used. The connectors shall be rugged enough as to endure
the most stringent conditions possible in an open-air installation. Multimode 100Base-
FX allows distances of up to about 2 kilometers, which will be enough for probably all
practical scenarios. (Single-mode links would reach about 10 km.)

In the future, 1000Base-SX (multimode, up to a few hundreds of meters) or 1000Base-
LX (single-mode, up to about 5 kilometers) Gigabit Ethernet connections might be
considered, specially for heavily solicited inter-switch links and for one-to-many SV
sources or many-to-one SV sinks.

Future connector technology might be considered as well, both for 100 Mbps or for
Gigabit Ethernet.

In large, air-insulated substations with level-0 IEDs placed at the switchyard and level-1
IEDs placed in a distant control building, a switched process bus based on a few level-
0-concentrating switches and another few level-1-concentrating switches may be the
best option, so as to minimize the number of fibre connections between the switchyard
and the building.

Apart from following the best practices with regard to the physical design, coating,
laying and maintenance of the optical fibres, the installation must take full advantage of
the self-diagnosis capabilities of |l EC 61850, by means -anfl-
readyd GOOSE signals between | EDs.

10.7 Three reasonable process bus scenarios

For illustration purposes, the following sections describe three process bus
architectures that may apply to a great number of substation types.

10.7.1 Virtual process bus

This solution is the simplest architecture provided that a switched station bus is already
present, and is compatible with a high level of reliability, although it may pose
performance challenges.

The process level functions are mapped to a virtual LAN (a virtual process bus) based
on the same physical network as the station bus. Both the level-1 and the level-0 IEDs
are connected through one or two Ethernet ports only, depending on the redundancy
level of the station bus. If the redundancy is achieved through an end-node based
protocol such as PRP or HSR, it must be implemented on both the level-1 and the

t
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level-0 IEDs.

Consequently, it is particularly appropriate when there are no SV-mapped process
level functions, i.e. the level-0 IEDs are only used for the logical interfaces 3 and 5
(status indication, command execution, etc.)

To guarantee a good quality of service for the process level functions, the use of VLAN
priority tagging is recommended.

The following figure shows an example of a virtual process bus implemented as a

VLAN hostedbyan RSTP ring.6 VHANOGSthdteirc €manddecel- s

t he

1 IEDs but does not reach the level-0 | EDs . I n tadénVLANei OpepbceBne

the level-1 and the level-0 IEDs only. As a consequence, the Ethernet links of the level-
1 IEDs belong to both VLANs at the same time. (In a more complex solution, level-1
IEDs would have duplicated Ethernet ports so that each port would be assigned to one
of the two VLANS.)

It must be noted that this example assumes that there is no process level
communication between bay groups. (There are, in fact, several isolated process
busses, one per bay group, instead of a single process bus.) Should inter-group
communication be required, the trunk links connecting the bay level switches with one

another would belong to the 6processd VLAN as
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Figure 10.6 1 Virtual process bus hosted by an RSTP ring

10.7.2 Point-to-point non-redundant connections with non-redundant level-0
IEDs

This is a switchless solution, which offers a high degree of performance, but restricted
reliability.

The following figure shows a schematic example of such scenario.
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4 )

I

LEVEL 0

. J

Note: connections shown are physical

Figure 10.7 7 Point-to-point non-redundant connections with non-redundant level-0 IEDs

There is no process bus as such, but a number of point-to-point physical connections,
each linking a level-0 IED with a level-1 IED.

The process level functions mapped to the point-to-point connections could be SV as
well as GOOSE (status indication, command execution, etc.). A level-0 IED could
support several connections, which means that the IED must have one Ethernet port
for each connection. A level-1 IED would normally be equipped with one (current and
voltage samples on the same interface) or two (one interface for current, another one
for voltage samples) Ethernet ports for attachment to the point-to-point connections, in
addition to those used for attachment to the station bus. Certain level-1 IEDs, such as
a concentrated busbar differential protection, would typically require many Ethernet
ports and are therefore unlikely candidates for this type of architecture. For an easier
changing of the point-to-point physical connections, a static switching board should be
implemented between the level 0 and the level 1 IEDs.

This topology is defined on the acceptance that each physical connection is a single
element of failure, as well as each level-0 IED. As a result, there is no need for a
redundancy protocol to be implemented on the level-0 IEDs. As far as the process level
functions are concerned, there is no need either for a redundancy protocol to be
implemented on the level-1 IEDs.
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10.7.3 Full process bus with redundant level-0 IEDs and seamless network
redundancy

This architecture is superior to the previous ones both in terms of performance and
reliability, but is also more expensive.

As opposed to the previously mentioned topologies, this one is a fully-redundant
physical process bus. The level-0 IEDs are redundant and both the level-O and the
level-1 IEDs have two Ethernet ports each, for attachment to the process bus, in
addition to those used for attachment to the station bus. The seamless network
redundancy can be achieved by means of a PRP double star, a PRP+RSTP double
ring or a High-availability Seamless Ring (HSR). The protocol must be implemented on
both the level-1 and the level-0 IEDs.

The following figure shows an example of this architecture based on a PRP double star
LAN topology.

Group #1 Group #2 Group #M

‘ LEVEL1
|pasesssans |

EEEEEEEEE L AN-B concentrating
switch

LAN-A concentrating
switch

Group #1 Group #2 Group #M

Figure 10.8 7 Fully redundant process bus based on a PRP double star topology
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A large number of alternative redundant architectures can stem from this one, by
relaxation of the above mentioned requirements.
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11. SYSTEM DEPLOYMENT

This chapter proposes how to implant the IEC 61850 standard in a utility, bearing in
mind the different scenarios that may be found, but without carrying out economic or
technical assessments about their appropriateness.

It is assumed that all the equipments have achieved all the functions described in this
document. Due to the immaturity of the process bus, a further revision of this section is
not discarded in the future.

According to the methodology used throughout this document, and only for this section,
different types of installation plants are proposed with the aim of covering all or most of
the cases that can be found in Spanish Electricity Companies

The installation types of plants on which the implementation is evaluated are the
following:

1) Facilities with conventional control gear (Type A Plant: Outdoor installation)
2) Indoor facilities (Type B Plant: Indoor installation)
3) Joint Facilities (Type C Plant: Mixed Outdoor/Indoor installation)

11.1 Plant standard cases

This section defines the installation plants that will be used as reference throughout
this chapter.

11.2 Type A Plant: Outdoor installation

These facilities are usual in sparsely populated areas with ease to achieve a large
enough area for construction.
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11.2.1 Type B Plant: Indoor installation

These facilities are usual in densely populated zones with great difficulty to obtain large
enough areas for the construction of dype A plants: outdoor installationé This type of
plant is necessary in areas with a great social demand of electrical installations

invisibility.
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These facilities would imply an intermediate position between the extreme cases
presented above. Anyway, utilities make strategic decisions which can also justify the
existence of such facilities.

145225

l 8000 10725 y 15000 N 15000 . 15000 " 15000 . 15000 4 15000 4 15000 X 10500 i 11000
1 1

11.3 Deployment scenarios

The following scenarios for IEC 61850 implementation in the above listed type plants
must be taken into account:

1) Newly created facilities:
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- Advantages:

The implantation takes place at 100% of the installation.

There is no need to maintain the service during implantation.

The automation benefits are obtained immediately and completely.
Investment in IEC 61850 is relatively easy to justify within the overall
budget amount.

In general, new facilities represent a small part of the utilities current
investment.

2) Remodeled or expanded facilities:

-Advantages

Investment can be made in a laminated way.

A remodeled facility can be justified by different reasons such as
improving the safety of maintenance tasks, reducing failure rates,
etc. With these justifications the utilities can take the opportunity to
gradually implant IEC 61850 and pave the way to extend
automation, with their added benefits.

-Disadvantages

The new implementation has to live together for long periods of time
with older technologies.

The new implementation has to live together with very varied
technologies.

Service maintenance during deployment is needed, and it must not
affect their exploitation.

The benefits of new technologies are partially or fully mortgaged
until the deployment of all new technology in that facility, which may
take a long time to be achieved.
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11.5 Proposed implementations

This section suggests the implementation of IEC 61850 taking into account the
different types of plants and scenarios described above. This suggestion will be made
in the following order:

1) Newly created facilities

e Type A Plant: Outdoor installation
e Type B Plant: Indoor installation

2) Remodeled or expanded facilities

e Type A Plant: Outdoor installation
¢ Type B Plant: Indoor installation

dype C Plant: Mixed Outdoor/Indoor installationdis not considered because its case is
included in the analysis performed for @ype A Plant outdoor installation6and dype B
Plant Indoor installationd

11.5.1 Newly created facilities

11.5.1.1 Type A Plant: Outdoor installation

Plant outdoor installation entails long distances between most of equipments that form
it.

The following figures show an example of @ype A Plant: Outdoor installationd The first
one has a single control room (green colour) in which all protection and control devices
are concentrated. In the second case, in addition to the control room there are a
number of scattered houses (green colour), close to the switchgear, which concentrate
the equipment associated with it.
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The following figures show that, applying IEC 61850 to the two previous cases, the
areas of the station bus (blue color) and the process bus (red color) are very different.
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In both cases the functional level of IEC 61850 implantation is the same and the
features described in this document are accomplished without distinction.

The level 0 IEDs belonging to the process bus are close to the switchgear. This does
not eliminate or reduce conventional wiring, but minimizes its length. Additionally it can
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facilitate the implementation by reducing engineering auxiliary devices such as relays,
terminals, etc. For this type of facility, in which the distances are very large, the
reduction in the length of wiring can be significant and may make it unnecessary
building scattered houses around the installation

Unfortunately, the lack of maturity of the process bus is inducing the utilities to make
installations with ®istributed Control Room@ for they have to maintain conventional
wiring in the adquisition of signaling and field magnitudes.

11.5.1.2 Type B Plant: Indoor installation

An indoor installation entails short distances between most of equipments that form it.
The following figure shows an example of @ype B Plant: Indoor installationd Unlike

Type A Plant (outdoor), there is only one possible IEC 61850 application. The same
figure shows the areas of the station bus (blue color) and the process bus (red color).
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The level 0 IEDs belonging to the process bus are already close to the switchgear. This
does not eliminate or reduce conventional wiring, nor reduce their length.
Unfortunately, for this type of facility, in which the distances are short, reducing wiring
length is not significant. This does not mean that process bus implantation is not
convenient to improve other activities such as approval or field testing of equipment, or
for the simplification of engineering processes.
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Despite the extensive area of transformer and capacitor process bus, the number of
their equipments will always be much lower than that of the equipments belonging to
the HV and MV process bus.

11.5.1.3 Type C Plant: Mixed Outdoor/Indoor installation

dype C Plant: Mixed Outdoor/Indoor installationéis not considered because this case is
included in the analysis performed for @ype A Plant: Outdoor installationdand d'ype B
Plant: Indoor installationd

11.5.2 Remodeled or expanded facilities

11.5.2.1 Type A Plant: Outdoor installation

The following figure shows a @ype A Plant: Outdoor installationdin which the partial

renovation to IEC 61850 is proposed only for the MV level. The Transformer and HV
level will be kept with conventional wiring.
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The largest complexity and problems would occur in the control room, where IEC
61850 must coexist with legacy systems. A particular company may choose to
implement IEC 61850 to a greater or a lesser extent and thus get the facility more or
less prepared for a full future implementation of IEC 61850.

In the expanded case, e.g., several new MV lines, the trouble-shooting and derived
cases are identical to the remodeled case introduced in this section.

The utility can deploy to a greater or a lesser extent the IEC 61850 standard, based on
their resources and / or future investment policies. As an example, 3 possible levels of
implementation are detailed, ordered by lowest to highest commitment of the company
to the deployment of IEC 61850. The latter approach is a clear commitment to achieve
maximum substation automation in the future as soon as possible.

11.5.2.1.1 Minimum deployment in a conventional substation
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The utility decides to keep the current wiring with the gateway to remote control
center, changing to IEC 61850 the MV equipments and taking advantage of the
process bus, which eliminates the conventional wiring. This decision can be
conditioned by the existence of an ancient, non-updatable gateway to remote control
center: its change may imply space problems or costs that the utility does not want to

assume.
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The IEC 61850 devices are connected to a small station bus, but the substation
automation is very reduced and too located.

11.5.2.1.2 Intermediate deployment in a conventional substation

Unlike the previous case, the hardware and software in the gateway to remote control
center can be upgraded with one of the protocols currently approved by the utility. This
eliminates the wiring in the MV control room. On the other hand, this requires installing
new equipment between the gateway to remote control center and the IEC 61850
station bus.
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The IEC 61850 devices are connected to a small station bus, but the substation
automation is much reduced and too located.

11.5.2.1.3 Maximum deployment in a conventional substation
This approach is a clear commitment to achieving maximum automation in the

substation in the future as soon as possible. The architecture of the substation would
be as shown in the image below. Because it is a remodeling, the ancient gateway to
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remote control center needs to be kept as an appendix to the new IEC 61850 gateway.
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11.5.2.2 Type B Plants: Plant Indoor installation

For dype B Plants: Indoor installationsg the same analysis performed in @ype A Plant:
outdoor installationdcan be applied.

The following figure shows a dype B Plant: Indoor installationdin which the partial
renovation to IEC 61850 is proposed only for the MV level. The transformer and the HV
level will be kept with conventional wiring.
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Unlike outdoor facilities, most of the wiring goes by the interior of the building, therefore
problems with wiring and cabling disappear or are greatly reduced. This may be one
reason why companies decide to upgrade IEC 61850 outdoor facilities as a priority to
indoor facilities.

As an example, the following figure shows a d'ype B Plant: indoor installationdin which
the partial renovation to IEC 61850 is proposed only for the MV level. The transformer
and the HV level will be kept with conventional wiring. This approach is a commitment
to achieving automation in the substation in the future as soon as possible.
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