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High financial and time expenditures for the implementation of IEC 61850 in control
systems and other devices prevented so far a broad market penetration of the stand-
ard in the lower voltage levels and in distributed power generation. A reasonable and
cost effective solution is now available with the Beck IPC@CHIP. The development of
IEC 61850 conformant interfaces in power delivery systems — particularly renewable
and decentralized power producers and consumers — can now be realized within very

short time to market.

The standard series IEC 61850 [1]
defines comprehensive information
models, mechanisms for information
exchange, a configuration language
and a mapping to general communica-
tion protocols. It offers a unique and
common architecture for many appli-
cation domains [2,3]. The aspects are
mainly the following:

General and user-specific infor-
mation models like measured values
of the voltage of the three-phase
electrical network (Logical Node
MMXU), rotor speed of a
wind turbine (WTUR),
switching position of
the circuit-breaker
(XCBR), temperature
measured value (STMP) or
the values of a PID loop con-
troller (FPID) as well as their meta
data (like SI-Units and scaling factor)
are in the focus of IEC 61850-7-4xXx,
IEC 61850-7-3 and IEC 61400-25-2)
[4-7].

Abstract methods for the change
of information (ACSI - abstract
communication service interface, ac-
cording to IEC 61850-7-2) offer the
most crucial services for the direct ac-
cess (Read, Write, and Control), Re-
porting (spontaneous and cyclic; with
monitoring of limits and changes), se-
guences of events (SoE: Sequence OF
events), event archives in the devices
(Logging), control, configuring and
retrieving the self-description of the
devices (IEC 61850-7-2 and IEC
61400-25-3) [8,9]. In addition two
methods are defined for the transmis-
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sion of critical information in real
time: for the fast exchange of sensor
data (typical several thousand sampled
values per second of currents and
voltages) and the fast exchange of crit-
ical information within the millisec-
ond range.

Mapping of the abstract infor-
mation and exchange methods to the
application layer protocols as defined

in IEC 61850-8-1, IEC 61850-9-1,
IEC 61850-9-2, and IEC 61400-25-4
[10-13]. The communication stacks
for transferring the messages use
among other protocols mainly TCP/IP
and Ethernet (IEC 61850-8-1 and IEC
61400-25-4).

XML based configuration lan-
guage for the complete description of
a plant (IEC 61850-6) and a single de-
vice: Description of the plant topolo-
gy, communication, information mod-
els, linkage of sources of information
to destinations, and the binding of the
models to the process and to internal
equipment structures [14].
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Toolbox for Multivendor systems

The standard series consists of 14
parts; published between 2003 and
2005. It is a tool box for building mul-
tivendor systems for substation protec-
tion and automation. The first exten-
sions were published in 2007 in IEC
TC 88 (Wind Turbines) with IEC
61400-25-4 for wind power plants.
Extensions for hydro-electric power
plants in 2007 and for the decentral-
ized power resources followed in
2009. Further parts are in process.

The first fourteen parts of the

standard series and the ex-
tensions (above all the

information models)

cover crucial infor-
mation needed in the elec-
trical power supply network
for automation, protection and
supervision. Meanwhile many gen-
eral information models for the appli-
cations in general automation domains
are defined in the second edition of
part IEC 61850-7-4. One of the most
crucial and interesting parts is part
IEC 61850-90-7 (IEC 61850 object
models for inverters in distributed en-
ergy resources (DER) systems).

The issue of the information ex-
change by means of MMS (Manufac-
turing Message Specification - 1ISO
9506) and ASN.1 (Abstract Syntax
Notation 1 - ISO 8824/8825) - alt-
hough it is required in the communica-
tion stacks of devices — however it is
of subordinated importance, if it con-
cerns the contents of the standards.
With the realization of standard-
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conformant products MMS is key be-
cause before two devices can com-
municate in the client-server relation
there is a need of an MMS stack on
each end of the communication chan-
nel — a server and a client.

Applications of IEC 61850

IEC 61850 is used globally in many
thousand plants of medium and high
voltage networks. All large manufac-
turers of substations such as ABB,
AREVA, GE, Siemens, Toshiba and
many smaller manufacturers use IEC
61850 as the preferred solution. In the
context of many Smart Grid projects
in North America, in Asia and Europe
IEC 61850 is regarded as the most
important protocol standard. Beyond
that, IEC 61850 — particularly because
of the uniform and recently defined
general information models — is used
increasingly also in industrial and pro-
cess automation systems.

In the contrast to the fieldbus
standard IEC 61158 with (too) many
standardized solutions in a single
standard with almost 100 parts, IEC
61850 has only one protocol stack for
TCP/IP-based client-server communi-
cation and two simple protocols using
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native switched Ethernet for real time
communication. In many enterprises
IP networks are very common. This
allows directly and without special
modifications to directly employ
MMS based client-server communica-
tion. All information models of all de-
vices can be accessed this way, fast
and without detours from everywhere
— also safely with TLS (Transport
Layer Security). TLS is required by
IEC 61850-8-1 and selected in IEC
62351 — the sister standard of IEC
61850.

These solutions could be achieved
so far mostly just by very high finan-
cial and temporal expenditures. The
implementation of the MMS client-
server stack was usually realized by
purchasing extensive and relatively
expensive licensed software packages.
The expected expenditures for porting
the licensed MMS software and/or the
development of MMS software were
estimated so high that in many cases
the application of IEC 61850 was
questioned — especially when it comes
to small devices.

Although the focus of the applica-
tion of the standard series clearly is on
the models and configuration language
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(which are independent of MMS), the
implementation mainly depends on the
acceptance of MMS. This is especially
true for the use of IEC 61850 in sim-
pler applications. MMS is however
necessary for standard-conformant in-
formation exchange between clients
and servers — no question. IEC 61850
does not support alternative protocols
fortunately! The question is now, are
there alternative MMS implementa-
tions — above all — for the application
of IEC 61850 for simple applications?
Yes! Thanks to the efforts taken by
SystemCorp (Bentley, Western Aus-
tralia) [15] and Beck IPC (Pohlheim,
Germany) [16] to implement IEC
61850 on a small footprint of a simple
embedded controller:
IEC61850@CHIP.

Chip based solution

At the Hanover fair 2010 Beck IPC
presented the integrated solution for
IEC 61850 successfully in co-
operation with SystemCORP Pty Ltd.
(Bentley, Western Australia) at the
Beck IPC booth. The embedded con-
troller demonstrated was an industrial
proven component that is on the mar-
ket for five years in industrial automa-
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SC1x3

Maximum functionality in
a minimum of space

tion systems. It is a modular controller
chip (IPC@CHIP). The resonance of
the many hundred booth visitors ex-
ceeded expectations of all involved
people of Beck and SystemCorp by
far. In the meantime there are many
applications all over that use the Beck
IPC controller.

The substantial advantage of the
embedded controller based solution is
its high efficiency, performance, and
the minimum expenditure needed for
the implementation of IEC61850-
based interfaces for clients and serv-
ers. This platform is very economical.
From a programming point of view it
isa PC and a PLC (programmable
logic controller) — it can be pro-
grammed with C/C++ as well as with
IEC 61131-3 (CoDeSys). All license
costs for the compilers and the IEC
61850 communication stack and API
(application program interface) are al-
ready included in the chip price. Prod-
ucts based on other stacks may require
a run-time license fee for the IEC

SC2x3

Maximum performance for
demanding automation tasks

61850 stack per device that is more
expensive than the complete chip. Not
to speak about the needed efforts of
porting the stack software to your plat-
form (HW and SW). This may take
many months and even years — the au-
thor has been contacted by many
companies that complained that IEC
61850 is quite complex and too ex-
pensive to implement (even when us-
ing available third party software).
The IPC@CHIP SC123 and SC143
are equipped with the real-time and
multitasking operating system
IPC@CHIP-RTOS. The following
software functions are integrated in
the RTOS of the SC123/SC143: IEC
61850, IEC 61400-25,
TCP/IPv6/IPv4, SSL, SSH, IPSec,
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PPPoE, API for CAN, IEC
61131-3 (CoDeSys, PLC),
and C/C++

The software architecture
is very comprehensive,
compact and extremely effi-
cient (Figure above).

The technical specifica-
tion of the Chips (SC123 und SC143)
could be found in the attached docu-
ment.

For different applications regarding
simple integration, mass production
and performance three packages are
offered.

IEC 61850 lite implementation

All crucial data models, communi-
cation services and the device config-
uration language (SCL) are realized in
the stack and API running on
the chip. All models from the
applications protection and
automation substations of any
voltage level including power
generation and distribution,
monitoring of the power
quality, automation and mon-
itoring of hydro-electric pow-
er plants, wind turbines, decentralized
energy generation such as photovolta-
ic, combined heat and power, diesel
generators, battery storage stations,
car charging stations to name just a
few. The models of the new
part IEC 61850-90-7 [17]
are supported. The models
for PV inverter have already
been implemented on the
SC143 by major PV inverter
vendors in 2010 and 2011.

All models needed for
the applications can be up-
loaded by a standardized
SCL files by ftp on the chip. Thus the
model and communication configura-
tion is entirely accomplished by a
standardized IEC 61850-6 file (SCL —
system configuration language).

The IEC 61850 software stack and
API can be started by the application
easily as client or as
server. Both applications
can co-exist on the
IPC@CHIP at the same
time. The stack supports
IEC 61850 services in-
clusive GOOSE and
transmission of sampled
values.

The SystemCorp IEC
61850 stack and API of-

2012-02-25

SC2x

Flexible, simple
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fers a very simple interface to the ap-
plication software in the form of a few
calls (and call-backs) like for example
“Read”, “Write“, “Update”, and “Con-
trol”. Only a binding table must be de-
fined, with which the real values of
the process or of the application are
bound (linked to) the information
models according IEC 61850. This ta-
ble is used, in order to describe the
appropriate relations between model
and the real world. That relation is
implemented in the SCL file by pri-
vate XML elements, which are inter-
preted by the IEC 61850 stack and
API software as well as by the appli-
cation software. This model (SCL file)
is used for the configuration of the
server and the client. The API docu-

and powerful

mentation is available online [18]. A
video explaining the use of the API
function calls and the models at the
server and the client side is available
[19].

All services like Read, Write, Re-
porting, GOOSE, data sets and so on
are completely configured by a SCL
file. Using the same application data,
one can configure at any time further
logical devices, control blocks and da-
ta records simply by an extended or
new SCL file transferred to the chip.

Ready to go devices

Beside the chips Beck IPC offers
also ready to go modules (com.tom) —
the only need is to let your application
code understand the few API calls and
call-backs — that’s all you need to
communicate your data values with
IEC 61850 models and services. The
development of different gateways to,
for example, CAN, IEC 60870-5-10x,
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Profibus, DNP3 or Modbus can be re-
alized in short time. This reduces the
time to marked tremendously. The
modules can be equipped with a data
base system which implements the
binding of different protocols by con-
figuration software which is based on
a Windows configuration tool. Proto-
col stacks for IEC 60870-5-
101/104/103 and DNP3.0 are likewise
available.

The com.tom solution for tele-
control is suitable for applications
with existing WAN connectivity and
existing process control and monitor-
ing applications. Communication of
the com.tom BASIC solutions can also
directly communicate with a dedicated
Web portal. The com.tom communi-
cates with Ethernet and other existing
network infrastructures like WiFi,
Bluetooth, or GPRS.

The communication with the pro-
cess can be realized over a serial inter-
face or over digital inputs or outputs.
The digital inputs and outputs can be
processed additionally with simple
PLC functions.

The integrated Web server on the
com.tom BASIC provides also a sim-
ple WEB based editor for a Web PLC
that can be used to for simple control
algorithms.

Development Kit Beck IPC DK61

For a cost effective and fast start in-
to the world of IEC 61850 the devel-
opment kit DK61 is likely the best ap-
proach.

The IPC@CHIP DK61 develop-
ment Kit is a complete development
system for the embedded controller
IPC@CHIP SC123 and SC143.

It contains the Paradigm C/C++
compiler with IPC@CHIP RTOS de-
bugger and many further tools, which
can be applied for the simplified de-
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velopment of C/C++ and IEC 61131-3
(CoDeSys) applications on the Em-
bedded controller SC123 and SC143.

Despite the comprehensive hard-
ware of the development board, which
makes all interfaces of the SC123 and
SC143 available, a start-up is possible
within minutes rather than hours or
days. This is due to the installed
RTOS, the ,,Getting Started” manuals
and the examples that come with the
DK®61 development kit.

The extensive hard and software
equipment allow a fast and efficient
development of customized applica-
tions within hours and days.

All aspects of the IEC 61850 Solu-
tion on the IPC@CHIP, described
above, are available and directly ap-
plicable also on the development kit.
An extensive example of use with a
model for process values (inputs and
outputs), with reporting and GOOSE
is contained in the kit. The source
code of the C application program is
likewise provided. C programmers can
immediately begin with the program-
ming of their application and — as de-
scribed in the example — communicate
their data values within a short time
by IEC 61850.

Special knowledge of MMS and
ASN.1 is not necessary — applications
can directly use the simple API. The
development of an extensive protocol
stack and a user interface are not
needed — the focus is now on the ap-
plication of the standard series for the
realization of smarter power delivery
systems.

The SystemCorp stack and API is
available on various embedded con-
troller platforms, e.g., Arm 9 or Arm
11 controllers that run on Linux. The
stack and API could be ported to all
major platforms; DLLs and libraries
for Windows and PCs are also availa-
ble.

Reduce time to market

Using the approaches of System-
Corp (Lite Implementation and API)
and Beck IPC (embedded controller
with everything ready-to-go) will help
you control, predict and reduce your
time to market. If the market re-
quires IEC 61850 integrated, e.g., into
your PV converter or other devices
for controlling or monitoring the elec-
trical system (or other applications)
there are several approaches (depend-
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ing on the time to deliver the device to
the customer) you could choose from:
Very short time to market

(week(s) up to a very few months):
Recommended to use the Beck IPC
com.tom ready-to-go box with Beck
IPC chip as external or internal mod-
ule.

Short time to market

(few months):

to use the Beck IPC Chip on a small
printed circuit board as internal mod-
ule.

Longer time to market

(several months):

to use the SystemCorp software on the
controller of an available design or de-
sign a new HW with a new powerful
embedded controller, e.g., from Beck
(running RTOS) or TQ (running
Linux).

In the attachment there is a description
of the path to a short time to market
using the SystemCorp stack and API.

Further information

More information on the IPC@CHIP
can be found in English and German:
http://www.beck-ipc.com

Details of the IEC 61850 Stack and
APl implemented on the IPC@CHIP
are available at:
http://systemcorp.com.au/PIS10API

General information, trends and
news on IEC 61850:
http://blog.iec61850.com

Monitoring and Control of Power
Systems and Communication Infra-
structures based on IEC 61850 and
IEC 61400-25 (English):
http://www.nettedautomation.com/dow
nload/pub/DT-Tampa-Paper 2010-03-

24.pdf

User Groups:
http://www.iec61850.ucaiug.org
http://www.USE61400-25.com

[1] IEC 61850: Communication networks
and systems for power system auto-
mation. Some 20 parts by end of
2011:
http://blog.iec61850.com/2012/01/stat
us-of-parts-of-iec-61850-series.html

[2] IEC 61850 on a page (English):
http://www.nettedautomation.com/sta
ndardization/IEC_TC57/WG10-
12/iec61850/What-is-IEC61850.pdf

[3] Video on the basics of IEC 61850:
http://blog.iec61850.com/2012/02/vid
eo-with-brief-introduction-to-iec.html
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[4] IEC 61850-7-410: Communication
networks and systems for power utili-
ty automation — Part 7-410: Hydroe-
lectric power plants — Communication
for monitoring and control.

[5] IEC 61850-7-420: Communication
networks and systems for power utili-
ty automation — Part 7-420: Basic
communication structure — Distribut-
ed energy resources logical nodes.

[6] IEC 61850-7-3: Communication net-
works and systems in substations —
Part 7-3: Basic communication struc-
ture for substation and feeder equip-
ment — Common data classes.

[7] 1EC 61400-25-2: Wind turbines — Part
25-2: Communications for monitoring
and control of wind power plants —
Information models.

[8] IEC 61850-7-2: Communication net-
works and systems in substations —
Part 7-2: Basic communication struc-
ture for substation and feeder equip-
ment — Abstract communication ser-
vice interface (ACSI).

Karlheinz Schwarz
NettedAutomation GmbH
Karlsruhe (Germany)
schwarz@scc-online.de

[9] IEC 61400-25-3: Wind turbines — Part
25-3: Communications for monitoring
and control of wind power plants —
Information exchange models.

[10] IEC 61850-8-1: Communication net-
works and systems in substations —
Part 8-1: Specific Communication
Service Mapping (SCSM) — Map-
pings to MMS (1SO 9506-1 and ISO
9506-2) and to ISO/IEC 8802-3.

[11] IEC 61850-9-1: Communication net-
works and systems in substations —
Part 9-1: Specific Communication
Service Mapping (SCSM) — Sampled
values over serial unidirectional mul-
tidrop point to point link.

[12] IEC 61850-9-2: Communication net-
works and systems in substations —
Part 9-2: Specific Communication
Service Mapping (SCSM) — Sampled
values over ISO/IEC 8802-3

[13] IEC 61400-25-4: Wind turbines — Part
25-4: Communications for monitoring
and control of wind power plants —
Mapping to communication profile.

[14] IEC 61850-6: Communication net-
works and systems for power utility
automation — Part 6: Configuration
description language for communica-
tion in electrical substations related to
IEDs.

[15] System Corp Pty Ltd, Bentley, West-
ern Australia:
http://systemcorp.com.au

[16] Beck IPC GmbH, Pohlheim:
www.beck-ipc.com

[17] IEC 61850-90-7: IEC 61850 object
models for inverters in distributed en-
ergy resources (DER) systems (to be
published early 2012)
http://blog.iec61850.com/2011/08/pv-
power-to-destabilize-european-
power.html

[18] API online documentation:
http://systemcorp.com.au/PIS10API

[19] Video on the use of SCL files for con-
figuration of a server and a client:
http://blog.iec61850.com/2012/02/vid
e0-on-use-of-iec-61850-6-scl-to.html

Dipl.-Ing. Karlheinz Schwarz (president of Schwarz Consulting Company, SCC, and owner of NettedAutomation
GmbH; Karlsruhe/Germany) specializing in distributed automation systems. He is involved in many interna-
tional standardization projects (IEC 61850 — utility automation, DER, hydro power, IEC 61400-25 — wind power,
IEC 61158 - Fieldbus, ISO 9506 — MMS, ...) since 1984. He is engaged in representing main industry branches in
the international standardization of real-time information modeling, configuration, and exchange systems.
Core services are consulting and training of utility personal, system integrators, consultants, and vendors. He
has educated more than 2,750 experts from more than 700 companies and more than 70 countries. The train-
ing courses are considered to be outstanding. Mr. Schwarz is a well-known authority on the application of
mainstream information and communication technologies in the utility industry and general automation do-

main.
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Annex:

What does IEC 61850-90-7 (IEC 61850 object models for inverters
in distributed energy resources (DER) systems) provide?

The following is based on IEC 61850-90-7 (final draft 2012-02)

The main purpose of the document is to define information models of the known functions of PV in-
verters. These functions are those that are already implemented in today’s controllers of inverters in-
stalled all over. The information models defined in IEC 61850-90-7 just define standard names of the
“signals” found in most PV inverters — the standard just follows the market. The standard also provides
a common way to access and distribute the information needed to configure, control, and monitor
real inverters. Due to the single model and communication profile (independent of the vendors) it is
easy to communicate with the inverters of many different vendors with one single standard.

The advent of decentralized electric power production is a reality in the majority of the power systems of the
world, driven by the need for new types of energy converters to mitigate the heavy reliance on non-renewable
fossil fuels, by the increased demand for electrical energy, by the development of new technologies of small
power production, by the deregulation of energy markets, and by increasing environmental constraints.

These pressures have greatly increased the demand for Distributed Energy Resources (DER) systems which are
interconnected with distribution power systems, leading to high penetrations of these variable and often unman-
aged sources of power. No longer can they be viewed only as “negative load”. Their large numbers, their un-
planned locations, their variable capabilities, and their fluctuating responses to both environmental and power
situations make them difficult to manage, particularly as greater efficiency and reliability of the power system is
being demanded.

This paradigm shift in management of power systems can be characterized by the following issues:

The numbers of interconnected DER systems are increasing rapidly. The advent of decentralized electric
power production is a reality in the majority of power systems all over the world, driven by many factors:

e The need for new sources of energy to mitigate the heavy reliance on externally-produced fossil fuels.

e The requirements in many countries and US states for renewable portfolios that have spurred the movement
toward renewable energy sources such as solar and wind, including tax breaks and other incentives for
utilities and their customers.

e The development of new technologies of small power production that have made, and are continuing to
improve, the cost-effectiveness of small energy devices.

e The trend in deregulation down to the retail level, thus incentivizing energy service providers to combine load
management with generation and energy storage management.

e The increased demand for electrical energy, particularly in developing countries, but also in developed
countries for new requirements such as Electric Vehicles (EVs).

e The constraints on building new transmission facilities and increasing environmental concerns that make
urban-based generation more attractive.

These pressures have greatly increased the demand for Distributed Energy Resources (DER) systems which con-
sist of both generation and energy storage systems that are interconnected with the distribution power systems.

DER systems challenge traditional power system management. These increasing numbers of DER systems are
also leading to pockets of high penetrations of these variable and often unmanaged sources of power which im-
pact the stability, reliability, and efficiency of the power grid. No longer can DER systems be viewed only as
“negative load” and therefore insignificant in power system planning and operations. Their unplanned locations,
their variable sizes and capabilities, and their fluctuating responses to both environmental and power situations
make them difficult to manage, particularly as greater efficiency and reliability of the power system is being de-
manded.

At the same time, DER devices could become very powerful tools in managing the power system for relia-
bility and efficiency. The majority of DER devices use inverters to convert their primary electrical form (often
direct current (dc) or non-standard frequency) to the utility power grid standard electrical interconnection re-
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quirements of 60Hz or 50Hz and alternating current (ac). Not only can inverters provide these basic conversions,
but inverters are also very powerful devices that can readily modify many of their electrical characteristics
through software settings and commands, so long as they remain within the capabilities of the DER device that
they are managing and within the standard requirements for interconnecting the DER to the power system.

DER systems are becoming quite “smart” and can perform “autonomously” most of the time according to
pre-established settings or “operating modes”, while still responding to occasional commands to override or
modify their autonomous actions by utilities and/or energy service providers (ESPs). DER systems can “sense”
local conditions of voltage levels, frequency deviations, and temperature, and can receive emergency commands
and pricing signals, which allow them to modify their power and reactive power output. These autonomous set-
tings can be updated as needed. To better coordinate these DER autonomous capabilities while minimizing the
need for constant communications, utilities and ESPs can also send schedules of modes and commands for the
DER systems to follow on daily, weekly, and/or seasonal timeframes.

Given these ever more sophisticated capabilities, utilities and energy service providers (ESPs) are increasingly
desirous (and even mandated by some regulations) to make use of these capabilities to improve power system re-
liability and efficiency.

Inverter configurations and interactions

Bulk power generation is generally managed directly, one-on-one, by utilities. This approach is not feasible for
managing thousands if not millions of DER systems.

DER systems cannot and should not be managed in the same way as bulk power generation. New methods for
handling these dispersed sources of generation and storage must be developed, including both new power system
functions and new communication capabilities. In particular, the “smart” capabilities of inverter-based DER sys-
tems must be utilized to allow this power system management to take place at the lowest levels possible, while
still being coordinated from region-wide and system-wide utility perspectives.

This “dispersed, but coordinated intelligence” approach permits far greater efficiencies, reliability, and safety
through rapid, autonomous DER responses to local conditions, while still allowing the necessary coordination as
broader requirements can be addressed through communications on an as-needed basis. Communications, there-
fore, play an integral role in managing the power system, but are not expected or capable of continuous monitor-
ing and control. Therefore the role of communications must be modified to reflect this reality.

Inverter-based DER functions range from the simple (turn on/off, limit maximum output) to the quite sophisti-
cated (volt-var control, frequency/watt control, and low-voltage ride-through). They also can utilize varying de-
grees of autonomous capabilities to help cope with the sophistication.

At least three levels of information exchanges are envisioned:

e Tightly-coupled interactions focused on direct monitoring and control of the DERs with responses expected
in “real-time”.

e Loosely-coupled interactions which request actions or “modes” that are interpreted by intelligent DER
systems for undertaking autonomous reactions to local conditions or externally provided information.
Information is then sent back on what actions they actually performed.

e Broadcast/multicast essentially one-way requests for actions or “modes”, without directly communicated
responses by large numbers of DERs.

These different DER management interactions are shown in the following figure.

_— e — — — —
| DER Energy Management

System at Utility Site or
Customer Site DER System, with Autonomous Behavior |

Loosely-coupled
Two-way Interactive| ~ Controller DER
Requests Generator

Utility/ESP DER One-way Broadcast/

Management System Multicast of Mode
. and/or Schedule

Requests

Ttghﬁy-caup"c
Direct Control

Loosely-coupled
Two-way Interactive
Requests

Controller
- DER

Storage

- Broadcast/Multicast
OR
Loosely-coupled Interactive

OR
Tightly-coupled Direct Control

[~ Tightly-coupled
Direct Control

I_ Distributed Energy Resources (DER) Site |

DER Management: Interactions between Components
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Inverter functions

Inverter functions range from the simple to the complex. Most inverter functions are based on settings or curves that allow
them to respond autonomously to local conditions, while some require direct control commands:

¢ Immediate control functions for inverters

— Function INV1: connect / disconnect from grid

Function INV2: adjust maximum generation level up/down

— Function INV3: adjust power factor

Function INV4: request active power (charge or discharge storage)
Function INV5: request action through a pricing signal

e Volt-var management modes

— Volt-var mode VV11: available vars mode with no impact on watts

— Volt-var mode VV12: maximum var support mode based on maximum watts
— Volt-var mode VV13: static inverter mode based on settings

— Volt-var mode VV14: passive mode with no var support

e Frequency-watt management modes

— Frequency-watt mode FW21: high frequency reduces active power or low frequency reduces charging
— Frequency-watt mode FW22: constraining generating/charging by frequency
— Frequency-watt mode FW23: watt generation/absorption counteractions to frequency deviations

e Dynamic reactive current support during abnormally high or low voltage levels
— Dynamic reactive current support TV31: volt-var support during abnormally high or low voltage levels

e Functions for “must disconnect” and “must stay connected”

— “Must disconnect” MD curve
— “Must stay connected” MSC curve
— Reconnect settings

e Watt-power factor management modes

— Watt-power factor WP41: feed-in power controls power factor (parameters)
— Watt-power factor WP42: feed-in power controls power factor (curves)

¢ Voltage-watt management modes

— Voltage-watt mode VW51: smoothing voltage deviations by watt management
— Voltage-watt mode VW52: charging by voltage

e Non-power-related modes

— Temperature-function mode TMP: ambient temperature indicates function
— Pricing signal-function mode PS: pricing signal indicates function to execute

e Parameter setting and reporting
— Function DS91: modify inverter-based DER settings
— Function DS92: event/history logging
— Function DS93: status reporting
— Function DS94: time synchronization

It is expected that additional functions will be added in the future, for instance for handling intentional and unin-
tentional islanding.

The following figure provides an example of volt-var settings for this mode. It is assumed that the var value be-
tween VMin and V1 is the same as for V1 (shown as 50% VArAval, in this example). The equivalent is true for
the var value between V4 and VMax (which is assumed to be 50% VArAval in this example).

© NettedAutomation GmbH 2012-02-25 Page 8



Example Settings

Voltage Array (% | VAr Array (% VAr Ramp Rate Limit — fastest allowed de- | 50 [%VArA-
VRef) VArAval) crease in VAR output in response to either val/second]
V1 |97 QL |50 power or voltage changes
V2 |99 Q |0 VAr Ramp Rate Limit — fastest allowed in- | 50 [%VArA-
V3 | 101 Q3 o crease in VAR output in response to either val/second]
power or voltage changes
V4 | 103 Q4 | -50 , - -
The time of the PT1 in seconds (time to 10 seconds

accomplish a change of 95%).

Randomization Interval — time window over | 60 seconds
which mode or setting changes are to be
made effective

Example settings for
providing % of available vars

Voltage-Rising/Falling

‘ P1(V = 97%VRer, Q = 50%VarAval)
4+—>
-
2 Capacitive/ \
g Overexcited P3 (V = 101%Vge, Q = 0%VarAval)
+——p
R >
L] System Voltage
E P2 (V = 99%Vge, Q = 0%VarAval)
= Inductive/ \
Underexcited
+—>
' P4 (V = 103%WVRer, @ = -50%VarAval}

The information needed for this application is defined in corresponding Logical Nodes of IEC 61850-90-7 and
IEC 61850-7-4. From an implementation point of view the standard just provides an external view of the inverter
internal information and information exchange (for the inverter functions, e.g., volt-var control). It could be
assumed that the functions are already implemented in the existing inverter controller. Possible implementa-
tion architectures are:

IEC 61850
d
rd
bd
i mmmmm———
7T emmTTTTTTTSS
7 ’,”
P -
7’
e
z=- -
Q| v e
o] Existing
Q| = a . ~
| v Application >
=~ 8 o .
|2 |% | runningon
S 3 Inverter
[
< |2 Controller
sle
JL

IEC 61850

T T

Add-on Existing
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A new enormously scalable, lively, and affordable IEC 61850 Software Stack is now available for
Smart Grid and other application domains. SystemCORP Embedded Technology Pty Ltd offers a
Lite solution across various operating systems and hardware platforms. The new stack offers an

extremely easy to use APl (Application Programming Interface) creating instant results for

software programmers.

By Detlef Raddatz, SystemCORP Embedded Technology, Australia
and Karlheinz Schwarz, Netted Automation, Germany

EC 61850 is THE most successful
International Standard for protection,
control, and automation systems in

substations. The standard is intended to be
used in centralised and distributed power
generation as well as in distribution, factory,
and process automation domains.

IEC 61850 is more than just a date
communication protocol. The standard
defines information models, information
exchange services for real-time and SCADA
applications in  substation automation
systems, renewable energy generation and
power distribution systems. The configuration
of systems and devices is standardised using
a standardised XML file.

COMMUNICATION STACK

High costs for implementing IEC 61850 is
one of the crucial factors for the standard
being used in relatively few applications
outside substations. This has now changed.
SystemCORP Embedded Technology
has developed a portable IEC 61850
communication stack suitable for different
operating systems including Microsoft
Windows™ and LINUX, and applicable for
any application domain including protocol
gateways for IEC 870-5101/103/104 and
DNP3.0.

CONCEPT OF A SIMPLE API

The API provided by the stack is extremely easy
to use by application programmers. It hides all
details of the underlying protocols like MMS
(ISO 9506). The operational AP services are
Set, Get, and Update. The information model
of the device and the binding of the real
world information to the model is completely
configured by a standardised XML file (ICD file
— IED Capability Description) engineered with
the tool "ICD Designer”. Any standardised or
extended model can be created.

SystemCORP <
Frenberdded Tettnobegy Pty Lid

The stack with the simple APl has been
ported to multiple system platforms.

SINGLE CHIP SOLUTION

The stack has been ported onto SoC
(System on Chip) processor specific
operating systems such as the Beck-IPC@
CHIP™. The SC143 SoC is a powerful
but also an inexpensive choice for many
IEC 61850 real-time applications. The
controller provides the complete I[EC
61850 (IEC 61400-25) MMS, GOOSE and
Sampled Value communication stacks.
The stacks and the device data models
are configurable by a standard SCL File
(IEC 61850-6) uploaded by FTP to the
controller. Applications can be developed
in C/C++ and IEC 61131-3. The focus
shifts from communication (especially
MMS) programming to user applications.
The development of affordable standard
conformant interfaces for distributed
energy resources can now be shortened to
days or weeks — from months and years.

I DEVELOPMENT KIT APPLICATIONS

The fastest way getting started with real-time
applications is developing application on the
Beck-IPC@CHIP™ using the development kit
DK61. The kit comes with all hardware and
software components (including all licenses
for C/C++ and IEC 61131-3 compiler and IEC
61850 software).

A "Getting started” CD ROM comes with
application examples (including source code).

IEC 61850 AND LINUX

When using the IEC 61850 software stack on
LINUX systems the target hardware platform
and software development tool chain play an
important role when porting packet driver
software for GOOSE messaging. Currently the
stack supports ARM™, Freescale Coldfire™
and X86 based LINUX systems.

MICROSOFT WINDOWS™

A free IEC 61850 evaluation DLL (IEC 61400-
25) as a Starter Kit for Client/Server and
Publisher/Subscriber is now available. The
Kit contains executable software, C source
code and .Net Applications (projects) as well
as “Getting started manuals”. The Protocol
Integration Stack (PIS-10) DLL provides the
same simple API. Client and server (publisher/
subscriber — GOOSE) install on one or
different PCs. LS

info@systemcorp.com.au

www.systemcorp.com.au




Suite 4/12 Brodie Hall Drive
Technology Park

Bentley WA 6102

Australia

Tel: +61 (8) 9472 8500

Fax: +61 (8) 9472 9500

Email: inffo@systemcorp.com.au

Innovation in
Power Technology (
SystemCORP —3

PI1S-10 IEC 61850 Product Road Map

The SystemCORP Embedded Technology PIS-10 IEC 61850 Products are accessible by 5 Routes:
1. Hardware Specific Application — ARM, Coldfire, Power PCs
2. Linkable IEC 61850 Stack Library using Linux on your Product Platform
3. IEC 61850 DLL on Windows PC
4. IEC 61850 Linux X86 Library — PC platform
5. Beck-IPC SC143 IEC 61850 Single Chip Solution

With any Route choose the IEC 61850 implementation — “Lite” or “eXtended”:

ICE 61850 Server/Client ICE 61850 Server/Client
Application “Lite” OR Application “eXtended”

MMS MMS GOOSE | Sample

Value

Choose Server and/or Client:
= Server and Client,
= Server only, or
= Client only

After choosing the IEC 61850 Route, Lite or eXtended, and Server and/or Client you’ll need:

= |CD Designer,
= Annual Maintenance Contract (included Free in first year), and

= Training

The SystemCORP Embedded Technology The Alternative Route to Your
IEC 61850 PI1S-10 Route: IEC 61850 Embedded Applications:

M API provides simple integration with O API provides complex integration with
IEC 61850 IEC 61850
We maintain the P1S-10 Library You maintain your own software
Low Development Expenses Large Start-up Development Expenses
Per platform license at Low Price Per product license at High Cost
Less resources to develop and deploy Longer Start-up development time and
product longer time to market
Training: API and Online Manual Training:

+ Personalized On-site Training You get a DVD + Manual
We Port to your System You Port to your System
Low-cost annual maintenance Expensive product-based annual
agreement maintenance contracts
Start developing your IEC 61850 Takes months just to start developing
application NOW your actual IEC 61850 application
SystemCORP has own KEMA Only customer certified products
certified substation control products
Highly customizable single-chip —- Only Protocol Data Gateways with pre-
solution available at a low cost o defined communication protocols
Downloadable Demo 61850 Tools ] No demo tools provided

N N N ® RN N HNRNX
O O O OO O Ooood

O

Choose Your Route

IEC61850 Roadmap.doc 910-0007 v1.00 Page 1 of 1


https://www.systemcorp.com.au/component/content/article/24-user-manuals/62-icd-designer-user-manual.html
https://www.systemcorp.com.au/images/stories/manuals/KEMA_Certified_61850_Stack_Functions.pdf
https://www.systemcorp.com.au/component/content/article/24-user-manuals/42-iec-61850-protocol-stack-pis-10-.html
https://www.systemcorp.com.au/

Simple components for
effective and fast to market
solutions

g,

VI LHOT

Your IED

IPC@QCHIP®
The heart of applications

Development-Kit
For simple implementa-
tions — Ready to Go

com.tom BASIC
Communication gateway

com.tom RADIO
Communication gateway
with GSM/GPRS

com.tom GRAPHIC
Communication gateway
with graphic display

Partners for IEC 61850
and IEC 61400-25

Hard-/Software
SystemCORP

= |[EC 61850

= |[EC 61400-25

= SCL Tool

= Modbus, DNP3

= |EC 60870-5-101/103/104

Hardware
Exor
= HMI & Scada Solutions

Peopleware
NettedAutomation
= Education

= Training

= Consulting

Beck IPC GmbH

Grininger Weg 24
35415 Pohlheim-Garbenteich/ Germany

Tel. +49 6404 695-0

Fax +49 6404 695-500
E-Mail info@beck-ipc.com
Web www.beck-ipc.com

BELCK.

THE POINT OF SYNERGY

IEC 61850
Lite Implementation

IEC 61850 Client/Subscriber and
Server/Publisher Integration on
the IPC@CHIP®.

The IPC@CHIP® embedded platform
facilitates the quick and cost-effective
integration of your information into

a standardized format.

Secure
Communication



IEC 61850 and IPC@CHIP® ShESEE Sotware mpiomentaion :
for simple to complex
applications

IEC61850 Information Models

IEC61850 Client/Server Task(s) User applications (EXE)

executed as tasks of the RTOS

IEC61131-3 Task(s)

SysLib CoDeSys-Kernel

Hardware specifikation SC1x3

= CPU SC186-EX /96 MHz

= RAM (free) 8 MByte (approx. 7 MB) v

= Flash memory SC123: 2MByte (approx. 1 MB)
SC143: 8 MByte (approx. 7 MB)

Ethernet 1 x 10/100BaseT / PHY, 1 x MII

= Temp. range -25 to 85°C

IPC@CHIP® RTOS architecture

API: RTOS, TCP/IP, Hardware, DOS (Int 21h), Webserver CGlI,
Serial (Fossil), Ethernet, I?C, SPI, CAN, USB, ...

HTTP(S)
Web Server

SSH
Server

DNS
Client

ubP
Config Server

Telnet

(T)FTP | DHCP
Sel Server

Client

IEC 61850 Software implementation
= MMS over TCP/IP

® GOOSE Publisher/Subscriber
= Sampled Values

® Data sets

= Buffered reporting

= Unbuffered reporting

= Control

= Data Logging

= Time synchronization via SNTP
= File Transfer via MMS and FTP

Sockets Application interface

|

|

|

|

|

|

|

|
TCP/IP v4/v6 dual stack

| ARP, ICMP, ICMPv6, TCP, UDP,
IP Multicast, Auto IP, IPsec

|

I

I

I

I

I

I

I

Ethernet
Driver

PPP
Client

PPPoE
Client

User
Drivers

Real Time Operation System —

FAT16/32 Filesystem

IPC@CHIP Hardware

Programming software included

Program your application in C/C++ or IEC 61131-3 and con-
figure the IEC 61850 API with standard SCL (System Con-
figuration Language).

SC2x SC1x3
Flexible, simple Maximum functionality
and powerful : in a minimum of space

Additional benefits
Useful source code sample files are available for free down-
load from www.beck-ipc.com/examples :
= CAN
® |ndustrial communication (Modbus, EasylIP ...)
" etc. SC2x3
Maximum performance for demanding automation tasks

Simple extension with Add ons
Additional extensions in preparation

Wireless LAN

i
Bluetooth f‘g@..' :
GSM/GPRS
Graphic
IEC 61131-3 cODeSys
—
EtherCAT EtherCAT. ™

Technology Group

M2M Communication

Fieldbus

Development Kits for all Hardware Platforms
Up and Running
in 15 Minutes
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Information Sheet: IPC@QCHIP® SC123/ SC143

The SC123/SC143 is a further addition to the
IPC@CHIP® product series, offering more perfor-
mance, more memory and more functions whilst
still maintaining full software compatibility with
existing SC11 and SC13 controllers.

All the critical and well-established hardware func-
tions and interfaces of SC11/SC13 are retained on
the SC123/SC143, and have been enhanced with
a number of additional key functions.

The new BGA design supports larger unit volumes
in all aspects of industrial control and communica-
tion.

SC123 SC143
Design BGA177, 25x25x5mm
CPU SC186-EX / 96 MHz
RAM (free) 8 MByte (approx. 7 MB)
Flash memory | 2 MByte 8 MByte
(free as Flash | (approx. 1 MB) | (approx. 7
disk) MB)
Ethernet 1 x 10/100BaseT / PHY, 1 x Ml
Serial 4xTTL
CAN 2 x CAN 2.0B master / slave,
1 Mbit/s
Other interfac- | USB1.1, 12C, SPI
es
le] 31 freely prog. PIO pins (GPIO),
3 X IRQ, 2 x external DMA,
2 timer inputs/outputs, 24-bit
address bus, 16-bit data bus
Operating 3.3V
voltage
Heat dissipa- typ. 1 Watt
tion
Temp. range -251t0 85 °C

Software

Like the well-established SC11/SC13, the
IPC@CHIP® SC123 and SC143 products are
equipped with the IPC@CHIP®-RTOS preinstalled
real-time/multi-tasking operating system and
downwards compatible API interface, and are
therefore software compatible with SC11 and
SC13. Existing SC1x applications can be reused
after recompiling with the new Paradigm C/C++
compiler contained in the Development Kit.

The following software functions are also inte-
grated in the RTOS of the SC123/SC143:

¢ |Pv6 (in addition to IPv4)
e Security protocol SSL, SSH and IPSec
e PPPoOE

e API for CAN controller (CANopen stack availa-
ble as option)

o API for elementary USB slave and host func-
tions, support for USB storage devices (USB
sticks)

e Only one RTOS version with all available func-
tions (incl. PPP and SNMP)

IEC 61131-3 CoDeSys SP runtime system

The runtime system is derived from CoDeSys SP
2.3 and is available as C library, which makes it
easy to implement individual adaptations and en-
hancements. Besides the extended program
memory for CoDeSys-projects the runtime system
contains as well a CANopen-stack and supports all
4 serial interfaces.

IEC 61850Li (Lite implementation) integrated

IEC 61850 is a standard for utility automation sys-
tems including Smart Grids. It provides a compre-
hensive data models, communication services, and
device and system configuration language (SCL).
All models for protection, monitoring and automa-
tion for substations in transmission and distribu-
tion, monitoring of power quality, hydro power
plants, wind turbines, decentralized energy re-
sources like photo voltaic, combined heat and
power, diesel gensets, or batteries can be imple-
mented and configured by SCL files.

The IEC 61850-compliant PIS-10 software stack
can be launched as a client and as a server. Both
applications can coexist at the same time on the
IPC@CHIP®. The stack supports IEC 61850 ser-
vices including GOOSE and sampled values.

More information can be obtained from our website
at http://www.beck-ipc.com

IS_SC1x3_EN_V10.PDF
© Copyright Beck IPC GmbH

Beck IPC GmbH

Gruninger Weg 24

E-mail: info@beck-ipc.com
www.beck-ipc.com

35415 Pohlheim/Germany
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Information Sheet: IPC@CHIP® DK61 Development Kit
The Development Kit for the IPC@CHIP® SC123 and SC143 Embedded Controller

The IPC@CHIP® DK61 Development Kit is a com-
plete development system for the new

IPC@CHIP® SC123 and SC143 Embedded Con-
trollers.

In addition to the DK60 Development Board it also
contains the Paradigm C/C++ Compiler with the

IPC@CHIP® RTOS Debugger and many other
tools required for creating C applications on the
SC123 and SC143 Embedded Controllers.

Despite the powerful hardware features of the De-
velopment Board, providing all the interfaces of the
SC123 and SC143, commissioning can be carried
out easily in a few minutes thanks to the pre-
installed RTOS and the supplied “First Steps”
guide.

The extensive hardware and software features
enable customized applications to be developed
quickly and efficiently.

Programming and debugging are carried out via
Ethernet as standard, and are also possible via
RS232 or USB.

The DK61 contains the CoDeSys IEC61131-3
software development kit for developing custom
IEC61131-3 PLC applications on the
SC123/SC143.

IEC 61850Li (Lite implementation) integrated

The IEC 61850-compliant PIS-10 software stack
can be launched as a client and as a server. Both
applications can coexist at the same time on the
IPC@CHIP®. The stack supports IEC 61850 ser-
vices including GOOSE and sampled values.

DK61 Development Kit

The DK61 contains all the hardware and software

components required for the fast development of

custom applications:

e DK60 Development Board

e Paradigm C/C++ Compiler (Beck IPC edition
for IPC@CHIP®), RTOS Remote Debugger
and other tools

e CoDeSys IEC61131-3 SDK for SC123/SC143

e |EC 61850 stack (Client/Server, GOOSE) and
a configuration Tool based on SCL

e 100-240V / 24V plug-in power supply unit for

DKG60 (with adapters for international use)

2 PC programming cable (RS232 and USB)

Ethernet patch cable und cross over cable

SD card

Practical systainer

DK60 Development Board

The development board provides on a double Eu-

rocard all the functions required for working with

the SC123/SC143 Embedded Controllers:

e SC143-IEC Embedded Controller (96 MHz, 8
MB RAM, 8 MB Flash)

e 2 xRS232 (Sub-D socket)

e 2 xRS232/TTL (connector)

1 x USBL1.1 (can be configured as host or de-

vice)

2 x CAN 2.0b

2 x Ethernet 100Base-T

MMC/SD and Compact Flash socket

Extension port for custom hardware expan-

sions

e Directly programmable 1/O pins with LED indi-
cation

e Power Fail and Reset buttons

e Power supply, 24 VDC input

e Binding of real data to IEC 61850 models by
CID file loaded to controller

Read more about the IPC@CHIP®
product range at: http://www.beck-ipc.com

IS_DK61_EN_V6.PDF
© Copyright Beck IPC GmbH

Beck IPC GmbH
Gruninger Weg 24

E-mail: info@beck-ipc.com
www.beck-ipc.com

35415 Pohlheim/Germany



SystemCORP Embedded Technology Pty Ltd

Test Log: IEC 61850 PIS-10

Example: WebCAN Hardware Platform

except for GoEna

Function is Function in
Integrated in User Comments
PIS-10 Stack Application
Do entatio A
Docl M A PASSED yes Template can be provided by SET
Verify MICS describes the semantics of all non-standard Logical Nodes, Data Objects, .
Doc2 M A PASSED Data Attributes and enumerations yes Template can be provided by SET
Configuration G A
Cnfl Test if the ICD configuration file conforms to the SCL document type
M A PASSED definition or schema (IEC 61850-6) yes User to create and conform to model
Cnf2 M A PASSED ICD == MMS datamodel yes
Cnf3 M A PASSED Change configuration yes Use ICD Designer to extract ICD from CID
Cnf4 M A PASSED i::pe;;”fe;he server capabilies in the ICD “services” section do match with the IED] yes Manually to be added to configuration
For fixed | model ify the ICD ly initiali h IModel val f Il
Cnf5 M A PASSED cg;[rgfabl?gggcgo el verity the correctly initializes the ctiModel values for a yes User to create and conform to model
Modelling G A
Mdl1 M A PASSED Verify presence of mandatory objects for each LN yes ICD Designer has auto-error checker
MdI2 M A PASSED Verify presence of conditional presence true objects for each LN yes User to define
MdI3 M A PASSED Verify non-presence of conditional presence false objects. yes User to define
Mdl4 M A PASSED SCSM name length and object expansion yes User to define
MdI5 M A PASSED SCSM organisation of functional components yes User to define
Mdié M A PASSED SCSM concerning naming of control blocks and logs yes User to define
mdI7 M A PASSED Verify data type of all objects for each LN. yes User to define
MdI8 Verify data attribute values from the device are in specified range (this is a .
M A PASSED continuous effort during the whole conformance test) yes User to define
mdI9 Data model extensions should be implemented according to the extension .
M| A PASSED ™ |, ies in IEC 61850-7-4 Annex A. yes User to define
MdI10 M A PASSED gfggg-;f-;he order of the data attributes within the Data Object types match with IEC| ves User to define
MdI11 M A PASSED gfggg;f;he order of the data objects within the Logical Node types match with IEC yes User to define
1: Basic G A
Assl M A PASSED Associate and release a TPAA association v Yes
Ass2 M A PASSED Associate and client-abort TPAA association ¥ Yes
Ass3 M A PASSED Associate with maximum number of clients simultaneously v Yes
AssN2 M A PASSED Incorrect association parameters ¥ Yes
AssN3 M A PASSED Set up maximum+1 associations, last associate is refused v Yes
AssN4 M A PASSED D!sgonnect thg communlcat|on interface, the DUT should detect link lost v Yes
within a specified period
AssN5 M A PASSED Interrupt and restore the power supply v Yes
Srvl M A PASSED GetServerDirectory(LOGICAL-DEVICE) ¥ Yes
Srv2 M A PASSED GetLogicalDeviceDirectory v Yes
Srv3 M A PASSED GetlLogicalNodeDirectory(DATA) ¥ Yes
Srv4 M A PASSED GetDataDirectory / GetDataDefinition / GetDataValues v Yes
Srv5 M A PASSED GetDataValues request with the maximum number of data values ¥ Yes
Srv6 C A PASSED SetDataValues of writable attributes v Yes
Srv7 C A PASSED SetDataValues request with the maximum number of data values ¥ Yes
Srv8 C A PASSED Request GetAllDataValues for each functional constraint v Yes
SrvN1labcd a: — GetlLogicalDeviceDirectory with wrong parameters
b: — GetLogicalDeviceDirectory with wrong parameters
M A FREEED c: — GetAllDataValues with wrong parameters v Yes
d: — GetDataValues with wrong parameter
SrvNle C A PASSED — SetDataValues with wrong parameter ¥ Yes
SrvN3 C A PASSED SetDataValues with mismatching data type v Yes
SrvN4 M A PASSED SetDataValues for read-only data values v Yes
2: Dataset sel G A
Dsetl GetLogicalNodeDirectory(DATA-SET) followed by GetDataSetValues and
M A FrEEED GetDataSetDirectory v Yes
Dsetl0a M A PASSED Compare GetDataSetValues with GetDataValues v Yes
DsetNlae a = GetDataSetValues response-
M A PASSED e = GetDataSetDirectory response- v Yes
5: Unbuf.Reporting G A
Rpl M A PASSED GetLogicalNodeDirectory(URCB) and GetURCBValues v Yes
Rp2 M A PASSED Optional fields v Yes
Rp3 M A PASSED Trigger conditions v Yes
Rp4 M A PASSED General Interrogation v Yes
Rp7 M A PASSED Buffering events in one report v Yes
Rp8 C A PASSED Verify the DUT can send reports with data objects ¥ Yes
Rp9 C A PASSED Verify the DUT can send reports with data attributes v Yes
Verify that all buffered events shall be sent before integrity reports can be v
Rp10 M| A PASSED |\ (IEC 61850-7-2 clause 14.2.3.2.3.3) e
RpN1 M A PASSED GetURCBValues with wrong parameters ¥ Yes
RpN2 M A PASSED No triggerconditions v Yes
RpN3 M A PASSED IntPd=0 ¥ Yes
RpN4 M A PASSED Configure URCB when enabled v Yes
RpN5 C A PASSED Exclusive use of URCB v Yes
RpN6 C A PASSED Configure unsupported URCB options v Yes
6: Buf.Reporting G A
Brl M A PASSED GetLogicalNodeDirectory(BRCB) and GetBRCBValues ¥ Yes
Br2 M A PASSED Optional fields v Yes
Br3 M A PASSED Trigger conditions v Yes
Br4 M A PASSED General Interrogation v Yes
Br7 M A PASSED Buffering events ¥ Yes
Br8 M A PASSED Buffering reports on lost association, buffer overflow v Yes
Br9 M A PASSED Set EntrylD v Yes
Br10 C A PASSED Verify the DUT can send reports with data objects v Yes
Bril C A PASSED Verify the DUT can send reports with data attributes ¥ Yes
Verify that all buffered events shall be sent before integrity reports can be
Brl2 M A PASSED | .\ (EC 61850-7-2 clause 14.2.3.2.3.3) v Yes
BrN1 M A PASSED GetURCBValues with wrong parameters ¥ Yes
BrN2 M A PASSED No triggerconditions v Yes
BrN3 M A PASSED IntPd=0 ¥ Yes
BrN4 M A PASSED Configure BRCB when enabled v Yes
BrN5 M A PASSED Exclusive use of BRCB ¥ Yes
BrN6 C A PASSED Configure unsupported BRCB options v Yes
9ab: GOOSE (€] A
Gopl C A PASSED GetGoCBValues v Yes
Gop2 M| A PASSED GOOSE slow retransmit v Yes
Gop3 M A PASSED Initial GOOSE stNUm=1, sgNum=1 v Yes
Gop4 M A PASSED GOOSE datachange - fast retransmit v Yes
Gop5 C A PASSED Test mode / Test flag v Yes
Gop6 C| A PASSED Disable a GoCB v Yes
Gop7 M A PASSED ConfRev not changed after restart v Yes
Gopl0 C A PASSED GOOSE with data objects (attributes are mandatory?) v Yes
GopN1 When GoEna=TRUE, no attributes of the GoCB control block can be set
C A PASSED v Yes
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SystemCORP Embedded Technology Pty Ltd

Test Log: IEC 61850 PIS-10

Example: WebCAN Hardware Platform

Function is Function in
Integrated in User Comments
PIS-10 Stack Application
9b: GOO o A
Gosl M A PASSED Send single GOOSE message with new data ¥ Yes
Gos2 M A PASSED Test or NdsCom is set v Yes
Gos3 M A PASSED sgNum rollover v Yes
GosN1 M A PASSED Missing GOOSE v Yes
GosN2 M A PASSED Double GOOSE ¥ Yes
GosN3 M A PASSED Delayed v Yes
GosN4 M A PASSED Out-of-order ¥ Yes
GosN5 M| A PASSED No GOOSE v Yes
GosN6 M| A PASSED Invalid GOOSE v Yes
12a: DOns G A
Ctl2 C A PASSED Test flag v Yes
CtIN3 M A PASSED ' v Ves Current position of switch .to be provided by user application,
Operate value is the same as the actual value depends on hardware design
CtIN8 M A PASSED Operate a direct control object twice from 2 clients yes User implementation according to hardware design
Status remote - controls are accepted; Status local - controls are rejected i . . .
CtiIN11 C A PASSED yes User implementation according to hardware design
DOnsl1 M A PASSED Correct Operate request yes User implementation according to hardware design
DOnNs3 M A PASSED Client requests Oper resulting in Test not ok v Yes
12b: SBOns (€] A
Ctl2 C A PASSED ¥ Yes
M A PASSED v Ves User apphcatlon to |nteract- W|thlstack internal control state machine
Ctl3 according to hardware design via API
CtIN1 M A PASSED v Yes
CtIN2 M A PASSED ¥ Yes
CiIN3 M A PASSED v Ves User a_pphcanon to mteract' W|thlstack internal control state machine
according to hardware design via API
CtIN4 M A PASSED yes User implementation according to hardware design
CtIN11 C A PASSED Status remote - controls are accepted; Status local - controls are rejected yes User implementation according to hardware design
SBORs? M A PASSED v Ves ;boﬂmeout needs to be defined in the model and it should have a
timeout value
12c: DOes (€] A
Ctl2 C A PASSED Test flag v Yes
CtIN3 M A PASSED Operate value is the same as the actual value v Ves lSJtZiLconflguratlon according according to functionality, executed by
CtIN8 M A PASSED Operate a direct control object twice from 2 clients yes User implementation according to hardware design
CtIN11 C A PASSED Status remote - controls are accepted; Status local - controls are rejected yes User implementation according to hardware design
DOes?2 M A PASSED Client requests Oper resulting in Test not ok v Yes
DOes5 M A PASSED Sepd a corr.ect Operate request: 1) with value change, 2) no value change, v Ves User configuration according according to functionality, executed by
3) intermediate value change stack
d BOe A
Ctl2 C A PASSED Test flag v Yes
Ctl3 . ) ) .
M A PASEED Select all SBO control objects and cancel them in opposite order yes User implementation according to hardware design
CtIN1 M A PASSED Operate (without select) a SBO control object v Yes
CtIN2 M A PASSED Select twice, second select should fail (or resets the select timeout) ¥ Yes
CtIN3 M A PASSED Operate value is the same as the actual value yes User implementation according to hardware design
CtIN4 M A PASSED Select the same control object from 2 different clients yes User implementation according to hardware design
CtIN9 M A PASSED Operate with different value then the SelectWithValue v Yes
CtIN11 C A PASSED Status remote - controls are accepted; Status local - controls are rejected yes User implementation according to hardware design
SBOesl1 M A PASSED Incorrect Select ¥ Yes
SBOes2 i i i i i i
M A PASSED SelectWithValue then 1) cancel, 2) timeout, 3) operate test not ok v Yes lthZiLconflguratlon according according to functionality, executed by
SBOes3 SelectWithValue - correct Operate request: 1) with value change, 2) no User configuration according according to functionality, executed by
M PASSED . ) v Yes
value change, 3) intermediate value change stack
13: Time Sync A
Tmil M PASSED Verify the DUT supports the SCSM time synchronisation v Ves T|me synchronization to be linked with time management of system
firmware
Tm2 M A PASSED (?heck repon/loggmg timestamp accuracy matches the documented v Yes
timestamp quality of the server
TmN1 M A PASSED Verify that when time synchronisation communication lost is detected after v Yes

a specified period
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M: Mandotary
A: Applicable
C: Conditional

n/a: Not Applicable
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