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Could a Counter Interrogation Service bring the B Posts
European Power or Gas Networks down? _
B All Comments =

Good question! Easy to answer: Yes! It depends on the standard and
implementation used.

Blog Archive
Early May 2013 it almost happened in Europe. What? During a test of a
new control center communication and application an IEC 60870-5-101 v 2013 (87)
or —104 Broadcast “"Counter interrogation” command went out to v August (2)
interrogate counters from ALL RTUs somehow “connected”. The

command was received and answered by all these RTUs. Obviously one Could a Counter

RTU responded with a “Broadcast” response ... and obviously there was Interrogation Service
a “loop” somewhere in the network ... it ended up in flooding the bring the Eu...

network for days!!!

Logical Nodes and Data
The operators had very severe problems to get status and Models for Steam and
measurements from the process — because first the network was Gas Tu...
sending bunches of messages back and forth and around. Second, when -
experts started to “break” the “loops” and disconnect from the

neighboring network they could “cool” down the traffic but lost some > July (12)
awareness of the system’s situation. After a few days they fixed some > June (7)
software ... but they did not yet find the device that caused the trouble.
According to a report from experts involved. > May (8)
Hm!? That's really a crucial issue with a standard protocol in operation » April (10)
for 15 or 20 years.

) ) ) » March (15)
Here is why this could happen at all: During the days IEC 60870-5-101
was designed, people thought that the communication is strictly » February (17)
hierarchical and looks like a tree (top-down) - see next figure from
101: » January (16)
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For counter interrogation the broadcast is often used in order to catch
the counter values at a certain time, let’s say 20:00 h. To freeze the
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value at 20:00 h the control center has to send out a broadcast counter
interrogation to freeze the value at 20:00 h (+/- some seconds - due
to travel time ...).

Next it can send another command to start sending the values from the
RTUs to the control center.

That means: A lot of messages have to be sent at the same time ... to
reach all RTUs ... in star topologies, or “looped” networks, ... how to
control such a process if you have hundreds of RTUs ... owned by
different utilities ... blablabla ...

The issue is here: People thought that you could start system-wide
synchronous functions by synchronizing through timeliness messages.
That may work in simple topologies ... but ... in Smart Grid systems with
many (many) meters, it is unlikely that this approach will work reliably.

How does IEC 61850 solve that requirement? It defines a concept of
time-wise synchronized RTUs (or generally speaking IEDs). The control
center can send a command to freeze well in advance - an hour or two
... S0 that no message shower will occur around 20:00 h. The IEC 61850
server stores the time when it has to freeze the corresponding value(s).
The server can then send the frozen values via a data set and report
control block, or can the data set or log it.

The synchronization is completely decoupled from the freezing
and retrieving process.

The process is configured using the common data class BCR (Binary
Counter Reading):

This model really is based on the (bad) experience with 101 and 104 ...
and ... it works ... and does not flood the network!

The broadcast command in 101 and 104 SHOULD be REMOVED ... at
least utilities should no longer rely on it!!! Take this very serious ... as
many other utility experts do.

Posted by Karlheinz Schwarz at 12:01 PM No comments: [-a]

Labels: blackout, broadcast, gas, iec 60870-5, IEC 60870-5-101, IEC 60870-5-104,
IEC 61850, meter, synchronization

http://blog.iec61850.com/[05.08.2013 13:50:44]


http://lh5.ggpht.com/-KnOGTarGRts/Uf6lHHKu8nI/AAAAAAAABZ0/O4jIhV20V64/s1600-h/image%25255B9%25255D.png
http://www.blogger.com/profile/14655052638097798754
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2013/08/could-counter-interrogation-service.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=7847419777647695979
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=7847419777647695979
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=7847419777647695979
http://blog.iec61850.com/search/label/blackout
http://blog.iec61850.com/search/label/broadcast
http://blog.iec61850.com/search/label/gas
http://blog.iec61850.com/search/label/iec%2060870-5
http://blog.iec61850.com/search/label/IEC%2060870-5-101
http://blog.iec61850.com/search/label/IEC%2060870-5-104
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/meter
http://blog.iec61850.com/search/label/synchronization

News on IEC 61850 and related Standards

Friday, August 2, 2013

Logical Nodes and Data Models for Steam and Gas
Turbines

IEC has just published a committee draft (CD) with a proposal for new
models to be used in steam and gas turbines:

57/1383/CD - AIEC 61850-7-410 A1l:

Amendment 1 to IEC 61850-7-410: Communication networks and
systems for power utility automation — Part 7-410: Basic communication
structure - Hydroelectric power plants — Communication for monitoring
and control

Comments could be provided until 2013-11-01

The draft contains the details of the following new logical nodes (with
some 120 data objects):

EBCF |Block control function. This LN will represent one physical device
the control of the thermal pressure of the steam generator and
power regulation of turbine / generator system

EFCV |Fuel control valve. This LN will represent the physical device of f
related to the gas turbine in a thermal power plant.

EGTU |Gas turbine production unit. This LN represents the physical devi
the generator combination in a thermal power plant. It is intende
rating plate that allows settings of data. It also acts as a placeh
current operating conditions of the unit.

ESCV |Steam control valve. This LN will represent the physical device ¢
valve of the steam turbine in a thermal power plant.

ESPD |[Speed monitoring. This LN is derived from HSPD

ESTU |[Steam turbine production unit. This LN represents the physical d
and the generator combination in a thermal power plant. It is ini
extended rating plate that allows settings of data. It also acts as
the current operating conditions of the unit.

EUNT |[Thermal unit operating mode. The present status of the producti

FDBF |Dead-band filter. This LN represents a settable filter for dead-ba

FMTX
Trip matrix. This LN represents a matrix for linking various trip f
equipment that shall be tripped or controlled during a fault.

GUNT |[Production unit operating mode. The present status of the produ

SECW
Supervision of electrical conductivity in water. This logical node 1
system for monitoring of electrical conductivity in water.

TECW
Measurement of electrical conductivity in water. This logical node
generic device for measuring the conductivity in water.

The LN Group E stands for “Enthalpy”; Enthalpy is a measure of the
total energy of a thermodynamic system.

Posted by Karlheinz Schwarz at 2:09 AM No comments: G

Labels: gas power plants, IEC 61850, logical node, Power Plants, steam power plants
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IEC 61850 Security — Siemens SIPROTEC 5

Siemens published an informative document on Security of their
communication systems supporting IE 61850, IEC 60870-5-103, DNP3
etc:

SIPROTEC 5 Application Note
SIP5-APN-009:
Communication Architecture Under Cyber Security Aspects

I was a bit surprised that the IEC 61850-8-1 (MMS) communication in
SIPROTEC 5 IEDs is not secured. The paper even does not mention the
IEC 62351 series ... which at least recommends to apply TLS for the
TCP communication and MMS.

Click HERE to download the document.
Posted by Karlheinz Schwarz at 5:02 AM No comments: G

Labels: iec 60870-5, IEC 61850, IEC 62351, MMS, security, TLS

Tuesday, July 30, 2013

Multiagent Automation based on IEC 61850 and IEC
61499

G. Zhabelova and V. Vyatkin know for their interest in combining IEC
61850 with IEC 61499 have published an interesting paper on

"Multiagent Smart Grid Automation Architecture Based on IEC
61850/61499 Intelligent Logical Nodes"

in Industrial Electronics, IEEE Transactions on, vol. 59, pp. 2351-2362,
2012.

Abstract— Universal, intelligent and multifunctional devices controlling
power distribution and measurement will become the enabling
technology of the Smart Grid ICT. In this paper we report on a novel
automation architecture which supports distributed multi-agent
intelligence, interoperability and configurability, and enables efficient
simulation of distributed automation systems. The solution is based on
the combination of IEC 61850 object-based modeling and interoperable
communication with IEC 61499 function blocks executable specification.
Using the developed simulation environment we demonstrate the
possibility of multi-agent control to achieve self-healing grid through
collaborative fault location and power restoration.

Click HERE to download the complete paper.

Posted by Karlheinz Schwarz at 5:24 AM No comments: (o8]

Labels: distribution automation, Functionblock, Functions, IEC 61499, IEC 61850,
self-healing, Smart Grid, smart solution

Monday, July 29, 2013

IEC 61850/1EC 61499 Based Engineering

You may remember the papers on the use of IEC 61850 in conjunction
with IEC 61499 published a few years ago:

http://blog.iec61850.com/2012/09/ieee-award-for-paper-on-standards-
based.html
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News on IEC 61850 and related Standards

Since then a couple of papers on the subject have been published. One
of the latest has been published today:

G. Zhabelova, C.-W. Yang, V. Vyatkin , "SysGrid: IEC 61850 and IEC
61499 based engineering process for Smart Grid system design”, IEEE
Conference on Industrial Informatics (INDIN’13), Bochum, July 29-31,
2013

Abstract — The paper proposes a novel computer-aided model-based
system engineering process for Smart Gird applications. The process is
supported by the SysGrid tool that plays the roles of system
configurator and device configurator.

The design process starts with single line diagrams which are
automatically transformed to executable function block specifications.
The process is based on the Smart Grid control architecture that is a
heterogeneous network of controllers communicating in a peer to peer
manner. This “artificial nervous system” of the Smart Grid will be
capable of self-healing and dynamic adaptation to renewable generation
and ever-changing loads. The tool supports system-level design of
automation logic in the form of function block networks with compliancy
to IEC 61499. The capabilities of SysGrid are demonstrated through the
process of designing a distributed protection application.

Click HERE to download the full paper.

Posted by Karlheinz Schwarz at 8:46 AM No comments: (ot

Labels: configuration, engineering, engineering system, IEC 61499, IEC 61850,
Sysarid

Saturday, July 27, 2013

Batteries and Electric Vehicles - U.S. Government
spends $2.4 Billion in Grants

According to the White House press release (2009-08-05) President
Obama "announced 48 new advanced battery and electric drive
projects that will receive $2.4 billion in funding under the American
Recovery and Reinvestment Act. These projects, selected through a
highly competitive process by the Department of Energy, will accelerate
the development of U.S. manufacturing capacity for batteries and
electric drive components as well as the deployment of electric drive
vehicles, helping to establish American leadership in creating the next
generation of advanced vehicles."

The award winners will invest another $2.4 Billion.

One of the biggest deployment projects will be implemented by ETEC in
cooperation with Nissan. According to ETEC: "The Project will install
electric vehicle charging infrastructure and deploy up to 1,000
Nissan battery electric vehicles in strategic markets in five states:
Arizona, California, Oregon, Tennessee, and Washington. ... To support
the Nissan EV, the Project will install approximately 12,500 Level 2
(220V) charging systems and 250 Level 3 (fast-charge) systems."

Click HERE for the full White House press release.

Posted by Karlheinz Schwarz at 12:27 AM No comments: [;a]

Thursday, July 18, 2013

IEC 61850 — How to use the Standard in Substations?
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News on IEC 61850 and related Standards

The German mirror committee of IEC TC 57 (DKE K 952) is quite active
in supporting IEC 61850 and helping the utility industry to discuss the
application of IEC 61850 and provide feedback to the international
standardization. Congratulation to all experts that have contributed to
that work for many years! Well done!

The final documents of the modeling and engineering group provide a
great inside view into the many use cases of IEC 61850 in protection
and substation automation. The crucial results are written in English,
too. Four out of seven topics are published in English:

Uberblick [DE] / Overview [EN]

Engineeringprozess [DE] / Engineering Process [EN]
Engineeringwerkzeuge [DE]

Modellierungsrichtlinie [DE] / Modeling Guide [EN]
Mustermodellierung [DE]

Applikationsbeschreibungen [DE] / Application Description [EN]
Weitere Applikationen [DE]

NOuUuTh WN —

Click HERE to access the above documents. The pdf documents are free
to download.
Enjoy.

Posted by Karlheinz Schwarz at 2:07 AM No comments: (o8]

Labels: applications, control, DKE, engineering, engineering system, IEC 61850,
modeling method, models, protection, Substation Automation

Wednesday, July 17, 2013

Telecoms — How they may impact the energy
automation infrastructure

Telecom companies have a lot of experience of building huge
communication systems made up of thousands of computers. For
several years they are looking to enter the market of energy delivery
systems. They are - to some extent - competing with traditional
manufacturers (SMEs and large companies) of energy automation
systems - let's call them Smart(er) Grids.

The "Telecoms for Smart Grid Conference”, 23-24 September, 2013,
London, will provide a lot of possible solutions that may - some time
down the street - be used by utilities one way or the other.

There is another group of manufacturers that belief they have the
appropriate solutions for the Smart(er) Grids: the industrial automation
people. They have also a long history in (factory floor and process)
automation.

Building the future hybrid energy delivery system will be a very
challenging task.

Taking the many influences into account it seems to be natural that this
work could only be done with TEAMWORKSs:

Teamwork makes the dream work - supported by international
standards like IEC 60870-5-104, DNP3, IEC 61850, CIM, ...

Posted by Karlheinz Schwarz at 7:16 AM No comments: [;.4]

telecommunication

Mapping between DLMS/COSEM and IEC 61850
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News on IEC 61850 and related Standards
A first draft has been written describing the mapping between
DLMS/COSEM and IEC 61850:

80-4: Mapping between the DLMS/COSEM (IEC 62056) data models and
the IEC 61850 data models

It defines a one-to-one relationship between IEC 62056 OBIS codes and
IEC 61850 Logical Nodes and Data Objects.

Posted by Karlheinz Schwarz at 5:28 AM No comments: (o8]

Labels: DLMS/COSEM, IEC 61850, iec 61850-80-4, meter

OSCE publication on Energy Infrastructure Protection

The Organization for Security and Co-operation in Europe (OSCE) has
published a comprehensive report titled:

Good Practices Guide on Non-Nuclear Critical Energy Infrastructure
Protection (NNCEIP) from Terrorist Attacks Focusing on Threats
Emanating from Cyberspace

The 100 page Guide is a very comprehensive document that states at
the beginning that “The importance of energy security and energy
infrastructure security cannot be overstated. It is among the most
serious security, economic and environmental challenges of both today,
and the future.”

The report is worth to read - but it would be more important if vendors
and users of the energy infrastructure and the energy automation
infrastructure would increase investments in implementing the basic
measures to secure both systems. Unfortunately the implementation of
these measures are not a business case to increase the profit of an
utility!

The challenge with the future energy infrastructure is this: to manage
the Cost and Lost. Both infrastructures (energy and energy
automation) will require huge amount of investment to keep the energy
delivery stable, secure, reliable, and resilient (Cost) and deal with more
renewable energy (Lost in the sense of relative reduction of traditional
bulk generation and transmission).

Almost everything about security has been said - but not by everybody.
Let's move on with more implementations of security measures.

Click HERE for the complete guide.

Posted by Karlheinz Schwarz at 1:24 AM No comments: [

Labels: energy supply, infrastructure, security

Tuesday, July 16, 2013

IEC 61850-8-1 Signal Quality Encoding

Yesterday I received an email with a question on the encoding of the
signal quality in MMS messages. Please find below the question and how
the encoding is done in MMS made visible with the Wireshark:
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News on IEC 61850 and related Standards

Hope that give some deep inside knowledge for those that analyze the
MMS message exchange needed for IEC 61850-8-1.

Posted by Karlheinz Schwarz at 11:05 PM No comments: [-a]

Labels: ASN.1, BER, Encoding, IEC 61850, IEC 61850-8-1, MMS, quality

Telecommunication and 1EC 61850 for power
distribution systems

More often distribution utilities are looking into the future information
and communication infrastructure. One example is the Flexible Plug and
Play (FPP) project in Great Britain:

“The challenge

Distribution Network Operators in Great Britain face the challenge of
accommodating high concentrations of renewable generation
connections on to the network. Where there is high demand of
connection requests, the connection can be costly and time consuming.
Flexible Plug and Play will address this. ...

At the heart of Flexible Plug and Play will be a new
Telecommunications Platform. This platform, which is formed of a
high-speed communications and radio frequency mesh network (similar
to wi-fi), will enable the integration of Flexible Plug and Play smart
technologies and systems. It will facilitate the data exchange and
control capability to implement the technical and commercial solutions
which will manage the network constraints to enable an increase in the
renewable generation connections and the renewable generator
developers to export on to the distribution network.
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News on IEC 61850 and related Standards

The smart technologies will communicate with each other using open
standard data protocol defined by the International Electrotechnical
Commission (IEC). The protocol is commonly called the IEC 61850 and
is an international standard for data communications between
smart devices and information systems for electricity networks.

"

Click HERE to get an overview about the project.

Click HERE for downloading a nice and comprehensive presentation on
the history and the plans for the future ... including the use of IEC
61850 for use in power distribution systems. [pdf, 87 pages, 10 MB]

Posted by Karlheinz Schwarz at 7:41 AM No comments: [;.4]

Labels: distribution automation, iec 60870-5, IEC 61850, telecommunication

Saturday, July 13, 2013

IEC 61850: Phoenix Contact offers special Ethernet
Ring Solution

Phoenix Contact (Germany) published a paper “"IEC 61850 verknUlpft
Energie- und Automatisierungsnetz” (IEC 61850 connects Energy
Networks and Automation Networks) in the latest issue of the Magazine
Computer & Automation (July 2013).

IEC 61850 is understood as a huge benefit in the energy delivers
system because it is accepted globally.

Phoenix Contact offers special Managed industrial Ethernet switches that
combine extensive network performance and security features with
complete IEEE redundancy (STP/RSTP/MST) and 15 ms recovery time
extended ring redundancy.

The extended ring redundancy is offered as a cost-effective redundancy
solution — compared to solutions based on PRP and HSR.

Click HERE for further information on the IEC 61850-3 compliant
Ethernet Switches.

Posted by Karlheinz Schwarz at 5:56 AM No comments: [;.4]

Labels: Ethernet switches, IEC 61850, Phoenix Contact, real-time, redundancy, RSTP

Thursday, July 11, 2013

Easy Gateway for ZIGBEE to IEC 61850

The Beck IPC Development Kit DK61 seems to be one of the favorite
platforms for building gateways between several protocols and IEC
61850. A gateway between ZIGBEE and IEC 61850 has been developed
by a master student in Poland.

Dominik Nowak (AGH University of Science and Technology, Krakow,
Poland) has developed a ZigBee-to-IEC61850 bridge. It is designed to
meet IEC61850 standard requirements and to connect ZigBee network
to a substation automation system. The architecture is shown in the
following excerpt:
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News on IEC 61850 and related Standards

Click HERE for the pdf file of the mater thesis [2.8. MB].

The thesis describes to some extent how to build such a gateway with
the Beck IPC Chip.

Posted by Karlheinz Schwarz at 9:49 AM No comments: [

Labels: Beck Chip, Gateway, IEC 61850, ZIGBEE

Wednesday, June 26, 2013

Communication solution for Siprotec 4 and 5

The Siemens Siprotec solutions support usually several solutions for
communication interfaces. The following list shows which communication
solutions are supported by Siprotec 4 and Siprotec 5 devices:
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News on IEC 61850 and related Standards

According to Siemens comprises the installed base of Siprotec devices
about one million devices and some 250,000 with IEC 61850. As you
can see, the Siprotec 5 does (not yet) support IEC 60870-5-104*, not
any more FMS, DP, and Profinet.

* under development for Siprotec 5.

Source (dated 2013):
Selection Guide for SIPROTEC Edition 2

The number devices with IEC 61850 interface is growing very fast.
Recently experts from two German utilities told me that they expect
that in some time down the road even 104 will not anymore be offered
by major manufacturers.

Posted by Karlheinz Schwarz at 7:21 AM No comments: [5.4]

Friday, June 14, 2013

Guideline for Time Stamping of Operational Data Logs

NERC has published a Guideline to describe minimum recommendations
for maintaining accurate time stamp indications for logged events on
the bulk power system.

Security Guideline for the Electricity Sector:
Time Stamping of Operational Data Logs

Click HERE to download the complete NERC document.
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News on IEC 61850 and related Standards

This is a document worth to read!

Posted by Karlheinz Schwarz at 2:21 AM No comments: [;.4]

Labels: IEC 61850, NERC, time stamp, time synchronization

End-to-end quality codes for SADA Signals

IEC TC 57 has published the 49 page final draft standard IEC 62361-2
(57/1374/FDIS):

Power systems management and associated information exchange -
Interoperability in the long term -

Part 2: End-to-end quality codes for supervisory control and data
acquisition (SCADA)

The ballot closes 2013-08-09.
What does this FDIS provide?

It lists the quality codes of the following standards and provides a
mapping between them:

IEC 61850

IEC 60870-5-101/104
IEC 60870-6 TASE.2
DAIS DA

OPC DA

There could be the following series of standards involved from IEDs to a
CC:

IEC 61805 -> IEC 60870-5-104 -> IEC 61970 -> IEC 60870-6 -> IEC
61970

Good luck!
This standard will help to reach a standardized mapping!

Posted by Karlheinz Schwarz at 1:52 AM No comments: (o8]

Labels: jec 60870-5, IEC 60870-6, IEC 61850, IEC 61970, guality, SCADA

Wednesday, June 5, 2013

First Draft on how to use IEC 61850 models in
substations (IEC 61850-7-500)

IEC TC 57 has recently published a first Draft IEC TR 61850-7-500 -
Use of logical nodes for modelling applications and related concepts and
guidelines for substations (57/1371/DC). The document comprises
almost 60 pages.

Comments are requested by 2013-07-12 at the latest.

The technical report is intended to provide guidelines and explanations,
how the logical nodes defined in IEC 61850-7-4 shall be combined and
used to model applications from substation automation domain.

A crucial goal is to show the most common application of Logical Nodes
in

modelling simple and complex functions, to improve common
understanding in modelling and data exchange, and finally to lead
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News on IEC 61850 and related Standards
to implementations which keep at least interoperability.

For those people that are interested in process bus applications, it is
highly recommended that you review that document!

If you are interested in this work, please contact your national mirror
committee of TC 57.

Posted by Karlheinz Schwarz at 3:09 AM No comments: [;.4]

Labels: control, how to use, iec 61850-7-500, model extensions, process bus,
protection
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News on IEC 61850 and related Standards

IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, DNP3, IEC 62351 (Security), ...

Wednesday, June 5, 2013

First draft for IEC 61850-90-3 (Condition Monitoring)

IEC TC 57 has recently published a first Draft IEC TR 61850-90-3 -
Using IEC 61850 for condition monitoring diagnosis and analysis
(57/1372/DC). The document comprises almost 200 pages. Comments
are requested by 2013-07-12 at the latest

Domains covered are among others: monitoring of GIS, transformers,
load tap changers, underground cables, transmission lines and the
auxiliary power system ... proposing a few new Logical Nodes and
about 200 new Data Objects extending existing Logical Nodes of,
e.g, IEC 61850-7-4 Edition 2.

If you are interested in this work, please contact your national mirror
committee of TC 57.

Posted by Karlheinz Schwarz at 2:45 AM No comments: G

Labels: condition monitoring, IEC 61850-90-3

IEC 61850-90-14 for FACTS (Flexible AC Transmission
Systems) — Project started

The work on IEC 61850-90-14 FACTS (Flexible AC Transmission
Systems) data modeling (Using IEC 61850 for FACTS data modeling)
has been started recently.

There is a lot of interest in this area. A first draft is expected by end of
2013.

If you are interested in this work, please contact your national mirror
committee of TC 57.

Posted by Karlheinz Schwarz at 2:30 AM No comments: [.4]

Labels: FACTS, IEC 61850-90-14

Stormelder mit 1IEC 61850 — kostenlose eintagige
Schulung

Die Firma EES in Backnang bietet ein kostenloses praxisnahes
eintagiges Seminar zum Thema "Integration von Stérmeldern in IEC
61850 Strukturen" an.

IEC 61850 ist Standard in der Stationsautomatisierung. Mit dem
USM61850 stellt EES einen Stérmeldebaustein mit IEC61850-
Schnittstelle vor, der z.B. als ,Lumpensammler® in der
Stationsautomatisierung eingesetzt werden kann.

Im Seminar werden im ersten Teil Grundlagen der IEC61850,
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News on IEC 61850 and related Standards

Unterschiede zu IEC61850-101/104, Datenmodellierung und » 2010 (153)
Systembeschreibung erlautert. Im praxisorientierten Teil 2 werden
Funktion, Parametrierung und Ankopplung des Stérmeldbausteins » 2009 (162)

USM61850 an die Leittechnik dargestellt.
e el 'k darg > 2008 (82)

Das Seminar findet am 13.6.2013 in Backnang statt. Weitere
Informationen finden Sie unter http://www.ees-online.de/

Posted by Karlheinz Schwarz at 1:49 AM No comments: G

Contributors

michael Schwarz

Labels: IEC 60870-5-104, IEC 61850, seminar, Stérmelder .
@rlhemz Schwarz

Tuesday, May 28, 2013

Energiewende gelingt mit IEC-Normen und guter
Ausbildung

Die DKE - Deutsche Kommission Elektrotechnik Elektronik
Informationstechnik im DIN und VDE dient als moderne, gemeinnitzige
Dienstleistungsorganisation der sicheren und rationellen Erzeugung,
Verteilung und Anwendung der Elektrizitét und so dem Nutzen der
Allgemeinheit. Sie ist das Kompetenzzentrum fir elektrotechnische
Normung in Deutschland.

.Die DKE gestaltet die Energiewende aktiv mit. Durch Normen und
Standards, die neue Markte 6ffnen und Innovationen ermdglichen. Mit
der Initiative Energiewende 180° bieten wir Unternehmen und
Institutionen mit ihren vielféltigen Innovationen zur Energiewende ein
Forum.™ (Dr. Thies, DKE)

Die Kraft der Normung entfaltet sich durch Aktivitdten, die den Dialog
fordern, Kompetenz sichern und Engagement starken. Deshalb hat die
DKE die Initiative Energiewende 180° ins Leben gerufen.

In diesem Sinne hat sich die NettedAutomation HmbH mit einem Beitrag
am Kompendium Energiewende 180° beteiligt:

Energiewende gelingt mit IEC-Normen und guter Ausbildung

Posted by Karlheinz Schwarz at 8:31 PM No comments: o]

Labels: Energiewende, IEC 61850, IEC Normen, Schulung, Smart Grid

Wednesday, May 22, 2013

How Secure is the Information Technology for
Electric Grids?

Are you surprised that there are many Security Gaps? Guess just a few
experts are surprised that there are crucial Gaps! Why? Security is not
a business case for utilities. Security measures are — in the eyes of
many responsible people — just producing costs without helping to
increase the shareholder value ... as long as no serious attack happens.

A new US congressional survey has brought a lot of serious details and
facts to light:

Electric Grid Vulnerability — Industry Responses Reveal Security
Gaps

Click HERE for the complete Report published yesterday (May 22, 2013
[pdf]

I hope that the “EnergieWende” will not loose its *"W” and end in an
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News on IEC 61850 and related Standards
“EnergieEnde”. We are about to risk loosing the “W” ... Or?
Posted by Karlheinz Schwarz at 12:14 PM 1 comment: [5.4]

Labels: Energiewende, security, vulnerability

Semantic Models of IEC 61850 raise Interest in OPC
UA Domain

One of the first true international standards in the domain of
automation that defines rich semantic models is IEC 61850:
LogicalNodes containing DataObjects containing DataAttribues ... etc.

Example:

IEC 61850 models of all almost all application domains have been
converted to UML (Enterprise Architect). The interest in the many crucial
semantic models of IEC 61850 is growing all over!

From the UML representation of the IEC 61850 based class-models it is
now possible to generate OPC UA Address Spaces!

UMLbaT—UML based Transformation

UMLbaT is an extension, a so-called Add-In, for Sparx Enterprise
Architect. The Add-In is an advancement of existing CIMbaT (CIM based
Transformation). With CIMbaT it is possible to generate OPC UA Address
Spaces from CIM based class-models. Now, with UMLbaT, it's also
possible to create OPC UA Address Spaces from IEC 61850 based
class-models.

Visit the UMLbaT website (OFFIS Oldenburg) to get more details on the

transformation.

Usually the various fieldbus consortia define fieldbus-specific *models” ...
not allowing interoperability at semantic level between different
fieldbusses. IEC 61850 semantic models could now be accessed by MMS
(as defined in IEC 61850-8-1) and OPC UA. The mapping of IEC 61850-
7-2 ACSI to OPC is under discussion and may be published as IEC
61850-8-2.

In the mid 90s we had already a document IEC 61850-8-2 (SCSM:
Mapping to Profibus FMS). See also discussion on further mappings in
IEC 61400-25-4.

Let me know what you think about the transformation. Thanks.
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News on IEC 61850 and related Standards

Posted by Karlheinz Schwarz at 11:50 AM No comments: [t

Labels: ACSI, iec 61400-25-4, IEC 61850-7-2, IEC 61850-8-1, mapping, MMS, OPC
UA

Many ISO standards for free download

Some people complain that ISO standards are expensive ... there are
many ISO standards available for free download from ISO:

http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html
.. it may be quite late for widespread use of ISO/OSI standards ...

Here are some direct links to standards related to IEC 61850, MMS,
ASN.1, ..

ISO/IEC 7498-1:1994
Information technology -- Open Systems Interconnection -- Basic
Reference Model: The Basic Model

ISO/IEC 7498-3:1997
Information technology -- Open Systems Interconnection -- Basic
Reference Model: Naming and addressing

ISO/IEC 7498-4:1989
Information processing systems -- Open Systems Interconnection --
Basic Reference Model -- Part 4: Management framework

ISO/IEC 8824-1:2008
Information technology -- Abstract Syntax Notation One (ASN.1):
Specification of basic notation

ISO/IEC 8825-1:2008

Information technology -- ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER)

ISO/IEC 8825-4:2008
Information technology -- ASN.1 encoding rules: XML Encoding Rules
(XER)

ISO/IEC 9834-1:2008

Information technology -- Open Systems Interconnection -- Procedures
for the operation of OSI Registration Authorities: General procedures
and top arcs of the International Object Identifier tree

... and many other standards.

Posted by Karlheinz Schwarz at 11:16 AM No comments:

What does the OSI-AP-Title “1,3,9999” mean?

Is this identifier more than just a number defined by somebody from
IEC TC 57 WG 10? No! The underlying definition is the “OSI Object
Identifier model” (OID). This numbering schema has been defined some
30 years ago in the context of ASN.1.

MMS and MAP 3.0 used this identifier concept to get unique object
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News on IEC 61850 and related Standards

identification (see MAP 3.0). The basics of MMS and OSI have been
defined in the 80’s ... and a lot of people are still (and again and again)
struggling with these concepts that have no real use these days. The
concept of OIDs is great - just we do not make use of it in the domain
of IEC 61850.

Many people I have trained and many other people have no clue what
these numbers mean and what purpose they serve.

“In computing, an object identifier or OID is an identifier used to name
an object (compare URN). Structurally, an OID consists of a node in a
hierarchically-assigned namespace, formally defined using the ITU-T's
ASN.1 standard, X.690. Successive numbers of the nodes, starting at
the root of the tree, identify each node in the tree. Designers set up
new nodes by registering them under the node's registration authority.
The root of the tree contains the following three arcs:

0: ITU-T

1: 1SO
2: joint-iso-itu-t”

The OID is used by ACSE to establish an application association ... for
MMS.

Definition in IEC 61850-8-1 Edition2:

Example in SCL notation:

Here is the meaning of the values “1”, 3", and “9999” for the OSI-API-
Title according to http://oid-info.com:

“1” —> http://oid-info.com/cgi-bin/display?oid=1&action=displa

“3"” -> http://oid-info.com/get/1.3
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News on IEC 61850 and related Standards

“9999” -> http://oid-info.com/get/1.3.9999

The value is a reserved value ->
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News on IEC 61850 and related Standards

IEC 61850 and especially IEC 61850-8-1 does not (yet?) use the
registration of further identifier for specific application.

So, applications (servers) need to use the “1,3,9999.13"” to allow
MMS/ACSE to establish an application association! Please make sure
that your client uses the correct setting of this and the other
configuration attributes in the address.

The last value “13” is not known to me ... could not find any hint on
that. It is not registered.

Please do not change this OID “1,3,9999” used by MMS. The value
"1,3,9999.13" is used as an example in 8-1 Ed2. The “"13” may be
replaced or omitted - I guess.

The value could be empty as well. The following attributes are all
optional (IEC 61850-8-1 Ed2):

These are mandatory:
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News on IEC 61850 and related Standards

Some vendors fix the values ion their PIXIT documents:

Example 1 (Alstom Mx70):

Example 2 (ABB COM600):

Example 3 (Siprotec):

Please check the documentation of the vendors’ IEDs to figure out how
the various attributes are used and which ones are required!

Good luck!

Posted by Karlheinz Schwarz at 6:21 AM No comments: [;.4]

Wednesday, May 15, 2013

Another draft standard that “copies” IEC 61850
Logical Nodes

ISO/TC 205/WG 3 (Building Automation and Control System (BACS)
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News on IEC 61850 and related Standards

Design) has published recently a new work proposal on power system
information models [ISO/TC 205 / SC N 410].

Title: Facility Smart Grid Information Model

Purpose and justification of the proposal:

"The purpose of this standard is to define an abstract, object-oriented
information model to enable appliances and control systems in homes,
buildings, and industrial facilities to manage electrical loads and
generation sources in response to communication with a “smart”
electrical grid and to communicate information about those electrical
loads to utility and other electrical service providers.

This proposed standard will define an information model intended to
provide a basis for revision or creation of technology- specific
communication protocol standards that enable products and services to
control the operation of electrical energy generating and consuming
devices found in homes, commercial buildings, institutional buildings,
and in manufacturing and industrial facilities, in cooperation with energy
providers in a "smart grid" environment.”

The new work item proposal states that “This proposal builds upon work
done by IEC/TC 57 Power Systems Management and Associated
Information Exchange ... There is no known conflict with an existing IEC
or ISO standard or project.”

There may be no conflict ... the proposal (same as Draft standard
BSR/ASHRAE 201P) “copies” Logical Nodes from IEC 61850 and modifies
the Data Object names. For example:

Excerpt from Draft standard BSR/ASHRAE 201P:
5.7.3.3.1.5. DEROperationalModeControls

Operating mode at the ECP.

Control of the operational modes of the DER - constant watts, constant
vars, ...More than one mode can be set simultaneously for certain logical
combinations (61850

Logical Node = DOPM).

Parent Class(es): CommonLN

UML element location: Model Elements from External
Sources.IEC61850.61850-7-420. DEROperationalModeControls.

Table 5.193 - Class Attributes

Data Object Description

OperationalModeConstantW Mode of operation - constant

Mode of operation - constant
OperationModeConstantPowerFactor |[factor.

OperationModeConstantV Mode of operation - constant
voltage.

Excerpt from Standard IEC 61850-7-420 (LN DOPM):

Data Object Description

OpModConWwW Mode of operation - constar
watts

OpModConPF Mode of operation — constar
power factor

OpModConV Mode of operation - constar
voltage
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News on IEC 61850 and related Standards

So, changing the names from abbreviated names to full text names
makes it another standard information model ... why? If other groups
“copy” the Logical Nodes and Data Objects they should keep the names
... Or?

I guess the main reason for this is:

Genesis 11:9 “Therefore, it is named Babel, because there the LORD
mixed up the language of all the earth.” ... languages spoken by
humans and by computers!

Posted by Karlheinz Schwarz at 12:45 AM 1 comment: [;.4]

Labels: BACnet, building automation, data object, IEC 61850, ISO, logical node

Tuesday, May 14, 2013

English Version of Vattenfall’s “VHP READY — Virtual
Heat & Power Ready” available

Vattenfall Europe Warme AG (Berlin, Germany) has published the
famous specification “VHP READY"” for information exchange in virtual
power plants based on IEC 60870-5-104 respectively IEC 61850-7-420.

In order to integrate renewable energies into the power supply system
successfully and economically, ways must be found to store and control
them. The Virtual Power Plant, which stores energy in the form of heat,
is a promising approach to solving this problem. With this technology,
modern heating systems can also help to integrate renewable energies
into the power supply cost-efficiently and accelerate the “Energy
Transition”.

Data transmitted between a plant and the central control system via IP
networks are encrypted either according to the IEC 60870-5-104
standard or the IEC 61850 series of standards (IEC 61850-7-420 in
particular). Time synchronization is via SNTP/NTP. The following
protocols are used for communication:

e either IEC 60870-5-104 or IEC 61850 / 61850-7-420
e TCP/IP

e SSL/TLS

e SNTP/NTP

Download the specification 3.0 in English [pdf]
Download the specification 3.0 in German [pdf]

The approach used in the specification is exactly what needs to be done
for many other applications domains: define the profile to be
implemented in such a detail that no or just very few options are left!!

The specification needs some more details to be published: the
complete details of the information model as an SCL file. Currently the
models are partly specified in SCL ... the LNs and DOs are just listed in
a table. The next version will have more details. And it is very likely
that other resources like PV ... will be included in version 4 as well.

Congratulation to Vattenfall for this promising approach!

Posted by Karlheinz Schwarz at 8:20 AM No comments: [;.4]

Labels: IEC 60870-5-104, IEC 61850, IEC 61850-7-420, Vattenfall, virtual power
plant

Wednesday, May 1, 2013
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News on IEC 61850 and related Standards

Optical Fibre for Temperature Measurement in Power
Systems

Optical fibres are known to be used in power systems because they
withstand the rough conditions in high voltage environments - as such
they are used in Substations for carrying messages, e.g., according to
IEC 61850.

There is another very interesting use case of optical fibres in power
systems: in generation, transport, distribution, and loads. One of the
crucial measurements that can be applied to more efficiently use of
electric power is measuring temperatures. But you may state that
installing a lot of temperature sensors could be quite expensive!

With the application of optical fibre for measuring temperatures it seems
to be a very promising approach to reduce the amount of power needed
for many critical process like in huge data centers, high voltage lines
and cables, transformers, switch gears, to name a few.

According to alquist (a UK based company specializing on measurement
systems using fibres) there are many advantages of fibre as a
temperature sensor:

e Simultaneously measures temperature and position over long
distances

e Low cost - the sensor is made from standard 50/125 optical fibre
zip cord - very cost effective

o Immune to shock/vibration and electromagnetic interference

* No electronics, wireless, batteries or moving parts in monitoring
zone. Totally passive, minimal maintenance.

« Inherent high reliability (fibre has a design life of 30+ years)

o High temperature range -200°c to +500°c

o Extremely small for access in legacy areas with restricted space

» Easily installed in without any downtime or interruption of service

There are an incredible number of applications for fibre optics beyond
their use as a simple communications links.

Download a very useful presentation given by Andrew Jones (alquist)
pdf, 2.8 MB]

The availability of myriads of “measurement signals” from various
processes allows to more efficiently use energy, i.e., to reduce the
amount of energy we need to consume to service our needs for modern
life.

What ever will be measured in energy supply systems could be modeled
and communicated with IEC 61850 - The Communication Standard for
power system automation. One crucial focus of IEC 61850 is on
measurements!

Posted by Karlheinz Schwarz at 12:20 AM No comments: |

Labels: energy efficiency, IEC 61850, measurements, monitoring, power
management, power systems, temperature monitoring

Friday, April 19, 2013

Is IEC 61850 still there?

A very interesting discussion was started by a retired substation
protection and automation engineer from one of the big German
transmission operators. The engineer stopped at the boot 45/1 (hall 13)
at the Hannover Messe last week. He saw the letters “"IEC 61850” (see
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News on IEC 61850 and related Standards

photo) and asked me: “Is IEC 61850 still around?”

He thought that IEC 61850 was just a hype some 10 years ago. His
expectation was that IEC61850 is far to complex and expensive ... and
disappeared before it really hit the market. One of his babies was a
very well know IEC 60870-5-101 profile for substation automation. In
this profile you will find a nice “information model” of substations:

Ok, that is what many (not only retired) engineers guess. I helped him
to understand the current situation of the big success of IEC 61850 all
over.

Then I showed him an embedded Controller IED (Beck com.tom) that
integrates IEC 61850 AND IEC 610870-5-104 (running separate or both
at the same time):
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News on IEC 61850 and related Standards

This small box runs both ... and it’s really affordable.

Then I showed him the requirement specification of Vattenfall’s VHP
Ready that specifies both: IEC 60870-5-104 and IEC 61850:

There is almost no difference between the implementation of the
information and services in both worlds. The difference is just, that IEC
61850 has standard models, a configuration language, GOOSE,

SMV, and self-description. The price of a com.tom with 104 or 61850
is (I guess) the same.
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News on IEC 61850 and related Standards

Finally he said: "I am a consultant to a manufacturer of substation
automation and protection systems; I have to tell them this story! They
will like it — because they have already enquiries for IEC 61850
conformant IEDs.”

There is a need to educate more engineers to understand the situation!
Posted by Karlheinz Schwarz at 12:51 AM No comments:

Labels: configuration, GOOSE, IEC 60870-5-101, IEC 60870-5-104, IEC 61850,
information exchange, Information Model, Smart Grid, smart solution, Vattenfall

Thursday, April 18, 2013

High speed wireless support for IEC 61850 GOOSE

Full Spectrum Inc. (Palo Alto, California) announced yesterday a new
version of its wireless communications software which supports the
utility industry’s IEC 61850 Generic Object Oriented Substation Event
protocol (also known as “"GOOSE"). The protocol is designed to reduce
the scope and impact of power outages by implementing instantaneous
and intelligent switching decisions without human intervention. It is a
critical element in the implementation of the self-healing smart grid. To
date IEC 61850 has been deployed primarily at electric utility
substations over high capacity fiber connections. The challenge, until
now, has been to operate the high capacity, low latency protocol over
wireless infrastructure. Full Spectrum’s IEC 61850 wireless support
includes custom compression and quality of service algorithms to
address this challenge.

Full Spectrum’s new software release allows the IEC 61850 protocol
to be pushed deep into the distribution electric grid where wired
infrastructure is not cost effective to install and maintain. With
IEC 61850 intelligent devices along the distribution grid, sensors can
isolate faults and reroute power almost instantaneously. The
implementation of IEC 61850 greatly reduces the number of
customers impacted by outages. This is especially important for
industrial and commercial power users where even brief power outages
can be costly and dangerous.

Click HERE to download the press release on GOOSE.

Posted by Karlheinz Schwarz at 7:44 AM No comments: (ot

Labels: distribution automation, GOOSE, IEC 61850, wireless

Italian Norm CEI 0-16 revised — now referring to 1EC
61850

The Italian Norm CEI 0-16 has been revised and published end of 2012.
The new norm (High and Medium Voltage) refers to IEC 61850 -
similar compared to CEI 0-21 (Low Voltage). The norm even requires
GOOSE messaging ... more to come.

Title:
Regola tecnica di riferimento per la connessione di Utenti attivi e
passivi alle reti AT ed MT delle imprese distributrici di energia elettrica

(Reference technical rules for the connection of active and passive

consumers to the HV and MV electrical networks of distribution
Company)
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News on IEC 61850 and related Standards
Click HERE to download the norm CEI 0-16 [Italian, pdf, 3.1 MB
Click HERE for Information on CEI 0-21.

Posted by Karlheinz Schwarz at 3:35 AM No comments: G

Labels: distribution, GOOSE, high voltage, IEC 61850, Italy, low voltage, medium
voltage

The German Roadmap E-Energy/Smart Grid 2.0
available

The German Roadmap E-Energy/Smart Grid 2.0 has been published
recently. The 82 page document gives an overview about the status of
many projects that had been involved in recent years: IEC, DKE, ...

One key standard mentioned more than 20 times is (of course): IEC
61850. The Web2Energy project is introduced as a project that
intensively uses IEC 61850.

Download the German Roadmap E-Energy/Smart Grid 2.0 (English

version) (pdf, 8.5 MB)

Download the German Roadmap E-Energy/Smart Grid 2.0 (German

version) (pdf, 4.3 MB)

Posted by Karlheinz Schwarz at 1:50 AM No comments: (ot

Labels: CIM, E-Energy, E-Mobility, IEC 61499, IEC 61850, Roadmap, Smart Grid

Wednesday, April 10, 2013

Wednesday at Hannover Messe

Today (10 April 2013) was the busiest of the first three days. People ...
people, people walked the rows. Even more people than the other days
stopped at the booth of TQ Systems, Beck IPC and SystemCorp. There
was a huge interest in learning how to get IEC 61850, IEC 61400-25,
IEC 60870-5-104, DNP3, Modbus ... integrated into IEDs.
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News on IEC 61850 and related Standards

One of the most interesting questions asked today was from a small
company that was looking for IEC 61850 software to be included for a
substation switchgear drive system. The person I talked to said: IEC
61850 is very complex and we have figured out that the integration
would cost some 100,000 Euro (one hundred thousand!) !! He asked
me about my opinion.

My response was: It could be even more than 100.000 Euro - if you do
it wrong! But it could be in the range of less than a tenth of that
amount: some 5.000 Euro may be sufficient to get it running and
integrated in the application ... it all depends ...

The Alarm Annunciator system developed by EES (Backnang, Germany)
is one of the companies that recently implemented IEC 61850 within a
few days ... this integration proves that it is feasible in very short time.

Detlef Raddatz (SystemCorp, left) and Uwe Scholz (EES) in front of the
display that shows the topology:

.. it's me (left) ...
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News on IEC 61850 and related Standards

EES presented a nice “power box” that promised that you reach the
“finishing line” with IEC 61850 faster than without!
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News on IEC 61850 and related Standards

TQ System’s products were well received by many visitors.
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News on IEC 61850 and related Standards

Some companies were quite fast in immediately ordering the IEC 61850
stack/API solution during the fair — there is a lot of pressure in various

markets to make smart IEDs speaking IEC 61850 and IEC 61400-25 ...

fast-to-market and at a reasonable price.

Posted by Karlheinz Schwarz at 12:40 PM 1 comment: [

Labels: Beck, Beck Chip, IEC 61400-25, IEC 61850, implementation, short time to
market, SystemCorp, TQ

Tuesday, April 9, 2013

What happened today at Hannover Messe?

The second day at the Hannover Messe was a quite interesting one.
Many people came by and asked for IEC 61850 to be applied for
building SYSTEMS that help to bring together PV Power, storages,
Combined Heat and Power, Loads, Heating systems, ... The time has
come where many more people are looking for support to integrate
many of these individual “pieces” into smarter systems!

IEC 61850 is about to play a major role in this regard. Many interested
companies showed up and asked for a simple and easy integration of
IEC 61850 into their applications (devices) ... After a first wave of
devices that used IEC 61850 one way or the other (roughly from 2004
to 2012), there is now a new wave coming that requires simple and
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News on IEC 61850 and related Standards
easy to integrate solutions.

I have heard from several experts that they have tried to use IEC
61850 the recent years — and failed because it was too costly for their
applications. Many of them are now back and checking again to get IEC
61850 integrated into their IEDs. Guess they will get what they are
looking for. Most of them want just to use IEC 61850 - not struggle
with the implementation (integration) of it.

More to come tomorrow and the other days. Many people have reported
that IEC 61850 is an issue at many more booths in 2013 than last year.

Posted by Karlheinz Schwarz at 3:28 PM No comments: [;.4]

Labels: IEC 61400-25, IEC 61850, integration, short time to market, Smart Grid,
smart solution

Monday, April 8, 2013

IEC 61850 — Brief Report from first day at Hannover
Messe 2013

The Hannover Messe has opened today (Monday, 08 April 2013). Some
6,800 exhibitors demonstrate their industrial products from industrial
fieldbusses and PLCs to Power Generation and Power System
Automation and Protection.

I am personally involved (as a Missionary for IEC 61850, IEC 61400-25,
IEC 60870-5-104, DNP3, Modbus, ...) in helping interested people at the
booth of TQ Systems, Beck IPC and SystemCorp to get a brief
introduction of IEC 61850, answering questions and helping them to
navigate trough the above standards ... mainly: How to get from
standards to market-ready products!

There was a lot of interest in the solutions the three companies could
provide. Many people just stopped at the booth and were excited to see
how easy it is these days to get their IEDs and systems to speak the
above standard communication languages!

In case you are visiting the Hannover Messe this week, please come by
at booth C45/1 in hall 13.

Download the information package I am giving away at the Hanover
Messe this week [pdf, 4.3 MB].

Some impressions:

Building up the booth
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News on IEC 61850 and related Standards

... does it fit Detlef? Yes!

... smart people to install smart devices:
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... Wow ! It is all working according to IEC 61850 ... it's REAL !

.. ruggedized IEC 61850 gateway to Modbus:

TQ Systems HMI with IEC 61850 Client:
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Beck IPC Products:

Any question ... when you see this price for a special RTU?
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The com.tom also supports DNP3, IEC 61850, Modbus, ...
Posted by Karlheinz Schwarz at 2:58 PM No comments:

Labels: Beck, Beck Chip, Fernwirktechnik, Gateway, GPRS, IEC 61400-25, IEC
61850, RTU, SystemCorp, TQ, Training
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News on IEC 61850 and related Standards

IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, DNP3, IEC 62351 (Security), ...

Monday, April 8, 2013

IEC 61400-25 - Poster from REpower at AWEA
Windpower 2013

REpower is presenting an excellent poster about the application of IEC
61400-25 at the AWEA Windpower conference in Chicago (IL) in May
2013.

The poster concludes:

IEC 61400-25 is a new standard for Wind Turbine communications. It
can

facilitate and simplify the integration of new wind projects in a multiple-
vendor,

multiple-system industry.

From the experience of the author of this article, the adoption of I1EC
61400-

25 by customers in new projects in the last year has been 100%o.
All new

projects with REpower turbines in North America selected this
interface.

The most benefit will be made once a critical mass of manufacturers,
wind

farms owners, and equipment providers will use and support it.

This communication standard is needed for the wind industry to become

more efficient and competitive with traditional power sources.

Downlad the IEC 61400-25 poster [pdf, 370 KB

... more to come.

Posted by Karlheinz Schwarz at 2:13 PM No comments:

Labels: IEC 61400-25, IEC 61850, interoperability, multi-vendor project, REpower,
wind power, wind turbine controller

Thursday, April 4, 2013

Open Source C-Code for IEC 61850

Some six weeks ago I reported about the open source Java code for IEC
61850. The group that developed the Java code has now also published
the open source C code.

“In cases where Java is not an option (e.g. if you want to implement a
server on very resource constrained systems) you can also consider
libiec61850 which is an alternative implementation in C.”

libIEC61850 provides a simple API for MMS. This API is in no way
specific to IEC 61850 but provides a generic MMS client API.

This MMS API seems to be an option in case you have to decide to use
(on one side) Modbus, DNP3, Fieldbus, or CAN in Automation OR (on
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News on IEC 61850 and related Standards

the other side) to use IEC 61850. It may help you to get started with
IEC 61850. There is no reason anymore not to start with IEC

61850!! The cost argument has gone. > February (17)

As a Siemens employee I wrote two remarkable papers on the > January (16)

standardization:

one about the future of Fieldbusses/MMS and one about MAP/MMS in » 2012 (188)
1991:
» 2011 (159)

Click HERE for the paper “Fieldbus standardization: Another way to go”
[PDF, 720 KB]. » 2010 (153)
Click HERE for the paper “Bridging MAP/MMS to Ethernet” [PDF, 720 > 2009 (162)
KB

] > 2008 (82)
It took some 30 years from the fist baby steps to the availability of
open source MMS code and other IEC 61850 solutions like the one from ;
SystemCorp that is quite powerful and comprehensive. The time where Contributors
you have to pay high (“voltage”) prices is over! “High voltage” refers to m hael Sch
the application domain high voltage substations — the domain that first Ichael >chwarz
used IEC 61850 some 10 or 15 years ago. [Briheinz Schwarz

Posted by Karlheinz Schwarz at 4:36 AM No comments: [

IEC 61850 as a kind of template for Modbus based
SunSpec Standard

The standard IEC 61850 has influenced other groups defining domain
specific standards like IETF_ EMAN (Energy Management) and SunSpec
Alliance. I have reported on the IETF EMAN group in March 2012. The
SunSpec Alliance is new to me. So I browsed a bit their website and
figured out that they have “copied” parts of the IEC 61850 information
models, remodeled them and mapped them to Modbus registers.

Example: The electrical measurements from logical node MMXU (right)
have been used by SunSpec (smdx_00101.xml) to some extent:

Unfortunately the names are slightly different! “PPV.phsAB” in IEC
61850 and “PPVphAB” in sunspec ... I would have expected that the
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names (that carry the semantic) are the same! This would make the
mapping between the two worlds much simpler --> reducing the costs

Path could map to the following Modbus address (as an element inside
the value ... using the SystemCorp IEC 61850 stack/API):

The mapping of the IEC 61850 model to Modbus could be easily
specified in the corresponding SCL file as Private Elements!! This could
even be done automatically if the models (the names and semantic) in
both standards would be equivalent!! Then a gateway device could offer
both protocols (IEC 61850 and Modbus) running at the same time using
a SINGLE specification file!

IMHO this is putting some soft pressure on IEC 61850 community!
Why? Because why are the vendors implementing SunSpec not using
IEC 61850 (the mother of SunSpec ... to some extend)? One reason
seems to be that it is not easy (and not for free) to get the models for
PV applications. Another issue is that the implementations of IEC 61850
stacks/APIs are in some cases too expensive for these vendors.

Fortunately there is a solution available that provides a full set of
services and support of any model specified in SCL notation: The
SystemCorp Stack/API. There is a free of charge IEC 61850 DLL (for
server and clients) available that runs for six months ... enough time to

evaluate the solution.

With the approach shown above we have implemented a device that is
configured by SCL and that runs an IEC 61850 server AND an IEC
60870-5-104 slave at the same time (running on Beck IPC com.tom)!

Please come by at the booth 45/1 in Hall 13 at the Hannover Messe
next week.

Posted by Karlheinz Schwarz at 3:14 AM No comments: G

Labels: Beck Chip, embedded system, Gateway, IEC 60870-5-104, IEC 61850,
mapping, Modbus, Smart Grid, smart solution, SystemCorp

Sunday, March 31, 2013

Security Standard 1EC 62351-3 on its way

The Technical Specification IEC TS 62351-3, First edition, 2007-06 is
underway to become an International Standard (57/1319/CDV):
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Power systems management and associated information exchange -
Data and communications security -

Part 3: Communication network and system security — Profiles including
TCP/IP

The CVD is out for ballot until 2013-07-05.

IEC 62351-3 specifies how to secure TCP/IP-based protocols through
constraints on the

specification of the messages, procedures, and algorithms of Transport
Layer Security (TLS)

(defined in RFC 5246) so that they are applicable to the telecontrol
environment of IEC TC57. It is intended that this standard be referenced
as a normative part of other IEC TC57 standards that have the need for
providing security for their TCP/IP-based protocol.

The conformance is very strict:

8 Conformance
Conformance to this part shall be determined by the implementation
of all parts of clause 5.

The definition of clause 5 could be implemented today already: the
content is available in the Technical Specification IEC TS 62351-3.

There is no (and never was an) excuse to not implement quite secure
communication.

Posted by Karlheinz Schwarz at 11:17 PM No comments: []

security, TCP/IP, TLS

Thursday, March 28, 2013

IEC 61850/61400-25 for QNX available

Please note that the SystemCorp IEC 61850/61400-25 Stack/API has
been ported to QNX 6.5 and PREEMPT_RT Linux. You are invited to visit
the SystemCorp booth to discuss further details.

Invitation to Hanover Fair 2013 from 8th to 12th April | E-Energy,
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News on IEC 61850 and related Standards
Smart Grids

Dear All,
We invite you to visit the booth of SystemCorp (Hall 13, booth C45/1).

SystemCORP offers their IEC 61850 (IEC 61400-25) Stack/API for
Substations, Decentraliced Energy Resources , Distribution Automation,
Hydro Power Plants, and Wind Turbines, to name few.

The communication stack with integrated APIs has been developed by
SystemCorp and most efficiently ported to QNX 6.5 and PREEMPT_RT
Linux. Both APIs are also supported by the advanced SoftPLC
DACHSview++ with realtime targets under QNX 6.x or PREEMPT_RT
Linux..

At the booth you will see an overview about the possibilities, how to
apply Embedded Controllers to realize most powerful and cost efficient
implementations of standards for Protection Relays, Automation Devices,
SCADA, Gateways and Systems.

Best Regards,
Your Team from SystemCorp and STEINHOFF Automation

Mr Karlheinz Schwarz, NettedAutomation will be available at the booth
to answer your questions related to the standards.

http://systemcorp.com.au

http://www.steinhoff-automation.com

See you there.

Posted by Karlheinz Schwarz at 5:44 AM No comments: [

Labels: API, embedded system, hanover fair, IEC 61400-25, IEC 61850, Preempt RT
Linux, QNX, real-time, stack

Wednesday, March 27, 2013

Cause of New Orleans Superdome partial Blackout

The Superdome in New Orleans was hit by a partial blackout on
February 03, 2013. Some six weeks later you can find a technical report
on the causes of the interruption of power flow.

There are multiple reasons reported why the circuit breaker tripped:

e Misoperation of the protection function under certain conditions

e Using factory default settings that had not been adjusted for the
application at the Superdome

e Unclear technical documentation and communication between
manufacturer and user

It is likely that the responsible technicians had a lack in experience and
education or that they had to do the commissioning and testing in some
haste. You know: Haste produces waste! Who knows.

Lessons learned: The electrical system requires highly experienced
and educated protection engineers!! The application of more and
more information and communication technology will require even more
educated and experienced engineers!!

Click HERE to download the report [pdf, 560 KB].

I\\

There was another crucial “"misbehavior” of technical people that caused
a very crucial outage. Relay settings are very crucial ... care must be
taken to prevent outages ... or you will see huge outages like the one in

http://blog.iec61850.com/search?updated-max=2013-04-08T14:58:00-07:00&max-results=18&start=18&by-date=false[05.08.2013 13:52:03]


http://systemcorp.com.au/
http://www.steinhoff-automation.de/
http://www.steinhoff-automation.de/
http://www.blogger.com/profile/14655052638097798754
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2013/03/iec-6185061400-25-for-qnx-available.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=8475359203379051502
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=8475359203379051502
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=8475359203379051502
http://blog.iec61850.com/search/label/API
http://blog.iec61850.com/search/label/embedded%20system
http://blog.iec61850.com/search/label/hanover%20fair
http://blog.iec61850.com/search/label/IEC%2061400-25
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/Preempt_RT%20Linux
http://blog.iec61850.com/search/label/Preempt_RT%20Linux
http://blog.iec61850.com/search/label/QNX
http://blog.iec61850.com/search/label/real-time
http://blog.iec61850.com/search/label/stack
http://blog.iec61850.com/2013/03/cause-of-new-orleans-superdome-partial.html
http://entergy-neworleans.com/content/superbowl/130202_Report.pdf

News on IEC 61850 and related Standards

Europe Nov 04, 2006 which was caused by inconsistent alarm and trip
settings (from UCTE Report, link see below):

The limits on both ends of a line must be the same (!!) ... at least both
sides need to take the values of the other side into account.

But what happens if you don’t take them into account? a big outages
maybe the result (usually) as on Nov 04.

IEC 61850 would have help to prevent this situation: if each side gets
read access to the alarm and trip settings ... let’'s say once a week, then
you will figure out an inconsistent situation ... or send an spontaneous
report in case any setting value changes ...

Click HERE for the Final Report of the Nov 04, 2016 outage [pdf, 2.8
MB]

Information and communication technology can help to do routine tests
and checks and help to get consistent settings. But it will not replace
the well trained and experienced engineers.

Posted by Karlheinz Schwarz at 1:06 AM No comments: [;.4]

Labels: blackout, IEC 61850, outage, protection

Saturday, March 23, 2013

IEC 61850 for Fault Protection, Isolation and
Restoration (FPIR) equipment

Brisbane, Qld, Australia - Electrical switchgear engineers NOJA Power
today announces its support for the adoption of IEC 61850 for Fault
Protection, Isolation and Restoration (FPIR) equipment. NOJA
Power says the use of IEC 61850 would significantly enhance
coordination between Automatic Circuit Reclosers (ACR)--pole- or
ground-mounted electricity distribution network protection devices—-
allowing such equipment to form an essential element of smart grids.

“ACRs will form a critical part of smart grids and IEC 61850 is rapidly
gaining unstoppable momentum as the preferred communication
and control standard for the smart infrastructure of the future,”
said Neil O’'Sullivan, CEO, NOJA Power.

Click HERE for the press release on IEC 61850 for DA application.
Posted by Karlheinz Schwarz at 6:38 AM No comments: [;.4]

Labels: Australia, distribution automation, DNP3, IEC 61850, protection
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Tissue Database opened for IEC 68150-80-1, 90-1
and 90-5

Please note that we opened the IEC 61850 Tissue Database for three
additional parts: 80-1, 90-1 and 90-5:

Click HERE for the IEC 61850 Tissue Database.

Posted by Karlheinz Schwarz at 6:13 AM No comments:  [5.4

Labels: IEC 61850, guality, tissues

Smart Grids at Hannover Messe 2013

An exclusive area “Smart Grids” is dedicated to themed presentations
and products spanning all aspects of smart grid technology.

HANNOVER MESSE is more than just an international meeting place for
smart grids stakeholders. Thanks to its interdisciplinary and fully
integrated format, the event exposes exhibitors and trade visitors to all
the key technologies needed for today’s and tomorrow’s intelligent
energy supply systems.

Exhibitors at the themed presentations in Hall 13, Stand C45 are:

Advantech Europe B. V.
Beck IPC (C45/1%*)
E-Energy Begleitforschung
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EuroSkyPark

Germany Trade & Invest (GTAI)
Landis + Gyr GmbH

Magtech

mdex GmbH

Nexans Deutschland GmbH
Operation Technology Inc. (ETAP)
PcVue GmbH

Robotron Datenbank-Software GmbH
SAG

SSV Software Systems GmbH
SystemCORP (C45/1%)
TQ-Systems GmbH (C45/1%)
VDE

Some 40 presentations and discussions are planned for the five days.

Download complete program and list of exhibitors [EN/DE, pdf, 1.5 MB]

* These three companies show their excellence in smart communication
systems according to IEC 60870-5-104/DNP3, IEC 61850 and IEC
61400-25: Hardware, Software, Applications, ... Gateways.

Posted by Karlheinz Schwarz at 12:36 AM No comments: [t

Labels: Beck, DNP3, embedded system, hanover fair, IEC 60870-5-104, IEC 61850,
Smart Grid, smart solution, SystemCorp, TQ

Saturday, March 16, 2013

When to use Operate Service and when
SetDataValues?

The IEC 61850-7-2 abstract services Operate and SetDataValues are
both mapped to MMS Write in IEC 61850-8-1. So, what makes a MMS
Write service an Operate or a SetDataValues?

The two services and the mapping are sketched here:

The first mapping is showing the Operate service (as part of the control
model):
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News on IEC 61850 and related Standards

The Operate service is used in conjunction with the control model
(defining state machines, select-before-operate, time-activated control,
...). Control service models require a special information model:
controllable Common Data Classes, e.g., SPC - Controllable Single
Point. The model comprises attributes defined by the CDC and the
service parameter ctlVal: these are shown in the MMS Variable as a
structure “Oper” with the components: ctlVal, origin, ctiINum, T, Test,
Check. These have to written at MMS level. These are always required
for Operate even if you need just ctlval !!

The settable DataObjects require the MMS Write as shown in the
following figure:

In IEC 61850-7-3 it is defined exactly which services are to be used for
the various attributes in the Common Data Classes. Example for
controllable DataObjects:

Note that the FC=CO is defined in 8-1 !

Note also that client user interfaces (like the IEDScout) may use
different service names than 7-2 or MMS.
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Posted by Karlheinz Schwarz at 12:55 AM 3 comments: [5.4]

mapping, MMS, operate, Training, write

Thursday, March 14, 2013

Security and IEC 61850: Is it about Bug Fixes or
Systematic Issues?

These days experts discuss the future of more secure IEDs and systems
in the world of Industrial Control Systems (ICS). Note: ICS is also used
in power systems — no question.

There are people that focus on single bugs and how to solve them
by patching et cetera. Other experts are more looking at the
systematic security problems in control systems.

Eric Byres, CTO and vice president of Tofino Security, a division of
Belden, says “It will take major players like Exxon, Duke Energy, for
instance, and other corporations with the ICS purchasing power, he
says, to force vendors to step up and fix the systemic security
issues."

Read a comprehensive discussion about the two positions — quite crucial
and interesting.

What do you think about translating this statement into the issues we
have with IEC 61850 Interoperability?

It will take major players like AEP, SCE, E.ON, EDF, RWE, Duke Energy,
for instance, and other corporations with the ICS purchasing power,
to force vendors to step up and fix the systemic interoperability
issues with regard to IEC 61850."

This would help to prevent a lot of frustrations during factory and site
acceptance tests.

Why do we see just a few major players from the utility domain
using their force to improve interoperability? There are several reasons
I see:

o Wall Street, Frankfurter Borse, ...
e Ignorance of issues

¢ Not enough experts

Attitude: just fix what brakes

Recommendation from my side: Vendors and users should cooperate
more in Teamwork and agree on writing documents like “How to profile
IEC 61850, IEC 60870-5, ..."” to get specific profile specifications for
a specific application that have (hopefully) not left options to ignore
or to chose from.

A good example is the Vattenfall VHP Ready specification (Virtual Heat
an Power). This spec defines the IOA for signals according to IEC
60870-5-104 and the Logical Device, Logical Node and Data Object
Names.

Example 104:
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News on IEC 61850 and related Standards

Example IEC 61850:

If utilities do not specify what they want, they may experience a big
surprise when they get the system delivered and installed. They may
get much less or much more than what they expected.

And note this: When we get more standard conformant and
interoperable IEDs installed, they are definitely linked to the Security
issues discussed at the beginning!

What we are looking for is: Interoperable and Secure IEDs and
Systems. We should not separate these two requirements! They
are highly interrelated.

Posted by Karlheinz Schwarz at 1:56 AM No comments: (ot

Labels: IEC 60870-5-104, IEC 61850, interoperability, profile, security, system,
utilities, Vattenfall, vendors, VHP Ready, virtual power plant

Hanover Fair 2013: TQ, Beck IPC and SystemCORP
Join their Strengths

Hanover Fair 2013 8-12 April, hall 13, booth 45/1:

TQ, Beck IPC and SystemCORP will demonstrate (based on the
Embedded Modules TQMa35, TQMa28 and SC143) complete solutions
with the lowest efforts and shortest time-to-market for IEC 61850, IEC
60870-5, DNP3, ...
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News on IEC 61850 and related Standards

Download Invitation in English [pdf, 600KB]
Download Invitation in German [pdf, 600KB]

Map and booth location [pdf, 1.6 MB]

I will be at the same booth for answering questions related to the
various standards.

See you there.

Posted by Karlheinz Schwarz at 1:03 AM No comments: [;.4]

Labels: 61850, Beck, Beck Chip, DNP3, Gateway, iec 60870-5, IEC 60870-5-104,
IEC 61850, SystemCorp, TQ

Tuesday, March 12, 2013

Crucial Lessons learned from a MV Substation Project
at a Huge Power Plant

Recently I discussed the issue of interoperability of IEDs in the context
of a crucial non-interoperability problem of two vendors’ IEDs. Click
here for the discussion.

Now, three months later, the utility has decided to replace two
protection IEDs in summer 2013 in order to get fully interoperable IEDs
for the power plant control system.

The whole process of discussing back and forth over a period of nine
(91) months has frustrated many engineers and other people involved in
the project. We had meetings with almost 20 people from several
companies involved - could you believe it?

The utility (power plant operator) finally ordered a one day training on
IEC 61850 to get a much better understanding what the (relatively
small) issue was all about and to get an overview about IEC 61850.

The crucial lessons learned by the utility engineers are:

1. If you want to use IEC 61850 in your plant, specify to some
extent what you want to get delivered.

2. When you get the offer from vendors, check in detail what they
offer.

3. Once you have almost selected one or more vendors, make sure
that all IEDs that have to speak IEC 61850 are interoperability
tested one way or the other.

4. Once you have signed the contract with one or more vendors,
organize interoperability tests in a lab in due time prior to the
commissioning process on site.

Note that conformance testing is required — but not sufficient!!

Utilities must take a firm position in favor of a genuine open
international standard in the energy market, leaving behind once and
for all the outmoded notion of great champions of vendors with many
proprietary bells and whistles.

In case utility management and engineers involved in a project follow
these recommendations it is likely that the problems that may occur on
site later on will be tremendously minimized.

The utility I was involved with told me, that they will contract with me
again, as soon as they have to build another MV substation in a power
plant using IEC 61850 IEDs.

Good luck!
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News on IEC 61850 and related Standards

Posted by Karlheinz Schwarz at 3:16 AM No comments: [;.4]

Labels: conformance, conformance test, IEC 61850, interoperability, interoperability
tests, lessons learned, power plant control, Substation, Substation Automation

Sunday, March 10, 2013

Tissue Database for IEC 62351 just opened
The Tissue Database for IEC 62351

Power systems management and associated information
exchange — Data and communications security

has been opened for immediate access. Nine parts have been published
so far. You may post your feedback (bug reports, ...) now.

Access the Tissue Database for IEC 62351.

Posted by Karlheinz Schwarz at 6:59 AM No comments: [;.4]

TCP/IP, tissues, TLS

Saturday, March 9, 2013

More than 100 Job offerings for IEC 61850 in the USA
at SimplyHired

Are you educated in IEC 61850 implementations and applications?
Looking for a new job? There are many opportunities: 100+ in the USA
alone:
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News on IEC 61850 and related Standards

Check for the list of IEC 61850 Job offerings.

Do you want to improve your experience and knowledge?
NettedAutomation is offering the right IEC 61850 training courses:

Training information, program example, list of references [pdf, 3.0 MB
Posted by Karlheinz Schwarz at 8:41 AM No comments: [;.4]

Labels: education, IEC 61850, Job, seminar, Training

Friday, March 8, 2013

IEC 61850 Interoperability Test Session Fall 2013

Interoperability of IEC 61850 IEDs and Tools is one of the crucial
challenges the years to come. Good to know that the UCAIUG (Users
Group) is planning a conduct the next Interoperability test session
during Fall 2013 - likely in the second half of October in Munich
(Germany).

I highly recommend vendors of IEDs and Tools to apply for attendance
- AND: If your company is not yet a member of the UCAIUG, this is a
good reason to apply for membership.

Please contact the UCAIUG if you want to get involved in the IEC 61850
Interoperability testing session in October 2013.

Apply for UCAIUG membership — its so easy.

Posted by Karlheinz Schwarz at 12:58 AM No comments: [

Labels: IEC 61850, interoperability, interoperability tests

Saturday, March 2, 2013

Tissue Database for IEC 61850-90-7 Edition 1 Open

The tissue database for the new document IEC 61850-90-7 Edition 1
(2013) could be used immediately.

Posted by Karlheinz Schwarz at 2:13 AM No comments: [

Labels: converter, IEC 61850-90-7, tissues

Friday, March 1, 2013

Is IEC/TR 61850-90-7 part of Edition 1, 2, or 3?
The document IEC/TR 61850-90-7:2013-02

Communication networks and systems for power utility automation
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News on IEC 61850 and related Standards

Part 90-7: Object models for power converters in distributed
energy resources (DER) systems

has been published the other day.
Is this document part of IEC 61850 Edition 1, 2 or 3? NEITHER NOR!

It has its own history which starts with IEC/TR 61850-90-7 - Edition
1 - 2013-02 as you can see on the document:

When we talk about editions — be very careful and precise.

Implementing a model (Logical Node, data object, ...) from IEC/TR
61850-90-7 - Edition 1 may require IEC 61850-7-3 Edition 2 or not ... it
depends on the model itself.

Posted by Karlheinz Schwarz at 9:28 PM No comments: [;.4]

Newer Posts Home Older Posts

Subscribe to: Posts (Atom)

http://blog.iec61850.com/search?updated-max=2013-04-08T14:58:00-07:00&max-results=18&start=18&by-date=false[05.08.2013 13:52:03]


http://lh3.ggpht.com/-Df081N6-ZWQ/UTGN6Ow14mI/AAAAAAAABJQ/Q2b59xzec7A/s1600-h/image%25255B2%25255D.png
http://www.blogger.com/profile/14655052638097798754
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2013/03/is-iectr-61850-90-7-part-of-edition-1-2.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=5558058818029306456
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=5558058818029306456
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=5558058818029306456
http://blog.iec61850.com/search/label/Edition%201
http://blog.iec61850.com/search/label/Edition%202
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/IEC%2061850-90-7
http://blog.iec61850.com/search/label/inverter
http://blog.iec61850.com/search/label/PV
http://blog.iec61850.com/feeds/posts/default
http://blog.iec61850.com/search?updated-max=2013-06-05T03:09:00-07:00&max-results=18&reverse-paginate=true

News on IEC 61850 and related Standards

News on IEC 61850 and related Standards

IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, DNP3, IEC 62351 (Security), ...

Tuesday, February 26, 2013

IEC/TR 61850-90-7 Just published

Please note the publication of

IEC/TR 61850-90-7:2013-02

Communication networks and systems for power utility automation
Part 90-7: Object models for power converters in distributed
energy resources (DER) systems

Download the preview of IEC 61850-90-7.

This part is very crucial because it provides solutions for the challenges
of feeding the huge amount of power from PV and other DER systems
into the various voltage levels of the power delivery grid. This part will
have a crucial impact on how to manage especially distribution
networks. Just a few examples of these functions are:

7.1.2 Function INV1: connect / disconnect from grid

7.1.3 Function INV2: adjust maximum generation level up/down

7.1.4 Function INV3: adjust power factor

7.1.5 Function INV4: request active power (charge or discharge storage)
7.1.6 Function INV5: pricing signal for charge/discharge action

7.2 Modes for volt-var management

7.2.1 VAr management modes using volt-var arrays

7.2.2 Example setting volt-var mode VV11: available var support mode

with no impact on watts

7.2.3 Example setting volt-var mode VV12: maximum var support mode
based on WMax

7.2.4 Example setting volt-var mode VV13: static power converter
mode based on settings

7.2.5 Example setting volt-var mode VV14: passive mode with no var
support

7.3 Modes for frequency-related behaviours

7.3.1 Frequency management modes

7.3.2 Frequency-watt mode FW21: high frequency reduces active power
7.3.3 Frequency-watt mode FW22: constraining generating/charging by
frequency

Posted by Karlheinz Schwarz at 8:10 PM No comments: [.4]

Labels: IEC 61850, IEC 61850-90-7, inverters, PV

Tissue Database for IEC 61850-5 Edition 2 Open

The Edition 2 of IEC 61850-5 (Communication requirements for
functions and device models) has been published the other day:

This second edition replaces the first edition published in 2003. It
constitutes a technical revision. The major technical changes with regard
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to the previous edition are as follows:

o extension from substation automation systems to utility
automation systems;

e including the interfaces for communication between substations
(interfaces 2 and 11);

e requirements from communication beyond the boundary of the
substation.

Preview of part 5 Edition 2.

The tissue database for the new document could be used immediately:

Part 5 (2013-01; Edition 2)

Posted by Karlheinz Schwarz at 1:03 AM No comments: [;.4]

Labels: Edition 2, IEC 61850, IEC 61850-5, tissues

Saturday, February 23, 2013

Familiar with IEC 61850, ICCP, and DNP3: Southern
California Edison (SCE) is looking for you

Southern California Edison (SCE) is hiring an expert for SCADA
maintenance of their Centralized Remedial Action Scheme (CRAS).

Job requirements lists among others: Demonstrated experience of

¢ IEC 61850,

e ICCP (IEC 60870-6; Inter-Control Center Communications
protocols), and

 DNP (Distributed Network Protocol).

Candidate must be familiar with Common Information Model IEC 61970
standard and harmonization effort between IEC 61850 and IEC 61970.

Click here to get the complete job description.

List of all job description in the USA that require one way or the other
IEC 61850 [78 as per 2013-02-23].

Posted by Karlheinz Schwarz at 6:04 AM No comments: [;.4]

USA

Thursday, February 21, 2013

TUV SUD Conducts 2 Day Smart Grid Forum in Munich

TUV SUD has become a very active supporter of safe and secure
power grids. The future transmission and distribution grids need more
than just standardized information and information exchange services.
The open information exchange has to complemented by safe and
secure solutions - and corresponding tests.

To embed power contributors safe in to the power grid, an intelligent
control is necessary, a common language for all the co-players in the
space of the grid. At the same time, IT-security items get more and
more relevant because of the safety impact of potential cyber attacks
on critical infrastructures. In this context, new challenges in
standardization and the development of proper technological solutions
has to be addressed.
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At the TUV sSUd smart.grids.forum network operators, TUV SUD
experts and manufacturers of automation components share their
practice experience and provide convincing concepts to make grids
smart, powerful and safe. Benefit from the opportunity to exchange
experience and make (maintain) contacts.

Location: Munich (Germany)
Date: 21-22 March 2013

The conference will be held bilingual (German and English).

Further information, program and registration information can be found
here [en

Weitere Informationen, Programm und Anmeldeformular finden Sie hier
de

Meet several well known experts in Munich. I look forward to seeing you
there.

Posted by Karlheinz Schwarz at 11:45 PM No comments: [-a]

Labels: safe energy, security, Smart Grid, TUV SUD

Wednesday, February 20, 2013

Download IEC 61850 Blog Content as single PDF
Document (February 20, 2013)

For those readers of the blog that want to get the complete content as
a single pdf document, it is just a click away ... it contains all 772
posts

from 2008 until 2013-02-20. Once you have downloaded the file you
can easily browse the content ... search ... mark ... copy ...

Download all posts of the IEC 61850 blog in a single pdf [18,5 MB,
570+ pages DIN A4]

You may also subscribe to the blog to automatically receive updates
... @s many people do:

Enjoy!
Posted by Karlheinz Schwarz at 8:01 AM No comments: [;.4]

Labels: blog, download, IEC 61850

Tuesday, February 19, 2013

GOOSE — APPID, applD, and GolD

To figure out the relation between the GOOSE - APPID, appID, and
GoID takes some time ... it's a fortune for you that I spent that time for
you. Sure, some reader will know it already. For those who don’t, here
is the relation:
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News on IEC 61850 and related Standards

IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, DNP3, IEC 62351 (Security), ...

Tuesday, February 19, 2013

GOOSE — APPID, applD, and GolD

To figure out the relation between the GOOSE - APPID, appID, and
GoID takes some time ... it's a fortune for you that I spent that time for
you. Sure, some reader will know it already. For those who don‘t, here
is the relation:

Hope this helps to understand the relation! ... without digging in three
documents and checking the tissue database.

Posted by Karlheinz Schwarz at 7:34 PM No comments: [

IEC 61850 Tissue Number 1000 Posted Today

The technical issues database is used since 2004 by the global IEC
61850 community as a single entry point for reporting, discussing,
solving, and documenting problems found in the various parts of IEC
61850.

http://blog.iec61850.com/[20.02.2013 16:22:20]
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Today (2013-02-19) the tissue number 1000 has been posted:

http://tissue.iec61850.com/tissue.mspx?issueid=1000

2012 (188)

The database is used by the industry to help improving the quality of 2011 (159)

the standards.

Congratulation to the proposer!
2009 (162)

In case you find a problem (bug, ...) please check first the tissue
database to figure out if this problem has already been posted and
solved - before you post an new one for the same topic.

>
>
» 2010 (153)
>
>

2008 (82)

Posted by Karlheinz Schwarz at 1:43 AM No comments: [5] Contributors
Labels: bugs, IEC 61850, guality, guestions, tissue process, tissues miChBE| Schwarz
@rlheinz Schwarz

Saturday, February 16, 2013

What do you think about an IEC 61850 Open Source
Implementation?

I have been asked off and on, if there is an Open Source
Implementation for IEC 61850 or one with a reasonable price. Yes these
are available these days. There is a simple subset of IEC 61850
implemented in Java licensed under the LGPL implemented by
Fraunhofer Institute ISE (Freiburg, Germany). This solution is a result of
the e-Energy eTelligence research project funded by Germany's Federal
Ministry of Economics and Technology (2009-2012).

There is at least one other affordable solution available that provides
a full subset of IEC 61850 even applicable at small embedded
controllers - from SystemCorp.

The Open Source IEC 61850 Server supports:

e MMS Associations

(MMS) GetDirectory and (MMS) GetDataDefinition services
(MMS) GetDataValues and (MMS) SetDataValues

(MMS) DATA-SET model services

Interpretation of ICD-File to build model

IEC 61850 Client supports in addition to Servers:

e Receiving (MMS) Reports

Visit the home page of the openlEC61850 Implementation.

We have tested the open source solution to some extend to see what it
provides. The solution is mainly a MMS (ISO 9506) implementation. IEC
61850 contributes to the solution with its information models (logical
devices, logical nodes, data objects, data attributes, ...). The hierarchical
information maps perfectly to MMS NamedVariables (NV)!! The
corresponding MMS Services allow to manage retrieving the MMS object
model (NVs), writing to the NVs and reading from NVs. Since MMS fits
well to the information model of IEC 61850, it is natural that the MMS
NV and NV services provide the needed services for IEC 61850
information model management.

IEC 61850-7-2 (ACSI) provides more elaborated services (not supported
by the open source solution), e.g., Reporting, Logging, GOOSE,
Sampled Value exchange, Control Model, and File transfer. The
most comprehensive (complex) model is the buffered Report Control
model. This model allows the optimized usage of bandwidth by providing
a spontaneous (event) driven mechanism. A specific status information
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will be transmitted only when its value changes or when - for an
analogue value - a configured limit is violated. This reduces the traffic
tremendously and meeting a critical timeliness need.

Polling a huge number of devices in a huge distributed system does
not scale at all. There is a crucial difference in applying polling or
event driven reporting.

Sure, for accessing some values in a remote device once an hour or
once a day or so, could be realized with polling.

If your need is focusing on fast (medium and hard real-time)
information exchange, then you need high efficient reporting, GOOSE
and Sampled Value exchange.

The OpenIEC61850 implementation uses the external access path (the
complete path from LD/LN.DO,DA. ...) also for the internal access of the
real information in the application. The application uses the path at the
boundary between communication and application. The application has
to analyze the text strings (up to 2 x 64 characters) for each element
to be written or read. An API that maps between the external name
path and a kind of an internal pointer (maybe just a linear index) is
therefore more efficient. One of the crucial objectives of IEC 61850 is to
use a standardized model independent of the internal organization of the
real data values.

It would be interesting to see a first device that implements the
OpenlEC61850 solution to get an IEC 61850 Conformance Certificate.
The current solution does not yet support the Control Model, which is
required as a mandatory service. MMS does not have a model that is
equivalent to the IEC 61850 Control Model. That's why the IEC 61850
solution has to implement all the needed features of the Control Model
according to IEC 61850-7-2 and IEC 61850-8-1. Having MMS does not
mean that it is easy to implement the Control Model - I have seen
many experts struggling with the Control Model.

The main reason why there was a decision made to implement an
openlEC61850 using Java was (from my experience and understanding)
simply because there was not a single software solution available that
was affordable for R&D projects. Usually the solutions came in source
code ... meaning to spent a lot of efforts (money and time) to get what
people (researchers, students, Phd students, ...) were looking for.

This has changed a lot during the recent years. These days you could
build on ready-to-go solutions that allow implementing affordable
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devices interoperable with other devices.

There is a FREE IEC 61850 evaluation software (Client and Server)
available that could be used for building compliant clients and server: A
DLL plus application software (executable and source code for the
application).

http://blog.iec61850.com/2012/08/c-server-and-client-application-
source.html

The DLL runs for six months ... but could be purchased as well.

Posted by Karlheinz Schwarz at 6:31 AM 1 comment: ]

Labels: conformance, IEC 61400-25, IEC 61850, interoperability, interoperability
tests, Java, open source

Want to listen to an IEC 61850 User?

Nick R. Burnham (Network Rail, UK) has presented in a nice Webcast
how they use IEC 61850 in the railway electrification within Network
Rail:

“IEC 61850 is a standard that is now gaining pace within the Electrical
Supply Industry and one that is under scrutiny by Network Rail. One of
the key advantages offered by IEC 61850 is interoperability based on
the fact a standard communications interface is implemented between
substation devices. This allows the manufacturer to diversify specific
functionality whilst allowing communication with other devices.”

Check the Webcast “"Network Rail and IEC 61850, a user’s perspective
of the standard” [15 minutes video]

His summary is as follows:

Summary

+ Vendor Supplied Software at the Root of Most
Issues

* Metwork Rail Approve Devices not Software..
This Needs to Change

+ Users Must Engage With Suppliers... User
Revolution!

= Greater Expert Presence is Required in the UK

I fully agree with his experience: Users need more education and
experience in order to reach a balance between vendors and users.
Today usually the benefit is on the vendors side.

I appreciate the work Nick and other experts around him have
accomplished!

Posted by Karlheinz Schwarz at 12:33 AM No comments: o]

Labels: education, IEC 61850, railways, Substation, Substation Automation, Training,
users

Friday, February 15, 2013

BDEW veroffentlicht Smart-Grid Umsetzungs-
Roadmap
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Der BDEW (Bundesverband der Energie- und Wasserwirtschaft) hat am
11. Februar 2013 einen Plan vero6ffentlicht, in dem beschrieben wird,
wie und in welchen Schritten sich Smart Grids realisieren lassen:

BDEW-Roadmap:
Realistische Schritte zur Umsetzung von Smart Grids in
Deutschland

Die Roadmap kann hier herunter geladen werden [pdf, 3,6 MB].

Der Plan geht davon aus, dass die Umsetzung eher Jahrzehnte dauert
als Jahre! Smart Grids werden (ber einen lang dauernden Marathon
erreicht - Sprinter sind fehl am Platz!

In Bezug auf die nachsten zehn Jahre flihrt die Roadmap in der
Executive Summary aus:

“... Das kommende Jahrzehnt wird hierbei in drei Phasen unterteilt:

e Die Aufbau- und Pionierphase (2012 bis 2014),
o die Etablierungs- und Ausgestaltungsphase (2014 bis 2018) sowie
o die Realisierungs- und Marktphase (2018 bis 2022).

Inhaltlich werden zehn Schritte unterschieden: Wichtige Grundlagen fir
Smart Grids werden durch stringente Regelungen zur Abgrenzung sowie
Interaktion von Markt und Netz, die Entwicklung eines konsistenten
rechtlichen und regulatorischen Rahmens, Forschung und Entwicklung
sowie die Erstellung von Standards und Normen geschaffen. Diese
Grundlagen mussen so schnell wie mdglich entwickelt werden.
Darauf aufbauend soll zum Einen die Weiterentwicklung der Infrastruktur
erfolgen (Sensorik, intelligente Messsysteme, Netzautomatisierung,
Energieinformationsnetz).”

Ganz wesentliche Grundlagen bezlglich Informations-Bereitstellung, -
Modellierung und —Austausch sind mit den Normenreihen bereits
definiert und im globalen Einsatz:

o IEC 60870-5-104 (traditionelle Fernwirktechnik),

o IEC 61850 (Informationsmanagement flr alle Prozesse in der
Energieversorgung),

o IEC 61400-25 (IEC 61850 flir Windenergieanlagen),

o IEC 62351 (Informationssicherheit),

« IEC 6168/70 (CIM),

Ein wesentlicher Aspekt bei allen Betrachtungen ist natirlich - kaum
Uberraschend! - die Finanzierung und Rentabilitat der Umsetzungen! Bei
aller Nichternheit, die in der Roadmap vorherrscht, wurde ein ganz
wesentlicher Aspekt ausgeblendet: Die Notwendigkeit, hinreichend viele
Ingenieure und Techniker so auszubilden, dass sie mit den vielen
neuen elektrotechnischen (') und informationstechnischen (1)
Lésungen nachhaltige Versorgungssysteme entwickeln, bauen und
nutzen kénnen!

Alleine der Aspekt IEC 61850 ist so umfassend, dass er kaum eben mal
nebenbei erlernt und verstanden werden kann. Immer haufiger
verstehen die Verantwortlichen in vielen
Energieversorgungsunternehmen, dass fir die “Kleinigkeit” wie IEC
61850 eine Schulung nachhaltige Vorteile bringt. Nur so kénnen
Anbieter und Anwender auf Augenhdéhe miteinander verhandeln
und zusammenarbeiten. Das habe ich diese Woche wieder wahrend
eines Trainings zu IEC 61850 bei einem groBen Kraftwerksbetreiber
erlebt. Ohne Ausbildung sind die Mitarbeiter (junge, dltere oder auch
alte Ingenieure) dem Wohl und Wehe der Anwender ausgeliefert!

Es ware sehr zielfihrend, wenn der BDEW die Ausbildung in Richtung
IEC 61850 (und anderer Normen) forcieren wirde! Vor wenigen Jahren
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war das Thema IEC 61850 weitgehend tabu!

Posted by Karlheinz Schwarz at 4:18 AM No comments: [

Roadmap, seminar, Smart Grid, smart people, Training, Verteilnetz

Thursday, February 14, 2013

IEC 61850 in the Joint EURELECTRIC-EDSO Smart
Grid Position Paper

The “Union of the Electricity Industry” (EURELECTRIC) and “European
Distribution System Operator for Smart Grids” (EDSO) have assigned a
very high priority to the application of IEC TC 57 standards, e.g., IEC
61850, CIM, IEC 60870-5/-6, IEC 62351, ... in the paper “DSO
PRIORITIES FOR SMART GRID STANDARDISATION".

End of January 2013 they have published a comprehensive position
paper on the standardization for smart grids:

Access the paper "DSO PRIORITIES FOR SMART GRID
STANDARDISATION” [pdf, 590 KB]

A key clause puts IEC 61850 on a high priority (excerpt of one
example):

3.3. Extended field data modelling standards (IEC 61850) to
support demand response, DER and VPP

"While the IEC 61850 standard was originally addressing applications
and communications within the substation, recent work is being
undertaken for extending its applicability to distribution automation
applications integrating field devices located outside the substation
fence. With its object oriented structure, IEC 61850 can provide
comprehensive and accurate information models for various
components of distribution automation systems, as well as an
efficient solution for this naturally multi-vendor environment.
Some typical applications include: Volt/Var Control (VVC), Fault
Localisation, Isolation and Restoration (FLIR), Outage Management
System (OMS), Distribution State Estimator, Distributed Generation and
Demand response Management, Load Forecast and Modelling (LFM), and
other.

IEC 61850 is the only international standard for substation
automation which is open for future application. Currently IEC
61850 is extended for use outside substations. The use cases of the
different distribution automation concepts need to be considered in the
information data models. Therefore the IEC 61850 data models shall
cover all distribution automation objects. IEC 61850 allows an open and
flexible design and operation of communication networks. IEC 61850 not
only provides a protocol for communication but is a whole new concept
for naming and configuring substations and power grids.

The normative definition of logical nodes for DER is necessary for new
smart grid appliances because process devices have to be described in
such logical nodes for information exchange. Therefore it is important
that current valid logical nodes in process protocols are not subject to
change in the further standardisation process and to enable new devices
to seamlessly comply with existing protocols without proprietary vendor
solutions.”

Another key issue is the support of System interoperability operability
testing!!

“A system interoperability testing method including conformance
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testing, "profiles" and "test use cases", should be provided by the end
of 2013”

More to come - keep tuned to this blog.

Posted by Karlheinz Schwarz at 10:02 PM No comments: ]

Grid, smart people, smart solution

Monday, February 11, 2013

TUV SUD organizes IEC 61400-25 (1EC 61850)
Interoperability Workshop on 18.-19. March 2013

The USE61400-25 user group focuses on minimizing the interoperability
risks of communication between devices or/and systems claiming
conformance to the IEC 61400-25 standard. In order to fulfill this goal,
interoperability workshops are held periodically. The next workshop will
be held on 18.-19. March 2013.

This interoperability workshop is free of charge for all current
USE61400-25 members. Nonmembers are cordially invited to join the
workshop as well. To subscribe for the interoperability workshop please

return the signed registration form to the testing team [Word doc].

The interoperability workshop will be held at
TUV Sid, Ridlerstr. 65, Raum E005
80339 Minchen, Germany

18th and 19th of March 2013.
18th March: 13:00 - 18:00
19th March: 9:00 - 12:00

Download invitation for the IEC 61400-25 Workshop [pdf]

Please note that the standard IEC 61400-25 is based on IEC 61850 in
general and on IEC 61850-8-1 (MMS Mapping) in particular. The MMS
Mapping is — to my knowledge - the solution that is used in most
applications. The interoperability test is thus also a kind of an IEC
61850 interoperability test. as can be seen from the registration form:

One of the supporting turbine manufacturers that offers IEC 61400-25
connectivity is REpower. In a paper Repower published recently they
referred to IEC 61850 as the basis for IEC 61400-25. See also blog
post on the paper.

Posted by Karlheinz Schwarz at 8:17 AM No comments: [;.4]

Labels: IEC 61400-25, IEC 61850, interoperability, interoperability tests, TUV SUD,
USE61400-25, wind power
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IEC 60870-5-104 and IEC 61850 for Vattenfall’s VHP-
Ready (Virtual Heat and Power Ready) Version 3.0

Vattenfall Europe Wdarme AG has published Version 3.0 (October 2012)
of their technical specification for virtual power plants: VHP-READY —
Virtual Heat & Power Ready. This version comprises a complete
profile of models for use of both standards. A detailed list of Signals
respective Logical Nodes and Data Objects has been specified.

The new version specifies the use of IEC 60870-5-104 and IEC 61850:

o IEC 60870-5-104 or IEC 61850 / 61850-7-420 (two options)
e TCP/IP

e SSL/TLS

e SNTP/NTP

Download the complete specification version 3.0 [German only, pdf, 670
KB].

This specification is exactly what the market needs to do: Specify in
some level of details what is required for a typical application!

Congratulation to Vattenfall to lead the market (to a great extent) in
preparing and presenting a publicly available specification of a profile for
virtual power plants based on two international Standards: IEC 60870-
5-104 and IEC 61850 (IEC 61850-7-420).

Posted by Karlheinz Schwarz at 1:06 AM No comments: (o8]

Labels: IEC 60870-5-104, IEC 61850, models, security, SNTP, TLS, Vattenfall, virtual
power plant

Thursday, February 7, 2013

IEC 62351 added to SGIP Catalog of Standards

Thirteen new standards have been added to the SGIP’s Catalog of
Standards (CoS) , bringing the total number of standards currently in
the CoS to 56. The newly added standards include also IEC 62351:

IEC 62351 Parts 1 — 7

The scope of the IEC 62351 series is information security for power
system control operations. The primary objective is to undertake the
development of standards for security of the communication protocols
defined by IEC TC 57, specifically the IEC 60870-5 series, the IEC
60870-6 series, the IEC 61850 series, the IEC 61970 series, and the
IEC 61968 series. Another objective is to undertake the development of
standards and/or technical reports on end-to-end security issues.

e IEC 62351-1: Communication network and system security -
Introduction to security issues

e IEC 62351-2: Glossary of terms

e IEC 62351-3: Communication network and system security -

Profiles including TCP/IP

IEC 62351-4: Profiles including MMS

IEC 62351-5: Security for IEC 60870-5 and derivatives

IEC 62351-6: Security for IEC 61850

IEC 62351-7: Network and system management (NSM) data

object models

Note also this paper on TLS security issues (published the other day).
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News on IEC 61850 and related Standards

The Transport Layer Security (TLS) protocol aims to provide
confidentiality and integrity of data in transit across untrusted networks.
TLS has become the de facto secure protocol of choice for Internet and
mobile applications. DTLS is a variant of TLS that is growing in
importance.

That is why security experts should read the paper.

Posted by Karlheinz Schwarz at 9:59 PM No comments: |

Labels: Catalog of Standards, IEC 62351, security, SGIP, TLS

Monday, February 4, 2013

IEC 61850-Why all the Hype?
A report written by two ABB experts asks “IEC 61850-Why all the Hype?

“This question was on the mind of the operations manager of a
municipal utility when he visited the ABB Smart Grid Center of
Excellence (CoE) in Raleigh, N.C. He was considering developing a smart
grid substation standard design using IEC 61850. ... He wanted to
determine whether the IEC 61850 standard is all hype or could meet
their requirements.”

The report concludes: “Our visitor was satisfied with the performance
and ease of access to real-time data enabled by the IEC 61850
architecture. He said that the engineering definition and structure
defined in the standard

will simplify engineering and integration for the technical team. He
was convinced that building a system on the foundation of the IEC
61850 standard would more than satisfy the goals of increased
operational efficiencies, maximized system interoperability and support
for implementation of advanced applications, which will ensure long-
term system viability.”

Download the report “IEC 61850-Why all the Hype?” [pdf, 168 KB]
Posted by Karlheinz Schwarz at 12:46 AM No comments:

Labels: ABB, engineering, IEC 61850, integration, Smart Grid, USA

Aging Infrastructure drives Use of IEC 61850

The aging infrastructure in the electric power delivery system drives the
application of IEC 61850 conformant products. One example is the the
application of optical sensors in Mexico: " ... the last decade, over two
hundred failures of conventional instrument transformers occurred in the
Mexican Transmission Electric System. ... Since 2004, four projects were
developed about optical current transformers (OCT 's) to identify its
advantages and shortcoming ... demonstrating that it is now a reality
a protection scheme using optical instrument transformers and
Digital relays interconnected using a network according to IEC 61850-
9-2."

The project was also presented at the DistribuTECH 2013 last week in
San Diego:

Lessons learned from first multivendor 400 kV transmission line
protection scheme using optical CTs and IEC 61850-9-2 process bus
protection relays
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News on IEC 61850 and related Standards

by James Ariza - Megger
Carlos Melendez - CFE
Nicolas Juarez — CFE
Rodolfo Colon - IIE

The presentation concludes:

The first multivendor 400 kV transmission line protection scheme using
an

IEC 61850-9-2 digital network for optical CT s and digital protection
has

been successfully installed and is in operation since May 2011.

Correct operation and interoperability have been demonstrated during
the

commissioning tests as well as real fault on the line.

A paper on the same project was presented at Cigre 2012 it could be
downloaded [pdf, 586 KB

Posted by Karlheinz Schwarz at 12:12 AM No comments: |

Labels: Ethernet, IEC 61850, IEC 61850-9-2, optical sensors, sampled value

Friday, February 1, 2013

Second and third day of DistribuTECH in San Diego

The second day was similar compared to the first day. I have talked
about IEC 61850 and IEC 61400-25 to many domain experts that
showed serious interest in my training services. Most had been quite
surprised that there is a global interest in IEC 61850.

When I showed them the list of the 175+ training sessions I conducted
over the last 10 years, they were really amazed.

The documents I have handed-out at the exhibition are now available
for download:

General Information about IEC 61850, Smart Grid, products, ... [pdf, 4.1
MB]

Training information, program example, list of references [pdf, 3.0 MB

Standards information, List of Logical Nodes, UML examples [pdf, 850
KB]

Brief description of Lite Gateway IEC 61850 / IEC 60870-5-104 [pdf
480 KB

At the end of the day several interested people came by that wanted to
learn more about IEC 61850 - they will be served today (Thursday,
January 31, the last day of the DistribuTECH 2013.

The third day was quite busy. Several domain experts in the power
distribution world contacted me to get the latest information regarding
to IEC 61850.

Summary: This event was the most busiest and successful
DistribuTECH I have visited since 2009! The situation regarding IEC
61850 is changing quite fast: vendors of various products for
substations and distribution systems need to offer IEC 61850
connectivity even for IEDs that have been on the market for some time.
One of the easiest and most convenient solutions seems to be the Beck
IPC Chip that could be implemented on a small PCB and mounted in the
existing housing - it's that easy:
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News on IEC 61850 and related Standards

More details on the chip, its architecture and IEC 61850 support could
be found in the fist document (General ...) listed above.

Posted by Karlheinz Schwarz at 3:46 AM No comments: [.4]

Labels: Beck Chip, Distributech, DNP3, education, Gateway, IEC 61400-25, IEC
61850, seminar, Smart Grid, SystemCorp, Training

Wednesday, January 30, 2013

First day of DistribuTECH in San Diego

This year’s DistribuTECH exhibition seems to have a lot more booths
than before. The huge hall has 34 rows full of large and small booths.
When you walk the floor you see many products that provide IEC 61850
connectivity.

A lot of people I spoke to are in the process of developing IEC 61850
connectivity or are planning to do so in the near future.

The UCAIUG booth 1648 was visited by may people from all over:
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News on IEC 61850 and related Standards

The annual meeting of the UCAIUG IEC 61850 group focused on testing.
The experiences show that IEC 61850 conformance tests are an
absolute must for IEDs that claim to be conformant. But: The focus on
testing will definitely move towards interoperability testing.

TUV SUD reported about their experience with testing. They are a
strong supporter of interoperability testing. TUV SUD could play a major
role in defining the needed requirements and rules and they could be a
major organization to setting up test facilities.

ENTSO-E’s activity to get involved in the quality improvement process
of the standard and conformant products is welcome throughout the
industry.

ENTSO-E has published a Research and Development Roadmap for the
next 20 ... 30 years. Communication infrastructure is one of the key
elements in the future power delivery system.

Download the Roadmap. [pdf, 1.7 MB]

Posted by Karlheinz Schwarz at 6:16 AM No comments: [;.4]

Labels: conformance test, ENTSO-E, IEC 61850, implementation, interoperability,
interoperability tests, UCA

Tuesday, January 29, 2013

IEC 61850 and other protocols on embedded Platform

Beck IPC has launched a new website for their ready-to-go modules
Com.Tom supporting many protocols to build a variety of applications
that need to communicate through appropriate channels. The new
website is now open in English as well:

http://www.com-tom.de/products.php?l=en
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News on IEC 61850 and related Standards

The core component of these boxes is the Beck IPC Chip that runs
many protocols. Stack/API libraries for Protocols like IEC 60870-5-104,
IEC 61850, Modbus, CANbus and many others are available and tested
in applications.

See References:

More to come soon.

These IEDs allow to implement various applications that require IEC
60870-5-104 or IEC 61850 connectivity or gateways in a short-time-to-
market development. The protocol stacks come with an ready-to-go API.
The APIs are using the same approach of Calls and Callback functions to
be used by application software.

Posted by Karlheinz Schwarz at 4:49 AM No comments: [;.4]

Labels: Beck, Beck Chip, DNP3, Gateway, GPRS, GSM, IEC 60870-5-104, IEC
61400-25, IEC 61850, Modbus, WiFi

Sunday, January 27, 2013

Use of IEC 61850 for Electrical Systems Monitoring
and Control in the Oil and Gas Industry

Laurent Guise and Patrick Montignies both from Schneider Electric
Industries (Grenoble, France) have discussed the use of IEC 61850 for
Electrical System Monitoring and Control Systems in the Oil and Gas
Industry. The results can be found in a nice paper some years ago.

“Crucial industrial sites such as for Oil and Gas plants are requesting
more and more monitoring and control of their electrical
installation to increase the electricity availability of their process while
optimizing the cost of operation.
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News on IEC 61850 and related Standards

While willing to implement an Electrical Monitoring and Control System
(EMCS), users face the issue of choosing the right communication
technology.

By the way an emerging technology - IEC 61850 - appears on the
market. This technology promises real interoperability, while offering
unprecedented capabilities for reducing the wiring and increasing the
installation agility. Are all these promises a reality? What would be the
most pragmatic way for taking the maximum benefits of this new
technology while minimizing the risk? The object of this paper is to
make a point of technology maturity, to identify the real benefits, but
also some potential drawbacks.”

In the conclusion the authors state: “Is there a value to choose IEC
61850 for EMCS application? ... there are definitely a lot of reasons
for considering positively the usage of IEC 61850.”

Access the complete paper on IEC 61850 for Electrical System
Monitoring and Control [pdf]

Today, a few years after the paper was published, we can state that the
situation has been improved since then. Especially the availability of
mature products for monitoring and control of any kind of
processes and equipment installed in the many electrical systems
make it easy these days to implement IEC 61850 in short time to
market — and for a reasonable price.

To build a Gateway between IEC 61850 and any typically used RTU
protocol is as easy as riding a bike.

Posted by Karlheinz Schwarz at 3:50 PM No comments: [;.4]

Labels: condition monitoring, control, DNP3, gas, Gateway, IEC 60870-5-104, IEC
61850, Modbus, monitoring, Oil, Profibus

Friday, January 25, 2013

Lite Gateway IEC 61850 to IEC 60870-5-104 at
DistribuTECH in San Diego

NettedAutomation will demonstrate the following lite Gateway between
IEC 61850 (process level with various I/0s) and IEC 60870-5-104
(RTU) at the DistribuTECH next week (29.-31. January 2013) in San
Diego (booth 1648):

The components (HW and SW) can be used to build many useful
topologies:

o Gateway IEC 61850 (client) to IEC 60870-5-104 (slave) - as
shown in the picture
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News on IEC 61850 and related Standards

o Gateway IEC 60870-5-104 (master) to IEC 61850 (server)

o Gateway many serial links to IEC 60870-5-104 (slave)

e The two software packages from SystemCorp running on these
platforms (IEC 61850 stack/API and IEC 60870-5-104 stack/API)
can be used in any combination and with many communication
channels (Ethernet, GSM GPRS, WiFi, Bluetooth, ...).

e The IEC 61850 server could - of course - be accessed directly by
a remote client.

e Other protocols are available.

The box in the middle is a Com.Tom Radio 2.0 and the right box is a
development kit DK61.

The following signals (data model) will be demonstrated:

I look forward to meeting you at the DistribuTECH in San Diego (CA)
next week.

If you need help in using these lite components, please let us know.

Posted by Karlheinz Schwarz at 6:57 AM No comments: G

Labels: API, application programming, Gateway, IEC 60870-5-104, IEC 61850, lite

Thursday, January 24, 2013

Is IEC 61850 held hostage by interoperability issues?

NQO! There are in some cases minor issues that may have some impact
on interoperability. In general: Interoperability at the communication
level is provided!

Farel Becker and Andre Smit just published a paper with the title: “IEC
61850 feeds grid protection and control”.

They ask: “IEC 61850 has been under scrutiny recently with claims of
interoperability. But, are these claims valid? Can IEC 61850 improve
and enhance protection and control system design today, or is it held
hostage by interoperability?”

They conclude: “The functions and features, namely the use of GOOSE
messages, made available today by the IEC 61850 standard can be
used to greatly improve current substation and other application
designs and help realize new methodologies to better protect, control
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and automate the smart electrical grid of the future. This, in itself, far
outweighs perceived interoperability issues and keeps the
industry on track to eliminate copper wires and expand system
functionality and capabilities.”

Read the complete paper “IEC 61850 feeds grid protection and control”.
Well written.
Posted by Karlheinz Schwarz at 11:39 PM No comments: [;4]

Labels: GOOSE, IEC 61400-25, IEC 61850, interchangeability, interoperability

Sunday, January 20, 2013

Discount for Training one day prior to DistribuTECH
2013 San Diego (CA)

Discount for Training one day prior to DistribuTECH 2013 San Diego
(CA):

TUV SUD conducts a One Day Seminar on IEC 61850 Edition 2, Security
and Certification:

San Diego (CA)

January 28, 2013 (Monday, the day before the DistribuTech 2013
opens).

Please note the deeply discounted fee of 250 USD !!!

Details:
http://blog.iec61850.com/2012/12/tuv-sud-conducts-one-day-seminar-
on-iec.html

Please contact us to get the discounted fee.

Posted by Karlheinz Schwarz at 10:53 AM No comments:

Training, TUV SUD
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IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, DNP3, IEC 62351 (Security), ...

Friday, January 18, 2013

SCADA Security at Iberdrola — Be serious about
Security!

Iberdrola has been awarded a 2012 European SCADA Security
Innovation Award.

“Iberdrola is the largest energy company in Spain and operates multiple
types of energy production plants (gas, coal, water, eolic, nuclear) in
multiple countries in the European Union and Latin America. ... The
history of Iberdrola is one of innovation. In early 2000 Iberdrola decided
to create the CMDS, a 24x7 Monitoring Center for the operations of
their Critical Infrastructure. Inside the scope of the CMDS, and with
a codename of AURA, a long-term security program for the in-depth
security of their SCADA networks was put in motion. ... In 2011,
Iberdrola started two of the latest and most innovative projects to date:
AURA.MARS and AURA CONSEG. ..."

Read the press release from SANS.

Comprehensive presentation from Iberdrola “Step by Step: The Journey
to Secure SCADA Systems” [pdf, 5,3 MB]

It is really crucial to be serious about Security!!
Posted by Karlheinz Schwarz at 6:20 AM No comments:  [5.4]

Labels: power systems, SCADA, security, utilities

Monday, January 14, 2013

IEC 61850 Extensions for Fault Passage Indications
(FPD)

First Committee Draft (38/436A/CD) of IEC 62689-1 accepted by end of
2012: Current and Voltage sensors or detectors, to be used for
fault passage indication purposes - Part 1: “General principles and
requirements”.

This standard will introduce a dedicated (extended) IEC 61850
namespace (based on existing and new Logical Nodes and Data
Objects) to support integration of FPIs into power utility automation. In
addition, it defines different profiles of communication interfaces to
support the different cases of usage of these FPIs. Some of these cases
of usage relies on the “concept” of extended substation, which is
intended as the communication among IEDs through IEC 61850 located
both along MV feeders and in the main substation, for most
sophisticated FPIs version (for smart grids applications, for instance).
Then such profile may not be limited to FPI devices, but may embrace
features needed to support extensions of these substations along the
MV feeder connected to the main substation themselves.

The scope of this standard is to define the minimum requirements for
Fault Passage Indicators (FPIs) which are devices able to detect faults,
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on networks from 1 kV up to 52 kV, providing indications about their
localization (upstream or downstream the FPI’'s location) or about the
direction of fault current. The localization (upstream or downstream) or
the direction of the fault current may be detected directly from the FPI
and/or from a central system using information from more FPIs and/or
considering the features of the feeder/network where the FPI is installed
(for instance in case of over-currents in radial operated networks
without GD or in case of phase to earth faults in solid earthed radial
operated systems).

Part 2 of the standard series will contain the dedicated (extended) IEC
61850 namespace (based on existing and new Logical Nodes and Data
Objects).

Posted by Karlheinz Schwarz at 7:20 PM No comments: |

Labels: distribution automation, fault passage indication (FPI), IEC 61850, IEC
62689-1

IEC 61850 as Digital Interface for Instrument
Transformers

The CDV (Committee Draft for Voting) of IEC 61869-9: Instrument
Transformers - Part 9: “Digital interface for instrument
transformers” is out for ballot and comments until 2013-03-01.

This document will replace and extend the so-called “9-2LE" that
defines the first profile (or subset) of IEC 61850 for voltage and current
sensors (Merging Units).

The new standard is based on experience gained since the publication of
“9-2LE". There are a lot of new details in the configuration and
description of the information models defined - in order to reduce the
number of options.

The IEC 61869-9 standard will (when published):

e Replace IEC 60044-8 digital solution.

e Provide a product standard for instrument transformers with a
digital interface according
to 61850; similar to what IEC 62271-3 is doing for switchgear.

e Be backward compatible with the UCA International Users Group’s
Guideline for Digital Interface to Instrument Transformers Using
IEC 61850

e Use IEC 61588-Ed2 for time synchronization, with an option for
1PPS.

* Be applicable for AC and DC measurements.

e Be using 100 Mbit/s or 1 Gbit/s Ethernet.

o Specify 4.800 digital output sample rate with 2 sets of values per
message (2.400 messages/s) for general measuring and
protective accuracy classes, regardless of the
power system frequency.

e Specify 14.400 digital output sample rate with 6 sets of values
per message (2.400 messages/s) for quality metering accuracy
class, regardless of the power system frequency.

o Specify 96.000 digital output sample rate with 1 set of values per
message (96.000 messages/s) for DC instrument transformer
applications [likely to using high speed Ethernet end-to-end].

Proposed conformance classes are (with detailed PICS in the draft):

e class a: the minimal set of services required to transmit MU data
using sampled values;
e class b: class a capabilities plus the minimal set of services
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required to support GOOSE
messages;

e class c: class b capabilities plus the implementation of the IEC
61850 series’ information
model self-descriptive capabilities;

e class d: class c capabilities plus services for file transfer and
either one or more of
unbuffered reporting, buffered reporting, or logging.

Posted by Karlheinz Schwarz at 7:08 PM No comments:

sampled value, Sensors, voltage

IEC 61850 Extensions for Control Systems in Thermal
Power Plant

Part 90-13 of the IEC 61850 series is under way. The draft document
specifies the additional common data classes, logical nodes and data
objects required for the use of IEC 61850 in Thermal Power Plants.

Some years ago the power plant control systems started to connect
to the power plant internal power delivery system for the power
loads inside a power plant.

In a whitepaper dated 2007 Joerg Orth, ABB AG, Mannheim, published
an interesting white paper on the connection between the two systems
based on IEC 61850: “Future power plant control - Integrating process
& substation automation into one system”

“Today’s power plants are highly automated. All subsystems of large
thermal power plants can be controlled from a central control room. One
subsystems area is the electrical auxiliaries for the unit transformer, the
grid connection, excitation, synchronization, generator/unit protection,
auxiliary transformers, HV-, MV- and LV-switchgear. In the past, these
electrical devices were all hardwired to the DCS and 1/0s. To this
day, horizontal communication between electrical devices is still
hardwired. In the last decade, serial communication protocols were
introduced. Unfortunately, standardization of these protocols went in
different directions. Today there are several standards on the market. ...
The future is talking 1EC 61850 providing solutions for seamless
integration concepts for new and refurbishment projects.”

These days the development goes a step further: IEC 61850 extensions
for power plant internal (1) control functions. This is a new approach
for internal control functions, because it has an impact on the power
plant control system - not only on the internal and external
substations.

The current draft of IEC 61850-90-13 defines, for example the following
specific Logical Nodes for Thermal Power Plants:

EJCL Power plant joint control function.
ESEQ Start / stop sequencer.

ESPD Speed monitoring.

EGTU Gas turbine production unit.
EUNT Thermal unit operating mode.

ESTU Steam turbine production unit.
For some data objects see below

EBCL Boiler control function.

MENV Environmental data

http://blog.iec61850.com/search?updated-max=2013-01-20T10:53:00-08:00&max-results=18[20.02.2013 16:22:55]


http://www.blogger.com/profile/14655052638097798754
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2013/01/iec-61850-as-digital-interface-for.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=2604117967307591335
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=2604117967307591335
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=2604117967307591335
http://blog.iec61850.com/search/label/current
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/IEC%2061850-9-2
http://blog.iec61850.com/search/label/IEC%2061869
http://blog.iec61850.com/search/label/IEC%2061869-9
http://blog.iec61850.com/search/label/merging%20unit
http://blog.iec61850.com/search/label/sampled%20value
http://blog.iec61850.com/search/label/Sensors
http://blog.iec61850.com/search/label/voltage
http://blog.iec61850.com/2013/01/iec-61850-extensions-for-control.html
http://blog.iec61850.com/2013/01/iec-61850-extensions-for-control.html

News on IEC 61850 and related Standards

IMGAS  |Gas-flow measurement.
MOIL Oil-flow measurement.
MSTE Steam-flow measurement.
IMEXH Exhaust Gas Mass Flow.

Draft settings of the LN ESTU (Steam turbine production unit):

Turbine type (steam, gas, oil)

Turbine rated speed [s™1]

Turbine moment of inertia J [kgmz]

Maximum transient overspeed [s™1]

Runaway speed [s™1]

Rated power in turbine mode [MW]

Rated flow in turbine mode [kg/s]

High pressure inlet maximum pressure [Pa]

Intermediate pressure inlet maximum pressure [Pa]

Low pressure inlet maximum pressure [Pa]

High pressure control valve rated oil pressure [Pa]

High pressure control valve rated closing time [s]
Intermediate pressure control valve rated oil pressure [Pa]
Intermediate pressure control valve rated closing time [s]
Low pressure control valve rated oil pressure [Pa]

Low pressure control valve rated closing time [s]

As can be seen from this example, IEC 61850 arrived at the modeling
and communication of the power plant internal control system level.
More to come. The draft has been written by the IEC TC 57 WG 18. It
will be discussed at its next meeting in March 2013 in Nice (France).
WG 18 has already published the LNs for Hydro Power Plants (IEC
61850-7-410 Ed2).

ABB Whitepaper on IEC 61850 in Power Plants written in 2007 by Joerg
Orth [pdf]

Posted by Karlheinz Schwarz at 1:01 AM No comments: [

Labels: ABB, IEC 61850, iec 61850-7-410 Edition 2, thermal power plant

IEC 61850 For Water Supply System

The Hanover water supply implements an IEC 61850 based protection
and control system for a new 6 kV switchgear solution. As this example
shows, IEC 61850 is used also in medium voltage power systems out
side typical substations of power utilities.

Read complete report “Secured power supply for Fuhrberg waterworks
ith ABB switchgear and Relion® protection” [pdf]

Posted by Karlheinz Schwarz at 12:15 AM No comments: |

Labels: ABB, IEC 61850, protection, Substation, Substation Automation, water works

Friday, January 11, 2013

Peak Load Shaving with Batteries — Isn’t that smart?

What does a power system make smart? Smart meters? Hm, ... there

http://blog.iec61850.com/search?updated-max=2013-01-20T10:53:00-08:00&max-results=18[20.02.2013 16:22:55]


http://www05.abb.com/global/scot/scot313.nsf/veritydisplay/37cc3658aa6c2cb3c12576ff0070719d/$File/3BUS095133_en_Process_and_Substation_Integration_White_Paper.pdf
http://www05.abb.com/global/scot/scot313.nsf/veritydisplay/37cc3658aa6c2cb3c12576ff0070719d/$File/3BUS095133_en_Process_and_Substation_Integration_White_Paper.pdf
http://www.blogger.com/profile/14655052638097798754
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2013/01/iec-61850-extensions-for-control.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=234056803432712772
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=234056803432712772
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=234056803432712772
http://blog.iec61850.com/search/label/ABB
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/iec%2061850-7-410%20Edition%202
http://blog.iec61850.com/search/label/thermal%20power%20plant
http://blog.iec61850.com/2013/01/iec-61850-for-water-supply-system.html
http://www05.abb.com/global/scot/scot229.nsf/veritydisplay/d8192811a4e44b26c1257831003378e3/$file/enercitywasser_refcase_757323_lrena.pdf
http://www05.abb.com/global/scot/scot229.nsf/veritydisplay/d8192811a4e44b26c1257831003378e3/$file/enercitywasser_refcase_757323_lrena.pdf
http://www.blogger.com/profile/14655052638097798754
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2013/01/iec-61850-for-water-supply-system.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=7196080931697115012
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=7196080931697115012
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=7196080931697115012
http://blog.iec61850.com/search/label/ABB
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/protection
http://blog.iec61850.com/search/label/Substation
http://blog.iec61850.com/search/label/Substation%20Automation
http://blog.iec61850.com/search/label/water%20works
http://blog.iec61850.com/2013/01/peak-load-shaving-with-batteries-isnt.html

News on IEC 61850 and related Standards
are many possibilities to make the energy delivery smarter.

One interesting approach is to shave peak load with batteries. I
guess this is known for decades! Isn’t it? More and more people are
digging into the possibilities to do it in large scales.

A team of researchers has published an interesting paper with the title:
“Using Batteries to Reduce the Power Costs of Internet-scale Distributed
Networks”. They came to the conclusion that batteries could save up to
a third of power costs ... you don't believe it? Read the paper:

Download paper “Using Batteries to Reduce the Power Costs of
Internet-scale Distributed Networks”.

IEC 61850 based monitoring and control systems could help to get the
job done! The basic tools (embedded controllers with IEC 61850 servers
and clients) are available. Let’s use them. Battery models are already
defined (and under development) in IEC 61850-7-420. The following is
a proposal for battery management for IEC 61850-90-9:

More battery related models are underway.

Posted by Karlheinz Schwarz at 3:37 AM No comments: [;.4]

Labels: batteries, IEC 61850, IEC 61850-90-9, load shaving, Smart Grid, smart
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people, smart solution

Saturday, January 5, 2013

The Intelligent Energy Network of the Future — IT’S
HERE TODAY

The project Web2Energy is one of the first projects that implements
TODAY a crucial “Intelligent energy network of the future”. When the
project started some years ago, the aim was far in the future. But
today (early 2013): The objective of the project has already been
implemented!

HSE AG (HEAG Sudhessische Energie AG) invited several partners to
establish a Smart Grid in their energy supply system by installation of
communication links to power producers, grid terminals and the
consumers.

The second year of the project was the most significant period. 4
complete work packages had to be finalized coordinated by a successful
project management:

1. Application of the IEC 61850 standard for the whole
communication system

2. Design und Architecture of the Information- and Communication
Systems

3. W2E - Control centre based on CIM - data face (Common
Information model in
accordance with IEC 61968/70)

4. Installation of the innovative solution components and preparation
of the trial
operation.

Thanks to the involvement of experienced domain and standards
experts like Dr. Michael Buchholz, Christoph Brunner, Maco Jannsson,
and other experts, the project has become a big success for the
realization of Smart Grids and the use of IEC 61850 and IEC 61968/70
(CIM).

It was estimated that such a high volume of approvals of new solutions
in the practice of distribution networks — at it is shown in the following
Figure - is first time realized worldwide. It builds an important basic
for the prospective dissemination of the innovations for “Smart
Distribution” ... based on IEC and CIM:
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Source: Web2Energy

The Website of the project provides a huge number of up-to-date
papers describing the project, the reached objectives, how IEC 61850
and CIM are used ... to build a real Smart Grid.

Website with links to some 40 papers and reports — many about IEC
61850.

For example the paper

Seamless data communication and management over all levels of the

Power Systems
by A. Naumann, B.M. Buchholz, P. Komarnicki, C. Brunner

concludes as follows:

"In the framework of the European lighthouse project WEB2Energy with
14 European partners from 6 countries the 3 pillars of Smart
Distribution are first time integrated and executed in the real operations
of the 20 kV distribution network of the "HEAG Siidhessische Energie
AG” around Darmstadt. The complete communication loop from the
network control centre down to the electric sockets of the consumers is
seamless closed by the strong application and the needed extensions
of the communication standard system IEC 61850. ... The impact of
the project findings on the further work on both standard series is
considered. The results of the project have a pilot character but the
servers RTU and battery boxes are brought to maturity for praxis
applications. These products are open for further use.”

The IEC 61850 Stack/API from SystemCorp have been used for the IEC
61850 connectivity.

The wait for Smart Grid solutions is over - thanks to Smart people
applying smart standardized solutions.

Posted by Karlheinz Schwarz at 6:12 AM No comments: [;.4]

smart people, smart solution

Thursday, January 3, 2013

Hydro-Québec’s Vision in their Distribution System
Automation Roadmap from 2005 becomes True
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Hydro-Québec published an interesting Vision in the “Distribution
System Automation Roadmap - 2005-2020" already in 2005. Now,
2013 (some eight years later) we can say that their expectation was
quite written.

For the period 2015 - 2020 they expected (in 2005!) that the
“Equipment interoperability standards should be completed. The
controlled island and energy exchange network possibilities will be
better known following the developments from 2010 to 2015, and more
specific projects will be started up.” The overall communication system
they expected after 2015 is IEC 61850! See figure from the Report:

Their estimation is still valid and applicable to many other utilities,
countries and regions. I wish more utilities in 2013 will develop their
detailed Roadmap how to get prepared for the future energy systems
control and automation - if they take IEC 61850 into account or not!
Installing huge amounts of IEDs and collecting 100.000’s of data points
is an issue that has to be considered carefully.

Hydro-Québec implemented a huge network to “manage the 450,000
data points generated from the first phase of the project, 5 regional
control centers front end systems were setup to receive the information.
.. more than 2000 persons are involved with the project, directly or
indirectly. The sheer quantity of data produced by the pole-top
devices makes it attractive and useful to a wide range of groups. ... We
had planned the technology side in detail and very carefully, we also
had planned the human factor (we thought). Today, looking back, we
realize the technology aspects have been easy to handle and work with
when required, but the sheer number of people involved has created
an environment which is currently slow to react. ...”

Download the Case Study “Utility Automated and Integrated Data &
Control for 4000 Pole-Top Switches and Protection Relays” to read more

about the project” [pdf, 68 KB]

As noted several times it is crucial to understand that IEC 61850 (when
it's applied in the near future more often in the distribution world) is a
solution that is intended to provide long-term unification — and that will
require a “sheer number of people” that need education in how to use
IEC 61850 based systems.

Haste makes Waste!!

Download the complete Roadmap dated 2005 [pdf, 1.6 MB].

http://blog.iec61850.com/search?updated-max=2013-01-20T10:53:00-08:00&max-results=18[20.02.2013 16:22:55]


http://lh3.ggpht.com/-YIemmKJcq-A/UOV_lAaFbZI/AAAAAAAABAo/QWz_PhTbKVI/s1600-h/image%25255B4%25255D.png
http://www.cooperindustries.com/content/dam/public/powersystems/products/grid_automation/resources/Case_Study_How_a_Utility_Automated_and_Integrated_Data_Control.pdf
http://www.cooperindustries.com/content/dam/public/powersystems/products/grid_automation/resources/Case_Study_How_a_Utility_Automated_and_Integrated_Data_Control.pdf
http://www.cooperindustries.com/content/dam/public/powersystems/products/grid_automation/resources/Case_Study_How_a_Utility_Automated_and_Integrated_Data_Control.pdf
http://grouper.ieee.org/groups/td/dist/da/doc/2006-08-31HQDA_roadmap_final.pdf

News on IEC 61850 and related Standards

Posted by Karlheinz Schwarz at 4:54 AM No comments: (ot

Labels: distribution automation, Hydro Quebec, IEC 61850, Roadmap, Training

Tuesday, January 1, 2013

January 28-31, 2013 — The next Chance to Meet you
at the DistribuTech 2013 in San Diego (CA)

Just as a quick reminder, the next possibility to meet you is from
January 28-31, 2013 in San Diego (CA):

- One day training with TOV SUD
- DistribuTech booth of the UCA International Users Group [Booth 1648]

More details could be found here.
I look forward to seeing you there.

Posted by Karlheinz Schwarz at 7:29 AM No comments: [;.4]

62351, seminar, Training

January 01, 2013 — First Successful Use of Public
Information on 1EC 61850 in 2013

First of all, I hope that the New Year 2013 will bring you peace,
health, success, and happiness - as well as a better understanding
of IEC 61850, IEC 60870-5-10x, DNP3, IEC 62351 and how these
standards can be applied to provide open and secure information
exchange in the energy world.

One of my objectives in 2013 will be to continuously provide you useful
information about the use of the above listed standards and related
issues.

One of the first experts that retrieved 2013 useful information on IEC
61850 provided by Karlheinz Schwarz wrote me today (2013-01-01):

“But | was inquisitive and was looking for more on this topic.
Interestingly, | found a wonderful document, WRITTEN BY YOU, at

http://www.nettedautomation.com/download/pub/DT-Tampa-
Paper_2010-03-24.pdf.

Page 15/16 of this document describes the matter [of statistical and
historical statistical information models] clearly. | need to read this one
more time to understand deeply. But I am writing this email to just to
let you know that | am getting sincerely impressed with your work on
IEC standard. | am feeling lucky that I am in touch with you.

"

Regards, ...
Thanks a lot.

Enjoy the huge source of information provided by one of the most
experienced experts in the field of information exchange for energy
systems.

Posted by Karlheinz Schwarz at 7:20 AM No comments: [;.4]
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security

Saturday, December 29, 2012

Cyber Incidents grew in 2012 — High in Energy Sector

“The Department of Homeland Security's United States Computer
Emergency Readiness Team (US-CERT) leads efforts to improve the
nation's cyber security posture, coordinate cyber information sharing,
and proactively manage cyber risks to the Nation while protecting the
constitutional rights of Americans. US-CERT strives to be a trusted
global leader in cyber security—collaborative, agile, and responsive in a
dynamic and complex environment.” (Source: US-CERT)

The organization just published a must-read summary document
covering various issues from the last three months (October -
December 2012). You will find a bunch of very useful information about
what has happened and what could happen next.

One focus of US-CERT is the energy sector: From October 2011 to
September 2012 “ICS-CERT received and responded to 198 cyber
incidents as reported by asset owners and industry partners. Attacks
against the energy sector represented 41 %6 of the total number
of incidents.”

The large-scale and fast growing deployment of IEDs (Intelligent
Electronic Devices) in the whole energy sector (including the huge
domain of electric power systems) necessitates the development and
application of appropriate security measures.

The year 2013 will be a challenging year to keep the power flowing: the
aging infrastructure, the need for smart generation, delivery, and use of
power requires smart people that will develop smart processes
and smart devices. And: All decisions and solutions to keep the power
flowing, the sky blue and grass green MUST be accompanied with
existing and new security measures!

Security is more than just a buzzword!

I hope that the responsible managers in power systems have increased
the budget for increasing security activities for 2013 (and beyond).

Posted by Karlheinz Schwarz at 9:52 PM No comments: [t

Labels: Cyber Security, security

Friday, December 28, 2012

IEC 61400-25 is based on IEC 61850

During the year 2012 I have received more often the question about
the relation between IEC 61400-25 and IEC 61850.

The most crucial issue in understanding IEC 61400-25 is this: The
standard series IEC 61400-25 is based on the series IEC 61850 (mainly
part 7-x, 8-1). A lot of definitions and basics defined in IEC 61850 are
not repeated in IEC 61400-25. The part 6 (Configuration language) is
not referenced in IEC 61400-25 at all and so on.

Could part IEC 61850-6 be used for IEC 61400-257? Yes, it could be
used in almost all implementations of IEC 61400-25. Why? Because
usually the implementation of the communication uses the mapping to
MMS according to IEC 61850-8-1 which is referenced in IEC 61400-25-
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4,

To really understand IEC 61400-25, one needs to have a very good
basic understanding of IEC 61850.

The standard IEC 61850 could be understood as extended IEC 61850
information models. There are a few special definitions in IEC 61400-
25-2 which deviate partly from IEC 61850-7-3 and 7-4.

Example: LN WGEN - Generator

That model comprises among other data objects the objects for 3 phase
currents and voltages for the stator and for the rotor:

The argument why the electrical measurements are contained in the LN
WGEN is simple: The Generator generates voltages and currents ... so
these measurements are an integral part of the generator! Full stop. In
IEC 68150 the modeling approach is to find the smallest parts of
information to be exchanged by a function to be modeled.

The electrical measurements in IEC 61850-7-4 are contained in the LN
MMXU. To indicate the use for the stator or rotor could be indicated by
a prefix in the instance name: Sta_MMXU.A and Rtr_MMXU.A.

Note how the instance names are build (according to IEC 61850-7-2
Edition 2):

During the ongoing maintenance work on the first five parts of IEC
61400-25 it could be expected that the information models of IEC
61400-25-2 and IEC 61850-7-x will be harmonized as much as
possible.

Note that the models may be different — there may be two model, but
there is only one real world. The real world does not change depending
on models! On the other side, models should be harmonized to a high

degree ... to prevent confusion. I have seen models implemented for a
wind turbine that use MMXU instead of the models in WTUR.

The key issue is: different people and groups have different
understanding of modeling!

Posted by Karlheinz Schwarz at 1:35 AM No comments:
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Monday, December 24, 2012

Europe: Smart Grid Standards are Here or on the Way

Just before end of 2012 a set of comprehensive documents provided by
the CEN-CENELEC-ETSI Smart Grid Coordination Group (SG-CG), being
responsible for coordinating the ESOs reply to M/490 (Mandate), have
been published.

In 2012, the SG-CG worked intensively to produce the following reports
(approved by the CEN and CENELEC Technical Boards in December
2012 - to be approved by ETSI Board early January 2013):

o Reference Architecture

o First Set of Consistent Standards

o Sustainable Processes

» Investigate standards for information security and data privacy

In addition, SG-CG produced a Framework Document which provides an
overview of the activities. It describes how the different elements
mentioned above fit together as to provide the consistent framework for
Smart Grids, as requested by M/490.

The documents are very comprehensive and detailed! It is really
surprising what experts have put together in relatively short time!!
Congratulation!

Please find two small excerpts form the above listed documents:

The Smart Grid Architecture Model (SGAM) provides some kind of
overview about the complexity of the European Power Grid (applicable
globally) - the available standards and those that need to be defined
are positioned in that model:
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The model could be used as a guidline.

The CEN-CENELEC-ETSI Smart Grid Coordination Group published a
“First Set of Standards” ... no surprise that IEC 61850 plays a major role
today and in the future. Example excerpt:

There are — of course — many other standards listed.

In the coming years there is a need for more simple and secure IEC
61850 based devices that could provide the huge amount of signals
from and for the process and field zones for power generation,
transmission, distribution, DER and customer premises.
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The com.tom components (implementing IEC 60870-5-104, -103, IEC
61850, IEC 61400-35, DNP3, ...) are likely to play a major role.

Posted by Karlheinz Schwarz at 10:00 PM No comments: [

Friday, December 21, 2012

Pay Now Or Later! Life Cycle Cost of Automation
System neglected

People responsible for huge automation projects can focus on the cost
for installing and commissioning a system OR on the cost for
operating and maintaining a system. A reasonable approach would be
to figure out what the System Life Cycle Cost are likely.

Yesterday I read in a technical magazine about a very bad example of
focusing first on minimum costs for installing and commissioning and
neglecting System Life Cycle Cost. In this case the whole automation
system is completely refurbished a few years after the system was put
in operation. The refurbishment has cost some 15.000.000 Euro.
Unbelievable.

The 2 times 34.6 km "“Loétschberg Alpine Base Tunnel” (Switzerland) was
build between 1999 and 2007. The project’s cost were some
4.000.000.000 Euro. The crucial priority for building the tunnel was
meeting the calculated costs and deadlines for opening the tunnel for
operation. The project was finished on time and the costs were in the
limits set! Perfect! ... compared to many huge projects ...

But! A running system has to run for years! Very often little efforts are
spent to assure that the system remains “clean” and maintainable and
expandable even after many years.

In the case of the Lotschberg Tunnel the operation costs were far to
high due to the fact that there were very little efforts made during
planning and engineering phase to allow a smooth information flow
between the many devices and systems. There were many islands of
information.

The technical infrastructures had been tendered and realized as separate
systems for: Fire protection, Ventilation/ A/C, Lighting control, Escape
and evacuation, Cross tube doors, Power supply, Water supply, ... Many
gateways, protocol inverters, and and had to be installed to let
components communicate and share information. The 24*7
operation of the tunnel required personnel on site to run behind alarms:
during the first year of operation the many systems produced between
1.000 and 5.000 Alarms per day (!!l). Even after some improvement
two experts had to process some 30 alarms per day ... causing
operating costs (including the people to look after the alarms) of some
4.000.000 Euro per year!

This was far to high!

What to do now? It was decided soon (in 2009) to refurbish the
complete automation and SCADA system build mainly by a SINGLE
vendor’s solution. Cost for refurbishment: some 15.000.000 Euro. The
new system is scheduled to take over the control of the tunnel mid
2013. The operation and maintenance cost are expected be reduced
from 4.000.000 Euro to 1.500.000 Euro per year. WOW!

It was reported also that due to the overtime of the service and
maintenance personnel many of these people left the company. I guess
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they were frustrated ... or?

Don't focus on message encoding of one or the other protocol. Always
focus on the SYSTEM and Life Cycle Cost.

Missing capabilities to smoothly share information for the some
100.000 signals of the tunnel system have let the costs of operating
and maintaining the system sky-rocketed to 4.000.000 Euro per year!

IEC 61850 is intended to provide a smooth and secure
information sharing solution — independent of a SINGLE small,
medium or big vendor!

Lesson learned: Open (vendor independent) information sharing could
have a crucial impact of the Life Cycle Cost.

Do you care about Life Cycle Cost? Yes!? If the answer is Yes, then IEC
60870-5-104, IEC 61850, IEC 61400-25 and DNP3 are recommended
options for the future needs of energy system information sharing.

Access a report from the main contractor (vendor) of the refurbished
system for the Loetschberg tunnel project [pdf, en].

Another report published in Dec 2012 [pdf, de]

Posted by Karlheinz Schwarz at 9:51 PM 1 comment: [;4]

Labels: DNP3, IEC 60870-5-104, iec 61400-25-4, IEC 61850, multi-vendor peoject,
open standards, SCADA

Europe: More on Security for Smart Grids

The European Network and Information Security Agency (ENISA) has
published on Dec 6, 2012 a new report titled:

Appropriate security measures for smart grids
Guidelines to assess the sophistication of security measures
implementation

The report provides “guidance to smart grid stakeholders by providing a
set of minimum security measures which might help in improving the
minimum level of their cyber security services. The proposed security
measures are organised into three (3) sophistication levels and ten (10)
domains, namely:

1. Security governance & risk management;

2. Management of third parties;

3. Secure lifecycle process for smart grid components/systems and
operating procedures;

. Personnel security, awareness and training;

5. Incident response & information knowledge sharing;

6. Audit and accountability;

7. Continuity of operations;
8
9
1

N

. Physical security;
. Information systems security; and
0. Network security.”

Does any of these documents make any system more secure? No! The
security will increase only if smart people implement appropriate
measures! There are many documents that suggest needed measures -
the text written is sometimes nothing else than toner on paper or pixels
on a screen.

What to do? Invest in doing something. Don’t wait until the perfect
measures are defined and accepted by every manager! That will never
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happen. Security is an ongoing process that required permanent
improvements of measures.

The report recommends “Organisations wishing to establish, implement,
operate, monitor and continuously maintain and improve an
appropriate level of smart grid security, must also carefully and
continuously consider and assess the actual level of preparedness and
the related security risks they face.

A risk assessment should be performed throughout the system life
cycle: during requirements definition, procurement, control definition
and configuration, system operations, and system close-out.”

Security measures should be taken from the very beginning of planning
to use automation and information systems. The big show-stopper is
that all these measures cost money and need increased resources
(manpower, software and hardware, ...). In the domain of DNP3, IEC
60870-5-104, IEC 61850 and IEC 61400-25 basic measures are defined
in the documents of the series IEC 62351.

Download the complete report [84 pages. pdf

Posted by Karlheinz Schwarz at 8:44 PM No comments: [t

Labels: DNP3, IEC 60870-5-104, IEC 61400-25, IEC 61850, security, Smart Grid,
smart people

U-Bahn-Fahrplan Energiewende — Eine gute Ubersicht

Energiewende - ein Begriff, der international bekannt ist! Was ist
darunter zu verstehen? Sehr viel!! Es geht um Energie - weit Uber
Strom-Erzeugung, —-Transport, —Verteilung und -Verbrauch hinaus.

Eine sehr gut zu lesende und sehr leicht verstandliche
Zusammenfassung auf 16 Seiten sollte jedem Birger Gber 15 Jahre als
Pflicht-Lektire empfohlen werden sollte!

Sehr interessant ist der “U-Bahn-Fahrplan”, der alle wesentlichen
Aspekte der Energiewende grafisch darstellt:

Hier kénnen Sie die komplette Grafik “"Gesamtiibersicht Energiewende”
herunterladen [jpg, 1,6 MB]

Download der Zusammenfassung [16 Seiten, pdf, 4 MB]
Noch Fragen?

IEC 61850 wird in vielen, zur Realisierung der Energiewende
notwendigen Technologien eine groBe Bedeutung zukommen - Mit
Sicherheit!

Bildquelle: IFEU-Institut
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Posted by Karlheinz Schwarz at 9:34 AM No comments: [;.4]

Labels: Energiewende, energy storage, erneuerbare Energien, IEC 61850, PV, Smart
Grid, smart people, smart solution

Monday, December 17, 2012

IEC 61850 Edition 2 Eases the use of the Standard
Is that really true? Sure it is.

First of all, when I talk about “"1EC 61850 Edition 2" in this post I
mean the Edition 2 of the core parts like IEC 61850-6, -7-x, and -8-1.

Most of the definitions of these Edition 2 core parts have not been
touched! Several “overheads” in the former edition have been
removed! There are a few cleaned-up definitions (that had already been
solved during the tissue process), and there are several new definitions
(mainly in the model documents 7-3 and 7-4). New logical nodes like
STMP (Supervision Temperature) have no impact on the other
definitions - they are independent new definitions for NEW applications.

Let's look at examples of the “overhead” of mandatory data objects in
each and every logical node in edition 1 of part 7-4:

The common data objects in ALL logical nodes in IEC 61850-7-4 Edition
1 required the following four (4) mandatory objects:

NanPl t LPL
Mod ENC
Beh ENS
Heal t h ENS

According to IEC 61850-7-4 Edition 2 this has been reduced to one
single mandatory (1) data object for all but one LN - LLNO:

Beh ENS

This could save a lot of memory and processing ... we have learned to
improve the standard - that is what most people expected! Or?

Most basic definitions in common data classes are still the SAME; a
lot of devices (edition 1 or edition 2 based) work smoothly together
when we look of basic use cases:

SPS (single point status):
st Val BOCLEAN

q Quality

t Ti meSt anp

DPS (double point status):
st Val CODED ENUM

q Quality

t Ti meSt anp

MV (measured values):
mag Anal ogueVal ue
q Quality

t Ti meSt anp

III

Now when we compare these basic “signal” types with ... we will figure
out that there is almost NO real difference! Please check the following
mapping from IEC 61850 to DNP3 (according to IEEE P1815.1 Draft
Standard for Exchanging Information between networks Implementing
IEC 61850 and IEEE Std 1815 (Distributed Network Protocol - DNP3):
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Mapping for DPS (double point status):

DBBI = Double-Bit Binary Input
BI = Binary Input

Do you think this is a crucial difference?

Some people want to make us belief that IEC 61850 is complex. Check
on your own, please. If you need help, let me know.

Posted by Karlheinz Schwarz at 12:20 PM 1 comment: [;4]

Labels: DNP3, Gateway, IEC 61850, IEEE 1815, mapping, SCADA

What is the Scope of IEC 618507

The title and scope of IEC 61850 has been extended from
“substations” to “power utility automation” many years ago. The
title of all new parts and Edition 2 of revised parts (e.g., IEC 61850-7-1
Edition 2) is:

Communication networks and systems for power utility
automation

The scope of IEC 61850 (e.g., as defined in IEC 61850-7-1 Edition 2)
has been extended to:

- hydroelectric power plants,

- substation to substation information exchange,

- information exchange for distributed automation,

- substation to control centre information exchange,

- information exchange for metering,

- condition monitoring and diagnosis, and

- information exchange with engineering systems for device
configuration.

The written scope of standards can be used to ... but it does not
constrain the use.

The scope of IEC 60870-5-104 is defined as follows: This part of IEC
60870 applies to telecontrol equipment and systems with coded bit
serial data transmission for monitoring and controlling geographically
widespread processes.

Does this preclude to use 104 as substation bus? No, not at all. It is in
use in many substations - at least in Germany.

And when it comes to "widespread processes", e.g., PV systems that
need to be monitored and controlled, it is natural to use DNP3 or 104,
or? ... today ... yes. When it comes to TCP based communication there
is a very little (or almost no) difference between one protocol and the
other. When you look at the overhead generated by TCP/IP ... !

The main issue is: What will it cost to plan, procure, install, rent,
configure, ... operate the network infrastructure? The crucial costs
are still in the hardware, wires, signal-converters, commissioning,
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configuration, testing, service, maintenance, and SECURITY
measures to be implemented - that’s what I have seen in several
"modern" approaches to control a PV system from a DSO. Saving a few
minutes in the configuration with one or the other protocol is relatively
negligible.

When we talk about cost, let's look at the end-to-end cost and life-
cycle cost - not just looking at differences in protocols and scopes of
standards.

Have a look at the resources needed to encrypt and decrypt messages
at transport protocol layer: The resources for making the transport
layer secure requires many more resources than those needed for one
protocol message or the other.

Focus on the SYSTEM - which is more than looking at SCADA
protocols.

Posted by Karlheinz Schwarz at 11:31 AM No comments: [t

Labels: commisioning, cost saving, DNP3, IEC 60870-5-104, IEC 61400-25, IEC
61850, IEC 61850 edition 2, protocol
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News on IEC 61850 and related Standards

IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, DNP3, IEC 62351 (Security), ...

Friday, December 14, 2012

TUV SUD conducts One Day Seminar on IEC 61850 in
San Diego (CA) on January 28, 2013

TUV SUD conducts a One Day Seminar on IEC 61850 Edition 2, Security
and Certification in

San Diego (CA)
January 28, 2013 (Monday, the day before the DistribuTech 2013
opens).

What does IEC 61850 Edition 2 mean?

Is the wait for IEC 61850 over?

What is the co-existence of DNP3 (IEC 60870-5-104) and IEC 618507?
What are the security solutions for these standards?

How to ensure that devices are interoperable?

These and many other questions will be discussed during the seminar.

Details and registration can be found here. [early bird rate before
January 10]

Note that TUV SUD has a booth at DistribuTech [Booth 624], the TUV
SUD experts will be available during the DistribuTech. Karlheinz Schwarz
will be at the UCA International Users Group [Booth 1648].

Contact us, in case you want to meet us. We can set a date and time
for a comprehensive discussion in advance.

Posted by Karlheinz Schwarz at 10:39 PM No comments: [;4]

Stromausfalle und ihre (katastrophalen) Folgen

Strom kommt aus der Steckdose! Oder? Ja - natirlich! Wie kommt er in
die Steckdose? Wen interessiert das schon! So ein paar Techniker - die
sollten das wissen!

Strom ist nicht so unterhaltsam wie eine Oper oder ein Konzert!
Wirklich? Allerdings! Nur - Strom unterhalt uns doch alle: Ohne Strom
keine Er- und Unterhaltung! In jeglicher Hinsicht. Was passiert, wenn
bei der Auffiihrung einer Oper das Licht ausgeht, die Aufzlige und
Rolltreppen stehen bleiben, die Liftungs- und Klimaanlagen ausfallen,
die Handynetze ihren Geist aufgeben, ... und die Tankstellen keinen
Kraftstoff mehr verkaufen kdénnen ... laut einer Studie gibt es in Berlin
ganze zwei Tankstellen mit einer Notstromversorgung!

In meiner Kindheit habe ich meine Mutter erlebt, als sie gerade beim
Waschen war, fiel der Strom aus; sie sagte mir, dann kann ich ja in der
Zeit (mit dem elektrischen Blgeleisen) bligeln! Wahrend ihrer Kindheit
hatte das wahrscheinlich funktioniert.
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Was bei einem Blackout geschieht - Folgen eines > November (12)
langandauernden und grofRraumigen Stromausfalls. Unter diesem » October (18)
Titel wurde 2011 eine umfangreiche und interessante Studie
veroffentlicht. » September (19)
Zusammenfassung der Studie [3 Seiten, pdf] » August (24)
Komplette Studie des Biros fur Technikfolgen-Abschatzung beim > July (14)
Deutschen Bundestag [251 Seiten, pdf]

» June (17)
Anmerkungen von einem mir bekannten pensionierten Experten, der die
Herausforderungen der Energieversorgung von Berufswegen sehr gut » May (14)
kennt:

» April (10)
Die Studie umfasst 261 Seiten. Allein die Zusammenfassung ist 31
Seiten lang. Der Text von Prof. Popp verdichtet dies auf 3 Seiten. Im » March (12)
Februar dieses Jahres war im gesamten europaischen Stromnetz nur
noch eine Reserve von ca. 1000 MW verfuigbar. Der Ausfall eines > February (21)
einzigen Kernkraftwerkblockes (z. B. ein Block in Philippsburg) hatte > January (15)
zum Totalausfall des gesamten Stromnetzes gefuhrt. So knapp war es
noch nie. Aber weil ,,wieder” nichts passiert ist, wird diese
Extremsituation von der Bevélkerung schlicht nicht wahrgenommen. > 2011 (159)
Unser Umgang mit dieser so wichtigen Infrastruktur wie der
Stromversorgung kann nur noch als total unverantwortlich > 2010 (153)
bezeichnet werden. > 2009 (162)
Da die Kommunikationsmdoglichkeiten bei einem totalen Stromausfall > 2008 (82)

sehr rasch wegbrechen (selbst Notausgaben von Zeitungen entfallen,
denn wie sollen Journalisten an verlassliche Informationen kommen, wie
sollen Notausgaben hergestellt und wie verteilt werden), erreichen

. . . - N Contributors
Informationen Uber die Folgen eines ldngeren Stromausfalles nur noch

geruchteweise und eher lokal die Bevoélkerung. Diese kann den michael Schwarz
tatsédchlichen Umfang an Beeintrachtigungen bis hin zu eingetretenen
Schéden oder gar zu beklagenden Opfern hochstens erahnen. Eine rlheinz Schwarz

Wiederherstellung einer dann wieder nutzbaren Infrastruktur ist bisher
nicht Uberlegt, auch nicht geubt. Wie soll das dann funktionieren? Was
waren die Folgen?

Wir haben und pflegen die Meinung, dass wir ein technisch
hochstehendes Land sind. Mir wird schummrig. Der Vorfall kirzlich in
Munchen miusste doch einigen die Augen gedffnet haben. Der lange
Ausfall in New York noch viel mehr. Aber wir "spielen” weiterhin mit
unserer so wichtigen Infrastruktur und meinen, "der Markt" sorgt dafur
(mit Geldbewegungen?!), dass das Gleichgewicht zwischen Erzeugung
und Nutzung standig eingehalten ist. Was ein Irrtum. Mich bringt die
Ignoranz noch zum Wahnsinn (oder um).

Sein Fazit: Wann werden die notwendigen Schlussfolgerungen gezogen
und tatsachlich konsequent umgesetzt?

Was fallt uns — neben dem Aufbringen von Markierungen fir
Fahrradwege in Innenstadten - noch alles ein, um die
Energieversorgung nachhaltig zu sichern? Es reicht nicht aus, keine
Ideen zu haben, man muss auch unfahig sein sie umzusetzen!

Heute ist dafur alles ,smart™ (was Ubrigens auch ,gerissen™ bedeutet).
Wir sollten uns wieder auf das besinnen, was bisher zu der eigentlich
unglaublich hohen Verldsslichkeit der elektrischen Stromversorgung
gefuhrt hat: Der Sachverstand, die Vernunft und die gekonnte
Beachtung physikalischer GesetzméaRigkeiten - nicht das Geld und
nicht der Markt.

Intelligente und sichere elektrische Energieversorgungsnetze wurden
bereits

zu Beginn der Elektrifizierung erfunden und bis heute weiterentwickelt.
Elektrische Sicherungen, Schutz- und Uberwachungseinrichtungen sind
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seit

Uber 100 Jahren phanomenale Gerate zum Schutz von Leben und
technischen

Einrichtungen. Ohne diese ,smarten" Gerate ware ein fehlerfreies und
ausfallsicheres elektrisches Energieversorgungssystem undenkbar und
die

Versorgung mit elektrischer Energie viel zu gefahrlich. Siehe auch:

http://blog.iec61850.com/2012/03/smart-grids-19th-century-
invention.html

Posted by Karlheinz Schwarz at 5:39 AM No comments: G

Labels: blackout, reliable power delivery, safe energy, schutztechnik, stromausfall

Thursday, December 6, 2012

Where is the sun shining?

If you want to figure out where in Germany the sun is shining, you
have several possibilities: check with a weather related website or
check the PV power production.

Today (2012-12-06 10:28) the PV Power was 1.1 GW ... the sun was
shining in the south-western part — where Karlsruhe (my home town)
is:

Up-to-date and historical PV power performance provided by SMA.
Posted by Karlheinz Schwarz at 1:37 AM No comments: [;.4]

Labels: photo voltaic, PV, renewables

—
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Monday, December 3, 2012

Two new Papers on IEC 61850 Sampled Value
Exchange Models

Several well known experts from Australia (David M.E. Ingram, Pascal
Schaub, Richard R. Taylor, and Duncan Campbell) have spent some
time on analyzing the applicability of IEC 61850 Sampled Value
exchange methods and IEEE 1588 time synchronization for high voltage
substations. Read what they have figured out:

The first paper focuses on “Performance analysis of IEC 61850
sampled value process bus networks™:

Process bus networks are the next stage in the evolution of substation
design, bringing digital technology to the high voltage switchyard.
Benefits of process buses include facilitating the use of Non-
Conventional Instrument Transformers, improved disturbance recording
and phasor measurement and the removal of costly, and potentially
hazardous, copper cabling from substation switchyards and control
rooms. This paper examines the role a process bus plays in an IEC
61850 based Substation Automation System.

More details and download link.

The second paper is on: “Performance analysis of PTP components
for IEC 61850 process bus applications”

New substation automation applications, such as sampled value process
buses and synchrophasors, require sampling accuracy of 1 ps or better.
The Precision Time Protocol (PTP), IEEE Std 1588, achieves this level of
performance and integrates well into Ethernet based substation
networks. This paper takes a systematic approach to the performance
evaluation of commercially available PTP devices (grandmaster, slave,
transparent and boundary clocks) from a variety of manufacturers.

More details and download link.
Posted by Karlheinz Schwarz at 12:38 AM No comments: |

Labels: IEC 61850, IEC 61850-9-2, process bus, real-time, sampled value, time
synchronization

Wednesday, November 28, 2012

IEC 61850 — Is Interoperability of Devices reached?

Increased and Sustainable Interoperability of intelligent devices in
the power delivery domain is one of the crucial objectives of IEC 61850
and IEC 61400-25 (Wind Power). Interoperability is reached to a quite
high degree - sure, there are a few examples where we see some
challenges to improve one or the other technical problem!

My personal experience is that there is still some room for
improvements - in the standard series IEC61850 and IEC 61400-25
and in the implementations and use of various vendors’ devices. One
reason that causes headaches is linked to the many options in the
standards. Vendors very often interpret the mandatory (m) and optional
(0) designation as m=minimum, o=o00ps there is something we can
ignore. Users often expect that they can decide to use mandatory and
optional definitions — they expect that vendors have to implement
almost all options.

There is — of course — a huge lack of understanding what and how to
implement IEC 61850 and how to use standard compliant devices; and
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to figure out what goes wrong. Education of vendors and users is
one of the most highly recommended actions to improve
interoperability!

The other day I was called to help solving a six months’ discussion
between two vendors of IEC 61850 compliant products, a third vendor
using their devices, the project management and the user.

It took me (with a helmet and security jacket and
security shoes) less than a day on the site (a medium
voltage substation in a new coal fired 920 MW power
plant) to figure out the reason of a non-interoperable
behavior of the power plant control system (IEC 61850
client) that had a problem with one device type. The
control system wants to set the TrgOps (trigger options)
of the report control blocks in all devices. It sends a
SetURCBValues service with the value [x111 11xx]. All
but one devices accept this value (even they do not
support one of the 5 bits that can be set to 1). One
device supports only three out of the five [x100 11xx] -
setting 3rd and 4th Bit true is not accepted and causes a
negative SetURCBValues message (according to the definition in IEC
61850-7-2).
This minor issue causes a big trouble because the client (power plant
control system) cannot set the General Interrogation to true - and
cannot use it !!
I expect that this non-conformity will be fixed soon. It is not a big issue
- but it caused six months trouble and created a lot of frustrations!
If the right expertise would get involved in such discussions at an
early stage it is likely that many of the non-conformities would be
solved very soon. Comprehensive education is required when it
comes to IEC 61850 - the earlier the better. Be aware: 1EC 61850 is
not just another protocol.
Some complaints about the many options in the standard series are

discussed in a paper published the other day.
“... the world needs — there is a user group already associated with IEC

61850 — is some type of organization that will work through 61850,
come up with a subset that eliminates all the options and drive that
down to the vendors and say, "here, do this." ”

This is a great approach. The main reason this has not yet been done is
mainly the absence of users in the many discussions in the
standardization working groups and the UCAIUG (UCA international
users group), and in other discussions - and the lack in education of
the users community.

Some pressure from the utilities on the vendors community to fix the
relatively few known non-conformities in existing devices and
tools would help to get rid of a lot of frustrations and to reach a higher
level of interoperability. Many users are — not yet - in a position to
figure out which device is conformant and which is not! A lot of these
issues are independent of the question optional or mandatory and
could easily be solved.

Recommendation #1:

People implementing and using the standard need (more) education.
Recommendation #2:

See recommendation #1.

Some discussion on Education.

Read statement of Vattenfall on Education for IEC 61850 [2007!!]

Posted by Karlheinz Schwarz at 11:54 PM 6 comments: [

Labels: conformance, education, IEC 61400-25, IEC 61850, interoperability,
peopleware
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News on IEC 61850 and related Standards

Beck IPC mit IEC 60870-5-104 und IEC 61850 auf der
SPS/I1PC/Drives in Nurnberg

Wenn Ihnen die Themen E-Mobility, Smart Metering und Smart Grid
via IEC 61850 und IEC 60870-5-104 sowie M2M Kommunikation schon
einmal begegnet sind, dann sollten Sie sich unbedingt die Beck
com.tom Produkte ansehen:

Sie finden Beck IPC auf der SPS/IPC/Drives in Nirnberg:
vom 27. - 29. November
in Halle 9, Stand 341

Ein kostenloses Gastticket steht unter folgendem Link als Download zur
Verfligung:
guestcard_sps-ipc-drives-2012_de.pdf

Posted by Karlheinz Schwarz at 7:58 AM No comments: (ot

Labels: Beck, Beck Chip, Gateway, IEC 60870-5-104, IEC 61850

Urgently Needed: A Dumber, Tougher Grid

A “request” published by the famous IEEE Spectrum today (2012-11-
21) asks for a

Dumber and Tougher Electric Grid !!
Why?

“Since the hurricane and “nor’easter” that devastated the New Jersey
and New York coasts two weeks ago, leaving millions without heat,
gasoline and electricity, there has been a lot of loose talk about how a
smarter grid might moderate the effects of such catastrophes in the
future.

The smart grid will indeed have a role to play—especially in speeding
recovery. As Massoud Amin of the University of Minnesota recently put
it, "a more resilient, secure and smarter infrastructure...would localize
impacts and enable a speedier restoration of the services.

However, what we need even more urgently than a more agile and
interactive grid incorporating advanced computing and communications
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in all dimensions is a grid that’s basically old-fashioned, stupid and
really, really tough. ... brittle wooden electricity poles would be
replaced with stronger steel poles, or the distribution lines ...”

My personal experience is that many “dump” people have not allowed
many “smart(er)” people to exactly to do that: replace xx by yy ... very
often they were not allowed to do so! To make the system more robust
is known form more than 130 years!!

Read paper on “Smart Grids — A 19th century invention”

“Since the 19th century engineers have developed, tested, used on a
large-scale and continuously improved suitable solutions for the safe
and reliable operation of the rapidly growing supply of ever more
applications with electrical energy. During the sustained further
development of the supply systems, it is necessary to handle the
available resources (energy sources, technical installations and
individuals with experience) as well as the laws of physics both
responsibly and in a "smart" manner.”

The rallying cry should be: to do this (replacement of poles and
“dump” people, ... ) and not stop doing the other (implementing
smart(er) equipment and smarter ways to deal with energy and
especially electric power).

While I am writing these lines I listen to a radio report telling that part
of the city Karlsruhe (my home town) is in dark: a huge blackout ...
electricians are on their way to check substations what has caused the
outage ... they recommended to have a flash lighter at hand - just in
case ... one of two transformers tripped ... they are working on the other
to take over ...

News on Karlsruhe blackout (German only).

More to come ... I mean more outages to come ... have a flash light in
all rooms ... in your car ...

Posted by Karlheinz Schwarz at 7:20 AM No comments: [;.4]

Labels: blackout, dumb, outage, Smart Grid, smart people, smart solution

Smart(er) Grids in Denmark — supported by IEC
61850

Denmark says, that it is a world leader when it comes to developing
tomorrow's green, flexible and intelligent power system - a power
system where the generation, transport and consumption of power is
linked intelligently.

The power system will become the backbone of the energy system of
tomorrow, featuring completely new electricity-generation sources and
new types of electricity consumption - a power system characterized by
flexible generation and a high level of renewables.

IEC 61850 and IEC 61970 (CIM) are part of tomorrows Danish
energy system.

Download comprehensive Brochure “Smart Grid in Denmark 2.0":

IMPLEMENTATION OF THREE KEY RECOMMENDATIONS FROM THE
SMART GRID NETWORK

¢ SMART GRID CONCEPT
« INFORMATION MODEL FOR DATA COMMUNICATION
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News on IEC 61850 and related Standards
ROAD MAP FOCUSING ON THE ROLE OF THE GRID COMPANIES

Internationally, two standards for Smart Grids are singled out in
particular, each including a number of part-standards and related
standards. One is the IEC 61850 standard, which was originally
developed for substations but which has today been developed to cover
a wide range of other areas, e.g. DER units. The information model in
IEC 61850 is based on the so-called Logical Nodes, whereby information
can be structured in a harmonized way. The other standard is the IEC
61970 standard, which was originally developed for control centre
environments, but which today, via related standards, covers a wide
range of system activities in the power system, for example electricity
markets. The information model in IEC 61970 is called the Common
Information Model - CIM.

Further information and links could be found here.

Posted by Karlheinz Schwarz at 6:13 AM No comments: [;.4]

Get ready for Edition 2 of IEC 61850 Core Standards -
One Day Presentation

TUV SUD Embedded Systems (Munich) offers a one day presentation
titled:

Get ready for Edition 2 of the IEC 61850 Core Standards

One Day Training on IEC 61850 includes a the visit to the TUV SUD
Embedded Systems Level A Lab:

December 13th, 2012
Munich (Germany)

Edition 2 of the IEC 61850 Core Standards have been already published
(part 4, 6, 7-1, 7-2, 7-3, 7-4, 7-410, 8-1, 9-2) and part 10
(Conformance Testing) will be published by the end of 2012. Whether
you have an already certified Device or you are planning to develop a
new implementation, the new aspects of Edition 2 of the IEC 61850
Core Standards have to be considered, because it will soon become a
major market differentiator.

Download program and registration information for the IEC 61850
training [pdf]

See you there soon.

Posted by Karlheinz Schwarz at 5:35 AM No comments: [

61850 edition 2, test lab, testing, Training, TUV SUD

Monday, November 19, 2012

Are RTUs dead?

Which definition of RTUs do you mean? Do you mean Reach The
Universe? Yes, these RTUs will live forever. Let me know what you
mean by RTU.

When we talk about RTUs, we should differentiate between functions,
I/Os and processor platform. In the past (some 10 years ago) an RTU
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News on IEC 61850 and related Standards

was more or less well defined by its functions, I/O wires/terminals and
platforms. Many of them are still in use and a lot more will be installed
in the years to come.

Today we have many many more functions (those we know well, and
those we could think of), hardwired 1/0s, serial 1/0s (Ethernet, ...),
hierarchies of 1/0s (or RTUs or just IEDs), and many more very
powerful platforms.

Whenever we talk about an RTU, we should list the functions it
implements, hardwired I/0s, serial I/Os (Ethernet, ...), hierarchies of
I/Os (or RTUs or just IEDs), and the powerful platform. I have seen
yesterday a substation ruggedized box with an 8 port Ethernet switch,
some 20 I/O wired terminals, with IEC 61850 and other protocols, and
programmable applications (C/C++, IEC 61131-3 CoDeSys, simple web
PLC). Is this box an RTU, a bay controller, a PLC, a gateway, a
substation computer, (condition) monitoring device, an Ethernet Switch?
Its a bit of everything!

In my experience utility people use a new name for the "interface" to a
substation: Substation Gateway.

In any case we should describe what we mean by a term (e.g., RTU),
and should describe any box independent of its name.

"Names are sound and smoke", it says in Goethe's Faust. To make sure
this is not the case, companies are putting a lot of money on name
inventors. The name RTU was invented some 20+ years ago - a good
name so far. We can keep the name - but have to define what we
mean.

What do you think about this interpretation: RTU = Reach The
Universe (of a substation or power plant or ...). That is broad enough
to cover everything.

We have tried many times to find a name for IEC 61850 - we failed so
far. We should not try anymore to find a name. A single name would
mis-lead. If we talk about IEC 61850 we have to clearly describe what
we mean!! Just saying: My device conforms to IEC 61850 doesn't mean
anything. What does IEC 61850 Edition 2 mean? Nothing!! There is NO
IEC 61850 Edition 2 at all! What? See some discussion:

A. http://blog.iec61850.com/2012/08/iec-61850-edition-1-2-or-3-and-
uml.html
http://blog.iec61850.com/2012/07/current-series-iec-61850-

comprises-19.html
C. http://blog.iec61850.com/2010/03/what-is-edition-1-and-edition-2-

of-iec.html

The issue is that the semantic is carried by a hame. The semantic MUST
be defined by somebody. If many definitions exist then we have to be
very careful. Ask always what people mean by RTU, IEC 61850 Edition
2, Fizzlipuzzli, ... You belief to know what RTU and IEC 61850 Edition 2
mean. Are you sure? And you agree, that you do not know what
Fizzlipuzzli means (except a few people that know me). I don't know
what Fizzlipuzli means either. ;-) ... it is something nobody knows. I use
it for a function or a device to make sure that nobody associates it with
something real he/she knows.

During the first meetings of the IEC 61400-25 (IEC 61850 extensions
for wind turbines) we had a serious discussion on "Reports" ... we could
not reach an agreement. Because I was discussing the IEC 61850
Report(ing Model). The other person discussed a Report from a turbine
containing 10 minute statistical values of wind speed and power
produced etc. That's the reason lawyers first define the terms they use
in a contract!!
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Posted by Karlheinz Schwarz at 10:43 PM No comments: [;4]

Friday, November 16, 2012

Less than 200 Outages in New York still to be
repaired

As of today (Friday, 2012-11-16 05:00 a.m.) there are 168 outages
left to be repaired.

Updates could be found here.

Posted by Karlheinz Schwarz at 2:23 AM No comments: [

Labels: outage, power distribution, power outage

Security: Is SCADA the next Playground for Hackers?

The number of vulnerabilities in the SCADA world keeps on growing
rapidly in 2012. The number of security flaws found within ten months
is far bigger than the number of flaws found during the whole previous
period starting from 2005.

This is something that should worry all of us - from shareholder to
managers and technical people all over. After Stuxnet, it looks like that
SCADA systems are one of the next targets of hackers.

Download an up-to-date paper on “"SCADA Safety in Numbers” [pdf, 2
MB]

Keep going to convince your management, ... to be more serious with
regard to SCADA and other automation systems security!

Doing nothing is not an option!!

Posted by Karlheinz Schwarz at 1:26 AM No comments: [

Labels: SCADA, security

Wednesday, November 14, 2012

What does a PIXIT provide?

PIXIT stands for “Protocol Implementation eXtra Information for
Testing”. The objective is to provide crucial information for the test lab.

One example is the value for the “"Maximum number of clients that can

set-up a 2-party association simultaneously”, e.g., value=16. Does this

mean that the maximum number of clients is restricted to 16? No! The

value of 16 is used by the Testlab to run test cases. The number can be
much bigger!

The PIXIT document for a SystemCorp IEC 61850 IED lists for the
stack/API ina value of 16 — BUT the stack/API and the IED supports up
to 255 clients!

If you want to know what a device supports, you should read technical
specifications of the IED. A lot of vendors use the PIXIT also as a kind
of technical specification. The PIXIT documents should contain a note
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that the values given in the PIXIT document may be restricted for
testing purposes only. PIXIT documents should also show the limits of
the IED when applied in real applications.

Download PIXIT Document for a specific IED.

Posted by Karlheinz Schwarz at 4:53 AM No comments: G

lab, testing

Gezielte Kostensenkung in Offshore-Windparks durch
IEC 61400-25

BTC (einel00%-Tochter der EWE) hat auf der Husum WindEnergy 2012
Uber den Einsatz von (unter anderem) IEC 61400-25 berichtet.

Titel der Prasentation: Gezielte Kostensenkung in der Betriebsphase von
Offshore- Windparks durch IT-Unterstlitzung

IEC 61400-25 liefert einen Beitrag zur Kostensenkung:

“Um die Werte Uber unterschiedliche Anlagen und Parks hinweg
vergleichbar zu machen, werden die Daten auf Kanale eines
harmonisierten Datenmodells gemappt, das nach IEC 61400-25
aufgebaut ist.”

A typical model for the WGEN (Wind Generator) is depicted in the
following figure:

This model (from IEC 61400-25-2, and extended by the vendor) is
completely defined by an SCL file (excerpt for Speed and Temperature):
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News on IEC 61850 and related Standards

Download der gesamten Prasentation von BTC [pdf].

Posted by Karlheinz Schwarz at 3:56 AM No comments: (ot

Labels: IEC 61400-25, IEC 61850, SCL, wind power, wind turbine controller

IEC 61850 certified products as per June 2012

KEMA has recently published an updated Test Register (version 2012-
06-18). Since version 2011-11-28 the following IEDs have been tested:

2 new Clients and 40 new servers
Click HERE for the complete list [pdf]

Posted by Karlheinz Schwarz at 3:27 AM No comments: G

Labels: certificate, conformance test, IEC 61850

Friday, November 2, 2012

More than 15.000 Outages in New York to be repaired

Huricane Sandy (October 2012) has hit the power delivery system of
Con Edison New York. A few days later (2012-11-03) there are still
more than 15.000 outages to be repaired! Take into account that
several 100.000 transformers are part of the whole system. According
to the Annual report 2011 Con Edison of New York Electric Operations
added or replaced more than 3,200 transformers in 2011!!

The affected areas are listed on a interactive map. See excerpt:

Outages on 2012-11-03 (the map below shows the situation on this
date):

Progress has been made to get power back to all:

on 2012-11-04 (11.30 p.m.):
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News on IEC 61850 and related Standards

on 2012-11-13 (12:17 a.m.):

Active Dutages: 452
Affected Customers: 837

on 2012-11-16 (05:01 a.m.):

Active Dutages: 1628
Affected Customers: 174

on 2012-12-20 (10:00 a.m.):
Active Dutages: 30
Affected Customers: 529

Source: Con Edison

Visit the complete interactive Map of outages (updated every few
minutes).

A brief overview of the CON EDISON SYSTEM AND LIC power system
could be found here [pdf].

I wish the New Yorkers and any other people that this impact on a
power system will not happen any more!

Posted by Karlheinz Schwarz at 11:16 PM 1 comment: (o8]

Labels: distribution, power distribution, power outage

Wednesday, October 31, 2012

IEC 61850 and 61499
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News on IEC 61850 and related Standards

OpenPCS 2012, infoteam's established programming system is compliant
to the standard IEC 61499. There is an increasing demand for
application development for distributed systems coming from grid
providers and manufacturers in the power industry. OpenPCS 2012 Kkills
two birds with one stone and combines IEC 61850 and 61499: in
cooperation with TQ, Infoteam is demonstrating the control of
photovoltaic components at the SPS/IPC/DRIVES. Take your chance and
visit Infoteam Software AG in Hall 7A, Booth 130, in Nuremberg,
Germany, 27.-29.11.2012.

Link to TEC 61850 and IEC 61499 news report.
More to come related to IEC 61850 and IEC 61499.

Posted by Karlheinz Schwarz at 1:05 AM No comments: [;.4]

Labels: IEC 61499, IEC 61850, PV

Sunday, October 28, 2012

Living without Power — Impact of Hurricane Sandy on
IEC 61850

Hurricane Sandy is about to hit the U.S. east coast. This impacts the
travel to and from the east coast. Additionally, early winter weather
conditions in Europe delays flights within Europe ... so that several WG
10 experts going to Houston (TX) will arrive one day later. That's a
minor issue.

But more crucial: It is likely that Sandy will cause power outages for
hours, days or weeks. What does it mean to live without power?
According to the www.naturalnews.com it could be summarized as
follows:

Most Americans have simply never lived without power for any extended
period of time. No power means:

No internet (OMG!)

No TV (gasp!)

No recharging cell phones.
No hot showers.

No laundry machines.

No dishwashers.

No heating of your home.
No lights.

No toasters or ovens.

No computers.

No radios unless you have a wind-up radio or spare batteries.

For some period of time as well:
e No police response services

e No fire response

e No ambulances

Having some renewable sources (PV panels, Solar heating, ...) on your
roof and more distributed power systems (storage, ...) would help to
survive to some extend!

I wish all people that are hit by power outages all over that it will not
be so severe the days to come!

Posted by Karlheinz Schwarz at 3:12 PM 1 comment: [

Labels: IEC 61850, IEC TC 57 WG10, power outage
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Thursday, October 18, 2012

ENTSO-E: European Utilities are Coming Back
Onboard of IEC 61850 Standardization Work

Congratulation to the experts of the ENTSO-E that have figured out
(and convinced their management!!) that it is a good idea to get —
again (') — involved in the international standardization and
implementation of IEC 61850!!! Welcome back (home)!

The standardization work is going on for some 17 years these days. The
vendors have dominated the standardization work so far - it is great to
see utilities to come back (home) in order to reach a balance between
benefits for users and vendors.

See a description of the situation in 2007 with the title:

Do users really get what they expect?
Do they get interoperable IEDs and tools?
What about multi-vendor projects?

Many utilities all over have understood the benefit of the standards -
but are still waiting to harvest the fruits. I am confident that the
situation is much better than what people write in some public
statements.

I am conducting a three day training here in Frankfurt (Germany) ...
with many attendees from users!! ... attendees from BIG utilities in Asia,
New Zealand, Africa, and Northern Europe! More to come!

Don't worry! We are still at the very beginning of the journey to IC
61850 based information exchange!

Read the new publications from ENTSO-E on interoperability issues in
IEC 61850.

ENTSO-E is back on the track to a bright “interoperable” future!

Again: Congratulation for coming back home! I would appreciate to
meeting with the ENTSO-E expert(s) during the next IEC TC 57 WG 10
meeting in Texas end of October 2012 - (un)fortunately I have to
travel to Australia next week (for 10 days) and then to the U.S. to
helping experts in implementing IEC 61850!

I look forward to meeting more "ENTSO-E"” experts at one of my next
training courses in South Africa, U.S. or Europe.

Posted by Karlheinz Schwarz at 1:38 PM No comments: o]

Labels: education, ENTSO-E, hands-on Training, IEC 61850, standardization

Monday, October 15, 2012

FDIS IEC 61850-7-410 Edition 2 approved
The FDIS on IEC 61850-7-410 Edition 2:
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News on IEC 61850 and related Standards

Communication networks and systems for power utility automation -
Part 7-410: Basic communication structure -
Hydroelectric power plants - Communication for monitoring and control

has been approved by 100 per cent of the national committees!!

This is @ major step towards applications of IEC 61850 in hydro power
plants.

Please find some information about the new content of IEC 61850-7-
410 Edition 2.

Posted by Karlheinz Schwarz at 9:31 PM No comments: [t

Labels: hydro power, IEC 61850-7-410, iec 61850-7-410 Edition 2

Next Step towards a Web Service Mapping in 1EC
61850

IEC TC 57 has published the

Draft IEC TR 61850-80-3 (Document 57/1292/DC):

Communication networks and systems for power utility automation -
Part 80-3: Mapping to Web Services — Requirement Analysis and
Technology Assessment

This document will serve as a basis for the creation of a new Specific
communication service mapping (SCSM): the future IEC 61850-8-2.

The document (written by WG 17) is circulated in order to get feedback
from a wider range of experts, mainly on the global approach and on
the requirements of each involved domain.

The TC 57 P-members are invited to submit comments to this draft

by 2013-01-04 at the latest.

The following solutions are considered as candidates:

OPC UA

IEC 61400-25-4 Annex A

DPWS (Devices Profile for Web Services)

IEC 61968-100 (TC 57 WG 14 approach of using XML)
RESTful Web Services over Websockets

XMPP (Extensible Messaging and Presence Protocol)

DU WN -

It is still the objective to chose ONE of these solutions and publish it as
IEC 61850-8-2 in the future.

Posted by Karlheinz Schwarz at 9:22 PM No comments: [;.4]

Labels: IEC 61400-25, iec 61400-25-4, IEC 61850, iec 61850-8-2, mapping, Web
Service

Sunday, October 14, 2012

Are SCADA System Vulnerabilities Real?

Yes, the vulnerabilities are really real! One of the latest reports came
from the ICS-CERT ALERT the other day.

ICS-ALERT-12-284-01

Excerpt: “... the vulnerabilities are exploitable remotely by
authenticating to the service using hard-coded credentials.
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Exploitation of these vulnerabilities would allow attackers to remotely
connect to the server and executing remote code, possibly affecting
the availability and integrity of the device.”

Recommendation: Take the security risks very serious - technical
people, managers, accountant people, researcher, consultants, vendors,
users, ... ALL!!

More to come.
Get prepared to expect the unexpected.
Posted by Karlheinz Schwarz at 10:31 AM No comments: [t

Labels: control systems, IEC 62351, SCADA, security

Friday, October 12, 2012

NEW Smart Grid Interoperability Panel (SGIP)

The Smart Grid Interoperability Panel (SGIP) started the next phase
that is based on a private/public partnership funded by industry
stakeholders in cooperation with the U.S. federal government.

SGIP’s mission is to provide a framework for coordinating all Smart Grid
stakeholders in an effort to accelerate standards harmonization and
advance the Interoperability of Smart Grid devices and systems.

The new website of SGIP has just opened.

For those that are looking for the role IEC 61850 and other IEC TC 57
standards are playing in the SGIP, please check the following page:

IEC 61850 in the List of Standards.
Posted by Karlheinz Schwarz at 11:25 PM 1 comment: (ot

Labels: DNP3, ICCP, IEC 61400-25, IEC 61850, interoperability, SGIP, SGIP 2.0,
Smart Grid, TASE.2 ICCP

Wednesday, October 10, 2012

RePower reports on successful applications of IEC
61400-25 in North America

Amir Zohar and Frank Wolfmeier (both from RePower) have published a
great paper on the use of IEC 61400-25 (based on IEC 61850) in the
North American wind energy market in the magazine “North American
Windpower” (issue October 2012).

“Wind farm owners and operators have been quick to recognize that this
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standard will facilitate the integration of their projects. EDF

Renewable

Energy (formerly enXco) is currently completing the installation of its
first

of two projects with IEC6140-25. ... SCADA companies are beginning
to

notice the potential of IEC 61400-25.

The wind energy industry is constantly aiming to increase efficiency as
it strives to become competitive with traditional power generation. ...
and

having a standard for communication will help overcome these
issues and other operational difficulties.”

I have met Amir Zohar recently in Denver (CO). He is a smart engineer
that believes and trusts in the standard IEC 61400-25 - he sees a
bright future of the application of this standard in the wind industry all
over.

Access the article on IEC 61400-25 in the “North American Windpower”
(issue October 2012).

RePower offers Wind Turbines with IEC 61400-25.

2012/2013 TEC 61400-25/61850 Training Opportunities in Frankfurt,
Cape Town, Atlanta (GA), and Phoenix (AZ)

Introduction to IEC 61850 and IEC 61400-25 - two Papers available for
download.

Posted by Karlheinz Schwarz at 11:49 AM No comments: o]

Labels: hands-on Training, IEC 61400-25, IEC 61850, North America, REpower,
seminar, Training, USA

Thursday, October 4, 2012

Condition Monitoring of Assets with IEC 61850

Asset Management using IEC 61850 is one of the important areas of
future power delivery systems. Transformer monitoring in the
Distribution Network is one of the crucial solutions to keep the power
flowing. IEC 61850 and IEC 61400-25 have a lot of logical nodes and
data objects.

The presentation of a paper by Karlheinz Schwarz at the Distributech
2010 was attended by some 40 experts. Good questions were discussed
at the end of the presentation. The paper has an attachment with the
names of all 283 published Logical Nodes of all standards of the series
IEC 61850 and IEC 61400-25.

Click HERE for the paper [PDF, 670 KB]
Click HERE for the presentation slides [PDF, 300 KB]

Recently another paper on the same subject was presented by Rod
Hughes and Christoph Brunner.

More to come soon.
Posted by Karlheinz Schwarz at 12:51 AM No comments: [;4]

Labels: asset management, condition monitoring, IEC 61400-25, IEC 61850,
monitoring, Sensors
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IEC 61850 — As seen by The Very Large Power Grid
Operators (VLPGO)

IEC 61850 defines several aspects on how devices interoperate and how
the interoperation is engineered and guaranteed to run in multiple
vendor projects. Earlier this year we have seen a public statement by
ENTSO-E on the use of IEC 61850 compliant devices and tools.

Another huge organization has added to the ENTSO-E statement: The
Very Large Power Grid Operators (VLPGO). The “association of the 16
largest Power Grid Operators serving more than 70% of the electricity
demand in the world and providing electricity to 3 billion consumers”.

I guess this is true — then I would expect that these 16 power grid
operators could easily “control” what vendors have to deliver -
deliver IEC 61850 compliant solutions that meet the needs of these
companies!! And they could have an appropriate influence on the
standardization work.

Download the VILPGO statement on IEC 61850.

Instead of purchasing what they really want and need, they complain
about the standardization groups: that the standardization organizations
“should from the PGO perspective be more directive within the standard.

They should not allow different suppliers
to implement standards differently.

In particular, a strong standardization degree at the interfaces between
tools (vendor specific or third-party) is required. Moreover, stability, or
at least backward compatibility of the standard should be guaranteed. ...
Consequently, we would like to strongly suggest to all IEC61850
stakeholders to take the appropriate actions in order to ensure
the success of IEC61850 and to make sure the standard - and the
technologies developed around it - remain sustainable and provide
significant benefits for all stakeholders and the community.”

I am wondering that (obviously) the few utilities that deliver 70% of the
electric demand have an interesting view on what the IEC TC 57 (and
other groups) could manage and gain.

IEC COULD NOT control what and how vendors implement
and what users usel!!

This could (more or less) easily be controlled by the user communities:
by just purchasing products that meet the users’ requirements only.
Why did the many utilities purchase automation systems that did - to
some degree - not meet their requirements? Were they not precisely
specified or did they not understand how to write the specifications? Or?
My experience is that in many cases the technical people of utilities had
not been involved in purchasing IEC 61850 based systems! Several
utilities hired me for a training of their engineers AFTER they the
vendors commissioned the systems. Engineers told me that they were
responsible for the service and maintenance of the systems - having
NO CLUE what IEC 61850 is!!

Engineers of a well known group of large utilities in Europe told me
some two years ago that they were not allowed to conduct lab tests or
build pilot projects ... in one case a utility expert told me that they had
to stop their special group of experts on IEC 61850 to get prepared for
the new technology - instead their management believed that the
vendors do all things right.

There is a saying: “Pay now or pay later”. From the perspective of the
years 2000-2002 utilities refused to “pay” for the standardization and
for “controlling” the implementation into products. They have decided to
“pay” later: 2012, 2013, ... I look forward to see them paying.
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Back to the standardization: IEC standardization work is a democratic
process and: the work is done by people attending the meetings and
contributing to the technical work. If the user communities would have
been shown up more often and contributed to the technical to a higher
degree, then we would not see these statements flying around today.
The users (especially the 16 BIG ONES in the VLPGO) should GET
INVOLVED (by letting their experts getting more deeply involved or by
providing resources for people that are already involved ...) instead of
“strongly suggest to all IEC61850 stakeholders to take the
appropriate actions in order to ensure the success of IEC61850
and to make sure ...”

I would have expected a statement like this: “VLPGO member
companies offer increased and appropriate resources (many more
experts getting involved and funding Millions of Dollar or Euro for
common activities) in order to ensure the success of IEC61850

and to make sure ...”. The VLPGO member companies - somehow -
have to provide more resources than it was the case in the last 10
years or so.

It is time to educate more people from the many stakeholders to
understand how IEC standards are defined and what it means to have a
standard published. The standardization groups can lead the horse to
the water - but they cannot make the horse drink the water!

Vendors, users, system integrators, and consultants should work more
closely together to make sure that everybody gets a benefit from the
standard. One possibility to support this goal could be to set-up a
European Users Group for IEC 61850! This group could be a
subsidiary of the UCAIUG - it would be easier (especially for utility
experts) to travel within Europe than across the Atlantic. By the way,
the UCAIUG is - from my point of view — more a Vendors Group!

Finally: The vendors have spent a lot of time and money in defining the
standards and to implement them!!! Thanks a lot for their engagement!
Keep going!

Posted by Karlheinz Schwarz at 12:38 AM 4 comments: [t

Labels: ENTSO-E, IEC 61400-25, IEC 61850, interoperability, interoperability tests,
standardization, standards, users, Users Group, vendors, VLPGO

Tuesday, October 2, 2012

Download I1EC 61850 Blog Content as single PDF
Document (Oct. 02, 2012)

For those readers of the blog that want to get the complete content as
a single pdf document, it is just a click away ... it contains the 710 posts
from 2008 until 2012-10-02. Once you have downloaded the file you
can easily browse the content ... search

Download all posts of the TEC 61850 blog in a single pdf [16.8 MB
510+ pages DIN A4]

Enjoy!

Posted by Karlheinz Schwarz at 2:30 AM No comments: (ot

61400-25, IEC 61499, IEC 61850
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IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, DNP3, IEC 62351 (Security), ...

Monday, October 1, 2012

IEC 61850-5 Edition 2 FDIS Published for Ballot
IEC has published the FDIS for ballot until 2012-11-30:

57/1286/FDIS
Part 5 Ed2: Communication requirements for functions and device
models

Extensions in Edition 2 of part 5:

e requirements for communication between substation automation
systems to utility automation systems;

e including the interfaces for communication between substations
(interfaces 2 and 11);

e requirements from communication beyond the boundary of the
substation

Note that part 5 does NOT DEFINE FUNCTIONS!! The scope states:

“The description of the functions is not used to standardize the
functions, but to identify communication requirements between
Intelligent Electronic Devices ... Standardizing functions and their
implementation is completely outside the scope of this standard.”

There are other parts of IEC 61850 that go beyond the issue of
determining the communication requirements: e.g., part IEC 61850-90-
7 defines behavior at the electrical coupling point of a PV inverter.
Depending on the configuration (input) of the various settings of a
specific model the electric output of the inverter has to follow the
“FUNCTION” that is described in the Logical Node model!

See example of the frequency-watt mode control function.

Posted by Karlheinz Schwarz at 8:51 PM No comments: [.4]

Labels: Functions, IEC 61850-5, implementation, PICOMS, real-time, requirenments

201272013 Training Opportunities in Frankfurt, Cape
Town, Atlanta (GA), and Phoenix (AZ)

Frankfurt (Germany), 17.-19. October 2012

SEATS ARE AVAILABLE /7 DISCOUTED FEE

3 day IEC 61850/61400-25 Seminar/Hands-on Training
(NettedAutomation) with several embedded Controller Development Kits
(RTOS, ...), Starter Kit (Windows DLL), and several other demo
software.

Details for Frankfurt (Germany) can be found here

Cape Town (South Africa), 11. February 2013
1 day course on introduction and status of Edition 2 of Series IEC
61850, IEC 61400-25 (Wind), and IEC 62351 (Security); Q&A session
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News on IEC 61850 and related Standards

Details for Cape Town can be found here
Details for Cape Town can be found here » 2011 (159)

Atlanta, GA, (USA), 06.-08. March 2013

Phoenix, AZ (USA), 11.-13. March 2013 » 2010 (153)

3 day Seminar on Power and Energy System Communication covering > 2009 (162)
IEC 61850, IEC 61400-25, DNP3, NIST Interoperability Roadmap, Smart
Grids, ... Security; Hands-on Training (NettedAutomation) with several » 2008 (82)

embedded Controller Development Kits (RTOS, ...), Starter Kit (Windows
DLL), and several other demo software

Details for the US events can be found here Contributors
Frankfurt (Germany), 06.-08. May 2013 michael Schwarz
Frankfurt (Germany), 16.-18. October 2013 .

3 day IEC 61850/61400-25 Seminar/Hands-on Training [Reriheinz Schwarz

(NettedAutomation) with with several embedded Controller Development
Kits (RTOS, ...), Starter Kit (Windows DLL), and several other demo
software

Details for the event in Frankfurt (Germany) can be found here
NettedAutomations IEC 61850 Training Modules and Experience
Posted by Karlheinz Schwarz at 10:57 AM No comments: [t

Labels: DNP3, education, hands-on Training, IEC 61400-25, IEC 61850, Modbus,
seminar, Training

Beck DK61 Library Update Available

An updated IEC 61850 library (v1.36.07) is now available for Beck IPC
Development Kits. This replaces what is being shipped on the DK61
disks.

The Beck DK-61 IEC 61850 library v1.36.07 with example application
with source can be found on the following website website:

https://www.systemcorp.com.au/support.html

https://www.systemcorp.com.au/component/content/article/23-

software/70-iec-61850-single-chip-solution-presentation.html

Revision history can be found in the On-line API Manual:
https://www.systemcorp.com.au/PIS10API/ release_notes.html
https://www.systemcorp.com.au/PIS10API/index.html

Posted by Karlheinz Schwarz at 7:15 AM No comments: (ot

Labels: API, application programming, Beck Chip, development kit, IEC 61400-25,
IEC 61850, stack, SystemCorp

MMS, IEC 61850-8-1, and IEC 62351 (Security)

Just a brief information on security in the MMS mapping of IEC 61400-
25-4 and IEC 61850-8-1.

ISO 8650-1 (ACSE) defines the details of Authentication referred to in
IEC 62351-4:

Excerpt of 62351-4:

http://blog.iec61850.com/[02.10.2012 07:18:26]
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News on IEC 61850 and related Standards

See example of ACSE AARQ in Wireshark (connecting to an IEC 61850
IED, password “glue” - in plain text):

http://blog.iec61850.com/[02.10.2012 07:18:26]
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News on IEC 61850 and related Standards

1.

2.
3.
4. You can use a password to protect the access to that server (to

5.

So, it would be sufficient to refer to IEC 62351-4 in IEC 61400-25-4
Edition 2 and in IEC 61850-8-1.

The following experience may be yours as well:

Think of an IEC 61400-25-4 / IEC 61850-8-1 MMS Server in an
IED.

MMS allows to set a username and password.

The client is for example the Omicron IED Scout.

some extent).

Many clients do not support to use a password to be sent to the
server. So access from a couple of SCADA clients is not easy to
manage ... or even not possible at all.

It is highly recommended that the user community feeds back their
experience with MMS passwords to the standardization groups like IEC
TC 57 WG 10, 15, 17, 18, 19, ...

If you have a special experience or requirement on MMS password
exchange, please let me know.

Thanks for your feedback.
Posted by Karlheinz Schwarz at 6:57 AM No comments: [;.4]

Labels: IEC 61400-25, IEC 61850, IEC 62351, security
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News on IEC 61850 and related Standards

How Does IEC 61850-3 Apply for IEDs Outside
Substations?

I have been contacted several times on the question: “What are the
requirements in IEC 61850-3 (General requirements, EMC, EMI, ...) that
have to be applied in DER, SA, ... Wind turbines, Hydro Power stations?”

In IEC 61850-3 these applications are partly excluded (57/1246/CDV)
says under

6.7.1 Electromagnetic environment

“... In addition to the mentioned electrical plants, Electricity Utilities can
install apparatus in

control centers, radio repeaters, or low voltage distribution points in
industrial, commercial or residential areas. These locations are
covered by other generic standards or product standards. ..."”

An IED for a Hydro power plant, PV inverter, other DER or DA
application to become compliant with IEC 61850-3 requires some
definition in IEC 61850-3 for these domains. Pointing to “other
standards” is to fuzzy.

I would highly appreciate to get your opinion which most crucial
standards for other areas than HV/MV substations are applicable. We
could then summarize the result and publish some guidelines ... hints.

Please contact me in case you have some useful hints on the
applicability of IEC 61850-3 outside substations.

Posted by Karlheinz Schwarz at 6:37 AM No comments: [;.4]

Java SDK for MMS and IEC 61850 available

Monfox (Cumming, GA, USA) implemented the DynamicOSI™ Java
MMS SDK as a Standalone platform-independent software
development kit and API which implements the core message defined in
ISO 9506 Manufacturing Message Specification (MMS) required for
implementation of most client and server MMS and IEC 61850 / 61400-
25 applications.

The SDK is a simple Java MMS service-based API and OSI protocol stack
for performing MMS operations over OSI/RFC1006 (TCP/IP). It provides
a 100% Java, fully-interoperable, standard-compliant implementation
for:

Core MMS services from ISO 9506-1

OSI Association Control Service Element (ACSE)
OSI Presentation Layer

OSI Session Layer

OSI Transport Layer

RFC1006 (OSI over TCP/IP)

IEC 61850 Client/Server Support

More information on MMS in Java for IEC 61850 can be found here.

Posted by Karlheinz Schwarz at 6:13 AM No comments: G
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News on IEC 61850 and related Standards

Introduction to IEC 61850 — two Papers available for
download

Karlheinz Schwarz (SCC) has presented two papers on IEC 61850 in
Macau (2008). The papers can now be downloaded for free:

The first document gives an overview about the common aspects of the
new international standard series IEC 61850 and how it is applied and
extended to meet the requirements for al-most the whole electrical
energy supply chain. It discusses the reduction of total life cycle cost of
power utility automation systems using standard compliant devices,
communication and tools.

IEC 61850 beyond Substations — The Standard for the whole Energy
Supply System [pdf, 174 KB]

The second document gives an overview about the application of the
new international standard series IEC 61850 and IEC 61400-25 for
condition monitoring of primary equipment and monitoring of any
process information. It discusses the basic monitoring concepts of IEC
61850 using the many information models (status information and
measurements) and communication services for reporting, logging,
GOOSE, sampled values, and recording

Advanced Condition Monitoring of Primary Equipment with the Standard
Series IEC 61850 AND IEC 61400-25 [pdf, 432 KB]

Posted by Karlheinz Schwarz at 5:59 AM No comments: [;.4]

Labels: condition monitoring, energy supply, IEC 61400-25, IEC 61850, monitoring

Friday, September 28, 2012

Performances of Photo Voltaic Systems (PV) in
Germany

Did you know that on May 25, 2012, 179 GWh electric power have been
provided by PV systems?

You can view at any time the total output of all PV plants in Germany
installed up to the specified cutoff date. The animated graphics
demonstrate the role already played by photo voltaic systems in
generating electricity in Germany today, and show that PV systems also
contribute to reducing the high cost of midday peak demand.

Link to current and historical performance of Photo Voltaic Systems (PV)
in Germany provided by SMA

Note that SMA is supporting the application of IEC 61850 for managing
PV systems.

Posted by Karlheinz Schwarz at 9:01 PM No comments: [t

Labels: IEC 61850, photo voltaic, PV, SMA

Wednesday, September 26, 2012
Mainova baut Anlage fur Strom-zu-Gas-Technologie

“Die Mainova AG (Frankfurt) baut Pilotanlage zur Energiespeicherung!
Frankfurt wird Modellstadt flir die Power-to-Gas-Technologie: Die

http://blog.iec61850.com/[02.10.2012 07:18:26]
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News on IEC 61850 and related Standards

Mainova AG wird die bundesweit erste Demonstrationsanlage bauen und
betreiben, mit deren Hilfe Strom aus Wind und Sonne in Wasserstoff
umgewandelt und in ein kommunales Gasnetz eingespeist wird.

Die Anlage wird am Mainova-Heizwerk in der Schielestral3e errichtet und
soll Ende 2013 in Betrieb gehen. Sie wird pro Stunde rund 60
Kubikmeter Wasserstoff erzeugen und so in einer Stunde 3000
Kubikmeter mit Wasserstoff angereichertes Erdgas in das Frankfurter
Verteilnetz einspeisen ... die Strom zu Gas-Technologie wird fir
Versorgungsunternehmen aller GréBenordnungen interessant werden”.

Download die Pressemitteilung vom 25.09.2012.

Damit (und mit weiteren Anlagen in der Planung) wird der
vielversprechende Ansatz, Strom in Form von Gas zu speichern, ein
gutes Stlick vorangetrieben!

Posted by Karlheinz Schwarz at 10:44 PM No comments: [-a]

Labels: power-to-gas, storage, Strom-zu-Gas

Open Position: IEC 61850 and TUV SUD expand into
the North American Market

TUV SUD is a well known authority in the testing of IEC 61850 IEDs
with regard to IEC 61850 Conformance Tests, Functional Tests, Security
Tests, and Safety Tests. They have been accredited from the UCAIUG as
an IEC 61850 test lab.

TUV SUD is currently expanding its service portfolio in the field of
embedded systems, focusing on safety and security in the certification
of machinery and installation control systems as well as networked
embedded systems. In this context we focus on the following sectors:
the energy industry (e.g. smart grid, smart meters and
conformity/interoperability of communication networks and systems for
distributed energy resources in accordance with 1EC 61850), factory
automation, chemical, oil and gas industry and rail (advanced security
aspects).

TOV SUD is offering a new position for a Project Engineer for their
Industrial IT Security and Smart Metering services in the USA.

Please check the full description of the position.

Posted by Karlheinz Schwarz at 11:50 AM No comments: [;.]

Labels: conformance, conformance test, IEC 61850, interoperability, interoperability
tests, test lab, TUV SUD

Tuesday, September 25, 2012

IEC 61850 in the U.S. — many Open Positions

An increasing number of open positions in the U.S. that require IEC
61850, one way or the other, are reported by www.simplyhired.com:

Check a list of 55 (as per 2012-09-25) descriptions posted during the
last 30 days.

This is two times more than those that require knowledge in DNP3 (as
per 2012-09-25).

Many of the positions require experience in SCADA systems. This is an
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News on IEC 61850 and related Standards

indication that IEC 61850 will be used more and more beyond protection
and control systems in substations.

More to come.

Posted by Karlheinz Schwarz at 6:40 AM No comments: G

Labels: DNP3, IEC 61850, Job, Open Positions, USA

MMS (ISO 9506) available for Download

The 2003 version of ISO 9506 (MMS, part 1 and 2) is available for
download:

Download ISO 9506-1 (Services)
Download ISO 9506-2 (Protocol)
Need help in MMS, IEC 61850, IEC 61400-25, ... contact us.

Posted by Karlheinz Schwarz at 5:20 AM No comments: [

Labels: download, IEC 61850-8-1, iso 9506, MMS

Saturday, September 22, 2012

IEC 61850 at the Remote Conference in Denver
(September 18-19, 2012)

IEC 61850 was one of the highlights at the 2012 Remote Conference
and Exhibition in Denver (CO) on September 18-19, 2012.

NettedAutomation conducted a Seminar on IEC 61850 and IEC 61400-
25 and presented solutions for a short-time-to-market development.

Dan Nordell (a long-term utility expert and UCA expert from day one)
explained to many experts that came by at the booth, what the benefits
of the standards are:

The many discussions during the seminar and at the booth reviled the
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News on IEC 61850 and related Standards

growing interest in IEC 61850 and IEC 61400-25 in the USA. Several
vendors of RTU and SCADA solutions, and utility experts reported that
they are in the process of making decisions on how to get standard to
implement or apply conformant solutions implemented in the near
future.

Many open positions in the USA are requesting — one or the other way
- knowledge with regard to IEC 61850.

How are you planning to get the needed knowledge on IEC 61850, IEC
61400-25 and MMS (ISO 9506)? Contact NettedAutomation to get the
right support.

Posted by Karlheinz Schwarz at 7:44 PM No comments: [;.4]

Labels: hands-on Training, IEC 61400-25, IEC 61850, open position, seminar, Smart
Grid, source code, Training

Cyber Security issues for the Energy Systems

The U.S. Rice University has published a report on cyber security issues
for the U.S. energy systems. This report repeats saying that the
industry needs to do something - guess that is very true.

Here is the report on Cyber Security.

Posted by Karlheinz Schwarz at 8:05 AM No comments: [;.4]

Labels: energy supply, power systems, security

New publications of IEC TC 57 on IEC 61850, CIM and
Security

IEC TC 57 has published several documents:

IEC 62351-5 TS Ed.2 approved as TS:
Data and communications security — Part 5: Security for IEC 60870-5
and derivatives

IEC 61850-90-7 TR Ed.1 approved as TR:
IEC 61850 object models for photovoltaic, storage and other DER
inverters

Here you can find information abut the content of IEC 61850-90-7.

IEC 61970-301 Ed.5 out for CDV ballot until 2013-01-04:
Common Information Model (CIM) base

Draft IEC TR 61850-90-2 out for comments by 2013-01-04:
Use of IEC 61850 for the communication between substations and
control centres

IEC 61850-10 Ed.2 out for FDIS ballot until 2012-11-23:
Part 10: Conformance testing

Posted by Karlheinz Schwarz at 7:48 AM No comments: [

Labels: CIM, IEC 61850, IEC 62351, PV, security

Monday, September 17, 2012
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News on IEC 61850 and related Standards

TUV SUD ladt zur zweiten IEC61850-Laborbegehung
ein

TUV SUD l&dt zur zweiten IEC61850-Laborbegehung ein (Anmeldung bis
Mittwoch, 12:00 Uhr mdglich):

Interesse? Bitte kontaktieren Sie Frau Ana Dominguez

TUV SUD AG

Embedded Systems (V-INM)
Barthstr. 16

80339 Minchen / Munich

Phone: +49 89 5791 2195 (Munich)

mailto: ana.dominguez@tuev-sued.de
http://www.tuev-sued.de/embedded

Posted by Karlheinz Schwarz at 9:16 PM No comments: [;.4]

Saturday, September 15, 2012

NettedAutomations IEC 61850 Training Modules and
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News on IEC 61850 and related Standards

Experience

Please find a comprehensive description of training services provided by
NettedAutomation including a list of training sessions (past events) and
modules of training topics:

Training on IEC 61850 offered by NettedAutomation [pdf, 2.6 MB].

In addition to the theory of the standards it is the huge experience
collected during 10 years of comprehensive training that makes the
courses unparalleled.

The next public training is scheduled for Frankfurt (Germany) on
October, 17-19, 2012

I hope to see several utility experts there, see ENTSO-E statement on

IEC 61850 and their complaint about the situation in High Voltage
substations. Seats and a discount fee are available.

Posted by Karlheinz Schwarz at 6:40 AM No comments: [;.4]

Labels: Edition 1, Edition 2, education, ENTSO-E, hands-on Training, IEC 61850,
Training

SystemCorp IEC 61850 Stack/API1 — Questions and
Answers

SystemCorp has published a lot details on their website. Several often
asked questions have been answered in Application Notes.

The recent notes deal with GOOSE performance, Update call at
server side to provide multiple values (e.g., stVal, g, t) in ONE call,
and Ethernet raw package driver.

The Application notes can be found here:
https://www.systemcorp.com.au/support.html

Posted by Karlheinz Schwarz at 6:16 AM No comments: [.4]

Labels: API, application programming, GOOSE, IEC 61850, SystemCorp
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News on IEC 61850 and related Standards

News on IEC 61850 and related Standards

IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, DNP3, IEC 62351 (Security), ...

Thursday, September 13, 2012

ENTSO-E statement on the IEC61850 standard

ENTSO-E representing 41 TSOs from 34 European countries has
published earlier in 2012 a statement on IEC 61850 for the application
in European Transmission Systems. The statement criticizes that the
level of interoperability expected by the utilities has not yet been
implemented by the vendors.

This is also my personal experience speaking to hundreds of utility
experts all over. What happened? How can it be overcome?

The main reason for some challenges in getting a higher degree of
interoperability is that the same utilities (from the 41 in ENTSO-E) that
are now complaining DID NOT get enough involved in the
standardization process AND NOT in the process of implementation and
first pilot tests. The feedback (needed in such comprehensive standards)
was very weak.

I was personally seriously impacted by the changes in the utility
industry some 10 years ago: The industry has funded my (and other
peoples) involvement in the standardization work until 2002 - to help to
make sure that the utilities’ requirements got implemented in the
standards!! For the next 10 (crucial!) years after 2002 almost NO
UTILITY expert showed up or was seriously involved. The vendors were
finishing the standards without the “control” of the utility industry. AND:
The first implementations and projects were not really watched and
commented by the utility experts. The vendors still are preferably
implementing turn-key substations often WITHOUT utility experts
involved! Utility people usually have very little understanding what IEC
61850 means.

On one side it is unfair to not really showing up and not getting
sufficiently involved in the process for the last 10 years and then -
when some minor issues are still not solved - complain that the
TSO’s requirements have not been fully met! Several experts have
tried some 10 years ago to convince several CEOs of big utilities to
continue funding the standardization work! We did not have any chance!

By the way - the good sign is now that the ENTSO-E TSOs WOKE UP!
Hope that they will get back to become again a serious partner in the
international standardization and in the implementation and application
of the standards.

Download the ENTSO-E statement on IEC 61850

In the meantime many other domain have decided to use IEC 61850 -
in most cases the interoperability at a very high degree is reached in
these applications.

All market stake-holders are invited to get involved - some may first
need to get some education to understand that IEC 61850 is more than
just another protocol.

The statement refers to EPRI’s UCA development that has cost
some 50.000.000 USD !! Where are the European utilities that are
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News on IEC 61850 and related Standards

willing to spend a reasonable amount of Euros to get the remaining
requirements of the TSO implemented in the years to come?!

I look forward to receiving many enquiries for training courses from
European TSOs in the years to come ;-)

I have trained many utilities all over to help them to understand the
standards, products, tools, and the vendors ... often utility experts have

NO clue what this is all about!
Posted by Karlheinz Schwarz at 12:39 AM No comments: [

Labels: ENTSO-E, IEC 61850, implementation, interoperability, interoperability tests,
standards, utilities

Wednesday, September 12, 2012

IEEE Award for Paper on Standards-based Smart Grid
Automation

A paper co-written by Academic researchers and Power Industry experts
has won the Andrew P. Sage Award for Best Paper in the IEEE
Transactions on Systems, Man and Cybernetics, Part C:
Applications and Reviews for 2012. The paper was nominated by
Editor in Chief, Professor Vlad Marik.

“Distributed Power System Automation with I1EC 61850, IEC
61499, and Intelligent Control” by Neil Higgins, Prof. Valeriy Vyatkin,
Prof. Nirmal-Kumar C Nair and Karlheinz Schwarz fuses ideas from two
distinct areas, Industrial Control and Power System Automation. It
describes how synergies between two emerging Standards, IEC 61499
Function Blocks and IEC 61850 Communication Networks and Systems
for Power Utility Automation, can be leveraged to create powerful and
robust SmartGrid automation schemes.

IEC 61499 promotes portability, interoperability and configurability
aspects of control systems, adding an object-oriented flavour to
precursors like IEC 61131. The second edition of IEC 61499 due for
release in late 2012 builds on experiences in the development and
application of complying products and systems since publication of the
Standard in 2005.

Read the full news release.

Read the paper awarded [1 MB].
Posted by Karlheinz Schwarz at 2:02 AM No comments: [

Labels: distribution automation, IEC 61131-3, IEC 61499, IEC 61850, Smart Grid,
smart people, smart solution

Monday, September 10, 2012

Third training of the TUV SUD Training Tour in Taipei
a big Success

The third two day training on IEC 61850 in Taipei (Taiwan) was
attended by 45+ experts. The discussions during the seminar on
Monday (2012-09-10) showed that there are already several companies
implementing IEC 61850 - more to come in the near future.

Opening address from Mr Bill Lin (Managing Director, TUV SUD Taiwan):
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News on IEC 61850 and related Standards

Introduction by Professor S. L. Chen ... a promoter of IEC 61850 who
looks very happy to have this event here in Taipei:

Dr. Striibbe (TUV SUD Munich/Germany) reports about global activities
on Smart Grid and how TUV SUD is prepared to increase Certainty and
add Value in the area of testing: conformance, security, functions,

safety:

Most of the attendees ...
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News on IEC 61850 and related Standards

... listening to Karlheinz Schwarz:

Taiwan has nice people and a gorges coast line (Yehliu Geopark in the
north):

http://blog.iec61850.com/search?updated-max=2012-09-15T06:16:00-07:00&max-results=18[02.10.2012 07:19:27]


http://lh5.ggpht.com/-1EYA3_M46ns/UE5D4dhVLRI/AAAAAAAAAys/9eJ1NfzkcS0/s1600-h/IMG_9072_bearbeitet-1%25255B4%25255D.jpg
http://lh4.ggpht.com/-_svpuQIlsxk/UE5mX1DKQ3I/AAAAAAAAAzM/L6pyusSH-f0/s1600-h/image%25255B3%25255D.png
http://lh6.ggpht.com/-NW2sYhXoV7o/UE5D6RhiHlI/AAAAAAAAAyA/LBMPu3XEeK0/s1600-h/IMG_8885_bearbeitet-1%25255B3%25255D.jpg

News on IEC 61850 and related Standards

The meetings with two well known companies in Taipei on Friday last
week show that there is a huge interest in IEC 61850 in Taiwan and
globally.

Posted by Karlheinz Schwarz at 12:48 PM No comments: [5.4]

Labels: IEC 61400-25, IEC 61850, seminar, Taiwan, Training, TUV SUD

Saturday, September 8, 2012

Nice 5 minute video on IEC 61850 benefits from ABB
on YouTube

A fully automated distribution system can make the power grid much
more reliable. The IEC 61850 standard can help us get there by
overcoming the key hurdle of interoperability. This video provides three
ways IEC 61850 is equipping utilities with the means to increase
reliability and lower costs in distribution systems. Learn about these
benefits and how IEC 61850 simplifies communication, data naming, IED
configuration, and the engineering process.

View video on IEC 61850 from ABB.

Posted by Karlheinz Schwarz at 11:08 PM No comments: [;4]

Labels: ABB, configuration, GOOSE, IEC 61850, MMS, sampled value, SCL, video

Another Successful IEC 61850 Training — Beijing

The second two day training on IEC 61850 in Beijing (China) was
attended by some 30 experts from China. The interest was great ... the
room size quite limited:

Opening address from Mr Wencai Zhu (Vice President, TUV SUD,
Beijing):

Dr. Striibbe (TUV SUD, Munich/Germany):
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News on IEC 61850 and related Standards

Attendees listen vey carefully:

Karlheinz Schwarz pointed out that IEC 61850 is not complex - but very
comprehensive! The standard series defines a couple of thousand terms
like MMXU, PDIS, Pos, STMP.Tmp, ...

It is this sheer unlimited number of terms that looks like a complex
standard - it is a huge language that defines a lot of nouns and verbs
(like read, report, control, retrieve self-description, ... lower tap position,
record disturbance data).

Students learned the basics of IEC 61850 and how to get their devices
speak IEC 61850 and IEC 61400-25 using of the shelf stack/API
software from SystemCorp.

The third training session is to start in Taipei (Taiwan) tomorrow —
September 10, 2012.

Posted by Karlheinz Schwarz at 9:41 PM No comments: [;.4]

Labels: conformance test, IEC 61850, interoperability tests, seminar, test lab,
testing, Training, TUV SUD
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News on IEC 61850 and related Standards

Successful 1IEC 61850 Training in Seoul (South Korea)

The two day training on IEC 61850 in Seoul (South Korea) was attended
by some 60 experts from South Korea and the Philippines — a big
success:

Entrance at the KTL building:

Auditorium:

Discussing (very good) questions:

The training was well received. The questions and discussions indicate
that the industry is now in the process of implementing and using the
new technology IEC 61850 and IEC 61400-25.

TUV SUD (one of the organizing companies) focused on the
interoperability tests and functional tests of devices like PV inverter. TUV
SUD offers services to test IEC 61850 conformity, PV inverter functions
defined in part IEC 61850-90-7, security, and EMC/EMI requirements.
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News on IEC 61850 and related Standards
One Test Lab - for many requirements.

Posted by Karlheinz Schwarz at 9:20 PM No comments: [:.4]

Labels: conformance, conformance test, IEC 61400-25, IEC 61850, interoperability,
Korea, photo voltaic, seminar, Training

IEC 61850 at 17. Kasseler Symposium Energie-
Systemtechnik

The 17. Kasseler Symposium Energie-Systemtechnik will be held in
Kassel (Germany) on 11.-12. October 2012. One of the various issue is
the information and communication technology and the extended
focus on electricity, gas and heating systems that are understood to
form “Hybrid Grids”.

IEC 61850 will be discussed in the presentation “Standardisierte
Anbindung von Anlagen nach IEC 61850” (Standardized connection of
plants according to IEC 61850) by Martin Winter, SIEMENS AG.

The complete Program (German and English) can be downloaded.

Online registration.

I look forward to meeting you there. Want to discuss any IEC 61850,
IEC 61400-25 or IEC 60870-5-104 related issue, let me know please.

Posted by Karlheinz Schwarz at 7:32 PM No comments: [t

Labels: energy supply, gas, heat, Hybrid Grid, IEC 61400-25, IEC 61850, Siemens,
Smart Grid

REpower offers Wind Turbines with IEC 61400-25

REpower offers a standardized IEC 61400-25 server with the REguard B
IEC 61400-25. This is available for all new turbines - retrofit for
REcontrol B is possible.

This interface is based on the international standard for wind power
plants, IEC 61400-25. As one of the first wind turbine manufacturers,
REpower has included this standard in its SCADA solutions. From the
very beginning, they put all their experience into developing a standard
that unites wind farms all across the world. Our aim is to one day
achieve smooth worldwide communication among wind power plants and
modules.

Interface B IEC 61400-25 comprises all features of the SCADA interface
family — and more. Apart from delivering alarm messages, second
values, 10-minute averages, status codes and operational data, this
interface also enables wind turbine operation (starting, stopping,
resetting). In addition, individual wind power plants, the power
management unit and the wind measurement station can be accessed,
controlled and monitored.

Download more details on IEC 61400-25 from REpower.

Posted by Karlheinz Schwarz at 3:58 PM No comments: [;.4]

Labels: IEC 61400-25, REpower, SCADA

Friday, August 31, 2012
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News on IEC 61850 and related Standards

Details of Inverter-based DER Devices Modelled in
IEC 61850-90-7

Functions and Information Exchanges for Inverter-based DER Devices
are modeled in IEC 61850-90-7. What does this document provide? A
lot of useful models for real functions needed (today and in the near
future) in power distribution systems with massive renewable power fed
into the grid. The main models can be found in a document published
the other day (see link below).

You can find many functions described and modeled in IEC 61850-90-7,
e.g., frequency-watt mode:

This frequency-watt mode addresses the issue that high frequency often
is a sign of too much power in the grid, and vice versa. These extreme
deviations from nominal frequency can cause grid instability, particularly
if they cause significant amounts of generating equipment to trip off-
line.

One method for countering this over-power problem is to reduce power
in response to rising frequency (and vice versa if storage is available).
Adding hysteresis provides additional flexibility for determining the
active power as frequency returns toward nominal.

The IEC 61850-90-7 has been written to meet crucial needs in the
power delivery system. This document has to be seen in conjunction
with other standards as depicted in the UML diagram below:
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The electrical measurements like voltage, current and frequency are
defined in IEC 61850-7-4 Ed2.

Note that the conversion of almost all models into UML (Enterprise
Architect) will be completed soon. The huge model will be used to
maintain the models in future. This is a crucial step toward tool based
standardization.

Download the models based on IEC 61850-90-7 [pdf, 1.1 MB]

Posted by Karlheinz Schwarz at 11:17 PM No comments: [

Labels: IEC 61850, IEC 61850 edition 2, IEc 61850-7-4 Ed2, IEC 61850-90-7,
inverter, power management, reactive power control, renewables

Vulnerability in the RuggedCom Rugged Operating
System (ROS) — Bulletin from RuggedCom

RuggedCom has posted today (2012-08-31) some important information
about the RuggedCom Private Key Vulnerabilities for HTTPS/SSL and
SSH.

On that page you find crucial information about affected products,
descriptions of the Vulnerabilities, fixes, and recommendations.

As this Vulnerabilities shows there is a need for an increasing
awareness of security issues - and a need for more resources: to
develop, implement and apply security measures — and education.

When did you talk last time with your management about making your
system or IED more secure? Maybe it's time to talk to them again ...
and again ... and again.

Do you know the most secure protocol? No? It is the protocol that
never was developed, implemented, or in use. ;-)
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"

I am kidding. Sure. The Internet was originally invented for “wide-open
communications. This is long-time ago. Today it could be assumed that
many new application domains will use the “Internet Technology” to
build the x-Webs (Energy-Web, Power-Web, Smart Grid Web, ...).

Be serious on security! Please!

Access the RuggedCom Security Updates.

Posted by Karlheinz Schwarz at 8:50 AM No comments: [;.4]

Labels: IEC 61850, RuggedCom, security, vulnerability

C# Server and Client Application Source Code for IEC
61850 DLL

NettedAutomation has updated the C# Client AND SERVER application
(GUI) of the IEC 61850 Evaluation Kit (DLL). You can use the
SystemCorp DLL (dated back to 2010) from the evaluation package
downloaded from the above NettedAutomation link. If you have installed
the IEC 61850 DLL before March 2012 it will not run anymore on your
PC (it runs for 6 just months). In that case you can install it on a
different machine - maybe you have a new PC anyway since you tested
the DLL.

The C# application source code and executable code as well as
documentation and the appropriate SCL files for the client and the
server are provided via the link below.

The new Server GUI supports manipulating values in the server
application, e.g., the temperature and setting for temperature alarms at
the server:

The client application allows to see results from polling and Reports:
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You may just use another browser (e.g., the Omicron IEDScout) to
connect to the server and retrieve the model and the values:

Download the complete C# application examples for the IEC 61850 DLL
[zipped file, 1 MB].

Details on downloading the DLL evaluation package could be found
here.
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Posted by Karlheinz Schwarz at 8:24 AM No comments: [;.4]

Labels: .Net, API, application programming, applications, C#, dot Net, IEC 61850,
source code, stack, SystemCorp

IEC 61850 for SCADA! — Are you looking for a new
Job?

Are you highly-motivated to use your IEC 61850 skills; like challenges;
are you collaborative; is this what you are looking for? Read on...

Southern California Edison is “looking for highly motivated individuals
who enjoy the challenge of working on key industry changing projects.
They need your good ideas and your contributions to remain a leader in
this industry. ... This position will report to the Power System Controls
(PSC) SCADA Maintenance group. The successful candidate will work
with the Centralized Remedial Action Scheme (CRAS) project team and
the suppliers on the implementation of the system, learning the tools
and processes required for the maintenance of the Central Controller
systems.”

A crucial requirement is the experience of IEC 61850, DNP, and ICCP
(Inter-Control Center Communications protocols).

Check the complete Job description.

Posted by Karlheinz Schwarz at 6:31 AM No comments: G

Labels: DNP3, ICCP, IEC 61850, Job, open position, SCADA, TASE.2, TASE.2 ICCP

Libraries — New License Policy for IEC 61850 Stack
and API from SystemCorp

SystemCORP Embedded Technology Pty Ltd (Bentley WA 6102
Australia) offers a very modern and brand-new license policy for
precompiled Libraries (Windows and Linux) for IEC 61850 Source
code for their Stack and API effective August 2012 meeting the market
demands.

The prices depend on the number of signals implemented: 1-100, 101-
500, 501-1500, 1501-5000, 5000+

There are two options to chose from:

1. End User Server/Client (Windows and Linux); based on quantities
2. Re distributable Server/Client (Windows and Linux); royalty free
with application

They offer the following services:

Built in Server & Client Function (based on ICD/CID configuration file)
Reporting (buffered and unbufferd)
MMS Services
GOOSE Publisher (Server) and Subscriber (Client)
Logging (Custom XML file format)(**)
Application Programming Interface (API) manual published on
http://www.systemcorp.com.au/PIS10API/index.html

In addition to the new pricing it is also crucial to understand that the
package comes with a build-in API that can be used by the application
software immediately.
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Most of the needed definitions in edition 2 of the core documents (7-2,
7-3, 7-4, 8-1 and 6) have been implemented. Most Object models
(LN, DO) of other standards like IEC 61400-25-2 (Wind Turbines)
can easily be implemented using the corresponding models in the CID
file.

Contact SystemCorp by email for a quote.

Note also the new prices for the IEC 61850 source code.

Posted by Karlheinz Schwarz at 2:31 AM No comments: [;.4]

stack, Windows

Tuesday, August 28, 2012

Tissue Database for IEC 62439-3 PRP and HSR

Please not that the tissue database for the following standards is open
for posting technical issues (tissues):

PRP (Parallel Redundancy Protocol) is a data communication network
standardized by the International Electrotechnical Commission, Geneva,
as IEC 62439-3 Clause 4

HSR (High-availability Seamless Redundancy) is a data communication
network standardized by the International Electrotechnical Commission,
Geneva, as IEC 62439-3 Clause 5

Access for the tissue database.

Posted by Karlheinz Schwarz at 5:42 AM No comments: [;.4]

Labels: HSR, IEC 61850-90-4, iec 62439, PRP, redundancy, tissue process, tissues

BDEW Whitepaper on Security in Power Systems
The well-accepted dual-language BDEW Whitepaper

- Requirements for Secure Control and Telecommunication Systems
- Anforderungen an sichere Steuerungs- und
Telekommunikationssysteme

is now available at a new link:

Download Security Whitepaper [pdf].

Posted by Karlheinz Schwarz at 1:09 AM No comments: (o8]

Labels: IED, Power Automation, power systems, security

Monday, August 27, 2012

USE61400-25 Users Group at LinkedlIn

The USE61400-25 user group’s main objective is to ease the use of IEC
61400-25 and support users implementing the standard within the wind
power industry:

There has a new group on IEC 61400-25 been created at LinkedIn
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Note that IEC 61400-25 is build on IEC 61850. The crucial parts of IEC
61850, e.g., IEC 61850-7-2, -7-3, -7-4, -6, and -8-1 and various
communication stacks and APIs can be re-used for most of the
applications of wind power applications.

There is some crucial work going on to coordinate the future revision of
IEC 61400-25 with IEC 61850.

IEC 61400-25 is also a topic on the training courses conducted at the
Remote Conference in Denver (CO) on September 18/19, 2012 and in
Frankfurt/M (Germany) on October 17-19, 2012:

More details on the IEC 61850/61400-25 training sessions.

NettedAutomation has also a booth the Remote Conference and
Exhibition (booth #45) showing several software and hardware solutions
for IEc 61850 and IEC 61400-25 (stack software, API, gateway between
DNP3/Modbus/IEC60870-5-104 and IEC 61850, other embedded
controller).

Posted by Karlheinz Schwarz at 2:00 PM No comments: [

USE61400-25, Users Group

TUV SUD Conformance Test Lab for IEC 61850
accredited

TUV SUD (Munich, Germany) has been authorized on August 24, 2012
to perform IEC 61850 Conformance Testing (for servers) in accordance
with the Users Group Quality Assurance Testing Program Procedures.
TUV SUD is a third party test lab that offers Level A tests.

Congratulation!

TOV sSUD

Barthstrasse 16

80339 Minchen / Munich

Mr. Peter Phisterer
+49-(0)89-5791-3372
mailto:Peter.Phisterer@tuev-sued.de

It could be expected that this new test lab will speed up the tests for
IEDs with IEC 61850 server functionalities — and it is likely that the
total cost for a certificate will be lower than before.

The first tests run have already helped to improve the quality of
products.
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Posted by Karlheinz Schwarz at 2:20 AM No comments: [;.4]

Thursday, August 23, 2012

New Source Code License Policy for IEC 61850 Stack
and API from SystemCorp

SystemCORP Embedded Technology Pty Ltd (Bentley WA 6102
Australia) offers a brand-new license policy for IEC 61850 Source code
for their Stack and API effective August 2012 meeting the market
demands. The new policy is extremely suitable for manufacturers that
plan to implement IEC 61850 into more than one product.

They offer the following easy to understand options:

1. Portable Server AND Client IEC 61850 Stack and API Source
Code
License for one (1) product

2. Extension License for Portable Server AND Client Stack and API
Source Code License for an additional product

3. Unlimited Company Wide Portable Client AND Server IEC 61850
Stack and API Source Code License

4. Annual Service and Maintenance Contract

License fees stated under item 1, 2 and 3 are one off costs. No other
license fees or royalties for re-distribution of customer products apply.

In addition to the new pricing it is also crucial to understand that the
package comes with a build-in API that can be used by the application
software immediately.

Most of the needed definitions in edition 2 of the core documents (7-2,
7-3, 7-4, 8-1 and 6) have been implemented. Most Object models
(LN, DO) of other standards like 1EC 61400-25-2 (Wind Turbines)
can easily be implemented using the corresponding models in the CID
file.

Contact SystemCorp by email for a quote.
The IEC 61850 portable software stack and API comprises:

Server and Client Function using static CID configuration file with
inbuilt functions:

- Reporting (buffered and unbuffered)

- MMS Services

- GOOSE Publisher (Server) and Subscriber (Client)

- Sampled Values Publisher (Server)

- Logging (Custom XML file format)(*)

Pre-compiled libraries based on platform:

- Windows™ Library (dll) and/or

- Linux Ubuntu Library and/or

- Standard Linux library matching customer tool chain and kernel
definition for one embedded hardware platform(**)

Pre-compiled libraries are also available as stand-alone products
(without the need of the source code purchase).

Application Programming Interface (API) published on
http://www.systemcorp.com.au/PIS10API/index.html

- 2 x free SystemCORP ICD Designer

- 1 x free SystemCORP eNode Workbench(***) allowing customer for
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testing ICD/CID files and simulating simple server and client functions
Notes:

(*) Customer specific file formats on request. Engineering charges may
apply.

(**) Porting to non-standard Linux tool chains/kernels or propriety
software operating systems engineering charges might apply.

(***) Available from January 2013

Posted by Karlheinz Schwarz at 1:14 AM No comments: [

implementation, Linux, source code, stack
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News on IEC 61850 and related Standards

IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, DNP3, IEC 62351 (Security), ...

Thursday, August 23, 2012

Analysis of Indian Power Outage end of July 2012
published the other day

Guess you remember the biggest blackout that ever happened in India
end of July 2012 - leaving several 100 Million people without power for
some timel!

A first comprehensive report has been published:

REPORT OF THE ENQUIRY COMMITTEE
ON GRID DISTURBANCE
IN NORTHERN REGION

16th AUGUST 2012
NEW DELHI

What happened on the 30th and 31st of July? A lot!

The Substation Protection Automation systems, for example, all over
worked quite well. The report lists 100+ tripping events of protection
devices !! That means many lines were taken out of service in order to
protect the lines, switches, transformers, generators, ... Before a line is
damaged by overload, it is disconnected from the power flow - it
operates like a “smart” fuse. Indian people should be thankful that most
protection functions worked well.

My summary of the report is:

o Experts figured out that the power delivery systems in India are
very huge and very complex.

e Investments to maintain and operate these complex systems and
to keep them stable with the growing demand were far too low.

e A list of short, medium and long term actions are suggested to
prevent such events in the future.

One issue regarding communication is very interesting, the report states
that: “"The existing communication network should be maintained
properly. RTUs and communication equipments should have
uninterrupted power supply with proper battery back up so that
in case of total power failure, supervisory commands & control
channels do not fail.”

My personal experience in the early 1970s was that battery back up
systems are often badly maintained. I was responsible for a brand-
new centralized fire alarm system with 6,500 manual fire alarm
detectors. The control system crashed at least once a week. As a young
man (21) I could not accept that the manufacturer of that huge fire
protection system did not act properly to investigate what the problem
was; the customer was quite angry. I was too young to do my own
deep inside analysis of the problem. I didn’t even have the instruments
to do it. So, I quit my job and went back to school and university ...
and came back to the same company after 7 1/2 years (and father of
four kids). I started as an engineer in 1981 - in the area of
communication for process automation (IEEE 802.3 Ethernet, IEEE
802.4 Token Bus, MAP, Profibus, ... ).
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Later somebody reported to me what the cause of the problems of the
centralized system was: BADLY MAINTAINED Back-Up Power Supply
before it was installed! The batteries were stored in the basement for
one year — without anybody keeping an eye on it. The physical laws hit
back after the batteries were installed.

A system is as weak as its weakest link.

I guess the results of the investigation are not new. Many engineers
have warned all over all the time that more investment is needed to
keep the lights on.

Download the complete 70 page report [pdf, 830 KB].
Posted by Karlheinz Schwarz at 12:26 AM 1 comment: (e

Labels: maintenance, power outage, power systems, protection

Tuesday, August 21, 2012

Security Issue with RuggedCom Network Devices

The operating system (ROS) used in RuggedCom network devices has
(according to the ICS-CERT Operations Center) a problem with a private
key which may be used by an attacker.

A report states, that “the vulnerability can be used to decrypt SSL
traffic between an end user and a RuggedCom network device.”

Access the complete Report from ICS-Cert.
The other day I said:

It is HIGHLY recommended to ALL stakeholders in the energy
industry to keep an close eye on the security issues!!

I hope that more responsible managers will understand that
implementing the needed measures is crucial to meeting their
mission (not looking to comply with a standard or other
specification) — this costs money ... but it is a prerequisite for
running your business in the future!

Don’t expect that nothing will happen!

Experts, responsible for Substation Automation Systems that use
ROS based network devices, should keep an eye on the issue!

Posted by Karlheinz Schwarz at 7:18 AM No comments: G

Labels: RuggedCom, security, SSL, vulnerability

New Work Item Proposal — Mapping between
DLMS/COSEM (1EC 62056) data models and I1EC
61850 data models

It was just a matter of time before an official work item was suggested
to look into some kind of “co-operation” of information models
developed for metering data (DLMS/COSEM, IEC 62056) and power
system automation (IEC 61850).

Here is the proposal: IEC TC 57/1276/NP with the title:
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“Mapping between the DLMS/COSEM (IEC 62056) data models and the
IEC 61850 data models” » January (15)

The ballot closes 2012-11-23.
» 2011 (159)

Data derived from current and voltage and other sensors play an
important role in the electric delivery system: on all voltage levels and » 2010 (153)

all over!

» 2009 (162)
With more needs for monitoring and controlling the system, substation
automation functionality will be needed at any voltage level. It would
be an advantage if automation functions could tap information provided
by revenue meters.

» 2008 (82)

Contributors

A crucial objective is to find out and document which data objects can ichael Sch
be used from the revenue meter and how these data objects map [ichael Schwarz
into the IEC 61850 information model. [Briheinz Schwarz

This activity shows that IEC 61850 (originally positioned at medium and
high voltage substations) is a kind of a core technology for more and
more applications throughout the electric power delivery system. It has
the potential to uniquely bridge the gap between islands of
information found in systems providing electric power (utilities,
factories, power plants, ...).

Models like the TEC 61850 MMXU are universally applicable to any
voltage level of an A.C. electrical system.

Posted by Karlheinz Schwarz at 1:01 AM No comments: (o8]

Labels: Automation, DLMS/COSEM, IEC 61850, mapping, meter

Monday, August 20, 2012

IEC 61850 Course conducted by TUV SUD in Beijing
(China), 06.-07. September 2012

IEC 61850 /{iFill 2012 dt=

IEC 61850 : 91 A
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All details of the IEC 61850 training like program and pricing are
available for download.

Posted by Karlheinz Schwarz at 9:03 AM No comments: [;.4]

Labels: education, IEC 61850, seminar, Training

Wednesday, August 15, 2012

Functional Constraint CO “Control” missing in 1EC
61850-7-2 Edition 2
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News on IEC 61850 and related Standards

Somebody asked me today: “I did not find the CO Functional Constraint
among the Functional Constraint list in IEC61850-7-2{ed2.0}.pdf,
section 12.3.3.2 FunctionalConstraint (FC). Please advise what does it
represent?”

In IEC 61850-7-2 Ed1, IEC 61850-7-3 Ed1, and IEC 61850-8-1 Ed1 the
control model was described partly in 7-2, 7-3 and 8-1. Now we have
the complete control model defined in IEC 61850-7-2 Ed2 - without any
mapping issue! in IEC 61850-7-3 Ed2 we have defined for controllable
data objects (CDCs: SPC, DPC, ...) that the service is Control and the
payload is as defined in IEC 61850-7-2 Ed2.

CDC: SPC, DPC, INC, ENC, BSC, ISC, APC, BAC adds the control service
at the end of the CDCs for controllable data objects:

That is the reason why we have removed the FC=CO from IEC 61850-
7-3 Ed2 (and IEC 61850-7-2 Ed2).

The FC=CO is introduced in the mapping in IEC 61850-8-1 Ed2.

From an implementation point of view (in MMS terms) it is more or less
the same in Ed1 and Ed2 of the three parts. The description has
changed - it is cleaner now ... if you know where to find it ... I agree it's
a bit confusing ...

The Data Objects of CDC for settings like SPG, ING, ... are not using the
control services to set a value! These CDCs just support SetDataValues
(which is a write in MMS ...without the control state machines) and
other services:

Hope that helps to understand the (mainly editorial) changes in the
three parts 7-2 Ed2, 7-3 Ed2, and 8-1 Ed2.

Posted by Karlheinz Schwarz at 12:55 PM No comments: [

61850-7-3 Edition 2, IEc 61850-7-4 Ed2

Tuesday, August 14, 2012

TASE.2 fur den Prozessdatenaustausch zwischen
Leitzentralen der Gaswirtschaft

Die TASE.2 wird seit einigen Jahren flir den Prozessdatenaustausch
zwischen Leitzentralen der Gaswirtschaft eingesetzt. Im Februar 2012
hat die DVGW eine aktuelle Empfehlung zur Anwendung der TASE.2 in
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News on IEC 61850 and related Standards
der Gaswirtschaft herausgegeben.

Die Empfehlung der TASE.2 kann heruntergeladen werden [pdf

Deutsch].
A comprehensive etz-Report introduces into TASE.2.

Posted by Karlheinz Schwarz at 10:52 PM No comments: [;4]

Labels: gas, process control, SCADA, TASE.2, TASE.2 ICCP

Four additional IEC TC 57 Standards recommended
for inclusion into the SGIP Catalog of Standards

Four additional IEC TC 57 Standards have been recommended for
inclusion into the SGIP Catalog of Standards:

1. IEC 60870-6-503: Telecontrol protocols compatible with ISO
standards and ITU-T recommendations - TASE.2 Services and protocol

2. IEC 60870-6-702: Telecontrol protocols compatible with ISO
standards and ITU-T recommendations - Functional profile for providing
the TASE.2 application service in end systems

3. IEC 60870-6-802: Telecontrol equipment and systems - Part 6-802:
Telecontrol protocols compatible with ISO standards and ITU-T
recommendations - TASE.2 Object models

4. IEC/TR 61850-90-5: Communication networks and systems for power
utility automation - Part 90-5: Use of IEC 61850 to transmit
synchrophasor information according to IEEE C37.118

The IEC 60870-6 TASE.2 Series is also know as ICCP (Inter Control-
center Communication Protocol). It could be understood (to some
extent) as the predecessor of IEC 61850. According to the experts in
SGIP “This standard likely represents the greatest standards success
story in the industry.” Why? Because it is the first IEC TC 57 standard
that is applied all over in the communication between control centers of
the electrical power delivery system as well as in many other domains
like the gas delivery system.

A comprehensive Report introduces into TASE.2.

Comparison of IEC 60870-5-101/-103/-104, DNP3, and IEC 60870-6-
TASE.2 with IEC 61850

The German Gas Association DVGW recommends TASE.2 in a
requirement document published in February 2012. [pdf, German only]

Posted by Karlheinz Schwarz at 10:00 PM No comments: [-a]

Saturday, August 11, 2012

IEC 61850 Course conducted by TUV SUD in Seoul
(South Korea), 04.-05. September 2012

KTL (Korea Testing Laboratory) has prepared for the Smart Grid
businesses for many years. IEC 61850 has been the core technology in
Smart Grid, and KTL now is on progressing the international testing and
certification organization of IEC 61850. KTL would like to invite the best
experts of IEC 61850 over the world, and the training will be helpful for
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News on IEC 61850 and related Standards

the participants to develop new businesses and to find the best solution
in Smart Grid.

Day 1 - Sep 4th
Day 2 - Sep 5th

Korean Testing Laboratory

87, Digital 26-gil, Guro-gu, Seoul,
KOREA (152-718)

Further details of the IEC 61850 training like program and pricing are
available for download.

Posted by Karlheinz Schwarz at 6:05 AM No comments: [;.4]

seminar, Training

Thursday, August 9, 2012

IEC 61850 Course conducted by TUV SUD in Taipei
(Taiwan), 10.-11. September 2012

B R B & AR MIEREIRERE

An IEC 61850 Course will be conducted by TUV SUD in Taipei (Taiwan),
10.-11. September 2012.

Access complete IEC 61850 course description in Chinese.
Information on all three IEC 61850 courses in English.

= lvens il

EEEMENIRLAEREBIARM(EICT) MEHEBRESRE, THFER LZEBTA
BREMEEEET EAERHEENERESR, RNERFEEREe M EEE MRS
B 8BLEZEREESETEEER BREEEREEARMN M RE

#, TOV SUD Taiwan &1 BhEI 2 EGEH f 18 B A EARARRM B D R i B &

. IMREVEUCAEETUV SUDZSEERIIEC 61850/% MiEE Al ALK E ZEAIEHH
HIEREEE R, FR2012F9810-11 HEAS RER GZT OB “SEASPERSE
BRI HE FREIERERAZ ",

Posted by Karlheinz Schwarz at 6:09 AM No comments: [.4]

Labels: hands-on Training, IEC 61400-25, IEC 61850, IEC 62351, seminar, Training

Tuesday, August 7, 2012

IEC 61850-7-410 Edition 2 is out for ballot

IEC 61850-7-410 Edition 2:
Communication networks and systems for power utility automation -
Part 7-410: Basic communication structure - Hydroelectric power plants

Communication for monitoring and control
has been published for final ballot until 2012-10-05.
Changes in Edition 2 :

e Generic logical nodes in IEC 61850-7-410 Edition 1 that are not
specific to hydropower plants have been moved to IEC 61850-7-4
Edition 2.

« The definitions of logical nodes have been cleaned up.

e Most of the modeling examples and background information has
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News on IEC 61850 and related Standards

been moved to IEC/TR 61850-7-510 Edition 1 (see example
below).

 New general-purpose logical nodes that are not included in IEC
61850-7-4 Edition 2, have been defined.

IEC 61850-7-410 Edition 2 defines 46 Logical Node classes and several
hundred data objects:

LN Class Description

ACTM Control mode selection.
AJCL Joint control function, to balance total power from different soi
APSS PSS Control. Common information of a PSS function.

APST PSS 2A/B filter. Represents a filter according to IEEE 421.5-20
APSF PSS 4B filter. Represents a filter according to IEEE 421.5-2005
FHBT Heart beat function of a controlling device.
FSCH Scheduler. This LN represents a task scheduler
FXPS Functional priority status.

HBRG Turbine - generator shaft bearing.

HCOM Combinator (3D CAM or 2D CAM)

HDAM Hydropower dam.

HDFL Deflector control.

HDLS Dam leakage supervision.

HEBR Electrical brake.

HGPI Gate position indicator.

HGOV Governor control.

HGTE Dam gate.

HITG Intake gate.

HJCL Power plant joint control function.

HLKG Leakage supervision.

HLVL Water level indicator.

HMBR Mechanical brake for the generator shaft.
HNDL Needle control.

HNHD Net head data.

HOTP Dam overtopping protection.

HRES Water reservoir.

HSEQ Start / stop sequencer.

HSPD Speed monitoring.

HSST Surge shaft or surge tank.

HTGV Guide vanes (wicket gate).

HTRB Runner blades.

HTRK Trash rack,

HTUR Turbine.

HUNT Hydropower production unit.

HVLV Valve.

HWCL Water control function.

IFIR Generic fire detection and alarm function.
IHND Generic physical human - machine interface.
KHTR Heater.

PRTR Rotor protection.

RFBC Field breaker configuration.

SFLW Media flow supervision.
SLEV Media level supervision.
SPOS Device position supervision.
SPRS Media pressure supervision.

XFFL Field flashing.

Voltage regulation example from IEC TR 61850-7-510 Ed1:

http://blog.iec61850.com/search?updated-max=2012-08-23T01:14:00-07:00&max-results=18&start=18&by-date=false[02.10.2012 07:20:32]



News on IEC 61850 and related Standards

This figure shows the relation between an application function and the
IEC 61850 object models.

IEC TR 61850-7-510 Ed1 (86 pages) is a comprehensive guide “how to
use IEC 61850 for hydro power plants”.

Preview of IEC TR 61850-7-510 Ed1

Posted by Karlheinz Schwarz at 10:45 PM 1 comment: [

Labels: Edition 2, hydro power, IEC 61850, IEC 61850 edition 2, IEC 61850-7-410,
IEC 61850-7-510

Saturday, August 4, 2012

Could more intelligent computers have prevented the
ever biggest power outage in India?

Yes - and No! It all depends. Computers do what we want them to do.
They don’t get tired, work 24*7, are reliably doing their job. They do
what it has been told by a specific program and configuration. And
then there are a lot more crucial aspects to take into account.

What is needed are “intelligent actions to correct problems” in due time.
The intelligence may be implemented by “smart” humans or “smart”
computer programs. More important: Very crucial requirements for a
stable system are the various settings, build-in redundancies and
the various reserves (generators, lines, head-room in power flow,
transformers, ...). These requirements are specified by humans!
Depending on the level of risk responsible people are willing to accept,
these requirements may vary greatly from one utility to another.

Depending on the settings used, build-in redundancies and the amount
of the various reserves (generators, lines, transformers, ...) the total
system costs may be low, moderate or high! Reducing redundancies
makes the system less stable — in general. Reserves and redundancies
could be quite expensive.

Building a stable system is not problem in principle - it could be build if
you have “unlimited” resources. The question is more: What is the
maximum cost an utility is willing to spent to meet a certain risk level?
Risk analysis and the level of risk accepted are key - and how and
when the operators use the reserves. If an operator uses a reserve in
normal operation, he cannot use that reserve in a critical situation
again - you cannot eat the cake and have it.

The power delivery systems are very complex — most people do not
care what it means to plan, design, operate, maintain, extend, and use
such complex systems! Computers, high speed communication and
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even IEC 61850 are all just tools. Even a fool with a tool is a fool.
And: A fool with a tool can foul up a system much faster than a
fool without a tool.

The most crucial influence on power delivery systems is man-made!
During a seminar an electrical engineer told me that they had a lot of
serious discussions with the accountants and management on how
many transformers they were allowed to replace per year. They agreed
to replace two per year. Great! But: They utility had 300 (!)
transformers in operation. That means: It wiould take 150 years to
finish the replacement program! Unless ...

Any question?
Posted by Karlheinz Schwarz at 1:20 PM No comments: [;.4]

Labels: IEC 61850, power outage, reliable power delivery, Smart Grid, smart people,
smart solution

Thursday, August 2, 2012

IEC 61850 Edition 1, 2, or 3 and UML modeling?

Several parts of IEC 61850 have been improved through a maintenance
process for the recent years. New features have been added the recent
years. But what are the differences?

NettedAutomation has analyzed the differences between Edition 1 and 2
of various parts in detail. Many experts all over have asked for a
detailed analysis, presentation and discussion of the differences. The
result is a new comprehensive module of the seminars (covers one or
two days - depending on the needs). A few slides from the new module
are shown below.

One of the crucial issues is that a specific part Edition 1 has been
improved from day 1 of its publication by the tissue process. Additional
features have been added.

http://tissue.iec61850.com
As of today we have parts with the old title and tag “Edition" 1”, with

the new title and tag “Edition 1” and several parts with the new title
and tag “Edition 2":
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News on IEC 61850 and related Standards

A list of all published IEC 61850 parts can be found here.

As the slide exposes: There will never be an Edition 2 of the standard
series IEC 61850 ... some time down the road we will have parts tagged
Ed1l, Ed2, Ed3, Edx, ...

In addition to the maintenance process, WG 10 has (after some 14
years) converted the models in IEC 61850 to UML. The UML is intended
to serve as a development and maintenance tool in the future
standardization process. The following picture exposes the two
notations: table (left) and UML (right).

During the Editors” meeting in Ann Arbor (December 1998) we discussed
the use of UML before we published any information model !! It was a
long way from first “ideas” and today’s UML model - as you can see.
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News on IEC 61850 and related Standards

The various parts tagged Edition 2 and the new UML models are
presented and discussed during special training courses. The basics are
also covered in the public seminars.

Posted by Karlheinz Schwarz at 7:36 AM No comments: [;.4]

tissues, UML

Wednesday, August 1, 2012

Wind and Solar Power — Could have helped to prevent
the Indian Power Outage this week

It was questioned if wind and solar power could have been used as a
redundant power source in this weeks power outage in India. Yes it
could - indirectly.

Wind and Solar power could help to keep the water in the big reservoirs
in the mountains. Each MWh from wind turbines or PV systems would
keep the “redundant” hydro energy in the storage reservoirs. In case of
a shortage in the grid this “redundant” hydro power could be used to
stabilize the grid. Especially this year in India and north of India the
water levels in the dams are very low ... it would be a benefit not to
“burn” the available hydro energy during the day when you could use
the wind or solar power. There is one issue with not “burning” hydro
power: usually you are paid by the amount of energy you put into the
grid — not by keeping it for days or weeks. Making money and providing
reliable energy supply are two different aspects.

IEEE Spectrum: Lack of Rain a Leading Cause of Indian Grid Collapse

In Europe there is work going on, to use the (surplus) wind power in
northern Germany and pump water in the dams in Norway and use it as
a huge hydro power storage ... and there is another very interesting
storage possibility for wind and solar power: Wind Gas or Solar Gas!

What is that? Never heard about it?

http://blog.iec61850.com/2012/06/two-mw-wind-to-gas-converter-
build-for.html

I would highly appreciate if I could produce my own gas, store it and
use it in winter time (Sothern Germany).
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News on IEC 61850 and related Standards

It is just a little bit too expensive ... but the technology is available:

http://www.fronius.com/cps/rde/xchg/SID-7EA7CFA3-
6E3959B6/fronius_international/hs.xsl/83 18098 ENG_HTML.htm

These ideas and technologies will help to convert the electrical grid into
a Smart(er) Grid. Engineers have developed great solutions ... it is up to
the decision makers to let them do their job!

By the way, Smart Grids have been invented by smart engineers since
the 19t" century:

http://blog.iec61850.com/2012/03/smart-grids-19th-century-
invention.html

Posted by Karlheinz Schwarz at 10:55 PM No comments: [5.4]

Labels: hydrogen, India, power outage, storage, wind gas, wind power

IEC 61850 Asian Training Tour September 2012:
Seoul, Beijing, Taipei

TUV SUD (Germany), SystemCorp (Australia), and NettedAutomation
(Germany) are conducting three 2 days (MUST ATTEND) hands-on
training in IEC 61850 in Asia:

1. Seoul (organized by TUV SUD Korea, Korean Testing
Laboratory)

Day 1 - Sep 4th

Day 2 - Sep 5th

Details for Seoul seminar.

2. Beijing (TUV SUD China, China EPRI)
Day 1 - Sep 6th
Day 2 - Sep 7th

3. Taipei (TUV SUD Taiwan, ITRI, Metrologies)
Day 1 - Sep 10th

Day 2 - Sep 11th

Details for Taipei seminar.

This Training has been designed to provide all the knowledge required
to Get into the Market with a 61850 product. Theoretical aspects of IEC
61850 with a focus on Edition 2 of the Standard as well as cost/benefit
topics will be given during the first day. The second day will be focused
on the real implementation (software/hardware development aspects) of
the communication protocol. Finally the required steps to get a Device
conformant and certified according to the UCA Testing Procedure, will be
explained.

You will get all information needed to shorten project times by weeks
and months, guaranteeing a short "time to market".

Venues:

Korean Testing Laboratory 87, Digital 26-gil, Guro-gu, Seoul, KOREA
(152-718)

Beijing Landmark Tower Convention center, Plum Blossom Room 8
North Dongsanhuan Road, Chaoyang District, 100004 Beijing, China

GIS NTU Convention Center. Conference room: Lock Hall Address: B1F.,
No.85, Sec. 4, Roosevelt Rd., Zhongzheng Dist., Taipei City 100,
Taiwan R.O.C.
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News on IEC 61850 and related Standards

Download Program for IEC 61850 Asian Training Tour and further
information [800 KB, PDF].

Details for Seoul seminar.
Details for Taipei seminar.

Posted by Karlheinz Schwarz at 2:23 AM No comments: [;.4]

Labels: Edition 2, education, hands-on Training, IEC 61850, IEC 61850 edition 2,
seminar, Training

Tuesday, July 31, 2012

Power Outage in India for some 600,000,000 people

It is a national (better a global) tragedy what happened in India
yesterday and today! Some 600.000.000 people are out of power within
two days! ... and IEC 61850 would not have prevented such a power
outage. ;-)

Guess there are many reasons: technical, political, personal, ...

One technical (and social) issue is the theft of electric power along the
lines. It was reported today that “Losses in electricity transmission and
distribution are also among the world’s highest, 24 percent to 40
percent, because of inefficiencies and theft.”. When you see the
following pictures, you could understand why it is so easy to tap the
wires:

How many wires tap these lines? If the electric network would be
modeled with SCL (single line diagram) you could “see” it ... I am
kidding.

On the next photo (taken near Agra) you can see that the wires can
easily be taped (1.5 m above ground ...):
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News on IEC 61850 and related Standards

Some more (dump) meters would allow to figure out what amount of
energy is put into the grid and what amount is being paid ...

I hope that more people in charge understand that the electrical system
is very complex and that is requires improvements and maintenance all
time! A badly maintained system will hit back !! with power outages.
The bad side of this is that it costs a lot of money!!

Some people think that they could treat the electric power system like
their car or bike - they run them until they break ... maintenance often
does not make them more reliable. A broken car may block a lane at
the highway - a broken transformer may cause a cascading outage ...
leaving millions of people in the dark!

Electrical engineers should educate more people in order to help them
to understand what to do. But who is listening to an engineer? Hm!

I wish that the people living in India get power back very soon! And
people living all over that the electric power systems will be better
understood and treated.

Posted by Karlheinz Schwarz at 5:26 AM No comments: [;.4]

Labels: engineer, power outage, power systems

Sunday, July 29, 2012

Comparison of Message Exchange DLMS/COSEM, SML
and IEC 61850

The paper “Comparison of the Communication Protocols DLMS/COSEM,
SML and IEC 61850 for Smart Metering Applications” analyzes these
protocols ... especially to figure out the message lengths. The application
the authors have in mind is for metering application. Independent of the
application it is interesting what they figured out.
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The major result is summarized as “In this paper the most significant
qualitative features of a smart metering application layer protocol have
been identified. The comparison of DLMS/COSEM, SML, and IEC 61850
has shown that no single protocol is superior in all aspects. The analysis
and comparison of the message size has shown that DLMS and the MMS
IEC 61850 clearly outperform the rest. ...”

The message length of the protocols is one aspect. The more crucial
impact on the needed resources is determined by the system behavior:

e Is TLS used? TLS adds a lot of bytes ... especially for the hand-
shake for opening a secure connection. By the way, IEC 61850
has security measures: defined in IEC 62351-4. Encryption eats a
lot of the computing resources!

» Is cyclic sending of the payload supported issued by the server
(cyclic reports in IEC 61850 do not need a request message)?

* Frequency to exchange the metered values. How often are the
metered values read? Will the TCP connection closed/resumed
between two transmissions? In case of permanent TCP
connections, there may be more bandwidth consumed for TCP
keep-alive than for the payload.

The paper can be downloaded [PDF, 200 KB].

It is recommended to focus on the system - message encoding should
have a lower priority when building future power automation systems!

Posted by Karlheinz Schwarz at 10:59 PM 1 comment: [

Labels: DLMS/COSEM, IEC 61850, message encoding, MMS, SML

Thursday, July 26, 2012

Security for IEC 61850 Chip from Beck IPC

Can you make your IEC 61850 IED with the Beck IEC 61850 chip
secure? Yes! Here is the solution.

The Beck RTOS (Real-time operating system) supports:

e Secure Socket Layer - SSL

e Secure Shell - SSH

e IP Security Protokoll - IPsec/IKE
e OpenVPN

The free software "OpenVPN" as the solution for the installation of a
virtual private network (VPN) has gained more and more popularity
among its users. Easy installation and configuration of an OpenVPN-
tunnel, in comparison to the complicated configuration of the IPsec
eases access to this topic. The OpenVPN source code, registered under
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GNU General Public License (GPL) has been ported by Beck for the

IPC@CHIP® platform and is made available at our download centre for
implementation.

Software for SC143 ...

Download driver for OpenVPN for SC143

For other details contact Beck IPC.
Useful information can also be found at the Beck IPC Forum.

Posted by Karlheinz Schwarz at 6:25 AM No comments: [5.4]

Labels: IEC 61850, IEC 62351, IpSec, OpenVPN, security

Saturday, July 21, 2012

Download IEC 61850 Blog Content as single PDF
Document

For those readers of the blog that want to get the complete content as
a single pdf document, it is just a click away ... it contains the 656
posts from 2008 until 2012-07-21. Once you have downloaded the file
you can easily browse the content ... search ...

Click HERE to download all posts in one pdf [14.5 MB, 470+ pages DIN
A4]

Enjoy!

Posted by Karlheinz Schwarz at 3:29 AM No comments:  [5.4]

Labels: blog, download, IEC 61850
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Saturday, July 21, 2012

Abbreviations of the standard series IEC 61850

Some 550 updated Abbreviations of the standard series IEC 61850 (7-
1, 7-2,7-3, 7-4, 7-410, 7-420, ...) are listed in the following document:

The list contains all LN class names like MMXU and common data
classes like WYE ...

Download the list of Abbreviations of the standard series IEC 61850
pdf; 1.1 MB]

Posted by Karlheinz Schwarz at 3:05 AM No comments: G

Labels: abbreviations, IEC 61850, IEC 61850 edition 2

IEC 61850 for “Facility Smart Grid Information
Model”

The Draft BSR/ASHRAE/NEMA Standard 201P “Facility Smart Grid
Information Model” has been published for Public Review in July
2012.

The draft standard uses a good part from IEC 61850 models (IEC
61850-7-3, -7-3 and -7-420). The paper document has been derived
from a UML document.

The purpose of this standard is to define an abstract, object-oriented
information model to enable appliances and control systems in homes,
buildings, and industrial facilities to manage electrical loads and
generation sources in response to communication with a “smart”
electrical grid and to communicate information about those electrical
loads to utility and other electrical service providers.

The IEC 61850 community should have a look at this draft in order to
make sure that the models used form IEC 61850 are referenced - the
maintenance of the models in IEC TC 57 should automatically adopted
by the standard 201P in the future. This would allow to get a consistent
set of models.

Download the Draft BSR/ASHRAE/NEMA Standard 201P “Facility Smart

http://blog.iec61850.com/[21.07.2012 12:08:12]
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News on IEC 61850 and related Standards

Grid Information Model”[pdf; 3 MB; 600+ pages]

» March (12)
Posted by Karlheinz Schwarz at 1:24 AM No comments: [

» February (21)

Labels: BACnet, building automation, IEC 61850, IEC 61850-7-420, Information
Model » January (15)

» 2011 (159)

Friday, July 20, 2012 » 2010 (153)
List of all published Parts and Drafts of IEC 61850 » 2009 (162)
The series IEC 61850 comprises 21 parts (8 tagged Edition 2 and 13 » 2008 (82)

tagged Edition 1) and 20 draft parts (projects).

The list of the title and further information (like edition of each part) of Contributors
all 41 parts (standards and work under progress) can be downloaded:
michael Schwarz

&rlheinz Schwarz

Download table of all published parts of IEC 61850 and projects (drafts
pdf; 390 KB

Posted by Karlheinz Schwarz at 9:31 AM No comments: [;.4]

Labels: Edition 1, Edition 2, IEC 61850

List of almost all IEC 61850 Logical Nodes

A list of some 280 Logical Nodes from the following documents has
been posted (see below):

IEC 61850-7-4 Ed2
IEC 61850-7-410 Ed1
IEC 61850-7-420 Ed1
IEC 61400-25-2 Ed1

Download the list of the 280 Logical Nodes [pdf; 314 KB].

You can see if the LN is new, extended (few, several, many extensions)
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News on IEC 61850 and related Standards
or more or less unchanged.

You will find a lot of new LNs in IEC 61850-7-4 like the LGOS (GOOSE
Subscription). The LN LGOS is defined for the monitoring of GOOSE
messages:

Logical Node GOOSE Subscription LGOS:

DataObject Semantic

NdsCom Subscription needs commissioning
St Status of the subscription
SimSt Status showing that really Sim(ulation) messages

are received and accepted

LastStNum Last state number received

ConfRevNum [Expected configuration revision number Settings
GoCBRef Reference to the subscribed GOOSE control block

NettedAutomation offers a comprehensive training on the Migration from
the various Edition 2 parts of IEC 61850 that have been published so
far.

Posted by Karlheinz Schwarz at 8:56 AM No comments:  [5.4]

61850-7-410, IEC 61850-7-420, logical node

Thursday, July 19, 2012

IEC 61850 conformance certificates

The UCAIUG (international UCA users group) manages the certification
process for IEC 61850 conformance. With a guest login you can access
the test requirement documents, authorized test labs and lists of
conformance certificates.

The website shows 276 certificates for servers, 13 for clients, and 2 for
merging units.

Access list of certificates of IEC 61850 conformance tested devices and
other testing related documents.

Posted by Karlheinz Schwarz at 10:49 PM No comments: [

Labels: certificate, conformance test, IEC 61850, UCA

Tuesday, July 17, 2012

New IEC 61850 Test Lab - TUV SUD invites to opening
ceremony on July 23

TUV SUD reported that the preparations and accreditations for their IEC
61850 testing laboratory are now almost finalized and relocation to their
new premises in BarthstraBe 16 (Munich) has been completed.

Given this, they invite you to a laboratory demonstration on 23 July
2012 from 4 pm to give you the opportunity to look behind the scenes
and get in contact with you.

For the details of the laboratory demonstration please see the invitation
in English and German below:
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News on IEC 61850 and related Standards

Invitation for IEC 61850 Lab opening (English):

Einladung zur IEC 61850 Lab Erdffnung (Deutsch):
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News on IEC 61850 and related Standards

Karlheinz Schwarz (NettedAutomation) and Detlef Raddatz (SystemCorp)
look forward to seeing you there.

Posted by Karlheinz Schwarz at 3:34 AM No comments: [

Labels: conformance test, IEC 61850, Smart Grid, testing

Saturday, July 14, 2012

IEC 61850 in Italy - SMA offers IEC 61850 Piggy-Back
for PV Inverters

As you may have heard, IEC 61850 is a crucial standard for PV
inverters in Italy. All requirements of the Italian CEI 0-21 standard (use
of IEC 61850 is recommended - expected to be mandatory soon) will
be required for new plants as of July 01, 2012.

Even for plants up to 6 kW it is required to provide an interface to the
network operator!

SMA has reacted on the requirements for Italian customers ... including
a “... Piggy-back that will be able to receive the IEC-61850 commands
to implement remote shutdown and narrow the frequency limits of the
inverter.”

Read the SMA Customer information on these requirements including
IEC 61850 in English / German.

Posted by Karlheinz Schwarz at 12:55 AM No comments: [

Labels: IEC 61850, IEC 61850-90-7, inverter, Italy, PV, Wechselrichter

Wednesday, July 11, 2012

SGIP will migrate to SGIP 2.0 in January 2013
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News on IEC 61850 and related Standards

The Smart Grid Interoperability Panel (SGIP) will transition from a
public-private partnership to a self-financed, legal entity that retains a
working partnership with government early 2013.

Since the formation of the SGIP in 2009, the activity of the SGIP by
NIST personnel and member volunteers has been supported and
enabled by the work of a Program Administrator that has been fully
funded by NIST in the approximate amount of $5 to 7 million per year;
a significant portion of those funds came from the ARRA program.

The SGIP 2.0 has five principal responsibilities:

1. To provide the technical guidance and coordination necessary to
facilitate standards development for Smart Grid
interoperability

2. To identify and specify the necessary testing and certification
requirements, including providing the underlying rationale, to
assess the achievement of interoperability using Smart Grid
Standards

3. To oversee the performance of these activities to maintain
momentum and achievement

4. To proactively inform and educate smart grid industry
stakeholders on the definition of and the benefits attributable to
interoperability

5. To conduct an outreach to similar organizations in other countries
to help establish global interoperability alignment

Download the SGIP 2.0 Business Sustainment Plan - Roadmap to the
Future of Smart Grid Interoperability

Interoperability requires subsets (or profiles) of the various standards. It
would be great if the SGIP 2.0 would support the development of
profiles for specific applications, e.g., for PV inverter with an IE 61850
interface. IEC 61850 provides many information models and services -
just a few may be needed for very simple PV inverters. These profiles
should have very few (or better no) optional definitions. If vendor A
uses option 1 and B uses option 2 - then interoperability may be
limited.

Somebody told me the other day: “If you accept a special feature of a
vendor’s product, you may have to use this vendor’s products forever.’
Don’t use any special function! If a profile has no options, then all
products have to support the same information models and services ...
and protocols.

7

Posted by Karlheinz Schwarz at 7:04 AM No comments: (o8]

Labels: IEC 61850, NIST, NIST Roadmap, SGIP, SGIP 2.0, Smart Grid

Video from ABB on IEC 61850 for Feeder Automation

ABB has published a nice 3 minute video on IEC 61850 for Feeder
Automation (Relay series 670)

Posted by Karlheinz Schwarz at 4:20 AM No comments: [;.4]

Monday, July 9, 2012

Current Series IEC 61850 comprises 19 parts
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News on IEC 61850 and related Standards

The complete series of IEC 61850 comprises 19 parts as per 2012-07-
09:

Eight (8) of the 19 parts have been published as Edition 2; 11 parts are
tagged as Edition 1. So, the series IEC 61850 (as of today) is composed
of parts tagged Edition 1 AND Edition 2.

Note: There is and will never be an Edition 2 of the standard series
i

Access the TIEC Website for the latest update on the Series IEC 61850.

Posted by Karlheinz Schwarz at 5:52 AM No comments: G

Saturday, June 30, 2012

Using ConfRev to report a change of value

The configuration revision is a very useful information for clients
(Reporting) and subscribers (GOOSE and SV). It is highly recommended
that a receiving IED marks the received values as invalid in case the
receiver expects ConfRev=X but receives a message with a value
unequal X.

The service Reporting (or GOOSE) could be used to inform receivers
that there is a change in the ConfRev - long before it may receive a
message with a different (incremented) value.

By the way, the functionality to “monitor” changes of control block
attribute values is called “Service Tracking” and is defined in IEC 61850-
7-2 Edition 2.
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News on IEC 61850 and related Standards

The Control Block Attribute ConfRev needs to become a member in a
data set. This data set may have all ConfRev attributes of all control
blocks as members. So, if any change is detected, a message is issued
(Report or GOOSE message, or log entry posted).

It is not yet specified in IEC 61850 if the change of a value (of the
ConfRev) implemented by a re-configuration of the IED (e.g.,
change of the data set) can be used as a trigger (dchg) to issue a
report or GOOSE message or post a log entry. Because this new value
may become online visible after the IED restart (to interpret the new
SCL file).

It would require that the Control Block stores the last ConfRev value
non-volatile; in order to figure out that the new value (from
configuration tool) is larger than the old one. This is true for SV Control
Blocks only, see §19.2.1.6: “A restart of the IED shall not reset the
value.”

See TEC 61850 Tissue # 861.

Posted by Karlheinz Schwarz at 6:29 AM 2 comments: (ot

Labels: configuration, configuration change, ConfRev, GOOSE, IEC 61850, IEC
61850-6, IEC 61850-7-2, Reporting, tissues

Mismatch of ConfRev values in IED and SCL file

The issue of how can the values of ConfRev (configuration revision) in
an IED be consistent with the configuration file during the lifetime of
IED has been discussed may times. The final standardized solution is
now discussed in the IEC TC 57 WG 10 task force “System
Management”.

Here are some hints on the issue that help to understand what to do
until we get a standardized solution.

Part IEC 61850-7-2 Edition 2 defines for GOOSE Control Blocks:

18.2.1.6 ConfRev — configuration revision

The attribute ConfRev shall represent a count of the number of times
that the configuration of the DATA-SET referenced by DatSet has been
changed. Changes that shall be counted are:

- any deletion of a member of the data-set;

- Any adding of a member to the data-set;

- the reordering of members of the data-set; and

- changing the value of the attribute DatSet.

The counter shall be incremented when the configuration changes. At
configuration time, the configuration tool will be responsible for
incrementing/maintaining the ConfRev value. When configuration
changes occur due to SetGoCBValues, the IED shall be responsible for
incrementing the value of ConfRev.

If the value of DatSet is set through a SetGoCBValues service to the
same value, the ConfRev value shall still be incremented.

Part IEC 61850-6 Edition 2 defines for GOOSE and SV Control Blocks:

confRev

“The configuration revision number of this control block; mandatory. It
is recommended to increment it by 10000 on any configuration
change, to distinguish this from online configuration changes [by
services] leading to an increment of 1 only”

Work-around
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In the meantime you have to implement a work-around on your own,
e.g., when you implement online changes (caused by services), then
the build-in IED Tool (“online tool” in the IED) has to increment the
ConfRev value by 1. If you implement a change in the SCL file that is
used to configure the IED then you are recommended to READ first the
current ConfRev value of the IED and increment by 10,000 and
“overwrite” the current value in the SCL file before you re-configure the
IED.

It should be specified in the PIXIT file how your IED works (as publisher
and/or subscriber).

Please note the tissue 840 (quite new) in which you can read:

“The question, how dynamic changes done online (through the IED
front-panel or through communication services) relate to changes made
through configuration files and if these changes shall be allowed for real
use is a different topic. There is currently a task force active dealing
with system management - they will need to address details on how
precisely dynamic changes shall be handled compared to static (through
configuration) changes.”

http://tissue.iec61850.com/tissue.mspx?issueid=840

In the following document you find also that the issue is well known:
http://www.fgh.rwth-aachen.de/verein/projekte/InterOP_TestReport.pdf
See §2.2.9

There is still some work to be done - you are invited to get involved in
the ongoing work of the WG 10 (Project “"System Management”) to
provide your input on the issue “Configuration Version Control”.

A special group of the German Mirror committee of IEC TC 57 has
published a requirement document for IEC 61850 Engineering Systems:

“Anforderungen an IEC 61850 Engineeringwerkzeuge” [Deutsch]

Posted by Karlheinz Schwarz at 5:34 AM No comments: [;.4]

Labels: configuration, ConfRev, engineering, engineering system, IEC 61850, IEC
61850-6, revision control

Thursday, June 28, 2012

Updated IEC 61850 analyzer for WireShark (V2.6)

An updated analyzer for WireShark (V2.6) is available. It supports IEC
61850 (8-1, SCL import for GOOSE, 9-2, and 90-5), MMS and ICCP-
TASE.2. Older versions show some problems that do not really exist.
Some people are using the Wireshark as THE reference implementation
of IEC 61850! The reference is the standard - but the tool is very
helpful!

Download the exe file to install the new Wireshark version for IEC
61850.

The skunkworks version 2.6 analyzes all of the data. An additional utility
that must be run to extract the dataset definitions into ETR files. The
directory that the ETR files are located in can be set in the protocol
preferences tab.

Thanks to Herb Falk for continuously updating the analyzer!

Posted by Karlheinz Schwarz at 10:06 AM 2 comments: [;.4]
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analyzer, TASE.2 ICCP, wireshark

Sunday, June 24, 2012

Siemens Expects IEC 61850 as the Preferred Solution
for Demand Response

According to a Siemens white paper there is a preferred solution for the
information exchange in Demand Response applications: IEC 61850.

The paper states: ™ ... only 1EC 61850 should be used for the
communication between the control center and district controller
[gateway between the energy automation and the building automation
infrastructure] ... a larger variety of legacy building automation protocols
can be expected. In the long term, communication should be based on
BACnet, KNX, or IEC 61850 protocol standards.”

Read the complete white paper for demand response supporting IEC
61850 [pdf

The paper give a good overview about the various applications in power
distribution systems.

Posted by Karlheinz Schwarz at 12:35 PM No comments: ]

Labels: BACnet, Demand Response, distribution, distribution automation, IEC 61850,
Siemens

Thursday, June 21, 2012

International Standardized Profiles needed for IEC
61850-8-1 (MMS)

The mapping standard IEC 61850-8-1 (Mapping to MMS) requires in
§6.2.2 to implement the MMS-specific Implementation agreements
requiring “This A-Profile shall conform to the agreements specified in
ISO/ISP 14226-1, ISO/ISP 14226-2, ISO/ISP 14226-3, ISO/IEC ISP
11188-1 and ISO/IEC ISP 11188-3.”

The tree first ISPs can be downloaded from the NEMA website for free:

ISO/ISP 14226-1:1996, Industrial automation systems — International
Standardized Profile AMM11: MMS General Applications Base Profile —
Part 1: Specification of ACSE, Presentation and Session protocols for use
by MMS

ISO/ISP 14226-2:1996, Industrial automation systems — International

Standardized Profile AMM11: MMS General Applications Base Profile —
Part 2: Common MMS requirements

ISO/ISP 14226-3:1996, Industrial automation systems — International
Standardized Profile AMM11: MMS General Applications Base Profile —
Part 3: Specific MMS requirements

Posted by Karlheinz Schwarz at 3:22 AM No comments: [

Labels: IEC 61850, IEC 61850-8-1, implementation, MMS
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Monday, June 18, 2012

Workshop IEC 61850 mit dem Beck IEC61850@CHIP

IEC 61850/1EC 61400-25 fur die Energie-Versorgungssysteme
der Zukunft

Beck IPC GmbH und NettedAutomation bieten einen Workshop zum
Thema IEC 61850 und IPC@CHIP® an.

Termin :
3. Juli 2012, 9:30 - 17:00 Uhr (in Deutsch)

Veranstaltungsort:
Beck IPC GmbH
35415 Pohlheim,
Gruninger Weg 24

Die Schulung vermittelt die wichtigsten Schritte zur schnellen und
kostenglinstigen Implementierung von IEC 61850 und IEC 61400-25
konformen Gerdaten und Systemen.

Die Veranstaltung richtet sich an alle, die sich mit der Einfiihrung
genormter Kommunikations- und Informationstechnik in der
Energieversorgung und anderen Anwendungsgebieten wie der
Automatisierungstechnik beschaftigen. Angesprochen werden
Entscheider, Anwendungsprogrammierer, Systemverantwortliche und

Service-Techniker. Fir die derzeitigen Nutzer des IPC@CHIP® wird
aufgezeigt, wie durch eine einfache Erganzung der Plattform (Stack-API
fir IEC 61850 von SystemCorp) der Einsatzbereich der Lésungen
drastisch erweitert werden kann.

Weitere Details zum IEC 61850 Workshop finden Sie hier.
etz-Veroffentlichung Gber den Chip [deutsch].

Posted by Karlheinz Schwarz at 1:20 AM No comments: [;.4]

Labels: Chip, embedded system, hands-on Training, IEC 61400-25, IEC 61850,
implementation, seminar, Training

Friday, June 15, 2012

IEC 61850-90-13 — New Work on IEC 61850 for
Steam and Gas Turbines

The new work item has been introduced in the work programme under
the title:

IEC 61850-90-13 Ed.1 (57/1259/RVN):

Communication networks and systems for power utility automation -
Part 90-13: Extension of IEC 61850 information models to also include
logical nodes and data models for steam and gas turbines

IEC 61850 defines very common concepts, information models, services
and configuration language that can be used in many other application
domains outside substations. MMS - as a basic communication service
to which IEC 61850 models and services are mapped — was originally
defined for the manufacturing floor (MMS - Manufacturing Message
Specification). So it is no surprise that it can be used there and in many
other application domains.

One key issue in power plants is the RDS PP (related to KKS):

http://blog.iec61850.com/[21.07.2012 12:08:12]


http://blog.iec61850.com/2012/06/workshop-iec-61850-mit-dem-beck.html
http://www.beck-ipc.com/de/news/messages.asp#news1
http://blog.iec61850.com/2010/08/kostengunstige-iec-61850-losung-fur.html
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2012/06/workshop-iec-61850-mit-dem-beck.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=5222452693555137352
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=5222452693555137352
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=5222452693555137352
http://blog.iec61850.com/search/label/Chip
http://blog.iec61850.com/search/label/embedded%20system
http://blog.iec61850.com/search/label/hands-on%20Training
http://blog.iec61850.com/search/label/IEC%2061400-25
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/implementation
http://blog.iec61850.com/search/label/seminar
http://blog.iec61850.com/search/label/Training
http://blog.iec61850.com/2012/06/iec-61850-90-13-new-work-on-iec-61850.html
http://blog.iec61850.com/2012/06/iec-61850-90-13-new-work-on-iec-61850.html
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Examples of RDS PP for Wind Power Plants and IEC 61400-25/61850:

Binding of Information Models:
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News on IEC 61850 and related Standards

Examples from IEC 61850-7-510 (Hydroelectric power plants -
Modelling concepts and guidelines):
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News on IEC 61850 and related Standards

Step by step we learn that IEC 61850 is in harmony with many other
designation standards ... and it can be used for almost all online
(runtime) information exchange and system and IED configuration.

Posted by Karlheinz Schwarz at 6:35 AM No comments: [;.4]

Labels: IEC 61850-7-510, IEC 61850-90-13, IED, IED configuration, KKS, power
generation, Power Plants, RDS, RDS PP

IEC 61850-85-1 FDIS published for ballot

IEC 61850-85-1 Ed.1 (57/1258/FDIS):
Standard for N times 64 kbit per second optical fiber interfaces
between teleprotection and multiplexer equipment (IEEE C37.94)

has been published for FDIS ballot ; ballot closes 2012-08-10.

This standard describes the interconnection details for N, where N = 1,
2...12, times 64 kilobit per second connections of teleprotection
equipment to digital multiplexers using optical fiber. Requirements for
both

physical connection and the communications timing are also included.

Posted by Karlheinz Schwarz at 6:08 AM No comments: (ot
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Friday, June 15, 2012 Subscribe To IEC 61850 News

More Open Positions that require Knowledge on IEC B Posts v
61850 in the USA _
EJ All Comments »¢
SimplyHired lists today some 80 open positions in the USA that require
knowledge on IEC 61850 - one way or the other.
Blog Archive

Search for open positions on IEC 61850 in the U.S.

v 2012 (99)
In one case it says: “Strong Communication protocols (61850, DNP, > July (10)
Modbus) knowledge” is required.
Good education in IEC 61850 pays off. v June (17)
Using ConfRev to report a
Education in IEC 61850 is a must in some universities ... this week I saw change of value

this hint a technical university in Europe (KTH Stockholm):
Mismatch of ConfRev

values in IED and SCL
file
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analyzer for WireShark
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IEC 61850 IEDs and test equipment in an IEC 61850 lab:

Workshop IEC 61850 mit
dem Beck

IEC61850@CHIP

IEC 61850-90-13 - New
Work on IEC 61850 for
Steam ...

IEC 61850-85-1 FDIS
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News on IEC 61850 and related Standards

Karlheinz Schwarz run a one day hands-on training on the Beck
Development Kit 65 for PHD Students at the KTH.

Posted by Karlheinz Schwarz at 5:56 AM No comments:  [5.4]

Labels: Beck Chip, development kit, education, hands-on Training, IEC 61850, SCL,
Smart Grid, smart people, Training

Wednesday, June 13, 2012

IEC 61850 — Soon Getting Intelligent Logical Nodes?

IEC 61850 is one of the crucial subjects in standardization, power
systems (generation, transmission, distribution, ), education, and
research ... all over.

One research issue is to bring “dynamics” and “Intelligence” into the
more static Logical Node classes - By applying another IEC standard:
IEC 61499 (Function Blocks).

A discussion of IEC 61499 and IEC 61850 can be found in a

(Flexible AC
Transmission Sy...

IEC 61850 at the Remote
Monitoring and Control
Con...

Two MW Wind-to-Gas
converter build for E.ON
in Ger...

29 Different Ethernet
Solutions for Real-time
Comm...

IEC 61850-90-8 Object
Models for E-Mobility

IEC 61850 Goes Power
Distribution - Grid4EU

Projec...
Smart Grid - A

presentation by Valeriy Vyatkin, University of Auckland, New Zealand
and Christopher Schemm, infoteam; presented at Automation Day,
October, 17th, 2011, Nuremberg, Germany.

Compelling Force for
Mega Merger Ea...

Here is one of the slides showing the idea of iLN (intelligent Logical May (14)
Node):
April (10)
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Contributors

@rlheinz Schwarz
michael Schwarz

Download the presentation on IEC 61499 and IEC 61850 including notes
notes in German] [pdf]

Posted by Karlheinz Schwarz at 5:16 AM No comments: [;.4]

Labels: IEC 61131-3, IEC 61499, IEC 61850
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News on IEC 61850 and related Standards

IEC 61850-90-14 FACTS (Flexible AC Transmission
Systems) data modeling

IEC TC 57 has published a proposal to work on

IEC TR 61850-90-14 (57/1250/DC):

Communication networks and systems for power utility automation -
Part 90-14: Using IEC 61850 for FACTS (Flexible AC Transmission
Systems) data modeling

The applications comprise shunt compensation, series compensation,
multi-function power flow control, voltage regulation, angle regulation, ...

Posted by Karlheinz Schwarz at 12:22 AM No comments: [;u]

Labels: FACTS, IEC 61850-90-14, Information Model

Thursday, June 7, 2012

IEC 61850 at the Remote Monitoring and Control
Conference, Denver (CO), September 18-19

Looking for the latest on Remote Monitoring and Control?
Check the program of the Remote Monitoring and Control
Conference, Denver (CO), September 18-19, 2012

The Remote Monitoring and Control Conference has released its 2012
show brochure. Included in the brochure are presentation descriptions,
the show's full schedule, conference workshop information (on DNP3,
IEC 61850, IEC 62351 Security, ...), exhibitors, co-located event
profiles, registration details and information on booking your room at
the show hotel.

Click Here to View the Brochure [pdf, 4 MB]

If you are automating, remotely monitoring and controlling your oil &
gas, water/wastewater, utility/T&D, telecom and transportation
infrastructure equipment and systems, this is a must attend event.

Please note that NettedAutomation GmbH will have an exhibition
booth in cooperation with SystemCorp (vendor of IEC 61850
Stack/API1) and Beck IPC. The latest products for IEC 61850 (like
IEDs, Gateways to/from DNP3, Modbus, IEC 60870-5-101/104,
...) will be presented.

Posted by Karlheinz Schwarz at 8:13 AM No comments: [;.4]

Labels: DNP3, Fernwirktechnik, Gateway, IEC 60870-5-101, IEC 60870-5-104, IEC
61400-25, IEC 61850, Modbus, RTU, security

Monday, June 4, 2012

Two MW Wind-to-Gas converter build for E.ON in
Germany

Storage of energy is one of the basic building blocks for the future
power delivery system. The option of converting electric power into
gas is one of the most discussed and promising storage options these
days. In February I have discussed this briefly:

Wind and Solar Gas — A Challenging Storage Option
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News on IEC 61850 and related Standards

A 2 MW utility scale converter project at E.ON in North Eastern
Germany has been announced by Hydrogenics the other day. Up to 30
MWh of energy can be converted from wind power into gas in 24 hours
- the gas will be injected into the regional natural gas pipeline, making
the natural gas pipeline network a storage system for surplus electrical
power generated from renewable resources. Great idea.

Read the complete news report “Hydrogenics wins order from E.ON for

Power-to-Gas' energy storage project in Germany”

Standards like IEC 61850 and IEC 61400-25 (Wind Turbines) are ready
to support the monitoring and control of wind turbines, and many other
applications.

Posted by Karlheinz Schwarz at 7:14 AM No comments: [

Labels: Automation, IEC 61400-25, IEC 61850, monitoring, renewables, storage,
wind gas, wind power

Sunday, June 3, 2012

29 Different Ethernet Solutions for Real-time
Communication! — What about IEC 618507?

The industrial automation market intended in the mid 90s to get a
single Ethernet based international standard for the factory floor. Until
today the industry is struggling to keep the number of solutions smaller
than 30 (!). 29 solutions are listed at the following site (as of
September 2008): Real-Time-Ethernet

One of the most prominent experts in real-time communication (Dr.
Karl Weber) came recently (after many tests and investigations) to the
conclusion that IEC 61850 is a good candidate for hctp: (Hyper Control

Transfer Protocol): Read his presentation on IEC 61850 for htcp

A suggestion to use Ethernet as a fieldbus published in 1991 could be
found in the paper “Bridging MAP to Ethernet” [PDF, 720 KB]

The wait for MMS on Ethernet is over (as stated at the end of the
paper) - Native Ethernet and MMS are well accepted standard (!)
solutions in power systems (generations, transmission, distribution, ...):
IEC 60870-6 TASE.2 (ICCP), IEC 61850, IEC 61400-25, IEC 61869-9, ...

IEC 61850 (not only Ethernet) could be used in almost all application
domains that need to exchange information in real-time. Will IEC 61850
replace any of the 29 solutions? IEC 61850 will be used at least in
applications that have a close relation to electric power - this is a lot!
Think about motor control and protection systems or electric cars ...
electricity is all over — so will IEC 61850 be in a few years.

Posted by Karlheinz Schwarz at 10:08 AM No comments: [;]

Saturday, June 2, 2012

IEC 61850-90-8 Object Models for E-Mobility
IEC TC 57 has published (as 57/1254/DC) on June 01, 2012 the

Draft IEC TR 61850-90-8 - Communication networks and systems for
power utility automation - Part 90-8: IEC 61850 object models for
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News on IEC 61850 and related Standards
electric mobility

The Technical Report describes how current standardization for Electric
Road Vehicles and the Vehicle-to-Grid Communication Interface can be
linked to the IEC 61850-7-420 standard for Distributed Energy
Resources (DER). The technical report provides necessary background
information and proposes an object model for e-mobility in order to
establish an Electric Vehicle plugged into the power grid as DER
according to the principles of IEC 61850-7-420. The basic information
modeling in IEC 61850 and IEC 61850-7-420 already covers a lot of
needs for the e-Mobility domain. Missing parts can be modeled as new
logical nodes and data objects, which this technical report defines.

New/extended information models are:

E-mobility supply equipment LN DESE
E-mobility outlet LN DEOL

E-mobility Electric Vehicle LN DEEV
Power cable LN ZCAB

Schedule LN DSCH

It is easy to add the definition of the LN DEOL to an ICD File. Here is
an example of the “Plug Present” Data Object of the New LN Class
according to DTR 61850-90-8:

This LN Class can easily be added to the model template for the
SystemCorp ICD Designer <<61850DTT.xmI>>:

Almost any new Logical Node published by IEC or any other extended or
new LN can easily be modeled with the ICD Designer ... and can easily
be applied for building clients and servers using the SystemCorp
IEC61850 Stack/API, e.g., using the free evaluation version of the
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SystemCorp Windows DLL or using the Beck IPC embedded controller.

There is no need to purchase an expensive package to use IEC 61850
for any model. Just use the SystemCorp IEC61850 Stack/API - and you
are ahead of the market.

Many people are now using the Beck IPC Development Kit DK61 or
DK55 to implement a gateway between “their data” and the various
models according to IEC 61850. It just takes hours to get their (or
your) data speaking IEC 61850 ...

It’s really so easy!

Posted by Karlheinz Schwarz at 2:30 AM No comments: (ot

Labels: E-Mobility, Gateway, ICD, IEC 61850, IEC 61850-90-8, implementation,
Object model

Friday, June 1, 2012

IEC 61850 Goes Power Distribution — Grid4EU Project

The electrical power distribution is faced a lot of challenges all over in
the years to come: renewable power, virtual power plants, energy
storage, aging infrastructure, aging workforce, security, ...

How to get prepared for the future power transmission and distribution
system? There are many answers. One is to work in teams. The
European Commission funds projects for major smart grid
demonstrations integrating production from renewable energy and
management mechanisms active demand management (Smart Grid).
The project Grid4EU received a favorable agreement of the European
Commission. 27 companies and organizations started the project on 1st
of November 2011.

The budget for the project is 54 Million Euro, it will run until end of
2015:

e 6 DSOs (cover more than 50% of the metered electricity
customers in Europe)

e 27 partners (Utilities, Energy Suppliers, Manufacturers, Research
Institutes)

Website of the Grid4EU project.
Statement from the project leader ERDF.

According to several information I received, IEC 61850 is playing a
crucial role when it comes to information models and information
exchange in medium and low voltage applications. There is a need for
the project partners to be trained in order to get a reasonable level of
knowledge on how to implement and use IEC 61850. It is highly
recommended to have the training at the beginning - and not when
people figure out after years that they have missed to use the
standards in the way they were intended.

More to come ... stay tuned.

Posted by Karlheinz Schwarz at 11:09 PM No comments: [

Labels: education, IEC 61850, low voltage, medium voltage, Smart Grid

Smart Grid — A Compelling Force for Mega Merger

http://blog.iec61850.com/search?updated-max=2012-06-15T06:08:00-07:00&max-results=18[21.07.2012 12:09:08]


http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2012/06/iec-61850-90-8-object-models-for-e.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=8379458719259353749
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=8379458719259353749
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=8379458719259353749
http://blog.iec61850.com/search/label/E-Mobility
http://blog.iec61850.com/search/label/Gateway
http://blog.iec61850.com/search/label/ICD
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/IEC%2061850-90-8
http://blog.iec61850.com/search/label/implementation
http://blog.iec61850.com/search/label/Object%20model
http://blog.iec61850.com/2012/06/iec-61850-goes-power-distribution.html
http://grid4eu.eu/
http://corpevents.fr/docs/Dossier-ERDF-SG%202012-publication%20avril%20EUK.pdf
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2012/06/iec-61850-goes-power-distribution.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=9133016221619821489
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=9133016221619821489
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=9133016221619821489
http://blog.iec61850.com/search/label/education
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/low%20voltage
http://blog.iec61850.com/search/label/medium%20voltage
http://blog.iec61850.com/search/label/Smart%20Grid
http://blog.iec61850.com/2012/06/smart-grid-compelling-force-for-mega.html

News on IEC 61850 and related Standards

Eaton and Cooper

Eaton takes over Cooper Industries for 11.8 Billion US$. Why? ...
Expansion into power distribution, grid automation, and smart grid, ...

i)

Cooper Power Systems supports IEC 61850: Their substation
automation products comply with the IEC 61850 Standard for grid
integration and automation ... Eaton has also a range of protection
relays and other IEDs supporting IEC 61850 ... It could be expected that
IEC 61850 will be a crucial component in the future of both companies.

More information from Eaton can be found here.

Posted by Karlheinz Schwarz at 1:03 PM No comments:

Labels: Cooper, distribution, distribution automation, Eaton, IEC 61850

Thursday, May 24, 2012

IEC 61850-3 Ed2 CDV is out for ballot
The CDV for IEC 61850-3 Ed.2 is out for comments and ballot:

Communication networks and systems for power utility
automation - Part 3: General requirements

The ballot closes 2012-10-19

This part of IEC 61850 defines general requirements, mainly regarding
construction, design and environmental conditions for utility
communication and automation IED's and systems in power plant and
substation environments. These general requirements are in line with
requirements for IED's used in similar environments, for example
measuring relays and protection equipment.

IEC 61850 is used in many applications in the power distribution. The
applicability of the requirements (defined in the above CDV) for
distribution networks or DER seems to be defined in a more details.
Currently clause 6.7.1 defines “In addition to the mentioned electrical
plants, Electricity Utilities can install apparatus in control centers, radio
repeaters, or low voltage distribution points in industrial, commercial or
residential areas. These locations are covered by other generic
standards or product standards.”

Does this mean that all or most or some requirements defined in IEC
61850-3 Ed2 are not applicable for these locations? etc.

It is highly recommended that experts from all over have a close look at
this CDV to make sure that IEDs applied in DER and distribution
networks are not burdened with requirements not needed.

Contact your IEC TC 57 national committee for a copy of the IEC
61850-3 Ed2 CDV.

Posted by Karlheinz Schwarz at 10:24 PM No comments: [-a]

Labels: Edition 2, EMC, IEC 61850, IEC 61850-3

IEC 61850 Extensions for FACTS

IEC TC 57 is about to develop the information model for FACTS
(Flexible AC Transmission Systems)
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IEC TR 61850-90-14: Communication networks and systems for
power utility

automation - Part 90-14: Using IEC 61850 for FACTS (Flexible AC
Transmission Systems) data modeling

If you are interested in this work contact your IEC TC 57 national
committee.

Posted by Karlheinz Schwarz at 9:58 PM No comments: |

Labels: FACTS, IEC 61850, IEC 61850-90-14

Wednesday, May 23, 2012

Work on IEC 61850-90-11 started -- Logics

It was agreed internationally to develop IEC TR 61850-90-11:
Communication networks

and systems for power utility automation - Part 90-11: Methodologies
for modelling of logics for IEC 61850 based applications.

The scope could be quite narrow, taking into account simple logics for
input and output signal ... but it could cover also the way how to
program complex distributed applications. The standards like IEC 61131-
3 or IEC 61499 may be taken into account.

Some discussion on the use of IEC 61499 ...
Posted by Karlheinz Schwarz at 11:22 PM No comments: [

Labels: application programming, applications, IEC 61131-3, IEC 61499, IEC 61850,
logic

New Work on Security for SCL, CIM, DNP3 XML-Files

XML files are used for IEC 61970 (CIM), IEC 61850, and IEEE 1815
(DNP3)

and IEEE C37.111 (COMTRADE). How can one trust that the content of
an XML file for these applications has not been modified? etc.

A new work proposal has been published:

Power systems management and associated information exchange -
Data and communications security -

Part 11: Security for XML Files (future IEC 62351-11)

The ballot closes 2012-07-27

This work is one of the crucial aspects of the future power systems -
the various files may contain very sensitive information that has to be
protected ... like the protection relays and protection engineers protect
the power system!!

I hope that the management takes this work very serious!

Posted by Karlheinz Schwarz at 10:12 PM No comments: [;a]

62351, IEEE 1815, SCL, security, XML

Denver (CO): Workshop on International Standards
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for Smart Grids and SCADA Application Domains

A two day Workshop on International Standards for Smart Grids
and SCADA Application Domains will be conducted by two gurus of
standards for power systems on

September 18 - 19, 2012 - Hyatt Regency Denver (CO) Tech Center

Topics are among others: NIST SGIP standards catalog, IEC 61850, IEC
62351 (security), DNP3, ... security measures, solutions, and needs, as
well as the global market penetration of standards in power systems, ...

Details and registration information for the Smart Grid Standards
Workshop can be found here.

If you want to have a specific topic presented and discussed during the
workshop, please let me know.

Posted by Karlheinz Schwarz at 1:27 AM No comments: [;.4]

Labels: DNP3, IEC 61850, NIST, NIST Roadmap, Power Automation, power
distribution, power generation, power systems, security, seminar, SGIP, standards,
Training

Stockholm: Course on IEC 61850 and Interoperability
in SmartGrids including CIM

The School of Electrical Engineering KTH, Royal Institute of Technology,
Stockholm is conducting a course on interoperability issues in electrical
power delivery systems 11-13 June 2012.

This course will provide fundamental knowledge to the interoperability
issues in the Smartgrid, introduction to state of the art systems and
technologies, and hands-on practice with relevant industry standard
tools.

Aims and Objectives of the course are among others:

» Introduction and understanding of Interoperability issues in the
Smartgrid

» Introduction to the state of the art systems, methodologies and
frameworks for interoperability in the Smartgrid: IEC 61850 and
related standards like IEC 62351 (Security), CIM, ...

» To perform hands-on practice and exercises on interoperability
solutions in IEC 61850 based industry standard automation and
control systems

e Hands on IEC 61850 substation automation systems with
introduction to software
tools and IEDs

o Interoperability in 61850 based environments with multi-vendor
IEDs

o Interoperability in 61850 based advanced Smartgrid use cases

e KTH LAB hands-on/demo

e Overview and introduction to leading research projects in the field

Program of the Course on IEC 61850 and Interoperability in SmartGrids
[pdf]

General course information and updates.

I look forward to meeting you there.

If you know someone who may be interested in this event please
forward the information.
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Posted by Karlheinz Schwarz at 1:09 AM No comments: [;.4]

Labels: CIM, education, IEC 61850, security, seminar, Smart Grid, smart solution,
Training

Tuesday, May 22, 2012

Solvimus bietet IEC 61850 fur den
Niederspannungsbereich

Die solvimus GmbH (Ilmenau) bietet mit Ihren Steuerungen der auvis-
Reihe und dem

Gerat MUC.easy flr Smart Metering verschiedene Produkte, welche
diese Norm

unterstitzen. IEC 61850 wird somit auch in der Niederspannungsebene
verflgbar.

Pressemitteilung zu IEC 61850 in solvimus-Produkten.

Posted by Karlheinz Schwarz at 10:05 PM No comments: [:4]

Labels: distribution, distribution automation, embedded system, IEC 61850, smart
metering, smart solution

Friday, May 18, 2012

USA: IEC 61850-90-5 — Synchrophasor
Communication appreciated

The North American Electric Reliability Corporation (NERC) and the
North American SynchroPhasor Initiative (NASPI) applauded the
publication of IEC 61850-90-5 as an improved synchrophasor data
communication solution.

Access the FERC and NASPI press release on IEC 61850-90-5.
More details on IEC 61850-90-5 see below.
Posted by Karlheinz Schwarz at 11:04 PM No comments: [5.4]

Labels: GOOSE, IEC 61850, sampled value, Synchrophasor, wide area network

Thursday, May 10, 2012

IEC TR 61850-7-510 ed1.0 has been published
The new part IEC 61850-7-510 has been officially published:

Communication networks and systems for power utility automation -
Part 7-510:

Basic communication structure - Hydroelectric power plants -
Modelling concepts and guidelines

Download the Preview of IEC 61850-7-510

IEC/TR 61850-7-510:2012 provides explanations on how to use the
Logical Nodes defined in IEC 61850-7-410 as well as other documents
in the IEC 61850 series to model complex control functions in power
plants, including variable speed pumped storage power plants. This
publication is to be used in conjunction with IEC 61850-7-410 which
introduced the general modelling concepts of IEC 61850 to hydroelectric
power plants.
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This document lays a ground for control devices like PLCs to implement
the information interface. One simple implementation could be to
integrate an IEC 61850 gateway into a PLC. The gateway could, for
example, be implemented with an powerful embedded controller.

The controller would implement the information model and the services
like GOOSE for operational status, Setting limits or Reporting of status
or measured values:

A gateway could be easily build with available embedded controllers that
provide an easy API for IEC 61850 clients, servers, publishers and
subscribers.

Posted by Karlheinz Schwarz at 10:27 PM No comments: [:4]

Labels: API, application programming, applications, embedded system, hydro power,
IEC 61850
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Thursday, May 10, 2012

IEC TR 61850-90-5 ed1.0 published
The new part IEC 61850-90-5 has been officially published:

Communication networks and systems for power utility automation -
Part 90-5:

Use of IEC 61850 to transmit synchrophasor information according
to IEEE C37.118

Download the Preview of IEC 61850-90-5

IEC/TR 61850-90-5:2012 provides a way of exchanging synchrophasor
data between PMUs, PDCs WAMPAC (Wide Area Monitoring, Protection,
and Control), and between control center applications. The data, to the
extent covered in IEEE C37.118-2005, are transported in a way that is
compliant to the concepts of IEC 61850. However, given the primary
scope and use cases, this document also provides routable profiles
for IEC 61850-8-1 GOOSE and IEC 61850-9-2 SV packets. These
routable packets can be utilized to transport general IEC 61850 data as
well as synchrophasor data.

Posted by Karlheinz Schwarz at 10:10 PM No comments: [5.4]

Labels: GOOSE, IEC 61850, sampled value, Synchrophasor, wide area network

Wednesday, May 9, 2012

IEC 61850 Approved for NIST SGIP Catalog of
Standards

The SGIP (Smart Grid Interoperability Panel) membership voted to
include the IEC 61850 Standard Series into the Catalog of Standards
(CoS) with approval of some 100 per cent.

The IEC 61850 series of standards define object models, abstract
services, and mappings to communications protocols for field devices
and systems. The scope of IEC 61850 includes information exchanges
within substations, for protective relaying, between substations,
between substations and control centers, within hydro power
plants, for distribution automation, for managing distributed
energy resources (generation and storage), and for managing
charging of electric vehicles.

See the complete list of approved standards for the NIST SGIP Catalog
of Standards, including IEC 61850

This is @a major step towards the application of IEC 61850 in North
America and other regions. The use of IEC TC 57 information and
information exchange standards is rapidly growing all over!

The interest in small boxes like the various COM.TOM’'s (as gateways
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between IEC 60870-5-101/104, DNP3, Modbus ... and also between

these and IEC 61850, and for collecting measurements of the electrical Standa...

system and equipment) is picking up all over. One big utility is about to

install 40.000 of these boxes to monitor transformers in distribution Report on the big South-
substations! More to come. Western US Blackout on

Sep...
Draft IEC 61850-90-7 —

Posted by Karlheinz Schwarz at 2:44 PM No comments:

Labels: Beck, Beck Chip, distribution, distribution automation, DNP3, Gateway, IEC

60870-5-101, IEC 60870-5-104, IEC 61850, NIST, NIST Roadmap, SGIP Object models for

photovolt...
Draft IEC 61850-90-4 -

Monday, May 7, 2012 Network engineering
guideli...

Report on the big South-Western US Blackout on

September 08, 2011 > April (10)

Some 6 months after the big blackout in the Pacific Southwest, leading » March (12)

to cascading outages and leaving approximately 2.7 million customers

without power in parts of Arizona, Southern California, and Baja » February (21)

California, and Mexico, a comprehensive report has been published.

» January (15)
The Key Findings, Causes, and Recommendations are as follows:

“The September 8, 2011, event showed that the system was not being > 2011 (159)
operated in a secure N-1 state. This failure stemmed primarily from > 2010 (153
weaknesses in two broad areas—operations planning and real-time ( )

situational awareness—which, if done properly, would have allowed > 2009 (162)
system operators to proactively operate the system in a secure N-1
state during normal system conditions and to restore the system to a » 2008 (82)

secure N-1 state as soon as possible, but no longer than 30 minutes.
Without adequate planning and situational awareness, entities

responsible for operating and overseeing the transmission system could Contributors
not ensure reliable operations within System Operating Limits (SOLs) or
prevent cascading outages in the event of a single contingency. As M
demonstrated in Appendix C, inadequate situational awareness and )
mlchael Schwarz

planning were also identified as causes of the 2003 blackout that
affected an estimated 50 million people in the United States and
Canada.”

One of the crucial needs for real-time operations is the availability of
real-time INFORMATION — to become aware of the situation at
the level of the electrical process, primary equipment, secondary
functions, and distributed power resources! This requires real-time
information exchange which seems to have not been properly installed,
available or used. One challenge is to handle the many vendor and user
specific communication protocols. It is very surprising that even at the
power transmission level the awareness seems to be showing gaps. The
situational awareness (supported by real-time information exchange) at
the high voltage levels is one of the most crucial issues in power
systems!

So, what is the situation in the implementation of real-time information
exchange systems in the lower voltage levels? Hm ... IEC 61850
installed all over would definitely help to get a good awareness of the
situation of the system - allowing to proactively operate the system.

More standard based communication (IEC 61850, DNP3, ...) to come.
Read complete power outage report.
Posted by Karlheinz Schwarz at 12:54 AM No comments: [5a]

Labels: communication, control, DNP3, IEC 61850, power outage, real-time
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Draft 1IEC 61850-90-7 — Object models for
photovoltaic, storage, and other DER inverters

IEC has published the following very crucial draft for ballot
(57/1239/DTR):

IEC 61850-90-7 Ed. 1:

Communication networks and systems for power utility automation -
Part 90-7: IEC 61850 object models for photovoltaic, storage, and other
DER

inverters

The ballot closes on 2012-06-29.

This 114 page Technical Report describes the functions for inverter-
based Distributed Energy Resources (DER) systems, including
photovoltaic systems (PV), battery storage systems, electric vehicle (EV)
charging systems, and any other DER systems with a controllable
inverter. It defines the IEC 61850 information models to be used in the
exchange of information between these inverter based DER systems and
the utilities, Energy Service Providers (ESPs), or other entities which are
tasked with managing the volt, var, and watt capabilities of these
inverter-based systems.

These inverter-based DER systems can range from very small grid-
connected systems at residential customer sites, to medium-sized
systems configured as microgrids on campuses or communities, to very
large systems in utility-operated power plants, and to many other
configurations and ownership models. They may or may not combine
different types of DER systems behind the inverter, such as an inverter-
based DER system and a battery that are connected at the DC level.

The crucial object models for IEC 61850-90-7 have already been
implemented on the Beck IPC Development Kit 61.

Please contact your national committee to get a copy of this crucial
document.

A list of crucial models defined in IEC 61850-90-7 can be found here.

Posted by Karlheinz Schwarz at 12:22 AM No comments: [

Draft IEC 61850-90-4 — Network engineering
guidelines

IEC has published the following draft for ballot (57/1238/DTR):

IEC 61850-90-4 TR Ed.1:
Communication networks and systems for power utility automation -
Part 90-4: Network engineering guidelines for substations

The ballot closes on 2012-06-22.

Please contact your national committee to get a copy of this crucial
document.

This 192 page Technical Report provides definitions, guidelines, and
specifications for the network engineering of IEC 61850 based
(substation and other) automation.

It addresses issues such as Ethernet technology, network topology,
redundancy, traffic latency and quality of service, traffic management by
multicast and VLAN, network-based clock synchronization and testing of
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the network.

Posted by Karlheinz Schwarz at 12:08 AM No comments: [i.q]

Labels: Ethernet, Ethernet switches, IEC 61850, redundancy, traffic engineering

Sunday, April 29, 2012

Siemens SIPROTEC 5 — Documents online

http://www.energy.siemens.com/br/en/automation/power-transmission-
distribution/protection/siprotec5

Click on "Download Software & Documents" on right side of page.
The SIP 5.01 booklet is listed as "System Catalog V1.0"
Posted by Karlheinz Schwarz at 11:28 AM No comments: o]

Labels: IEC 61850, Siemens, SIPROTEC 5

Friday, April 27, 2012

IEC Standards for the Integration of Wind Energy and
Photovoltaic

Dr. Kai Striibbe, Head of Embedded Systems, TUV SUD AG, presented
some crucial aspects of the Integration of renewable power into the
Smart Grids at the Hanover Fair 2012:

The Integration of Wind Energy and Photovoltaic into a Smart
Grid
Hannover Messe, 24 April 2012

According to the figures shown in the presentation there are more than
1,000,000 low voltage substations in Germany — most of them are not
yet controllable! It's a huge market.

He said that “IEC 61850 Will Be the Esparanto of the Smart Grid” -
Right. IEC 61850 (IEC 61400-25) is a language that is already spoken
in the medium and high voltage networks - the huge low voltage
domain is next!

There is a huge interest in learning this language and easy to use
IEC 61850 hardware and software shown during the fair in Hanover.
The crucial questions were on how to implement the standards in a
short time to market. SystemCorp and TQ had the right answer.

Download the presentation from Dr Stibbe [pdf, en, 1 MB

By the way, there are still seats available for the next 3 day public IEC
61850 training in Frankfurt (Germany) from 09-11 May 2012.

If you are interested in the training and FREE IEC 61850 development
kit DK61 contact us please.
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News on IEC 61850 and related Standards

Posted by Karlheinz Schwarz at 12:00 AM No comments: [;]

Labels: embedded system, hands-on Training, IEC 61400-25, IEC 61850, seminar,
Smart Grid, smart people, Training

Wednesday, April 25, 2012

Famous Visitors at the TQ/SystemCorp Booth at
Hanover Fair 2012

Reinhard Butikofer (Member of the EU Parliament) and Ludwig Karg (E-
Energy) visited the TQ/SystemCorp booth C45 in Hall 13 on Wednesday
(2012-04-25). They discussed the future of Smart Grids (under the
headline of IEC 61850 and IEC 61850 embedded controllers from TQ):

Detlef Raddatz and Pritam Munot (both from SystemCorp, Perth
Western Australia) have explained the benefits of IEC 61850 stack and
API integrated on TQ embedded controllers (ARM 9 and ARM 11) -
these products help to “Get Smart Quick”:
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News on IEC 61850 and related Standards

Posted by Karlheinz Schwarz at 11:48 PM No comments: [;4]

Labels: embedded system, IEC 61400-25, IEC 61850, Smart Grid, smart metering,
smart people, smart solution, SystemCorp, TQ

Hanover Fair — NettedAutomation Brochure for
Download

There is an overwhelming interest in IEC 61850 we are facing at the
Hanover Fair 2012. The 47 page brochure from NettedAutomation on
IEC 61850 and IEC 61400-25 distributed run already out at the third
day!

The brochure is now available for download:

Download the 47 page brochure on IEC 68150 distributed at the
Hanover Fair 2012 [pdf, 5.8 MB].

Posted by Karlheinz Schwarz at 11:20 PM No comments: [:4]
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News on IEC 61850 and related Standards

Labels: embedded system, hanover fair, IEC 61400-25, IEC 61850,
NettedAutomation, Smart Grid, smart people, SystemCorp, TQ

TQ IEC 61850 Embedded Controllers at the Hanover
Fair

The following embedded controller are on display at the Hanover Fair;
the interest in getting a package of a hardware piece with an integrated
IEC 61850 API for servers and clients is huge:

Download technical specification for TQMa28 with IEC 61850.
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News on IEC 61850 and related Standards

Download technical specification for TQMa35 with IEC 61850.

Posted by Karlheinz Schwarz at 11:19 PM No comments: [:4]

Labels: embedded system, IEC 61400-25, IEC 61850, stack, SystemCorp, TQ

IEC 61850 at the Hanover Fair

TQ, SystemCorp and NettedAutomation present IEC 61850 on
embedded ARM platforms at the Hanover Fair, from Monday to Friday
(23.-27. April 2012) - (Hall 13 Stand C45):
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News on IEC 61850 and related Standards

The interest in IEC 61850/IEC 61400-25 on powerful embedded
controllers is huge! Visitors from all over visited the booth for
information or asked for offerings for small and large quantities during
the first two days.

Posted by Karlheinz Schwarz at 12:15 AM No comments: [;]

Labels: embedded system, IEC 61400-25, IEC 61850, Smart Grid, smart people,
smart solution, stack, starter kit

Friday, April 20, 2012

IEC 62351-10 — Security architecture guidelines
A new key draft document on Security has been published by IEC:

IEC 62351-10 TR Ed.1:

Power systems management and associated information exchange -
Data and communications security — Part 10: Security architecture
guidelines

Ballot closes on 2012-06-22; ask your IEC National Committee for a
copy.

Cyber security becomes more and more a basic requirement in power
control systems as standard IT and other forms of modern
communication technology are being increasingly used for control and
supervision of these systems. The application of IT communication
technology requires the consideration of already existing vulnerabilities,
which can be exploited by potential attackers, as

recent intentional and unintentional cyber incidents on SCADA and other
industrial control systems have shown. The increasing number of control
system cyber incidents world-wide with medium to high impact
underlines the requirement for appropriate security measures.

The draft document targets the description of security architecture
guidelines for power systems based on essential security controls, i.e.,
on security-related components and functions and their interaction.
Furthermore, the relation and mapping of these security controls to the
general system architecture of power systems is provided as guideline
to support system integrators to securely deploy power generation,
transmission, and distribution systems applying available standards.
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News on IEC 61850 and related Standards
The main clause is:

4. MAPPING SECURITY CONTROLS TO THE TC57 ARCHITECTURE
4.1 SECURITY DOMAINS WITHIN A GENERIC POWER SYSTEM
ARCHITECTURE

4.2 APPLICATION OF SECURITY CONTROLS TO A GENERIC POWER
SYSTE ARCHITECTURE

4.3 APPLICATION OF SECURITY CONTROLS TO SPECIFIC POWER
SYSTEM SCENARIOS

4.3.1 Substation Automation

4.3.2 Control Center - Substation Communication

4.3.3 Advanced Metering

4.4 IDENTIFIED GAPS

See the list of all parts of the series IEC 61351:

It is HIGHLY recommended to ALL stakeholders in the energy
industry to keep an close eye on the security issues!!

Posted by Karlheinz Schwarz at 10:16 PM No comments: [-a]

Labels: IEC 61850, IEC 62351, security

Friday, April 6, 2012

IEC 61850 ready for VHP-Ready (Virtual Heat and
Power Ready)

Vattenfall Europe New Energy GmbH and Vattenfall Europe Warme AG
seem to be ahead of many other utilities in implementing “virtual Power
Plants”. They have set a standard on how to use renewable energy in a
virtual power plant. The information exchange is realized with two IEC
TC 57 standards: IEC 60870-5-104 (Fernwirktechnik) and IEC 61850-7-
420 (DER).

Vattenfall is one of the leaders of the implementation of virtual power
plants. The concept is called: VHP READY — Virtual Heat & Power
Ready.

Their objective is by end of 2012 to provide their services to 150.000
housing units (with some 500 CHP or heat pumps) communicating with
a Vattenfall control center. By 2013 they expect some 1,000 CHP or
heat pumps providing heat and electric power to some 200.000 housing
with an electric capacity of 200 MW.
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News on IEC 61850 and related Standards
The requirements document lists a total number of signals of 40:

+ 8 binary status signals,

e 17 measurements and calculated values,
¢ 5 metered values, and

e 10 control points.

Requirements document referring to IEC 60870-5-104 and IEC 61850
can be downloaded [German, pdf, 23 pages, 360 KB]

VHP READY — Virtual Heat & Power Ready

Vattenfall virtuelles Kraftwerk

Several other projects are under way in Germany to implement a similar
approach. In one project there is already a plan to define (and possibly
standardize) a specific profile (subset) of IEC 61850-7-420. Such a
profile would represent the above some 40 signals — a very simple set
of models that could easily be implemented in an IEC 61850 IED like
the Beck IPC IEC 61850 com.tom:
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News on IEC 61850 and related Standards

IEC 61850 Software implementation
= MMS over TCPP

n GOOSE PublisherSubscriber
= Sampled Values

= Data sets

= Buffered reporting

= Unbuffered reporting

= Control

= Data Logging

= Time synchronization via SNTP
= File Transfer via MMS and FTP

More information on Beck IPC IEC 61850 com.tom.

Basic component for IEC 61850: the IPC@CIP

Download the discussion about benefits using Beck’s ready-to-go
solutions with IEC 61850 [pdf, 2.3 MB, 18 pages]

Posted by Karlheinz Schwarz at 11:07 PM No comments: [;4]

Labels: Beck Chip, CHP, control, control center, Heat Pump, IEC 60870-5-104, IEC
61850, IED, monitoring, Vattenfall, virtual power plant, VPP

SystemCorp, TQ and NettedAutomation at Hanover
Fair 2012

IEC 61850 software, hardware and peopleware are crucial topics at the
Hanover Fair 2012. SystemCorp, TQ and NettedAutomation provide all
three:

o SystemCorp has the right software to get started in hours or days

» TQ has powerful embedded controller that run the IEC 61850 API
and

* NettedAutomation provides the education to get Smart People for
smart grids

IEC 61850 - Get there first with SystemCorp, TQ and NettedAutomation
as competent partners!

IEC 61850 - Mit SystemCorp, TQ und NettedAutomation als kompetente

Partner zuerst am Ziel!

Posted by Karlheinz Schwarz at 2:22 AM No comments: [

Labels: education, embedded system, IEC 61850, NettedAutomation, SystemCorp,
1Q

Monday, April 2, 2012

CDV of IEC 61850-10 Ed.2.0 approved

The CDV of IEC 61850-10 “"Communication networks and systems for
power utility automation - Part 10: Conformance testing” has been
approved by the 25 P-members of IEC TC 57 end of March 2012.

The next step will be the FDIS publication for final ballot.

Posted by Karlheinz Schwarz at 11:26 AM No comments: [;.]
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Friday, March 30, 2012

IEC 61850 fur Smart Grids in Deutschland

BDEW und ZVEI empfehlen acht “reife” und notwendige Technologien
fir den unmittelbaren Einsatz fir Smart Grids:

Smart Grids in Deutschland — Handlungsfelder fur Verteilnetzbetreiber
auf dem Weg zu intelligenten Netzen (27. Marz 2012)

“Um die Verteilnetze effizient zu gestalten, erhoht sich der Bedarf an
Messung, Regelung und Automatisierung. Aus Sicht eines
Verteilnetzbetreibers kommt es jetzt darauf an, die wichtigsten
Technologien und deren Wirksamkeit zu identifizieren. Es stellt sich die
Frage, welche Technologien bereits heute zur Verfugung stehen
und welches Potenzial diese zur Losung der
verteilnetzspezifischen Probleme mitbringen.”

Von 25 Smart-Grid-Komponenten gelten acht als ,erfolgversprechend":

e Sensorik im Netz,

¢ Netzleittechnik,

o Kommunikations- und Dateninfrastruktur,

o regelbare Windkraft,

e regelbare Photovoltaik,

¢ kleinere KWK-Anlagen,

o Pumpspeicherkraftwerke sowie

« Komponenten zur Blindleistungskompensation.

“Als etablierte Kommunikationsstandards in der Energieverteilung
liegt die Verwendung der IEC 61850 nahe. Die IEC 61850 erlaubt
einen sicheren und effektiven Datenaustausch zwischen den Smart IEDs
und das Ubergreifende Nutzen von Sensoren und Aktoren. ... Die
konsequente Umsetzung des gemeinsamen Systemstandards 1EC
61850 uber alle Spannungsebenen hinweg, bietet die
Voraussetzung fur einheitliche Kommunikations- und
Datenstrukturen. Dies ist eine Voraussetzung fur den
wirtschaftlichen Ausbau der Verteilnetz-Automatisierung.

IEC 61850 und ... in "Smart Grids in Deutschland - Handlungsfelder flr

Verteilnetzbetreiber auf dem Weg zu intelligenten Netzen” [PDF, 32
Seiten, 10,9 MB]

Posted by Karlheinz Schwarz at 5:27 AM No comments: (ot

people, smart solution, Verteilnetz, wind power

Tuesday, March 27, 2012

Edition 1, Edition 2, and soon Edition 3 of IEC 618507

Some people are already looking for Edition 3 of IEC 61850! If you are
looking for IEC 61850 Edition 2 or IEC 61850 Edition - you will never
find them!! Really.

Editions are specific to parts — NOT to the series IEC 61850 per se with
its 20+ parts!!

Check out more information about Editions of the parts of IEC 61850.

Posted by Karlheinz Schwarz at 10:10 PM No comments:
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Get Free 1EC 61850 Development Kit (HW and SW)

The application of IEC 61850 is very successful all over. More and more
people are looking for hardware and software that can be used right
away - for an easy implementation of applications and Gateways
between IEC 61850 and DNP3, Modbus, IEC 60870-5-101/104 and for
short time to market developments.

NettedAutomation has scheduled the next public training course to be
held in Frankfurt from May 09-11, 2012. As a special gift we offer
you a free IEC 61850 Development Kit (Beck IPC DK61) with an
ready to go API and example application source code in C/C++ and IEC
61131/CoDeSys. The DK61 will be used during the course ... after the
event you can take the kit home and continue developing applications
for IEC 61850 and IEC 61400-25.

Download a description of the Development Kit [pdf, 1.4 MB].
The gift is included in the regular training fee.
This offer is valid until April 27, 2012. Register soon.

The program and further information on the training course can be
downloaded.

If you are interested in the training and FREE IEC 61850 development
kit DK61 contact us please.

The retail price of the DK61 is 1,299 Euro. The regular course fee will
be discounted by 800 Euro if you don’t want to get the kit but attend
the training course only. Students get a further discount ... please ask
for it.

Download the discussion about benefits using ready-to-go
solutions with 1EC 61850, DK61, Beck Chip, ... and PV Inverter

models [pdf, 2.3 MB, 18 pages]
Posted by Karlheinz Schwarz at 11:14 AM No comments: [t

Labels: application programming, CoDeSys, development kit, DNP3, Evaluation, IEC
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Tuesday, March 27, 2012

HAW Hamburg: IEC-Normen fur Smart Grids und die
Energiewende

Das HAW Hamburg (Hochschule fiir Angewandte Wissenschaften) ladt
Studierende und Wissenschaftler sowie Experten aus der Industrie, den
Betreibergesellschaften und Verbanden zu einem Impuls-Vortrag ein:

IEC-Normen fur Smart Grids und die Energiewende

Mittwoch, 4. April 2012
16:00 - 17:30 Uhr, mit anschlieBender Diskussion

Veranstaltungsort:
HAW Hamburg, Berliner Tor 5, Horsaal 01.10 (1. Stock)

Die Veranstaltung ist kostenlos.

Flexible und intelligente Stromnetze sind in aller Munde - die
dafur noétigen Kommunikationssysteme und Normen werden
allerdings gerade erst entwickelt. Experte Karlheinz Schwarz wird
die globalen Entwicklungen von nationalen und internationalen
Roadmaps und Normen vorstellen.

Im Rahmen der nachhaltigen Weiterentwicklung der
Versorgungssysteme muss mit den verfligbaren Ressourcen
(Energiequellen, technischen Einrichtungen und Menschen mit
Erfahrung) sowie den physikalischen GesetzmaBigkeiten
verantwortungsvoll und "smart" umgegangen werden. Smart Grids
helfen, die Physik zum Wohl der Menschen sicher und zuverlassig
nutzbar zu machen - gestern, heute und morgen.

Es werden globale Entwicklungen von nationalen und internationalen
Roadmaps (DIN, CEN/CENELEC/ETSI, NIST, Chinese State Grid, IEC
usw.) und Normen (IEC 61850, IEC 61968/70 CIM usw.) vorgestellt, die
helfen werden, die Energieversorgungsnetze auch unter geanderten
Randbedingungen sicher und zuverlassig zu erhalten.

Weitere Informationen zur Veranstaltung finden Sie hier.

Posted by Karlheinz Schwarz at 10:36 AM No comments: [;]

Grid, smart people

Monday, March 26, 2012

Smart Grids — A 19th century invention

Intelligent, safe electrical power distribution networks were invented at
the start of electrification and have been further developed up to the
present day. Electrical fuses, protective devices and monitoring devices
have been phenomenal in the protection of life and technical
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installations for more than 100 years. Without these "smart" devices a Sensors for Switchgears
fault-free, fail-safe electrical energy supply system would be and 1I...

inconceivable and the supply of electrical energy much too dangerous.
IETF Energy Management

Since the 19th century engineers have developed, tested, used on WG (EMAN) inspired by
a large-scale and continuously improved suitable solutions for the IEC 6...

safe and reliable operation of the rapidly growing supply of ever S

more applications with electrical energy. During the sustained Australia: The Dutch

further development of the supply systems, it is necessary to handle
the available resources (energy sources, technical installations and
individuals with experience) as well as the laws of physics both
responsibly and in a "smart" manner.

Smart grids help to make it possible to use physics safely and reliably » February (21)
for the benefit of man - in the past, today and in the future.

Disease and IEC
61850!?

» January (15)
A new paper discusses some aspects of the development of Smart

Grids. » 2011 (159)
Download the Smart Grid paper in English single sided or double sided. » 2010 (153)
Laden Sie das Smart Grid paper in Deutsch im Einseiten-Format » 2009 (162)

herunter oder im Doppelseiten-Format.
» 2008 (82)
The papers will be published by Bender (Gruenberg/Germany) in the

Bender magazine MONITOR 01/2012.

. . . Contributors
Bender creates new technologies for safe handling of electrical power;

to ensure the protection of people and the safe operation of machines, lﬂichael Schwarz

systems and manufacturing plants.
@rlheinz Schwarz

IEC standards are quite important for Bender! Mr Wolfgang Hofheinz
(CTO of Bender) is President of the DKE (German national committee of
the IEC international standardization organization) since 2010.

Check which IEC product standards and guidelines Bender applies
Posted by Karlheinz Schwarz at 9:18 AM No comments: [;.4]

Labels: future, history, IEC Standards, protection, reliable power delivery, Smart
Grid, smart people

Thursday, March 15, 2012

ABB to deliver 17 IEC 61850 based substations to Rio
Tinto (Western Australia)

ABB has won orders worth approximately $100 million for 17
substations to support Rio Tinto's iron ore expansion in the Pilbara ...
the protection and communication equipment will be compliant with IEC
61850.

News report on 17 new IEC 61850 based substations for Rio Tinto.

Posted by Karlheinz Schwarz at 10:44 PM No comments: [;4]

Tuesday, March 13, 2012

Powerful Arm and Freescale Platforms with IEC
61850 Stack and API at Hanover Fair 2012

SystemCorp and TQ offer the easy to use and powerful IEC 61850 stack
and API running on two Mini modules:
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News on IEC 61850 and related Standards

1. TQMa28 is based on the i.MX28 processor (ARM926 core with up to
450 MHz)

2. TQMa35 is based on the Freescale i.MX35 processor (ARM 11 core
with up to 532 MHz)

The platforms will be presented during the Hanover Fair:

Hall 13, Stand C45
Co-exhibitor with: TQ-Systems
23-27 April 2012 - daily, 9 a.m. to 6 p.m.

Karlheinz Schwarz will also be present at the booth - offering training
services and answering questions related to IEC 61850, IEC 61400-25,
IEC 60870-5/6, IEC 61968/70 CIM, DNP3, ...

Check for more details on the ARM 9 and ARM 11 platforms offering IEC
61850.

Read the experience and CV of Karlheinz Schwarz.

Posted by Karlheinz Schwarz at 4:32 AM No comments: [;.4]

IEC 61968, IEC 61970, SystemCorp

Friday, March 9, 2012

Fix in IEC 61850-7-4 Edition 2 - Mode and Behaviour

Please note that Table A.2 - Definition of mode and behaviour in IEC
61850-7-4 Edition 2 has an error that has been corrected, see Tissue
671:
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News on IEC 61850 and related Standards

For incoming data with g.test = True and Mode on, the data shall be
processed as invalid!

Access IEC 61850-7-4 Tissue 671.

Posted by Karlheinz Schwarz at 10:30 AM No comments: [;]

Labels: IEc 61850-7-4 Ed2, tissues

Thursday, March 8, 2012

IEC 61850 Gateway And Programmable 1ED

These days many vendors that have to develop devices for the electric
power delivery are interested in applying a third-party Gateway that
map the commonly used protocols like DNP3, Modbus, IEC 60870-5-
10x, or CAN bus to an IEC 61850 Server. There are ready-to-go
gateway available.

Usually the gateways map between one other protocol and an IEC
61850 Server - if you want to have two or three protocols to be
mapped to IEC 61850 you likely have to pay a license for each protocol.
The gateways usually are just gateways and do not allow any other
application running on the same platform providing application data
through IEC 61850 models and services.

The Gateway provided by SystemCorp is quite different as the following
figure depicts:
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News on IEC 61850 and related Standards

In addition to the Gateway functionality any other application
programmed on the very same platform can provide data exchange with
the IEC 61850 server through the simple API of the IEC 61850 stack.
Various embedded controllers like the Beck IPC Chip provide these
possibilities.

This allows with one IEC 61850 license to implement gateway
functionalities AND let any other application functionality “speak” IEC
61850.

Access the description of the IEC 61850 Protocol Stack Online API
Manual.

Posted by Karlheinz Schwarz at 1:53 AM No comments: (ot

Labels: API, applications, Beck Chip, DNP3, Gateway, IEC 60870-5-104, IEC 61131-
3, IEC 61850, Modbus, stack, SystemCorp

Wednesday, March 7, 2012

Wireless Temperature Sensors for Switchgears and
IEC 61850

Monitoring the temperature of likely failure points within electric power
switchgear provides invaluable data on the health of that piece of
equipment. Wireless solutions for temperature monitoring of medium-
voltage and high-voltage switchgear are appropriate means to get
critical information about the health of switchgears — especially for
aging switchgears that have an ever more crucial impact on the
reliability of the electric power system.

Ruggedized passive wireless radio-based temperature sensor and
monitoring systems are a great answer for medium-voltage and high-
voltage electric power switchgear. The access to the these measured
temperature values through IEC 61850 is now available by Intellisaw.

Access the Intellisaw website to read the benefits of their Wireless
Sensors.

Check the temperature measurement model STMP of IEC 61850.
Posted by Karlheinz Schwarz at 9:18 PM No comments: [5.4]
Labels: IEC 61850-3, IEc 61850-7-4 Ed2, Smart Grid, switch gear monitoring,

temperature monitoring
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News on IEC 61850 and related Standards

IETF Energy Management WG (EMAN) inspired by IEC
61850 and CIM

IETF EMAN, Energy Management, is an active WG that is modeling (in
the MIB) a lot of power related real world objects “connected” one way
or the other to a network. SNMP is used to access this information. The
objective of Energy Management (EMAN) is to provide an energy
management framework for networked devices.

Networked devices could be Ethernet switches, routers, battery
controller, other storages, gateways, ... more or less anything that is
connected to a network!

http://tools.ietf.org/wg/eman

The WG sees IEC 61850 as the most applicable standard to EMAN.
Concepts from IEC 61850 and CIM have been reused (somehow) by the
EMAN WG. A closer cooperation of the models would be appreciated by
the next generation of engineers and programmers ...

There is ONE real world - many models could be thought of to describe
that single real world. I hope that for energy applications we will
prevent to get too many models. IEC 61850 models should be used as
default solution in all devices closely connected to the physical level of
energy systems ... different notations and protocols may be used BUT
the content/semantic should be identical!

A MMXU should model the 3-phase electrical system - all over and in all
models.

Posted by Karlheinz Schwarz at 12:15 AM No comments: |

Thursday, March 1, 2012

Australia: The Dutch Disease and IEC 61850!?

Dustin Tessier suggests in his paper the increased application of IEC
61850 in Australia as a means against the Dutch Disease - a very
interesting paper. He states:

“With a bit of sponsorship from the government, this cost saving
technology [IEC 61850] established in 2004 - could immediately
translate into production efficiencies throughout the utility, LNG, and
industrial sectors. This is but one example of low lying fruit that have
yet to be picked in the Australian productivity domain.”

The Dutch Disease is a serious threat against nations that have a high
dependency on their exportable resource commodities; which explains
the apparent relationship between the increase in exploitation of natural
resources and a decline in the manufacturing sector. Nations that are
victim to low productivity rates, are more vulnerable than others, and it
is these nations that must first seek the "low lying fruit" when trying to
stimulate efficiencies within their economy. The answer? IEC 61850!
This is an attractive technology, as it applies across most industries, be
it utilities, LNG, metals and mining, desalination plants, etc. With a bit
of sponsorship from the government, this cost - saving technology
established in 2004 - could immediately translate into production
efficiencies throughout the utility, LNG, and industrial sectors. This is
but one example of low lying fruit that have yet to be picked in the
Australian productivity domain. This is likely true for Canada, Brazil, ...
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News on IEC 61850 and related Standards

According to Wikipedia “the Dutch disease is a concept that explains
the apparent relationship between the increase in exploitation of natural
resources and a decline in the manufacturing sector. The mechanism is
that an increase in revenues from natural resources (or inflows of
foreign aid) will make a given nation's currency stronger compared to
that of other nations (manifest in an exchange rate), resulting in the
nation's other exports becoming more expensive for other countries to
buy, making the manufacturing sector less competitive.”

Download the Document Death To The Dutch Disease: The Century of
the Surplus [pdf, 1.2 MB]

Posted by Karlheinz Schwarz at 1:54 AM No comments: [5.

Labels: Australia, economy, IEC 61850, Power Automation, Power Plants, power
systems

Wednesday, February 29, 2012

New Release of NIST Framework and Roadmap for
Smart Grid Interoperability Standards

DoE (U.S. Department of Commerce) and NIST (National Institute of
Standards and Technology) have published an updated roadmap for the
Smart Grids (Release 2.0) the other day.

The general direction and objectives of the framework and roadmap
described in the first release have been approved by release 2. Several
topics of Release 1.0 have been improved and extended. IEC 61850
(and other IEC TC 57 standards like 60870-6 TASE.2/ICCP, IEC
61968/70 CIM, and IEC 62351 Security) are still understood as key
standards for Smart Grids.

New aspects covered:

» Developments related to ensuring cybersecurity for the Smart
Grid, including a Risk Management Framework to provide
guidance on security practices;

* A new framework for testing the conformity of devices and
systems to be connected to the Smart Grid—the Interoperability
Process Reference Manual; and

e An overview of future areas of work, e.g.,electromagnetic
disturbance and interference.

You can read between the lines that the people in charge for smart(er)
grids have understood that the implementation of new devices and
systems is more a marathon than a sprint. Take a look at the process
of standardization of IEC 61850 which started in 1995, released first
complete set mainly in 2004-2005, and extended the standard since
then. It took many years before the market saw a bunch of vendors
and users that implemented the standard (2007 - 2010). But: The pace
in implementing and using the standard has increased steadily all over
since 2010 - 15 years after IEC 61850 standardization work started,
some 20 years after UCA 2.0 was initiated, and 25 years after the MAP
project started.

Don't worry if you see a lot of legacy stuff still running and
commissioned. Keep in mind: Haste makes waste. Take your time.

Download the NIST Framework and Roadmap for Smart Grid
Interoperability Standards, Release 2.0 [pdf, 7.5 MB]

Posted by Karlheinz Schwarz at 11:04 PM No comments: [;a]
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Labels: CIM, IEC 61400-25, IEC 61850, NIST Roadmap, security, Smart Grid, smart
people

Saturday, February 25, 2012

Easy, Affordable and Fast Integration of IEC 61850 in
Small Devices

High financial and time expenditures for the implementation of IEC
61850 in control systems and other devices prevented so far a broad
market penetration of the standard in the lower voltage levels and in
distributed power generation. A reasonable and cost effective solution is
now available with the Beck IPC@CHIP. The development of IEC 61850
conformant interfaces in power delivery systems — particularly
renewable and decentralized power producers and consumers - can now
be realized within very short time to market.

The stack and API used on many platforms has been developed by
SystemCorp (Bentley, Western Australia), e.g., on the Beck IPC Chip.

A new paper has been written about the benefits of using ready-to-go
solutions. The paper discusses embedded controller with IEC 61850
stack and API, DLL and other libraries with IEC 61850 stack and API, ...
You will find also a brief discussion of the information models for PV
inverters (IEC 61850-90-7).

Download the discussion about benefits using ready-to-go
solutions with 1EC 61850 and PV Inverter models [pdf, 2.3 MB, 18

pages]
Posted by Karlheinz Schwarz at 12:29 PM No comments: [-a]

Labels: API, applications, Beck, Beck Chip, embedded system, Evaluation, IEC
61400-25, IEC 61850, SystemCorp

Video on the Use of IEC 61850-6 SCL to configure a
server and a client

This presentation explains the use of two IED specific SCL files to
configure IEDs. One is used to configure a server and the second
(with the same model - but different bindings between the model
and the real data) is used to configure a client. The API "Write call "
at the client and the "Write callback" at the server are briefly explained.
The API is provided by SystemCorp (Bentley, Western Australia). The
API is available at the Beck IPC Chip and other embedded controllers,
or for Windows (DLL) and Linux.
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News on IEC 61850 and related Standards

Click HERE for an evaluation kit running on a PC (with DLL and
applications). The evaluation package runs for six months. It uses two
SCL files for configuring the server and the client (as shown in the
video).

I hope you will enjoy this video!
Your feedback to Karlheinz Schwarz would be appreciated.

Posted by Karlheinz Schwarz at 5:46 AM No comments:  [5.4

Labels: configuration, IEC 61850-6, IED configuration, SCL, system configuration,
Training, video

Friday, February 24, 2012

Video with brief Introduction to IEC 61850 and I1EC
61400-25

IEC 61850 and IEC 61400-25 comprise some 25 documents. Part IEC
61850-7-1 contains some basic modeling concepts that may help to get
a few ideas what IEC 61850 is about. I guess that just a few people
have read that part. In my training courses with almost 3.000 attendees
I have gained a lot of experience on how to explain the basic concepts.
In 2011 I have conducted more than 30 training sessions (from one to
12 days). Today I am starting a new service to the industry: providing
videos that explain basics with animated up-to-date slides.

The first video is a brief presentation of the key concepts of IEC 61850
(one slide): modeling methods, models, configuration language,
communication, and mappings. The demonstration shows how these
concepts are used to compose a system. Of course, this slide is just
showing the basics of a “small system”. This slide is part of the
introduction of my commercial training curses.

Please click on the start button to see the video — in order to see it
in the full screen, click again on the video and select the full
screen button.
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I hope you will enjoy this video!
Your feedback to Karlheinz Schwarz would be appreciated.

Posted by Karlheinz Schwarz at 5:44 AM No comments: (o8]

SMV, TCP/IP, video

Thursday, February 23, 2012

Siemens Industry offers PRP Ethernet Redundancy
Products

Ethernet is obviously to become the number ONE solution for almost all

automation domains - just a few experts expected this success some 20
years ago. Even one of the serious supporters of Fieldbusses (Siemens)

is supporting this trend by offering new Ethernet products.

High Availability Seamless Redundancy (HSR) and Parallel Redundancy
Protocol (PRP) are the latest additions to the IEC 62439 Standard for
High Availability Industrial Ethernet Networks. Designed for mission
critical and time sensitive applications such as those found in Electric
Utility protection and control applications (referenced by IEC 61850-8-
1). Below is an excerpt of the TCP/IP Profile (PRP1 and HSR are also
contained in the GOOSE and SV profiles):

Siemens offers IEC 62439-3 PRP compliant Ethernet products
(SCALANCE X204RNA).

Click HERE for information on SCALANCE X204RNA in English
Click HERE for information on SCALANCE X204RNA in German
Click HERE for Manuals and further information

Click HERE for further information on the concepts [ppt presentation]
Click HERE for other IEC 62439 products [Hirschmann]

Posted by Karlheinz Schwarz at 4:56 AM No comments:  [5.4]

Labels: Ethernet, Ethernet switches, IEC 61850, IEC 61850-8-1, redundancy
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Excerpt of IEC 61850 etz Report online
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A excerpt of the etz Report 34 (in German only) is available online:

2004 / 184 Seiten

Themen: IEC 61850 - Datenmodelle und Kommunikation flr die
Schutztechnik, Stationsleittechnik, Netzleittechnik, Leitsysteme,
Schaltanlage, Energieversorgung, u.v.a.m.

Click HERE for an excerpt of the book.
Click HERE for order information.

Posted by Karlheinz Schwarz at 5:00 AM No comments: [5.4]

Labels: etz Report, IEC 61850, Stationslettechnik

Tuesday, February 14, 2012

Update on: How to define New Data Objects in IEC
618507?

The post dated January 15, 2012, on “How to define New Data Objects
in IEC 61850?"” has been updated and enhanced to help you to
understand the model extensions. It contains also to older links ...

Click HERE for the updated post.

Posted by Karlheinz Schwarz at 1:58 AM No comments: [;.4]

Labels: IEC 61400-25, IEC 61850, model extensions

Monday, February 13, 2012

Download 1EC 61850 Blog Content as PDF Document

For those readers of the blog that want to get the complete content as
a single pdf document, it is one click away ... it contains the 585
posts from 2008 until 2012-02-13.

Click HERE to download all posts in one pdf [12.5 MB, 420+ pages DIN
A4]

Enjoy!

Posted by Karlheinz Schwarz at 9:37 AM No comments: [;.4]
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Monday, February 13, 2012

Smart Grid Last Mile Infrastructure

20 experts from 15 companies have drafted an architecture for “A
Standardized and Flexible IPv6 Architecture for Field Area Networks”.

The “paper is intended to provide a synthetic and holistic view of open
standards Internet Protocol version 6 (IPv6) based architecture for
Smart Grid Last Mile Infrastructures in support of a number of advanced
Smart Grid

applications (meter readout, demand-response, telemetry, and grid
monitoring and automation) and its benefit as a true Multi-Services
platform. ... provide an efficient, flexible, secure, and multi-service
network based on open standards.”

IEC TC 57 standards like CIM, IEC 61850, and IEC 610870, as well as
DNP3, IEEE 1888, and Modbus are understood as crucial application
standards.

Click HERE for the above architecture.
What is IEEE 1888? A new IEEE project ...

Standard for Ubiquitous Green Community Control Network
Protocol

Click HERE for some background information
Click HERE for the PAR
Click HERE to visit the project website.

I hope that the experts involved in the project IEEE 1888 will rely on
standards like CIM, IEC 61850, and IEC 610870, ... Hope that the
energy automation market is smarter than the industrial automation
market: keeping the number of protocol solutions very low!! The
industrial automation domain has a lot of headaches with the
proliferation of the many many protocols (100+)!!

Posted by Karlheinz Schwarz at 7:31 AM 0 comments o]

smart metering, utilities

Saturday, February 11, 2012

IEC 61850 on every Pole?

Pole mounted power distribution equipment and communication could be
found all over in big cities like the one shown in the following picture I
took in Seoul:
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Power Quality Information
modeled in IEC 61850

» January (15)

» 2011 (159)
» 2010 (153)
» 2009 (162)
> 2008 (82)

Contributors
Michael Schwarz
Karlheinz Schwarz

In the future you may see many pole mounted boxes that function as
routers supporting the hybrid grids (power, gas, heat, ...), traffic control,
... and may other applications.

Several companies are offering the needed communication infrastructure
that connects many of the millions of devices.

One of these comprehensive solutions is the “"Cisco Connected Grid -
Deliver More Value from Your Operations Over a Single, Intelligent,
Secure Platform”. A key element in this platform is IEC 61850.

Click HERE for a presentation on “Cisco Connected Grid” [pdf, 25 pages]
Posted by Karlheinz Schwarz at 12:15 AM 1 comments

Labels: CIM, Cisco, IEC 61850, power distribution, power systems, routers

Friday, February 10, 2012

Ethernet for Real-Time Applications — IEEE
Symposium in Munich

On January 17, 2012 TUEV SUED (Munich, Germany) held a symposium
on real-time Ethernet. Ethernet is not fit for real-time - that is what
has been said from the very beginning. But: time and technology has
changed. “Deterministic Ethernet & Unified Networking - Never bet
against Ethernet ...”, this is the opening statement of one of the 11
presentations of the symposium. Ethernet seems to be THE backbone of
all automation systems in the near future.

The 11 presentations can be downloaded:

. Opening by TUV SUD

. IEEE 802.1 AVB standards status (audio video bridging, Broadcom)
. Real-time networks and preemption (Cisco)

. Latency Scenarios of Bridged Networks (Deggendorf University)

. Real-time Ethernet Requirements for Automation Applications (iniT)

. Ultra Low Latency Traffic Class @ Industry (Siemens)
. Adaptive Scheduling of Streams in RT (Czech TU Prague)

. AVB and Fault Tolerant Networking (Belden/Hirschmann) - Ethernet
everywhere!

9. Robustness Requirement in Industry and Energy (ZHAW, CH)

oONOUThWNRE
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10. Deterministic Ethernet & Unified Networking (TTTech)

11. IEEE 1588v2 Time Synchronization in Energy Automation
Applications - Case Studies from China (RuggedCom) - Huge
substation with more than 160 Ethernet Switches!

When I was about to do my diploma thesis at Siemens in Karlsruhe in
1981, my topic was to do some practical analysis of Ethernet. Due to
the high cost of two (2) Ethernet MAUs (40.000 DM / 20.000 Euro) it
was decided not to purchase the hardware - people did not believe that
Ethernet would be an option at all ... and forever. Many experts believed
in Token Passing.

I did not agree (I was still a student). So, I decided to look for an
answer of making shared Ethernet deterministic ... it ended up in a

patent Siemens got.

More to come ... in China and all over. Ethernet and IEC 61850 (based
on Ethernet) are providing real standard solutions.

Posted by Karlheinz Schwarz at 11:09 PM 0 comments (et

Thursday, February 9, 2012

IEC 60870-6 TASE.2 (ICCP) - New Editions

IEC TC 57 has published three Committee Drafts (CD) that are intended
to provide new editions of the popular standards for control center to
control center communication.

IEC 60870 defines a mechanism for exchanging time-critical data
between control centres. It defines a standardized method of using the
ISO 9506 Manufacturing Message Specification (MMS) services to
implement the exchange of data.

Closing date for comments: 2012-05-04

57/1213/CD

IEC 60870-6-503 Ed.3: Telecontrol equipment and systems - Part 6-
503: Telecontrol protocols compatible with ISO standards and ITU-T
recommendations - TASE.2 Services and protocol

57/1214/CD

IEC 60870-6-702 Ed.2: Telecontrol equipment and systems - Part 6-
702: Telecontrol protocols compatible with ISO standards and ITU-T
recommendations - Functional profile for providing the TASE.2
application service in end systems

57/1215/CD

IEC 60870-6-802 Ed.3: Telecontrol equipment and systems - Part 6-
802: Telecontrol protocols compatible with ISO standards and ITU-T
recommendations - TASE.2 Object models

Contact your National Committee for a copy.
Posted by Karlheinz Schwarz at 11:50 PM 0 comments [5a]

Labels: IEC 60870-6, iso 9506, MMS, TASE.2, TASE.2 ICCP

Load-Shedding by Police and SMS

The German TV channel ZDF showed yesterday how businesses in Nice
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News on IEC 61850 and related Standards
(France) shed loads: by policeman coming by ... and by SMS messages.
Click HERE for a video [in German only, at ZDF.de]
Posted by Karlheinz Schwarz at 11:30 PM 0 comments G

Labels: load shedding, power outage, power systems

Tuesday, February 7, 2012

Italian Norm about to Require IEC 61850 for almost
all PV Inverters

The CEI (Comitato Elettrotecnico Italiano) has published in December
2011 a norm that strongly proposes to use IEC 61850 to connect PV
inverters (>1kV and >6 kW) to external systems (grid operator, ...):

CEI 0-21 “Regola tecnica di riferimento per la connessione di Utenti
attivi e passivi alle reti BT delle imprese distributrici di energia elettrica”.

“Reference technical rules for the connection of active and passive users
to
the LV electrical Utilities”

Click HERE for the press release and link to the norm provided by CEI
[pdf, Italian].

Click HERE for a up-to-date presentation presenting the background and
needs for ... and for standard communications in low voltage (LV) power
systems.

The document IEC 61850-90-7 “IEC 61850 object models for inverters
in distributed energy resources (DER) systems” is about to published in
a few months. This document is a perfect fit for the needs of PV
inverters.

IEC TC 57 WG 17 has met in San Diego (CA) last week. The final draft
paper is expected to be available in a few weeks.

Posted by Karlheinz Schwarz at 11:11 AM 0 comments [s.4]

voltaic, PV

IEC 61850 Training Courses in Frankfurt and Denver
(CO)

Are you looking to tap the experience of training almost 3.000 experts
all over? Here are a few public events in Germany and U.S. that provide
a wide range of experience and knowledge presented by Karlheinz
Schwarz.

Understanding the basics of standard series IEC 61850 and IEC 61400-
25 will help you to get smoothly to systems that are based on
interoperable devices.

Erankfurt (German 09.-11. May 2012

Erankfurt (German 17.-19. October 2012

3 day IEC 61850/61400-25 Seminar/Hands-on Training
(NettedAutomation) with with several embedded Controller Development
Kits (Linux, RTOS, ...), Starter Kit (Windows DDL), and several other
demo software
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News on IEC 61850 and related Standards

Denver, CO, (USA). Remote Conference, 18.-19. September 2012
2 day Seminar (NettedAutomation) on Power System Communication
covering IEC 61850, IEC 61400-25, DNP3, NIST Interoperability
Roadmap, Smart Grids, ...

Posted by Karlheinz Schwarz at 10:51 AM 0 comments [:4]

Labels: hands-on Training, IEC 61400-25, IEC 61850, seminar, stack, starter kit,
Training

Monday, February 6, 2012

Modeling Circuit Breakers for Single and Three
Phases

Models for switchgear are defined in IEC 61850-7-4 Edition 2. The
model defines several aspects like controlling and monitoring of real
circuit breaker switchgear:

XCBR excerpt of model:

XCBR represents usually one (1 phase) circuit breaker. In some special
cases it may represent all three (3 phase) circuit breaker. If you want
to trip all three CBs of a 3-phase system, you have to define an
instance 1 for that purpose: e.g., All_XCBR1.

In case you want to model the case to trip a single phase CB, you have
to model 3 instances of XCBR, e.g., A_XCBR1, B_XCBR2, C-XCBR3.

The data object XCBR.SumSwARs represents the “Sum of switched
amperes, resettable”. What to do when you want to model the
SumSwARs of all three phases?

I saw this model the other day: extended data objects:SumSwARs1,
SumSwARs2, SumSwARs3 ... for Phase A, B, and C in a single XCBR
instance:
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From a general modeling point of view this could be done (it is not
wrong!) - But it is highly recommended not to do! Since a XCBR is
usually representing a single CB then we need 1 instance per phase.
A_XCBR1 would represent the sum of switched amperes of Phase A. The
All-XCBR1 (see above) could represent the sum of switched amperes of
all 3 CBs.

Posted by Karlheinz Schwarz at 3:01 AM 2 comments Gt

Labels: circuit breaker XCBR, IEC 61850, model extensions, models

Long-Term Solutions for The Transition of Energy
System Needed

Energy supply systems have a long lifetime (30 ... 40 ... 50+ years).
Electric energy is flowing trough generators, wires, transformer,
switchgears, motors, and other loads; gas and heat is flowing through
tubes ... The energy is usually flowing top-down today. In the future we
will have to manage energy flow top-down, bottom-up, back and forth,
converted between ...

The transition of the energy system as planned today, will take decades
to happen. According to Eberhard Umbach, the president of the KIT
(Karlsruher Instituts flir Technologie) it would be a great success, if we
could get started within the next 10 years (Read in the News

German]).

“Der Prasident des Karlsruher Instituts fur Technologie (KIT) hat Zweifel
am Gelingen der Energiewende und dem Ausbau der Windenergie im
Sudwesten. "Das grof3te Problem ist, dass wir kiinftig dezentrale Netze
brauchen, die separat geregelt werden und miteinander verknupft sind",
sagte Eberhard Umbach der "Frankfurter Allgemeinen Zeitung"
(Montag).
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Ein Aspekt werde von den Politikern derzeit weitgehend ignoriert, sagte
Umbach: "Zur Steuerung der dezentralen Netze fehlt uns heute die
entsprechende Informationstechnologie einschliel3lich entsprechender
Sicherheitsmalinahmen, da reicht es nicht, ein paar neue Programme zu
schreiben.” Wenn innerhalb der nachsten zehn Jahre erste Schritte
geldangen, so Umbach, dann "wéaren wir sehr gut".

That means for the information and information exchange infrastructure
that it has to stay (standardized one way or the other) for some 30 ...
50 years. It is unlikely to replace a comprehensive infrastructure, that is
required for the future hybrid energy system, every 10 years or so. In
the manufacturing domain (car production, ...) it is likely that a factory
will be upgraded to a new “standard” every 7 to 10 years.

So, we have some years left to do large scale deployments of the basic
information and information exchange infrastructure for the hybrid
energy system of the future.

The basic definitions that can be used today, in 10 or even in 30 years
are the IEC 61968/70 (CIM) and IEC 61850. The crucial parts of these
standard series are independent of implementation technologies: models
of a generators, measurements of the electrical 3-phase system or
power quality information are semantic models that could be used
forever. A “phase A current” is a “phase A current” today and in 40
years.

There is one issue here: How could I figure out which models exist?
Good question!

Click HERE for the list of 280+ Logical nodes (2010).

Posted by Karlheinz Schwarz at 12:14 AM 0 comments (o]

Labels: CIM, energy supply, IEC 61850, long-term solution

Friday, February 3, 2012

Wind and Solar Gas — A Challenging Storage Option

As you know, there is a crucial challenge with renewable power
generation - wind and solar power are often generated during times
when it could not be transported to the load centers! Usually generation
has to stop - even the wind is blowing and the sun is shining. So, how
to work around?

In November 2011 there was a big conference in Berlin to discuss a
new way of storing energy: the existing natural gas network may
become a cornerstone for a renewable energy system that provides
huge storage, transport and distribution capacities that are hundred
times larger than the electric power grid.

Electrons and gas? Yes!

The “SolarFuel” power-to-gas method could convert renewable
electricity into CO2 neutral, renewable natural gas.

What does it all mean:

* More renewable electricity could be generated.

 Renewable natural gas stores the energy for days, weeks and
months due to huge capacities in the tubes used for
transportation and distribution

* Energy is accessible everywhere and at any time.

I remember that our gas utility here in Karlsruhe buried huge tubes
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(some 100 cm in diameter) in the 90s - this allows to transport and
store more gas (volume increases to the second of the diameter).
Copper wires can transport more electric power with bigger cables — but
the wires do not store more electric power ;-)

The gas storage in Germany could (if full) be tapped for some 6 month!!

The new discussion is about Hybrid Grids: Electric Power, Gas and
Heat. More to come soon.

One thing is for sure: We will be challenged by a steep growing
demand of Information Models to be added to IEC 61850 for the
many aspects of hybrid grids. UCA (the forerunner of IEC 61850) was
adapted by the GRI (Gas research institute, USA) for use by gas
utilities. This effort culminated in an evaluation of UCA in a gas utility
environment at Pacific Gas and Electric Company, San Francisco, in the
90s.

Excerpt of logical nodes (called Bricks in UCA) from the document:
Integrated UCA(TM) for Gas Industry / Volume 2: Gas Industry Device
Object Models.

e Pressure monitors for inlet, intermediate and outlet gas (PMONO,
1, 2 respectively)

o First stage pressure regulating valves (PRVLO, PRVMO and PRVHO
for low, mid and high range valves respectively

o Gate station flow monitors for low, medium and high flow rates
(GSFLO, GSFMO, and GSFHO respectively)

e Gas quality monitor (QMONO):
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Click HERE for the list of 6 reports from GTI (former GRI) [2000]
Click HERE to get some more information on wind and solar gas.
Click HERE for a comparison of IEC 61850 and UCA [2004].

IEC 61850 logical nodes for the gas and heat application domain could
easily be defined and (if needed) standardized.

Posted by Karlheinz Schwarz at 9:13 AM 0 comments [5.]

Labels: energy storage, gas, IEC 61850, solar gas, storage, UCA, wind gas

Thursday, February 2, 2012

IEEE Standards for free download

Did you know that many IEEE 802 and other standards are available for
free of charge download? IEEE provides these documents for free six
months after their publication.

Click HERE for the list of free standards.

Posted by Karlheinz Schwarz at 7:57 AM 0 comments [5.4]

Labels: download, Ethernet, IEEE, IEEE 802, standards

Wednesday, February 1, 2012

U.S. System Integrator opened Test Facility for IEC
61850

Burns & McDonnell (Kansas City, MO) has invested in a new lab for
technologies like IEC 61850 to offer a “work bench” for their employees
and their clients. The lab supports GOOSE, MMS, and Sampled Values
messaging.

The lab helps “tying IEC-61850 to the power line carrier and integrating
advanced protection and control systems with legacy equipment using
RS-232 and DNP interfaces.”

This way they will gain crucial experience with the new standard series
IEC 61850 -this is what you see in the factory automation domain
where a lot of “filedbus X” competence centers are offering services
for specific fieldbus technologies.

Click HERE for the press release (2012-01-27).

Burns & McDonnell is involved in an upgrade project with 19 substations
using IEC 61850 technology, 2010 - 2016:

“Burns & McDonnell is responsible for detailed design including
Northeast Utilities’ new Next Generation Substation Protection &
Controls. The new P&C system integrates relays, SCADA equipment
and yard equipment using IEC 61850 protocol, significantly
reducing costly wiring.”

Click HERE for the project description.
Posted by Karlheinz Schwarz at 10:55 PM 0 comments G

Labels: DNP3, IEC 61850, interoperability, protection, SCADA, testing
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Power Quality Information modeled in IEC 61850

IEC 61850 is a powerful standard - also for describing the exchange of
Power Quality Information.

IEC 61850 has been extended to support many advanced power quality
applications like those defined in IEC 61000-4-30 and EN 50160. IEC
61850-7-4 Edition 2 defines logical nodes, that support modeling and
configuring event sequencing with additional quality reporting and
waveform recording.

Excerpt of logical nodes for power quality:

e Harmonics (MHAI)

e Flicker (MFLK)

o Imbalanced power calculations (MADV)
e Frequency variation (QFVR)

e Current transient (QITR)

e Current unbalance variation (QUIB)

e Voltage transient (QVTR)

* Voltage unbalance variation (QVUB) and
e \oltage variation (QVVR).

Click HERE for a nice summary published by Schneider Electric.

Click HERE for a draft list of Logical Nodes for Power Quality (this
content was used as input to the development of IEC 61850-5 Edition 2
and IEC 61850-7-4 Edition 2).

Posted by Karlheinz Schwarz at 3:50 AM 0 comments [5.4]

Labels: EN 50160, IEC 61000-4-30, IEC 61850, IEc 61850-7-4 Ed2, power quality,
power systems, Schneider Electric

Tuesday, January 31, 2012

FINSENY — European Consortium of 35 Organizations
supports IEC 61850 and IEC 61400-25

Have you heard about FINSENY before? I didn't know about these
activities. What is it? Another European project - yes, but one that
seems to build on existing standards like IEC 61850, IEC 61968/70, IEC
61400-25, IEC 62351, ... IEC 60870-5.

FINSENY - Future Internet for Smart Energy (2011 — 2015)

FINSENY project: 35 organizations from the ICT and energy sectors
team-up to identify the ICT requirements of Smart Energy Systems.
This will lead to the definition of new solutions and standards,
verified in a large scale pan-European Smart Energy trial ... As part
of the FI-PPP programme, FINSENY will analyse energy-specific
requirements, develop solutions to address these requirements, and
prepare for a Smart Energy trial in phase two of the programme.

Click HERE for the list of the 35 organizations.

Fortunately the work done so far refers to IEC TC 57 and TC 88
standards!

“ ... existing standards which are worldwide considered and recognized
like the IEC TC57 standards for Communication networks and
systems for power utility automation (IEC 61850) and System
interfaces for distribution management (IEC 61968) will be taken into
account when defining the architecture, data models and communication
relationships as well as existing telecommunication standards supporting
the Future ...”
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Click HERE for a statement on standards.

A first list of consolidated ICT Requirements recommends: “To ensure
interoperability the communication should rely on well-known and
frequently used standards like IEC 61850, IEC 61968/61970 (CIM), or
IEC 60870-5-101/104 (Telecontrol) and others. Also to be respected are
specialized communication standards like - IEC 61400-25-4 for wind
turbines ...”

Click HERE for the requirements document [pdf, 262 pages]

A very detailed description of typical use-cases in power distribution
has been written: “Distribution Network Building Block”: ™ ... Advanced
ICT solutions that could provide Future Internet and the economies of
scale that could be reached are essential for the development of the
Smart Distribution Network. This deliverable presents a Reference
Model for the Distributed Network Scenario and selects and
describes a set of building blocks (UC) that should be representative
enough for a further analysis of ICT requirements of smart DN
solutions.”.

Click HERE for the Distribution Network Building Block [pdf, 98 pages]

I was a bit surprised when I read in that document about the
communication with SCADA systems:

“SCADA System updates real time information from the RTU by
means of continuous polling. The RTU is monitoring continuously
Power Equipment through its Analog and Digital Inputs. When a change
occurs is some of the inputs, the RTU takes note of it in order to send it
in the next request from the SCADA System SCADA System requests
every 2 seconds for any change of state or measurements detected in
the RTU. When a request of state or measurement change is received,
RTU sends all these changes to the SCADA System ...”

Hm, this seems a bit ... ok, smart people will develop smart(er) devices
- the IEDs (Intelligent Electronic Devices) - that will help to reduce the
sheer unlimited amount of data to be exchanged continuously every 2
seconds. The project expects millions of devices to communicate with.
Suppose 100 signals to be exchanged every 2 seconds from 100.000
devices: 5.000.000 signals per second ... IEDs (RTUs, Data Managers,
Data Aggregators, Gateways, ...) with IEC 61850 will send information
only if it is needed!! - on an event like a state change or limit violation.

Exchanging millions of signals per second means we need a high
bandwidth — good for vendors that sell "bandwidth”! That is the
question, how can more active power flow through the copper cable?
Same may accomplish it the smart way with the reactive power
compensation that can be done smart by inverters — smart electricians
may solve this by just putting a bigger cable into the ground.

Click HERE for some discussion of polling versus spontaneous reporting.

The document lists also Monitoring and Control of Inverter
Functions (Connect / Disconnect to/from grid, Adjust Maximum
Generation Level, Adjust Power Factor, ... Scheduled Actions based on
time, temperature, power pricing ... VAr modes for VAr support from
PV/Storage inverters (Modes PV1...PV5) ... Advanced functions
(Watt/Frequency or Watt/Voltage mode, advanced schedules, low
voltage

fault ride through (FRT), separate Watt and VAr management, harmonic
cancellation) ...

The FINSENY papers are worth to read and study.

Posted by Karlheinz Schwarz at 10:32 PM 0 comments [;.4]
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Siemens Industry to take over RuggedCom

The Siemens division Industry (not Energy!) announced yesterday
(2012-01-30) that they agreed with RuggedCom to acquire Canadian
network supplier RuggedCom Inc. The other day it was reported that
Belden was trying to take over RuggedCom.

Click HERE for the Siemens press release from 2012-01-30.

It is quite interesting to see how long it took to make Ethernet an
enjoyable solution:

Excerpt from the press release: “Siemens’ portfolio of industrial
Ethernet networking components is enjoying above-average
growth rates compared to the competition. Until now, the main
emphasis of Siemens’ installed base in this segment has been in Europe.
“RuggedCom’s portfolio would be an ideal addition to our range of
industrial Ethernet communication products, improving our industrial-
quality router and switch offering. In addition, the acquisition would
improve our footprint in the North America and the Asia-Pacific region,”
said Anton S. Huber, CEO of the Siemens Industry Automation Division.
Huber also indicated that all of RuggedCom'’s and Siemens’ product
lines would be developed further in the next few years.”

What is meant by “competition” in the statement “industrial Ethernet
networking components is enjoying above-average growth rates
compared to the competition”? Is Ethernet competing with the “Profi”-
and many other Fieldbusses ... Profibus and ProfiNet ... FF fieldbus ...?

For me this deal indicates that the native Ethernet solution as
provided by RuggedCom and used in IEC 61850 is the most
“enjoyable” and successful network solution in the next 20 years or so!
RuggedCom is (as Belden/Hirschmann) quite active in the IEC 61850
standardization.

When I worked for Siemens Industry in the early 90s, I recommended
to use native Ethernet instead of fieldbusses ... now we write 2012 - 20
years later.

Click HERE for the paper “Bridging MAP to Ethernet” [PDF, 720 KB,
1991]

Click HERE for the paper “Fieldbus standardization: Another way to go”
[PDF, 720 KB, 1991].

Posted by Karlheinz Schwarz at 12:25 AM 0 comments ]

Labels: Ethernet, Ethernet switches, fieldbus, IEC 61850, Power Automation, power
systems, RuggedCom, Siemens, Substation, Substation Automation

Saturday, January 28, 2012

IEC President Wucherer talks about the Electric
Future

The new IEC President, Dr Klaus Wucherer talked to the IEC Council
recently.

According to the IEC e-tech website (2012-01-28): “Wucherer
underlined that as an engineer and industrialist he has been in contact
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with the IEC in one way or another throughout most of his working life.
He contributed to IEC work through his company and the National
Committee and was an industry customer for IEC products and services.
... Wherever there is electricity, the IEC needs to be involved.” 1
my opinion: IEC is already deeply involved - many experts have to
learn this.

Dr Wucherer was my boss at Siemens Automation and Drives when I
started my consultancy business 20 years ago — he was in Nuremberg
and I was in Karlsruhe. The reason I became a consultant was this: Dr
Wucherer asked me three times to move from Karlsruhe to Nuremberg
- I decided to stay in Karlsruhe and work in the standardization as a
consultant. Dr Wucherer, colleagues of mine and I were deeply involved
in the national, European and international standardization of
Fieldbusses and MAP. Dr Wucherer supported the standardization work
in the 80s and 90s. We agreed that the future would require true
international standards for information exchange.

As a Siemens employee under Dr Wucherer I wrote two remarkable
papers on the standardization: one about the future of Fieldbusses and
one about MAP in 1991:

Click HERE for the paper “Bridging MAP to Ethernet” [PDF, 720 KB]

Click HERE for the paper “Fieldbus standardization: Another way to go”
[PDF, 720 KB].

I would extend his statement “Wherever there is electricity, the IEC
needs to be involved” to

Wherever there is electricity, the IEC 61850 needs to be involved!

Click HERE for some crucial information models for the electricity
defined in IEC 61850-7-4 that demonstrate the importance of the above
extended statement.

The “electricity world” is likely to prevent the proliferation found in the
industrial automation domain’s fieldbusses. If the many fieldbus
consortia define their fieldbus specific profiles for the electric world then
we will get as many information models as fieldbusses! Or?

Click HERE to see bunch of 60+ fieldbusses in ONE IEC standard in
2008: The IEC 61158.

Posted by Karlheinz Schwarz at 1:56 AM 1 comments G

Automation, power systems, Siemens

Download 1EC 61850 Blog Content as PDF Document

For those readers of the blog that want to get the complete content as
a pdf document, you can just get it with one click ... it contains the
posts from 2008 until 2012-01-27.

Click HERE to download all posts in one pdf [12 MB, 410+ pages DIN
A4]

Enjoy!

Posted by Karlheinz Schwarz at 1:05 AM 0 comments [5.]

Labels: download, IEC 61850
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Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Friday, January 27, 2012

IEC 61850 in the U.S. — A Personal View of IEC 61850

Scott Olson (POWER Engineers) investigated recently to figure out the
situation of the application of IEC 61850 in the U.S.: He found IEC
61850 on the radar screen!

In his report (A personal view of IEC 61850) he wrote early January
2012 that IEC 61850 is "More Than a Protocol”. Yes - it is much more
than a protocol. It is not something like "DNP4"” or “IEC 60870-5-105".
The standard series IEC 61850 provides a bunch of definitions applicable
in many different subsets - there will never be an implementation that
implements the whole standard series! Never ever.

Some explanation on basic concepts of the standard series IEC 61850
follow (before we have a closer look into Scott Olson’s report):

IEC 61850 provides models of real world information (status,
measurements, and control points, settings, ...) for many different
application domains. The following slide shows an example of a model:
XCBR - circuit breaker of a real substation.

Another area is the system configuration language (SCL) that
describes many aspects of devices and the whole system. Third, there
is the communication shown in the top left corner. The communication
defines services. These services are realized by protocols. The
protocols are comprising TCP/IP based client-server communication and
Ethernet based real-time communication (GOOSE and sampled
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measured values - sensor-data).

Protocols are needed - the crucial issues are models and configuration
language.

Some of the services that communicate the state-changes of the circuit
breaker are as follows:

Is it worth to compare the protocols of various standards? Check the
following table to figure out what the left side has to offer ... and what
the standards on the right have:

IEC 61850 is mainly focusing on crucial aspects of the many
applications and on the system - system means: what to communicate,
from where to where, how to communicate, when, ... how to configure
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systems and devices, how to document requirements and systems, ...

A remaining question is: What is most important to look at or to
implement or to apply? It depends. From a device point of view it is
absolute important to have the communication services and protocol -
and application program interface (API) — implemented. This is required
in TWO devices - the server, that provides the models, and the client
that reads values or receives spontaneous reports:

From a application point of view it is crucial to look at the models!! ;-)

The models should be discussed independent of ANY protocol!!! Many
people have understood that the models, services and protocols of IEC
61850 are all independent of each other - that is one of the crucial
benefits! That is the reason why IEC 61400-25-4 (Wind Power
application of IEC 61850) defines the mapping of process values (the
signal lists) and simple services to DNP3 and IEC 60870-5-101/104.
Because the models, services and configuration language are
independent of the protocols.

And also note that the use of IEC 61850 is first of all intended for the
substation automation and power generation ... finally it may be used (in
the long term) in the communication with control centers.

Back to the crucial lessons Mr Olson and others have learnt:

He writes: “We received a great email from one of our readers, who
reminded us that there was a difference between a standard and a
protocol—the latter being a component of the former—and that it was
possible to implement IEC 61850 protocols without going all out to
implement the standard.

"For example,"” our reader offered, "61850 GOOSE messaging may be
used between IEDs to eliminate physical wiring and increase speed of
interaction between IEDs while continuing to use DNP to communicate
upwards to SCADA and higher-level systems where slower
communications updates are acceptable.

It was such a great point to make: The migration to the IEC 61850
standard does not force the absolute replacement of protocols
that are already in place. Solutions can be implemented that allow
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parts of 61850 to be added to the network while the legacy protocols
continue to be used over the same network. For example, station bus
protocol (IEC 61850-8-1) could be used to simplify the

interface between IEDs, human-machine interfaces (HMIs), etc. within
the substation network while continuing to use DNP interface to SCADA.
As process bus (IEC 61850-9-2) devices become readily available, the
opportunity to eliminate copper wiring between current transformers
(CTs) and IEDs could provide tremendous ...”

The lesson that everybody should learn soon (or should have learnt):
IEC 61850 could be implemented in many different subsets for even
more simple to complex applications. I hope that at the end of 2012
the universe has understood that the standard series IEC 61850 is
more than just a protocol — it goes far beyond DNP3, IEC 60870-
5-101/104, even beyond OPC and OPC UA! It’s a system-
supporting solution.

By the way, this blog is visited by many experts from North America. It
is likely that Mr Olson’s lesson will be read by many U.S. people.

Click HERE for the full “personal view”.

Posted by Karlheinz Schwarz at 12:13 PM 0 comments (et

protocol, SCADA, Substation, Substation Automation, USA

How to secure Millions of devices in a Smart(er) Grid?

There are may R&D projects underway to find appropriate ways how to
secure millions of devices that need to communicate - all over.

A nice paper discusses this issues in the light of the question: what is a
workable solution for a some hundred devices may not scale for millions
of devices.

The report concludes: “The cryptographic infrastructure underlying the
smart

grid the community envisions will likely require PKI, for scalability — but
this is the beginning, not the end, of the solution.”

The good message we hear more often these days is: The path to
smart(er) Hybrid Grids (power, gas, heat, ...) will be long and
steep. A challenge for a people involved - one way or the other.

Click HERE for the 3 page paper.

There is some progress in making power system automation more
secure. Siemens writes in the SIPROTEC 5 - System Overview,
Protection, Automation and Monitoring - Siemens SIP 5.01 - V1.0 (not
yet available for download):

e Long-lasting, rugged hardware with outstanding EMC immunity
and resistance to weather and mechanical loads

e Sophisticated self-monitoring routines identify and report device
malfunctions immediately and reliably

« Conformance with the stringent Cyber Security requirements
defined in the BDEW Whitepaper and NERC CIP

e Encryption along the entire communication segment between
DIGS I 5 and the device

e Automatic recording of access attempts and security critical
operations on the devices and systems

Click HERE for the DBEW Whitepaper “Requirements for Secure Control
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and Telecommunication Systems” [Dual Language: EN/DE]
Click HERE for further information in German (only).

Garderos (Munich, Germany) offers industrial-grade (ruggedized) routers
which are self-managing and cyber-secure ... secure against cyber-

attacks ... applicable for power grid applications.

Posted by Karlheinz Schwarz at 8:42 AM 0 comments [5.4]
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Sunday, January 15, 2012

How to define New Data Objects in IEC 618507

The need to define new data objects is likely to have various reasons.
One reason is that experts do not know which logical nodes and data
objects are already defined. Let's assume there is really a need for a
new data object - there is not any data object that may fit.

Example (I found on the Web):

The LN SIML (Insulation Medium Supervision) provides the data object
H2ppm (Measurement of Hydrogen (H2 in parts Per Million)).

How to model related semantic, e.g., "Hydrogen ppm Rate of Change”
or “Hydrogen ppm Rate of Change Goodness of Fit”

These two semantic models are not defined in the standard. What is
the best way to model these two?

1. Defining values in GGIO? - maybe not,

2. Defining new data objects in SIML? - may be the best solution
(could be standardized later), or

3. Defining something like H2ppm1 (measured value), H2ppm?2 (rate
of change”, and H2ppm3 (roc Godness of Fit)? — That is
definitely wrong!

Why are the following data objects in conflict with the standard
modeling method?

I found this definition for LN: SIML Name: Insulation Medium
Supervision (Product Specification):

The standard IEC 61850-7-4 Edition 2 defines the LN as follows:

LN: SIML Name: Insulation Medium Supervision (Standard IEC 61850-7-
4 Edition 2):
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These data objects are not allowed to instantiate multiple times!

Excerpt of IEC 61850-7-1 Edition 2 that defines the extension rule for
data objects:

14.6 Specialisation of data by use of number extensions

Standardised data names in logical nodes provide a unique
identification. If the same data (i.e. data with the same semantics) are
needed several times as defined, additional data with humber extensions
shall be used. The rules for number extensions shall follow the naming
conventions defined in IEC 61850-7-2 and be as follows:

¢ the number extension usage shall only be defined by the owner
of the data namespace. This shall be done by adding the
number extension 1 to a data object name (e.g. datal),

¢ data with no number extension shall not be extended by
third parties,

¢ data with the number extension 1 can be extended. Number
extensions may be ordered or not (1,2,3,4, or, 1,2,19,25),

e if only one instance of an extendable data is present in an LN, it
shall have the number extension “1”.

14.8 Example for new Data

New Data “Colour of Transformer QOil”

The above figure shows also that a data Namespace Attribute “datNs”
has to be specified for each new data object.

For the above semantic it would work with the following (standard
conformant) definition:

H2ppm1 (measured value) —> H2ppm

H2ppm2 (rate of change) —> H2ppmRoc datNs=Vendor so and so
H2ppm3 (roc Godness of Fit) —> H2ppmRocGdns datNs=Vendor so and
so

Hope that helps ...

Posted by Karlheinz Schwarz at 1:08 PM 0 comments [5.]

Labels: data object, Edition 2, extended objects, Extensions, IEC 61850, logical
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Siemens SIPROTEC 5 — More flexible IEC 61850
System Engineering and IED Configuration

According to the “SIPROTEC 5 - System Overview, Protection,
Automation and Monitoring :Siemens SIP 5.01 - V1.0” the new
SIPROTEC 5 line supports several more flexible ways to configure IEC
61850 IEDs and Models.

See page 58: “The name of the logical device (IdName) is freely
editable. For example, the standard-conforming name CTRL can be
changed to CONTROL. Structural changes can also be made by changing
the logical device (LD), so that the interface structure can be flexibly
adapted to the user's own requirements. Rigid manufacturer
specifications are a thing of the past. Prefix and instance of the
logical node (LN) can also be edited. ... Flexible engineering is the key
to bringing the system view into harmony with the IEC 61850
structure of the device.”

IEC 61850 seems to have totally influenced the new series. They put a
headline over the communication description: “IEC 61850 - Simply
Usable ... The internal structure of SIPROTEC 5 devices conforms to IEC
61850.”

Compared to the products offered in the past (since 2004 when the first
systems with IEC 61850 communication where commissioned) this
increase in flexibility provided by SIPROTEC 5 will be appreciated
by system integrators and users.

Posted by Karlheinz Schwarz at 10:37 PM 2 comments (e

Labels: Edition 2, IEC 61850, Siemens

Wednesday, January 11, 2012

New Parts in 1EC 61850 Tissue Database
The following new parts have been added to the tissue database:

Click HERE for Part 4 (2011; Edition 2)
Click HERE for Part 7-1 (2011; Edition 2)
Click HERE for Part 9-2 (2011; Edition 2)

Posted by Karlheinz Schwarz at 11:36 PM 0 comments (et

Description of IEC 61850 Application Examples

A couple of application examples using IEC 61850 for substation
protection and automation can be found in a 48 page brochure from
Siemens (English and German).

The following topics are covered:

e Switchgear Interlocking with IEC 61850-GOOSE

o Reverse Interlocking Using the GOOSE of IEC 61850

o Beneficial Engineering of IEC 61850 Substation Automation
Systems

Innovative Solutions for Substation Control with IEC 61850
Seamless Migration

Ethernet Topologies with IEC 61850

IEC Interoperability,Conformance and Engineering Experiences
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IEC Browser - A Powerful Test Tool for IEC 61850
The description is to a large extent vendor-neutral.

Click HERE for the English version [pdf, 1.4 MB]
Click HERE for the German version [pdf, 1.4 MB]

Posted by Karlheinz Schwarz at 11:11 PM 7 comments [;.4]

Labels: example, GOOSE, IEC 61850, Migration, protection, Siemens, Substation
Automation

Saturday, January 7, 2012

Path to future Power System — Sprint or Marathon?

Many people have assumed that the conversion of today's power system
into a smarter system could be done in a few years — comparable with a
Sprint.

After eight years of extensive training on IEC 61850 and other power
related topics I conducted for more than 2,750 experts, from more than
700 companies and more than 70 countries I have learned that the
conversion is more like a Marathon!

Many people believe that smart meters would convert the system in a
few years to become a Smart Grid. The German Network Regulator has
stated that a roll-out of huge number of smart meters is not
required for the stable network operation. The report states also that
the development of a Smart(er) Grid is more like an evolution - not a
revolution.

Click HERE for the Report (pdf, German only)

At the Hanover Fair in April 2010 I took the following photo of a hybrid
PEV vehicle and a charging station. The battery was charged with a
regular extension cord connected to a conventional outlet - in the
morning before visitors walked around!!
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Photo: Karlheinz Schwarz

The car is already a Sprinter — but the Plug into the future could be
expected after a "Marathon” — it just takes some more time!

The International Energy Agency (IEA) states in their “"Technology
Roadmap on Smart Grids” that “The “smartening” of the electricity
system is an evolutionary process, not a one-time event.”

Click HERE for the IEA roadmap [pdf, 50 pages].

Click HERE for a discussion of the results of the stimulus funding of the
U.S. government by end of 2011. According to that report “18 million
[installed] smart meters only covers 13 percent of the 142 million
customers in the U.S., for example, and automating 671 substations
leaves another 11,795 more to go, or 95 percent of those remaining in
the United States. As befits its title, this stimulus funding was meant
to stimulate a new wave of smart grid investment across U.S.
utilities, not merely to serve as a one-time jobs-and-spending jolt.

My students are told all the time: Do not hurray! Take your time. To
win in a Marathon you need sustainable training. Only Smart (i.e., well
trained) People will be able to implement the needed systems to
measure, monitor, control, protect, optimize, ... the electrical power
system.

Posted by Karlheinz Schwarz at 8:09 AM 0 comments Gt

Labels: education, electric vehicles, electro mobility, IEC 61850, power systems,
Smart Grid, smart metering, smart people, smart solution, Training

Friday, January 6, 2012

Belden seeks to acquire networking specialist
RuggedCom

Ruggedized network infrastructure compliant to IEC 61850-3 is crucial
for the implementation of Smart(er) Grids. RuggedCom - one of the
well known brands in the substation domain - is one of the companies
that offers network components to build the needed communication
infrastructure.

One of RuggedCom competitors, Belden (Hirschmann is a brand of
Belden), wants to take RuggedCom over.

Click HERE for the press news.

This shows that the Power Industry is following the native Ethernet
solutions. IEC 61850 is based on the native Ethernet solution in contrast
to the industrial automation domain where a lot of even standardized
solutions like EtherCat, ProfiNet, PowerLink, ... compete with each other
Ethernet-based and traditional Fieldbuses, e.g., Profibus, CAN, Interbus,

The Electric Power System has a highly standardized process: the 3
phase A.C. system (50 or 60 Hz). This single process requires a single
communication solution: IEC 61850 based on native Ethernet.

Posted by Karlheinz Schwarz at 11:34 PM 0 comments (e
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News on IEC 61850 and related Standards

Status of the parts of the IEC 61850 series, January
2012

The standard series comprises 18 officially published parts; another 12
are in preparation. Most published parts are Standards; some are
Technical Reports (TR) and Technical Specifications (TS):

1 IEC/TR 61850-1 Part 1: Introduction and overview

2 IEC/TS 61850-2 Part 2: Glossary

3 IEC 61850-3 Part 3: General requirements

4 IEC 61850-4 Part 4: System and project management
5 IEC 61850-5 Part 5: Communication requirements for

functions and device models
Part 6: Configuration description language
6 IEC 61850-6 for communication in electrical substations
related to IEDs
Part 7-1: Basic communication structure -
Principles and models
Part 7-2: Basic information and
8 IEC 61850-7-2 communication structure - Abstract
communication service interface (ACSI)
Part 7-3: Basic communication structure -
Common data classes
Part 7-4: Basic communication structure -
10 IEC 61850-7-4 Compatible logical node classes and data
object classes
Part 7-410: Hydroelectric power plants -
Communication for monitoring and control
Part 7-420: Basic communication structure
12 IEC 61850-7-420 - Distributed energy resources logical
nodes
Part 8-1: Specific communication service
mapping (SCSM) - Mappings to MMS (ISO
9506-1 and ISO 9506-2) and to ISO/IEC
8802-3
Part 9-1: Specific Communication Service
Mapping (SCSM) - Sampled values over
serial unidirectional multidrop point to

7 IEC 61850-7-1

9 IEC 61850-7-3

11 IEC 61850-7-410

13 IEC 61850-8-1

14 IEC 61850-9-1

point link
Part 9-2: Specific communication service
15 IEC 61850-9-2 mapping (SCSM) - Sampled values over
ISO/IEC 8802-3
16 IEC 61850-10 Part 10: Conformance testing

Part 80-1: Guideline to exchanging
information from a CDC-based data model
using IEC 60870-5-101 or IEC 60870-5-
104

17 IEC/TS 61850-80-1

Part 90-1: Use of IEC 61850 for the

18 IEC/TR 61850-90-1 communication between substations

Another 12 Parts are under development. Some of these are almost
ready for publication in 2012.

Several of the above listed documents have the tag “Edition 2”, some
have still the tag “Edition 1” and are in the maintenance process.

A complete list comprises all 30 parts: Title, publication, stability date,
... see excerpt in the table below (the complete table can be downloaded
- see below):
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The table indicates as well how many tissues have been posted at the
tissue database for most parts tagged edition 1 and tagged edition 2.

Please note that there is NO “IEC 61850 Edition 2” !l There are only
Editions of the PARTS!!

If you want to know the current status of the standard series IEC
61850 (January 2012) you have to check the status of ALL documents
at early January 2012 (red vertical line in the figure below):

Some of the documents are still Edition 1 (yellow) others are Edition 2
(green). 10 of the 18 parts are still EDITION 1 !! 8 parts are EDITION

2. The other 12 parts under development will be published as EDITION
1.

The 6 parts that are usually understood as “IEC 61850 Edition 2" are:

-6 Ed2
-7-1 Ed2
-7-2 Ed2
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-7-3 Ed2
-7-4 Ed2
-8-1 Ed2
This is NOT an official name!

Most parts published by January 2013 are still marked EDITION 1 !!

Click HERE to download the complete table [pdf, 2 pages]

Posted by Karlheinz Schwarz at 1:13 PM 0 comments ]

issue

Wednesday, January 4, 2012

ABB review — Special Report IEC 61850

ABB has published already in August 2010 a very comprehensive and
nice report on various aspects of IEC 61850. The report comprises 64
pages! Most visitors of this blog may not know the report.

The report starts with a very true statement: “"Communication is more
than exchanging data; it means globally understandable
information based on syntax and semantic. This is behind IEC 61850,
the topic of this issue of ABB Review Special Report.” It continues:
“Electric energy is the backbone of our global society. Its reliable
supply from conventional and renewable sources via complex networks
requires seamless control that is only possible with the help of a
standard providing a high-level and comprehensive description of the
information exchanged.”

Most people are like to say that the Internet is the backbone of our
global society - What would the Internet be without electric energy?
How would your home look like without electric power? You would not
be able to read this post without electric power. Many people see
electric power like sunshine and rain - it is just here.

Click HERE for the report [pdf, edition August 2010]

Posted by Karlheinz Schwarz at 6:48 AM 0 comments

Labels: ABB, IEC 61850, IEC 61850 edition 2, Smart Grid

Register of tested IEC 61850 devices

KEMA has recently published an updated Test Register (version 2011-
11-28) for

e IEC 61850 Client Systems [8 clients successfully test]

e IEC 61850 Server Devices [total: 212 - 2011:42 / 2010:21 /
2009:34 /before:115]

o IEC 61850 Ethernet Switches [23]

o IEC 61850 Sampled Value Publishers (Merging Units) [2]

Click HERE for the complete list [pdf]

Click HERE for the IEC 61850 certificates; if you don't have an UCAIUG
login account you can apply for a free guest account.

Posted by Karlheinz Schwarz at 5:48 AM 0 comments [;.4]
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News on IEC 61850 and related Standards

Thursday, December 29, 2011

How can you feed back your experience with 1EC
618507

The many parts of the standards series IEC 61850 published require
some kind of maintenance. In order to collect, discuss, solve, and
document the feedback from the market, IEC TC 57 WG 10 has set-up
a database: The Technical Issues database or just: the Tissues
database.

More and more experts from utilities feed their experience back to the
standardization groups. An example is the latest post of today:

Click HERE for the Tissue #810 on the Logical node RFLO.

In case you find any tissue in the published standards search the Tissue
database first and post a new tissue if your tissue has not yet been
posted.

Posted by Karlheinz Schwarz at 2:22 AM 0 comments [5.]

Labels: IEC 61850, maintenance, technical issue, tissues

TUEV-SUED announces IEC 61850 Test Lab and Smart
Grid Forum

TUV-SUD in Munich accelerates the support of the standard series IEC
61850 in 2012:

e Test Services
e Smart Grid Forum (20.-21. Méarz 2012)

TUV-SUD will provide a wide range of services to reach a high level of
interoperability of IEDs:

Click HERE for more details of the services [English, PDF]
Click HERE for more details of the services [German, PDF]

The Smart Grid Forum (Munich, 20.-21. Marz 2012) will be conducted in
German). Topics are:

e Normen und Standards flir Smart Grids

e IEC 61850 in der Anwendung

e Smarte Daten: Normen und Richtlinien flir den sicheren
Datenaustausch
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e Verteilnetzautomatisierung durch intelligente Netzkomponenten:
aktuelle Projektbeispiele von Netzbetreibern und Industriekunden
e IT-Sicherheit und Datenschutz im intelligenten Netzsystem

Click HERE for more information.

Posted by Karlheinz Schwarz at 2:08 AM 0 comments G
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Wednesday, December 28, 2011

MMS (ISO 9506) Introduction — Why to focus on the
API1?

Jan Tore Sgrensen and Martin Gilje Jaatun (SINTEF ICT, Trondheim,
Norway) have published a nice introduction to the basic architecture
and definitions of MMS in a 46 page document - easy to read and
understand.

This documents demonstrates that MMS is not complex. IEC 61850-8-1
(and IEC 61850-9-2) use MMS for specifying the message exchange
between IEC 61850 servers (publishers) and clients (subscribers).

Implementing IEC 61850 compliant systems comprising SCL tools,
servers, clients, publishers, and subscribers means to implement:

1. Upper layers on top of TCP/IP (or on Ethertype for
publisher/subscriber)

2. Protocol machine (MMS, GOOSE and SV)

3. Encoding/Decoding ASN.1 BER messages

4. ACSI services (LD, LN, Control Blocks (reporting, Logging, service
tracking, GOOSE, and SV), DataSets, Control, LOG -> mapped to
protocols, mainly MMS)

5. Object model (dictionary in IED and behavior according to IEC
61850-7-4)

6. API (application program interface) for server, client,
publisher, and subscriber

7. IED configuration using SCL file

8. SCL tool for system engineering and IED configuration

A ballpark estimate of the efforts needed to implement a reasonable
subset of IEC 61850 (if one develops the software from scratch) is in
the range of some 10 man-years. Only a small part of efforts (likely
less than 10 per cent) deals with MMS and the underlying protocols
required by MMS.

A different solution for the client-server messaging, e.g., by using a
webservice, would have a minor impact on the total efforts. From a

application point of view an efficient API should be in the focus when
implementing of using IEC 61850!

Click HERE for the complete paper on MMS [pdf, 446 KB]

Note that IEC 61850 is much more than a protocol - and much more
than MMS. MMS is just an international standard like Ethernet or
TCP/IP.

Posted by Karlheinz Schwarz at 6:37 AM 0 comments G
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News on IEC 61850 and related Standards

Siemens and IEC 61850: More than 200,000 IEC
61850 IEDs installed

According to Siemens they are “the world market leader in digital
protection technology ... from the experience out of an installed base of
more than 1 million

devices and 200,000 with IEC 61850".

Often people ask, why are the many fieldbus users groups (for CAN,
PROFINET, POWERLINK, EtherNet/IP, EtherCAT, SERCOS III, Foundation
Fieldbus, ControlNet, DeviceNet, ...) more active than the UCA
International Usersgroup (representing IEC 61850)? One reason seems
to be this: most of the 50+ fieldbus solutions are competing with each
other. It is no surprise that each users group tries to promote the
benefits and the success of their solution.

IEC 61850 does not seem to have (serious) competitors - so it is not
required to do a lot of marketing by a users group.

Click HERE for a brochure from Siemens on their relays (Relay Selection
Guide, pdf).

Posted by Karlheinz Schwarz at 8:32 AM 0 comments [5.]

Labels: Edition 1, Edition 2, IEC 61850, protection, Siemens

Example of a new part of IEC 61850 — Edition 1 or
Edition 27

The Technical Report IEC/TR 61850-90-1 (Substation to Substation
Communication) has been published in March 2010 - quite new part of
IEC 61850:

Is this document part of IEC 61850 Edition 1 or IEC 61850 Edition 2?
Neither nor!

It just is IEC/TR 61850-90-1 Editionl - Edition 1 of part 90-1; NOT a
part of IEC 61850 Edition 1. There was never an official Edition 1 of
the SERIES IEC 61850 nor will there be an Edition 2 of the whole
SERIES.

Vendors are often making statements like “Full compatibility between
IEC 61850 Editions 1 and 2" or “Efficient operating concepts by flexible
engineering of

IEC 61850 Edition 2” ... What does that mean? Hm, it seems to be a
marketing expression, or?

Posted by Karlheinz Schwarz at 8:11 AM 0 comments o]
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News on IEC 61850 and related Standards

Tuesday, November 29, 2011

NEW: Embedded Linux Gateway supporting IEC
61850 and IEC 61400-25

SSV Embedded Systems (Hannover, Germany) offers the embedded
Linux gateway module DIL/NetPC DNP/9265 now with a preinstalled IEC
61850 (IEC 61400-25)protocol stack. An easy to configure and use IEC
61850 API (application program interface) allows for a very short
time-to-market development - within days and weeks. Program your
application, model the IEC 61850 logical nodes and data object that
expose your application data, bind them together, configure the
communication services like data sets and control blocks (reporting and
GOOSE) - and you can connect with other IEC 61850 devices. The
model, the binding, and the communication services are described in a
standard SCL file (System Configuration Language, IEC 61850-6) and
uploaded to the module. Restart the module and you are done. It’s
that easy.

The ARM9-based DNP/9265 is equipped with 32MB of SDRAM, as well as
32MB of NOR flash for holding the boot-loader and Linux O/S, says the
company. I/O is passed through a 40-pin DIL socket, and includes three
UARTs for COM functions, as well as 20-bit GPIO.

The module supplies one interface each for USB 2.0 Host, SD card, 12C,
SPI, and CAN (ISO/11898A 2.0B), says the company. A 10/100Mbps
Ethernet port is also supported. Additional features include a watchdog
timer, power supervisor for VCC control, and in-system programming
features.

Measuring 2.17 x 0.91 inches (55 x 23mm), the module runs on a 3.3
Volt power supply, with supply current at typically 300mA, with a
maximum of 500mA. The module is said to support temperatures
ranging from 32 to 158 deg. F (0 to 70 deg. C).

SSV also offers other DIL/NetPC-based gateway box products for smart
grid and virtual power plant applications. These gateways allow to
connect distributed generation installations (such as CHPs, wind-
turbines, small hydro, back-up gensets etc.) directly via IEC 61850
with any other application like power grid monitoring or control centers.

In addition to Linux and the integrated IEC 61850 the SSV gateway
solutions comes with drivers and protocol stacks for SSL- or IPsec-
based VPNs (virtual private networks). This allows secure data
communication with powerful encryption technologies over the public
telecommunication infrastructure, such as the Internet.

Click HERE for the news [in German]

Click HERE for a description of the product [in English]

Click HERE to check the IEC 61850 (IEC 61400-25) API online [in
English]

Posted by Karlheinz Schwarz at 11:24 PM 0 comments (et
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Saturday, November 26, 2011

Reminder — Introduction to IEC 61850 and IEC
61400-25 on ARM and LINUX on December 14

The introduction to the standard series and the new Embedded Modules
developed by TQ with IEC 61850 und IEC 61400-25 (using ARM
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Architectures, Linux and the very simple and powerful SystemCorp
IEC61850 API) is less than three weeks ahead (in Wessling/Munich,
2011-12-14).

Click HERE for the event and information on the embedded controllers
(in German).

Posted by Karlheinz Schwarz at 3:33 AM 0 comments G
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Friday, November 25, 2011

Easy Smart Metering and 1EC 61850 MUC (Multi
Utility Communication)

Solvimus (Ilmenau, Germany) offers an Easy Smart Metering and IEC
61850 MUC (Multi Utility Communication) device - combining metering
and IEC 61850.

The MUC.easy(TM) supports:

e M-Bus, wM-Bus, RS-232, RS-485, SO, or CL to connect to meters
¢ Integrated Webserver
e GSM/GPRS
e Ethernet
o« DSL

¢ Powerline Communciation (PLC), and

e a powerful embedded IEC 61850 solution

Click HERE for the News in German.
Click HERE for some overview of the MUC with IEC 61850

Posted by Karlheinz Schwarz at 5:11 AM 0 comments [5.]
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Wednesday, November 23, 2011

Details of NEW Hirschmann RSP and Embedded
Switches With 1EC-Standard Redundancy and IEEE
1588 disclosed

The recently announced new Ethernet Switches from Hirschmann that
support redundancy protocols are now officially disclosed.

With Hirschmann™ RSP Switches, Which Support the New IEC-
Standard Redundancy Protocols (PRP, HSR), Networks Can Now be Built
for the First Time With Genuinely Uninterrupted Data Communication.

The Advantages at a Glance

o Extensive range of redundancy methods: PRP, HSR, PRP/HSR Red
Box, MRP, Fast MRP, RSTP

¢ Precise synchronization compliant with IEEE 1588v2

¢ Enhanced security mechanisms: authentication, radius, role based
access, port security, SSHv2, HTTPS and SFTP, plus others
currently in preparation.

o Fast device replacement, comprehensive logging and storage of all
configuration data, plus operating software updates via SD card

o High level of vibration resistance

e Broad immunity to electrostatic discharges and magnetic fields

e Temperature range from -40°C to +70°C
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Power supply 24/36/48 V DC or 60/120/250 V DC and 110/230 V
AC IEC 61850 and IEC 61499

e Strong and compact metal housing in Action at

Click HERE for the technical Brochure [pdf, English] —

Click HERE for the technical Brochure [pdf, Deutsch]

Click HERE for the technical Brochure [pdf, Englich] February (16)

Click HERE for the technical Bochure [pdf, Deutsch]
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The New Embedded Ethernet EES20 and EES25 Switches from
Hirschmann™ Combine the Functional Scope of a Powerful Managed > September (11)
Switch With Interruption-free Redundancy Protocols and Precise A 11
Synchronization. > August (11)
e This module allows automation equipment to be extended to > July (23)
include state-of-the-art switch technology with very little effort > June (20)
e The additional network functionality gives the equipment sustained
competitive > May (10)
advantages
e Development process and time-to-market are significantly » April (6)
shortened thanks to
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Saturday, November 19, 2011
The Aging Workforce in the Electric Power domain Contributors
The Electric Power Utility domain is looking for many electrical power Michael Schwarz
engineers all over. One example can be found by searching the )
simplyhired.com: Karlheinz Schwarz

Click HERE for a search on power system engineer

The search results in 38,329 hits for the U.S. allone !!
Some 6.000 hits are related to protection, 800 to SCADA, and 55 to IEC
61850, 12 to DNP3.

Click HERE for a search on electrical engineer

The search results in 86,596 hits for the U.S.
72 are related to IEC 61850 and 20 to DNP3.

Power systems require skilled and experienced engineers. How to
become an experiences and skilled engineer? By education, training,
learning-by-doing, ...

During the year 2011 a lot more electric power engineers and IT experts
have received one or the other education and training with regard to
IEC 61850.

I see a lot more of interest on the radar screen for 2012.

Have you ever thought about to get a training that build up your skills
in the application of IEC 61850 and related standards? Note that in
many of the open positions you can read something like: experience in
relevant protocols and interfaces (IEC 61850, IEC 60870-x, DNP, etc.).

Many people still expect that IEC 61850 is a protocol. It is definitely
much more than a protocol.

Click HERE to see some differences.
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Thursday, November 17, 2011

IEC 61850 soon for Steam and Gas turbines

A New Work Item has been proposed by Sweden to use IEC 61850 for
Steam and Gas Turbines (Document 57/1193/NP). IEC 61850-7-410
defines already extensions of the Information models for applications in
Hydro Power Plants.

The draft second edition of IEC 61850-7-410 has been extended to
cover power system stabilizer (PSS) functions, as well as complex
excitation systems. In order to use the IEC 61850 communication
system for thermal power plants, additional data models for e.g. steam
turbines with ancillary equipment is required. In a further future work,
additional models for boilers, burner management, flue gas cleaning
could be added.

The ballot of the NP closes 2012-02-17.

If you are interested in getting involved contact your IEC TC 57 National
Committee.

Click HERE for the list of countries involved in IEC TC 57.
Posted by Karlheinz Schwarz at 5:26 AM 0 comments

Labels: gas power plants, hydro power, IEC 61850, IEC 61850-7-410, Power Plants,
steam power plants

Integration of Renewables in the Grid — A Huge
Challenge

Sometimes some experts expect that IT is one of the most crucial
aspects of the future power delivery system - yes it is important ... to
some extent.

The Power System is STILL (and forever) an ELECTRICAL SYSTEM! Mark
O’Malley writes in the 2011-11/12 issue of the IEEE Power & Energy
magazine that the “Grid integration is, in his view, the most interesting
and exciting area of research in the world today.” ... and tomorrow and
for the next decade at least.

After many years of low investments in the power industry (material,
equipment, systems, human resources, ...) it is expected that it will
grow now. Some companies have already increased their budgets for
education in Energy and IT related issues.

Click HERE for the complete opinion of Mark O’Malley.

Posted by Karlheinz Schwarz at 5:01 AM 0 comments [5.4]
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IEC 61850 Editions — Help to Prevent Confusions

After my recent Newsletter on IEC 61850 many experts visited the blog
post of the first discussion on Editions which summarizes:

BUT there will be not an EDITION 2 of the standard SERIES IEC
61850 per se!! Various parts (of the first 16 parts) will be revised and
extended and then published tagged as EDITION 2.

New parts will be published with the tag EDITION 1, e.g., IEC 61850-
80-1 (Guideline to exchanging information from a CDC-based data
model using IEC 60870-5-101 or IEC 60870-5-104) - IEC/TS 61850-
80-1, Edition 1.0, 2008-12

Click HERE for the complete post.

There are a lot of confusions when people talk about Editions of IEC
61850.

In a new paper it is reported: “Edition 2.0 of IEC 61850 Standard
has been released considering valid technical issues and future aspects
of protocol usage. ... compares the IEC 61850 Edition 2.0 specification
to its predecessor Edition 1.0.”

Click HERE for that paper.

There is hope that experts will use more precise language when it
comes to editions of the many parts of IEC 61850 and related
documents.

In addition to the question of the Edition of the standard there is
another question, when it comes to the Devices that implement IEC
61850: Does this or that Device conform to IEC 61850 Edition 1 or
Edition 27

Since there is NO EDITION 2 of the STANDARD, a Device could NOT be
characterized as an IEC 61850 Edition 2 Device!!

We have to differentiate the various aspects of the Standard: Which
Logical Nodes, Common Data Classes, Services, which subset of the
Configuration Language Edition 2, et cetera are implemented.

Edition 2 of any part of IEC 61850 can mean the following:

1. (Usually: Most) Definitions of parts tagged Edition 1 have
been taken over in the same parts tagged Edition 2 without any
change.

2. (Some) Definitions of parts tagged Edition 1 have been taken
over in parts tagged Edition 2 with fixes or minor changes.
During the tissue process the parts tagged Edition 1 have already
been “fixed” to some extend.

3. (Less or more) New Definitions have been added in parts
tagged Edition 2. [Service tracking in IEC 61850-7-2, many new
LNs in IEC 61850-7-4, ...]

4. (Some) Definitions of parts tagged Edition 1 have been
moved to parts tagged Edition 2 without changes. [e.g., LN STMP
from IEC 61850-7-410 Ed1 to IEC 61850-7-4 Ed2; Substitution
has been moved from IEC 61850-7-2 Ed1 to IEC 61850-7-3 Ed2,

]

A Device A that implements those definitions from several parts tagged
Edition 1 that have not changed in Edition 2 of these parts is compliant
to edition 2 of these parts without any modifications! If a Device B
implements some new features of one or more parts tagged Edition 2,
then these new features have to be listed in some detail to understand
the situation. Some detail means that the implemented features per
part tagged Edition 1 and/or Edition 2 have to be listed.
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Examples:

1. A Device may just implement a new LN from Edition 2 of part IEC
61850-7-2; the other definitions are used as defined in Edition 1
of the other parts like IEC 61850-7-3, 7-2, 8-1, ... So, is this an
Edition 1 or Edition 2 Device? Both! But we better do NOT
TAG a Device being Edition 1 or Edition 2. It’s a Device
implementing the services according to the PICS of part IEC
61850-7-2 Edition 1 (the subset used may be unchanged in
Edition 2), IEC 61850-8-1 Edition 1, ... and the STMP LN of IEC
61850-7-4 Edition 2.).

2. The same Device could be understood as implementing the STMP
LN according to a part that is tagged Edition1: The STMP LN is
still officially published in IEC 61850-7-410 Edition 1. Edition 2 of
7-410 will not have the STMP LN any more - it is already moved
to 7-4 Edition 2.

Users should not wait until a Device or the Communication Stack is
compliant to Edition 2 of the Standard IEC 61850!! You will never
get such a Device because there is NO Edition 2 of IEC 61850. You may
want to use one or the other new service of IEC 61850-7-2 Edition 2
(like Service tracking of control block services) or a new LN from IEC
61850-7-2 Edition 2 or from IEC 61850-7-420 Edition 1 or IEC 61850-
90-7 Edition 1 ...

Always list some details what has been implemented from the
various parts tagged Edition 1 or Edition 2 — if you want to
prevent confusion.

Additional discussions on this topic will follow - time permitted.
Stay tuned.

Posted by Karlheinz Schwarz at 10:57 PM 0 comments G

edition 2

Monday, November 7, 2011

Seminéario e Treinamento NORMA IEC 61850 -
Instituto Instronic

Dear expert in Brazil and other countries, please note the final call for
the IEC 61850 course in Sao Paulo (Brazil):

NOTE the course will be simultaneously translated into Portuguese.
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Maria Rita do Amaral

Instituto -Instronic

Instronic Instrumentos de Testes Ltda
Tel.: (11) 3383.3700 - Ramal 159
instituto@instronic.com.br

www.instronic.com.br

Posted by Karlheinz Schwarz at 2:30 PM 0 comments [

Labels: 61850, hands-on Training, IEC 61850, IEC 61850 edition 2, seminar, Training

Sunday, November 6, 2011

Distribution Company Vector’s Ten-Years Plan for 1EC
61850

Vector Limited is the electric power distribution company in the
Auckland (New Zealand) area. The company publishes every year an
Asset Management Plan (AMP) - informing the public and others
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News on IEC 61850 and related Standards

what the company is planning to do with their assets. The current plan
covers a ten year planning period from 1 April 2011 to 31 March 2021.

One goal of the current AMP is to demonstrate innovation and efficiency
improvements. What does this mean related to IEC 618507? A lot in the
past and in the future:

» Vector’s substation automation system is based on resilient optical

Ethernet local area network running 1EC 61850 compliant 1EDs.

e Vector’s current standard for internal and external
communication systems is IEC 61850 standard. DNP3 is also
used as an interim solution.

e At present over 5026 of Vector’s primary substation are
equipped with IEC 61850 compliant 1EDs.

e Vector has been running an annual RTU replacement
programme for a number of years, and is currently replacing
approximately 10 RTUs per region per annum. To replace
conventional RTUs, two approved solutions have been used,
traditional RTUs with a migration path to IEC 61850, and fully
compliant I1EC 61850 solutions.

Click HERE for the current plan (2011-2021) [PDF, 10 MB]
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Thursday, November 3, 2011

IEC 61850 and IEC 61499 in Action at
SPS/IPC/Drives in Nuremberg, Nov 22-24, 2011

If you want to see IEC 61850 and IEC 61499 in action at
SPS/IPC/Drives in Nuremberg (Germany), Nov 22-24, 2011, visit the
ISaGRAF booth please:

Hall 7A / booth 502

Click HERE for a free ticket to visit the SPS/IPC/Drives exhibition
[German].
Click HERE for a free ticket to visit the SPS/IPC/Drives exhibition
[English].

There is also a special presentation on IEC 61499 on 23rd of November,
2011:

Click HERE for more information.
Posted by Karlheinz Schwarz at 1:14 PM 0 comments G
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Friday, October 28, 2011

Use-Cases for Distributed Photovoltaic and Storage
Systems

EPRI (Electric Power Research Institute, Palo Alto, USA) has been active
in the research and development of the electrical power delivery
systems. Just remember the projects UCA 1.0 (Utility Communication

http://blog.iec61850.com/search?updated-max=2011-11-26T03:33:00-08:00&max-results=18[28.01.2012 08:38:24]


http://www.vector.co.nz/sites/vector.co.nz/files/Electricity%20Disclosure%20AMP%202011-12.pdf
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2011/11/distribution-company-vectors-ten-years.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=4469265359165473008
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=4469265359165473008
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=4469265359165473008
http://blog.iec61850.com/search/label/asset%20management
http://blog.iec61850.com/search/label/CIM
http://blog.iec61850.com/search/label/communication
http://blog.iec61850.com/search/label/condition%20monitoring
http://blog.iec61850.com/search/label/distribution%20automation
http://blog.iec61850.com/search/label/distribution%20automation
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/RTU
http://blog.iec61850.com/search/label/utilities
http://blog.iec61850.com/2011/11/iec-61850-and-iec-61499-in-action-at.html
http://blog.iec61850.com/2011/11/iec-61850-and-iec-61499-in-action-at.html
http://www.isagraf.com/get/SPSinvitation_7A-502_de.pdf
http://www.isagraf.com/get/SPSinvitation_7A-502_en.pdf
http://www.ece.auckland.ac.nz/~vyatkin/iec61499/day.pdf
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2011/11/iec-61850-and-iec-61499-in-action-at.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=2775592923561473712
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=2775592923561473712
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=2775592923561473712
http://blog.iec61850.com/search/label/IEC%2061499
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/ISaGRAF
http://blog.iec61850.com/2011/10/use-cases-for-distributed-photovoltaic.html
http://blog.iec61850.com/2011/10/use-cases-for-distributed-photovoltaic.html

News on IEC 61850 and related Standards

Architecture) and UCA 2.0. Both projects have contributed to the IEC
TC 57 (Power System Management) and influenced several crucial
standard series like the CIM, IEC 60870-6 TASE.2 and IEC 61850.

The work on the “Utility Communication Architecture” is going on in
various IEC TC 57 projects and EPRI is still contributing to this process
(especially to the definition of IEC 6185-90-7 - Object models for
photovoltaic, storage, and other DER inverters). A very interesting
EPRI report looks into the “Uses for Distributed Photovoltaic and
Storage Systems”. The report lists and discusses briefly the following
use-cases:

e Energy Generation

o Local Energy Storage to Compensate for Photovoltaic
Intermittency

o Use of Energy Storage for Arbitrage Benefit

o Use of Local Energy Storage to Maximize Photovoltaic Generation
Value

o Energy Storage for Customer or Community Backup Power

o Energy Storage to Reduce or Limit Peak Loading on the Utility

System

Energy Storage for Load Following

Energy Storage to Reduce Customer Peak Demand

Energy Storage for Local Power Quality Control

System Stabilization - Transient Watt Modulation with Line

Frequency

System Stabilization - Transient Watt Modulation with Line Voltage

Var Production for Voltage Regulation

Var Production for Voltage Stabilization

Var Production for Power Factor Management

Var Compensation for Intermittent Generation

Connect/Disconnect from Grid - Non Islanding

Connect/Disconnect from Grid - Islanding

On/Off Control of PV and/or Storage Inverter

Adjusting Maximum Generation Level

Metering Energy from Photovoltaic or Storage Device

State Monitoring

Event Reporting by Exception

Event Logging

Click HERE for the 44 page report on use cases.
Click HERE for an overview about IEC 61850-90-7.

In an up-to-date publication of the German VDI nachrichten it is
reported about storage possibilities on 2011-10-28 that:

e The capacity of all German pumped-storage hydropower plants
would provide power for 1 hour.

e The capacity of 42 million German cars would last for 24 hours.

e The capacity of the German oil and gas storages would last at
least for 2 months.

e The storage of “Wind or PV Power” (Converting Electricity to
Natural Gas) is also an option.

Click HERE for an R&D report on Converting Electricity to Natural Gas.

Whatever the energy Mix will be - there is a crucial need for
information and communication systems supporting the future power
delivery system!

The good news is that there is no need to develop standards for
information and communication systems from scratch! There are
sufficient standards available, implemented and tested so that the
power industry can straight use them: IEC 60870-6 TASE.2, CIM, IEC
61850, IEC 61400-25, ...
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