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Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Monday, February 13, 2012

Smart Grid Last Mile Infrastructure

20 experts from 15 companies have drafted an architecture for “A
Standardized and Flexible IPv6 Architecture for Field Area Networks”.

The “paper is intended to provide a synthetic and holistic view of open
standards Internet Protocol version 6 (IPv6) based architecture for
Smart Grid Last Mile Infrastructures in support of a number of advanced
Smart Grid

applications (meter readout, demand-response, telemetry, and grid
monitoring and automation) and its benefit as a true Multi-Services
platform. ... provide an efficient, flexible, secure, and multi-service
network based on open standards.”

IEC TC 57 standards like CIM, IEC 61850, and IEC 610870, as well as
DNP3, IEEE 1888, and Modbus are understood as crucial application
standards.

Click HERE for the above architecture.
What is IEEE 18887 A new IEEE project ...

Standard for Ubiquitous Green Community Control Network
Protocol

Click HERE for some background information
Click HERE for the PAR
Click HERE to visit the project website.

I hope that the experts involved in the project IEEE 1888 will rely on
standards like CIM, IEC 61850, and IEC 610870, ... Hope that the
energy automation market is smarter than the industrial automation
market: keeping the number of protocol solutions very low!! The
industrial automation domain has a lot of headaches with the
proliferation of the many many protocols (100+)!!

Posted by Karlheinz Schwarz at 7:31 AM 0 comments [5]

smart metering, utilities

Saturday, February 11, 2012

IEC 61850 on every Pole?

Pole mounted power distribution equipment and communication could be
found all over in big cities like the one shown in the following picture |
took in Seoul:
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Power Quality Information
modeled in IEC 61850

» January (15)

> 2011 (159)
> 2010 (153)
> 2009 (162)

> 2008 (82)

Contributors

Michael Schwarz

Karlheinz Schwarz

In the future you may see many pole mounted boxes that function as
routers supporting the hybrid grids (power, gas, heat, ...), traffic control,
....and may other applications.

Several companies are offering the needed communication infrastructure
that connects many of the millions of devices.

One of these comprehensive solutions is the “Cisco Connected Grid —
Deliver More Value from Your Operations Over a Single, Intelligent,
Secure Platform”. A key element in this platform is IEC 61850.

Click HERE for a presentation on “Cisco Connected Grid” [pdf, 25 pages]
Posted by Karlheinz Schwarz at 12:15 AM 1 comments

Labels: CIM, Cisco, IEC 61850, power distribution, power systems, routers

Friday, February 10, 2012

Ethernet for Real-Time Applications — IEEE
Symposium in Munich

On January 17, 2012 TUEV SUED (Munich, Germany) held a symposium
on real-time Ethernet. Ethernet is not fit for real-time — that is what
has been said from the very beginning. But: time and technology has
changed. “Deterministic Ethernet & Unified Networking - Never bet
against Ethernet ...”, this is the opening statement of one of the 11
presentations of the symposium. Ethernet seems to be THE backbone of
all automation systems in the near future.

The 11 presentations can be downloaded:

. Opening by TUOV SUD

. IEEE 802.1 AVB standards status (audio video bridging, Broadcom)
. Real-time networks and preemption (Cisco)

. Latency Scenarios of Bridged Networks (Deggendorf University)

. Real-time Ethernet Requirements for Automation Applications (iniT)

. Ultra Low Latency Traffic Class @ Industry (Siemens)
. Adaptive Scheduling of Streams in RT (Czech TU Prague)

. AVB and Fault Tolerant Networking (Belden/Hirschmann) — Ethernet
everywhere!

9. Robustness Requirement in Industry and Energy (ZHAW, CH)

O~NO O WNEPR
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10. Deterministic Ethernet & Unified Networking (TTTech)

11. IEEE 1588v2 Time Synchronization in Energy Automation
Applications — Case Studies from China (RuggedCom) — Huge

substation with more than 160 Ethernet Switches!

When | was about to do my diploma thesis at Siemens in Karlsruhe in
1981, my topic was to do some practical analysis of Ethernet. Due to
the high cost of two (2) Ethernet MAUs (40.000 DM / 20.000 Euro) it
was decided not to purchase the hardware — people did not believe that
Ethernet would be an option at all ... and forever. Many experts believed
in Token Passing.

I did not agree (I was still a student). So, | decided to look for an
answer of making shared Ethernet deterministic ... it ended up in a

patent Siemens got.

More to come ... in China and all over. Ethernet and IEC 61850 (based
on Ethernet) are providing real standard solutions.

Posted by Karlheinz Schwarz at 11:09 PM 0 comments  [;a]

Thursday, February 9, 2012

IEC 60870-6 TASE.2 (ICCP) - New Editions

IEC TC 57 has published three Committee Drafts (CD) that are intended
to provide new editions of the popular standards for control center to
control center communication.

IEC 60870 defines a mechanism for exchanging time-critical data
between control centres. It defines a standardized method of using the
ISO 9506 Manufacturing Message Specification (MMS) services to
implement the exchange of data.

Closing date for comments: 2012-05-04

57/1213/CD

IEC 60870-6-503 Ed.3: Telecontrol equipment and systems - Part 6-
503: Telecontrol protocols compatible with 1SO standards and ITU-T
recommendations - TASE.2 Services and protocol

57/1214/CD

IEC 60870-6-702 Ed.2: Telecontrol equipment and systems - Part 6-
702: Telecontrol protocols compatible with ISO standards and ITU-T
recommendations - Functional profile for providing the TASE.2
application service in end systems

57/1215/CD

IEC 60870-6-802 Ed.3: Telecontrol equipment and systems - Part 6-
802: Telecontrol protocols compatible with 1SO standards and ITU-T
recommendations - TASE.2 Object models

Contact your National Committee for a copy.
Posted by Karlheinz Schwarz at 11:50 PM 0 comments [

Labels: IEC 60870-6, iso 9506, MMS, TASE.2, TASE.2 ICCP

Load-Shedding by Police and SMS

The German TV channel ZDF showed yesterday how businesses in Nice
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News on |EC 61850 and related Standards
(France) shed loads: by policeman coming by ... and by SMS messages.
Click HERE for a video [in German only, at ZDF.de]
Posted by Karlheinz Schwarz at 11:30 PM 0 comments E

Labels: load shedding, power outage, power systems

Tuesday, February 7, 2012

Italian Norm about to Require IEC 61850 for almost
all PV Inverters

The CEIl (Comitato Elettrotecnico Italiano) has published in December
2011 a norm that strongly proposes to use IEC 61850 to connect PV
inverters (>1kV and =6 kW) to external systems (grid operator, ...):

CEl 0-21 “Regola tecnica di riferimento per la connessione di Utenti
attivi e passivi alle reti BT delle imprese distributrici di energia elettrica”.

“Reference technical rules for the connection of active and passive users
to
the LV electrical Utilities”

Click HERE for the press release and link to the norm provided by CEI
[pdf, Italian].

Click HERE for a up-to-date presentation presenting the background and
needs for ... and for standard communications in low voltage (LV) power
systems.

The document IEC 61850-90-7 “IEC 61850 object models for inverters
in distributed energy resources (DER) systems” is about to published in
a few months. This document is a perfect fit for the needs of PV
inverters.

IEC TC 57 WG 17 has met in San Diego (CA) last week. The final draft
paper is expected to be available in a few weeks.

Posted by Karlheinz Schwarz at 11:11 AM 0 comments

Labels: DER, distribution automation, 1IEC 61850, IEC 61850-90-7, inverters, photo

voltaic, PV

IEC 61850 Training Courses in Frankfurt and Denver
(CO)

Are you looking to tap the experience of training almost 3.000 experts
all over? Here are a few public events in Germany and U.S. that provide
a wide range of experience and knowledge presented by Karlheinz
Schwarz.

Understanding the basics of standard series IEC 61850 and IEC 61400-
25 will help you to get smoothly to systems that are based on
interoperable devices.

Erankfurt (German 09.-11. May 2012

Erankfurt (German 17.-19. October 2012

3 day IEC 61850/61400-25 Seminar/Hands-on Training
(NettedAutomation) with with several embedded Controller Development
Kits (Linux, RTOS, ...), Starter Kit (Windows DDL), and several other
demo software

http://blog.iec61850.com/[13.02.2012 18:24:19]
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Denver, CO, (USA). Remote Conference, 18.-19. September 2012

2 day Seminar (NettedAutomation) on Power System Communication
covering IEC 61850, IEC 61400-25, DNP3, NIST Interoperability
Roadmap, Smart Grids, ...

Posted by Karlheinz Schwarz at 10:51 AM O comments [

Labels: hands-on Training, IEC 61400-25, IEC 61850, seminar, stack, starter Kit,
Training

Monday, February 6, 2012

Modeling Circuit Breakers for Single and Three
Phases

Models for switchgear are defined in IEC 61850-7-4 Edition 2. The
model defines several aspects like controlling and monitoring of real
circuit breaker switchgear:

XCBR excerpt of model:

Status information

EEHealth EMNS |EJ-.'ternal egquipment health

LocKey SPS5 Local or remote key (local means without substation automation
communication, hardwired direct control)

Loc sPS |Local control behaviour

QOpCnt INS Operation counter

CBOpCap ENS Circuit breaker operating capability

POWCap EMS Point on wawve switching capability

MaxOpCap INS Circuit breaker operating capability when fully charged

Dsc SPS |Discrepancy

Measured and mealerad valves

SumSwARS BCR ISum of switched amperes, ressttable

Controls

LocSta SPC Switching authority at station level

Pos DPC Switch position

BlkCpn SPC |Block opening

BlkCls SPC IBIuclc closing

ChaMaotEna SPC Charger motor enabled

Settings

CBTmms ING [c10sing time of breaker

XCBR represents usually one (1 phase) circuit breaker. In some special
cases it may represent all three (3 phase) circuit breaker. If you want
to trip all three CBs of a 3-phase system, you have to define an
instance 1 for that purpose: e.g., All_XCBRL1.

In case you want to model the case to trip a single phase CB, you have
to model 3 instances of XCBR, e.g., A_XCBR1, B_XCBR2, C-XCBR3.

The data object XCBR.SumSwARs represents the “Sum of switched
amperes, resettable”. What to do when you want to model the
SumSwARs of all three phases?

I saw this model the other day: extended data objects:SumSwARs1,
SumSwARs2, SUmSwWARs3 ... for Phase A, B, and C in a single XCBR
instance:

http://blog.iec61850.com/[13.02.2012 18:24:19]
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From a general modeling point of view this could be done (it is not
wrong!) — But it is highly recommended not to do! Since a XCBR is
usually representing a single CB then we need 1 instance per phase.
A_XCBR1 would represent the sum of switched amperes of Phase A. The
All-XCBR1 (see above) could represent the sum of switched amperes of
all 3 CBs.

Posted by Karlheinz Schwarz at 3:01 AM 2 comments [5a]

Labels: circuit breaker XCBR, IEC 61850, model extensions, models

Long-Term Solutions for The Transition of Energy
System Needed

Energy supply systems have a long lifetime (30 ... 40 ... 50+ years).
Electric energy is flowing trough generators, wires, transformer,
switchgears, motors, and other loads; gas and heat is flowing through
tubes ... The energy is usually flowing top-down today. In the future we
will have to manage energy flow top-down, bottom-up, back and forth,
converted between ...

The transition of the energy system as planned today, will take decades
to happen. According to Eberhard Umbach, the president of the KIT
(Karlsruher Instituts fur Technologie) it would be a great success, if we
could get started within the next 10 years (Read in the News

[German]).

“Der Prasident des Karlsruher Instituts fur Technologie (KIT) hat Zweifel
am Gelingen der Energiewende und dem Ausbau der Windenergie im
Sudwesten. "Das grof3te Problem ist, dass wir kiinftig dezentrale Netze
brauchen, die separat geregelt werden und miteinander verknupft sind",
sagte Eberhard Umbach der "Frankfurter Allgemeinen Zeitung"
(Montag).
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Ein Aspekt werde von den Politikern derzeit weitgehend ignoriert, sagte
Umbach: "Zur Steuerung der dezentralen Netze fehlt uns heute die
entsprechende Informationstechnologie einschliel3lich entsprechender
Sicherheitsmalinahmen, da reicht es nicht, ein paar neue Programme zu
schreiben.” Wenn innerhalb der nachsten zehn Jahre erste Schritte
geldangen, so Umbach, dann "wéaren wir sehr gut".

That means for the information and information exchange infrastructure
that it has to stay (standardized one way or the other) for some 30 ...
50 years. It is unlikely to replace a comprehensive infrastructure, that is
required for the future hybrid energy system, every 10 years or so. In
the manufacturing domain (car production, ...) it is likely that a factory
will be upgraded to a new “standard” every 7 to 10 years.

So, we have some years left to do large scale deployments of the basic
information and information exchange infrastructure for the hybrid
energy system of the future.

The basic definitions that can be used today, in 10 or even in 30 years
are the IEC 61968/70 (CIM) and IEC 61850. The crucial parts of these
standard series are independent of implementation technologies: models
of a generators, measurements of the electrical 3-phase system or
power quality information are semantic models that could be used
forever. A “phase A current” is a “phase A current” today and in 40
years.

There is one issue here: How could | figure out which models exist?
Good question!

Click HERE for the list of 280+ Logical nodes (2010).
Posted by Karlheinz Schwarz at 12:14 AM O comments [

Labels: CIM, eneragy supply, IEC 61850, long-term solution

Friday, February 3, 2012

Wind and Solar Gas — A Challenging Storage Option

As you know, there is a crucial challenge with renewable power
generation — wind and solar power are often generated during times
when it could not be transported to the load centers! Usually generation
has to stop — even the wind is blowing and the sun is shining. So, how
to work around?

In November 2011 there was a big conference in Berlin to discuss a
new way of storing energy: the existing natural gas network may
become a cornerstone for a renewable energy system that provides
huge storage, transport and distribution capacities that are hundred
times larger than the electric power grid.

Electrons and gas? Yes!

The “SolarFuel” power-to-gas method could convert renewable
electricity into CO2 neutral, renewable natural gas.

What does it all mean:

¢ More renewable electricity could be generated.

¢ Renewable natural gas stores the energy for days, weeks and
months due to huge capacities in the tubes used for
transportation and distribution

e Energy is accessible everywhere and at any time.

I remember that our gas utility here in Karlsruhe buried huge tubes
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(some 100 cm in diameter) in the 90s — this allows to transport and
store more gas (volume increases to the second of the diameter).
Copper wires can transport more electric power with bigger cables — but
the wires do not store more electric power ;-)

The gas storage in Germany could (if full) be tapped for some 6 month!!

The new discussion is about Hybrid Grids: Electric Power, Gas and
Heat. More to come soon.

One thing is for sure: We will be challenged by a steep growing
demand of Information Models to be added to IEC 61850 for the
many aspects of hybrid grids. UCA (the forerunner of IEC 61850) was
adapted by the GRI (Gas research institute, USA) for use by gas
utilities. This effort culminated in an evaluation of UCA in a gas utility
environment at Pacific Gas and Electric Company, San Francisco, in the
90s.

Excerpt of logical nodes (called Bricks in UCA) from the document:
Integrated UCA(TM) for Gas Industry / Volume 2: Gas Industry Device
Object Models.

Integrated UCA™ For Gas Industry
Wolume 2: Gas Industry Device Object Models

[Prono ] FMONT Transmission
| Gate Station
G_3$ PRVL1
in (PRVM1 |
PMONZ
PRvH1 | [PREL1 | [Psupo | Gas
_PrvL2 | out
Figure 3-3
The Logical Device for a Transmission Gate Station May Have Many Bricks

e Pressure monitors for inlet, intermediate and outlet gas (PMONO,
1, 2 respectively)

e First stage pressure regulating valves (PRVLO, PRVMO and PRVHO
for low, mid and high range valves respectively

e Gate station flow monitors for low, medium and high flow rates
(GSFLO, GSFMO, and GSFHO respectively)

e Gas quality monitor (QMONO):

Gas Quality Monitor

Calbration

Gas 1 _|

Calibration Test [ | Flow Gas
as 2 Vialva Swilch| |[Chromatograph

—
Sampla
Condiioning
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Click HERE for the list of 6 reports from GTI (former GRI) [2000]
Click HERE to get some more information on wind and solar gas.
Click HERE for a comparison of IEC 61850 and UCA [2004].

IEC 61850 logical nodes for the gas and heat application domain could
easily be defined and (if needed) standardized.

Posted by Karlheinz Schwarz at 9:13 AM 0 comments  [5s]

Labels: energy storage, gas, IEC 61850, solar gas, storage, UCA, wind gas

Thursday, February 2, 2012

IEEE Standards for free download

Did you know that many IEEE 802 and other standards are available for
free of charge download? IEEE provides these documents for free six
months after their publication.

Click HERE for the list of free standards.
Posted by Karlheinz Schwarz at 7:57 AM 0 comments [5]

Labels: download, Ethernet, IEEE, IEEE 802, standards

Wednesday, February 1, 2012

U.S. System Integrator opened Test Facility for IEC
61850

Burns & McDonnell (Kansas City, MO) has invested in a new lab for
technologies like IEC 61850 to offer a “work bench” for their employees
and their clients. The lab supports GOOSE, MMS, and Sampled Values
messaging.

The lab helps “tying IEC-61850 to the power line carrier and integrating
advanced protection and control systems with legacy equipment using
RS-232 and DNP interfaces.”

This way they will gain crucial experience with the new standard series
IEC 61850 —this is what you see in the factory automation domain
where a lot of “filedbus X” competence centers are offering services
for specific fieldbus technologies.

Click HERE for the press release (2012-01-27).

Burns & McDonnell is involved in an upgrade project with 19 substations
using IEC 61850 technology, 2010 — 2016:

“Burns & McDonnell is responsible for detailed design including
Northeast Utilities’ new Next Generation Substation Protection &
Controls. The new P&C system integrates relays, SCADA equipment
and yard equipment using IEC 61850 protocol, significantly
reducing costly wiring.”

Click HERE for the project description.
Posted by Karlheinz Schwarz at 10:55 PM 0 comments E

Labels: DNP3, IEC 61850, interoperability, protection, SCADA, testing
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Power Quality Information modeled in IEC 61850

IEC 61850 is a powerful standard — also for describing the exchange of
Power Quality Information.

IEC 61850 has been extended to support many advanced power quality
applications like those defined in IEC 61000-4-30 and EN 50160. IEC
61850-7-4 Edition 2 defines logical nodes, that support modeling and
configuring event sequencing with additional quality reporting and
waveform recording.

Excerpt of logical nodes for power quality:

e Harmonics (MHAI)

e Flicker (MFLK)

e Imbalanced power calculations (MADV)
e Frequency variation (QFVR)

e Current transient (QITR)

e Current unbalance variation (QUIB)

e Voltage transient (QVTR)

e Voltage unbalance variation (QVUB) and
e Voltage variation (QVVR).

Click HERE for a nice summary published by Schneider Electric.

Click HERE for a draft list of Logical Nodes for Power Quality (this
content was used as input to the development of IEC 61850-5 Edition 2
and IEC 61850-7-4 Edition 2).

Posted by Karlheinz Schwarz at 3:50 AM 0 comments [5]

Labels: EN 50160, IEC 61000-4-30, IEC 61850, lIEc 61850-7-4 Ed2, power quality,
power systems, Schneider Electric

Tuesday, January 31, 2012

FINSENY — European Consortium of 35 Organizations
supports IEC 61850 and IEC 61400-25

Have you heard about FINSENY before? | didn't know about these
activities. What is it? Another European project — yes, but one that
seems to build on existing standards like IEC 61850, IEC 61968/70, IEC
61400-25, IEC 62351, ... IEC 60870-5.

FINSENY — Future Internet for Smart Energy (2011 — 2015)

FINSENY project: 35 organizations from the ICT and energy sectors
team-up to identify the ICT requirements of Smart Energy Systems.
This will lead to the definition of new solutions and standards,
verified in a large scale pan-European Smart Energy trial ... As part
of the FI-PPP programme, FINSENY will analyse energy-specific
requirements, develop solutions to address these requirements, and
prepare for a Smart Energy trial in phase two of the programme.

Click HERE for the list of the 35 organizations.

Fortunately the work done so far refers to IEC TC 57 and TC 88
standards!

.. existing standards which are worldwide considered and recognized
like the IEC TC57 standards for Communication networks and
systems for power utility automation (IEC 61850) and System
interfaces for distribution management (IEC 61968) will be taken into
account when defining the architecture, data models and communication
relationships as well as existing telecommunication standards supporting
the Future ...”

http://blog.iec61850.com/[13.02.2012 18:24:19]


http://blog.iec61850.com/2012/02/power-quality-information-modeled-in.html
http://www2.schneider-electric.com/documents/support/white-papers/998-4529_electric-utilities_Power-quality_EN.pdf
http://www.scribd.com/doc/50612281/DIN-IEC-61850-7-4-A1-E-2006-09
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2012/02/power-quality-information-modeled-in.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=1098323750580195192
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=1098323750580195192
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=1098323750580195192
http://blog.iec61850.com/search/label/EN%2050160
http://blog.iec61850.com/search/label/IEC%2061000-4-30
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/IEc%2061850-7-4%20Ed2
http://blog.iec61850.com/search/label/power%20quality
http://blog.iec61850.com/search/label/power%20systems
http://blog.iec61850.com/search/label/Schneider%20Electric
http://blog.iec61850.com/2012/01/finseny-european-consortium-of-35.html
http://blog.iec61850.com/2012/01/finseny-european-consortium-of-35.html
http://www.fi-ppp-finseny.eu/consortium/

News on |EC 61850 and related Standards

Click HERE for a statement on standards.

A first list of consolidated ICT Requirements recommends: “To ensure
interoperability the communication should rely on well-known and
frequently used standards like IEC 61850, IEC 61968/61970 (CIM), or
IEC 60870-5-101/104 (Telecontrol) and others. Also to be respected are
specialized communication standards like - IEC 61400-25-4 for wind
turbines ...”

Click HERE for the requirements document [pdf, 262 pages]

A very detailed description of typical use-cases in power distribution
has been written: “Distribution Network Building Block”: * ... Advanced
ICT solutions that could provide Future Internet and the economies of
scale that could be reached are essential for the development of the
Smart Distribution Network. This deliverable presents a Reference
Model for the Distributed Network Scenario and selects and
describes a set of building blocks (UC) that should be representative
enough for a further analysis of ICT requirements of smart DN
solutions.”.

Click HERE for the Distribution Network Building Block [pdf, 98 pages]

I was a bit surprised when | read in that document about the
communication with SCADA systems:

“SCADA System updates real time information from the RTU by
means of continuous polling. The RTU is monitoring continuously
Power Equipment through its Analog and Digital Inputs. When a change
occurs is some of the inputs, the RTU takes note of it in order to send it
in the next request from the SCADA System SCADA System requests
every 2 seconds for any change of state or measurements detected in
the RTU. When a request of state or measurement change is received,
RTU sends all these changes to the SCADA System ...”

Hm, this seems a bit ... ok, smart people will develop smart(er) devices
— the IEDs (Intelligent Electronic Devices) — that will help to reduce the
sheer unlimited amount of data to be exchanged continuously every 2
seconds. The project expects millions of devices to communicate with.
Suppose 100 signals to be exchanged every 2 seconds from 100.000
devices: 5.000.000 signals per second ... IEDs (RTUs, Data Managers,
Data Aggregators, Gateways, ...) with IEC 61850 will send information
only if it is needed!! — on an event like a state change or limit violation.

Exchanging millions of signals per second means we need a high
bandwidth — good for vendors that sell “bandwidth”! That is the
question, how can more active power flow through the copper cable?
Same may accomplish it the smart way with the reactive power
compensation that can be done smart by inverters — smart electricians
may solve this by just putting a bigger cable into the ground.

Click HERE for some discussion of polling versus spontaneous reporting.

The document lists also Monitoring and Control of Inverter
Functions (Connect / Disconnect to/from grid, Adjust Maximum
Generation Level, Adjust Power Factor, ... Scheduled Actions based on
time, temperature, power pricing ... VAr modes for VAr support from
PV/Storage inverters (Modes PV1..PV5) ... Advanced functions
(Watt/Frequency or Watt/Voltage mode, advanced schedules, low
voltage

fault ride through (FRT), separate Watt and VAr management, harmonic
cancellation) ...

The FINSENY papers are worth to read and study.

Posted by Karlheinz Schwarz at 10:32 PM 0 comments [5«]
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61850, PV, RTU, Smart Grid, smart people, smart solution

Siemens Industry to take over RuggedCom

The Siemens division Industry (not Energy!) announced yesterday
(2012-01-30) that they agreed with RuggedCom to acquire Canadian
network supplier RuggedCom Inc. The other day it was reported that
Belden was trying to take over RuggedCom.

Click HERE for the Siemens press release from 2012-01-30.

It is quite interesting to see how long it took to make Ethernet an
enjoyable solution:

Excerpt from the press release: “Siemens’ portfolio of industrial
Ethernet networking components is enjoying above-average
growth rates compared to the competition. Until now, the main
emphasis of Siemens’ installed base in this segment has been in Europe.
“RuggedCom’s portfolio would be an ideal addition to our range of
industrial Ethernet communication products, improving our industrial-
quality router and switch offering. In addition, the acquisition would
improve our footprint in the North America and the Asia-Pacific region,”
said Anton S. Huber, CEO of the Siemens Industry Automation Division.
Huber also indicated that all of RuggedCom’s and Siemens’ product
lines would be developed further in the next few years.”

What is meant by “competition” in the statement “industrial Ethernet
networking components is enjoying above-average growth rates
compared to the competition”? Is Ethernet competing with the “Profi”-
and many other Fieldbusses ... Profibus and ProfiNet ... FF fieldbus ...?

For me this deal indicates that the native Ethernet solution as
provided by RuggedCom and used in IEC 61850 is the most
“enjoyable” and successful network solution in the next 20 years or so!
RuggedCom is (as Belden/Hirschmann) quite active in the IEC 61850
standardization.

When | worked for Siemens Industry in the early 90s, | recommended
to use native Ethernet instead of fieldbusses ... now we write 2012 — 20
years later.

Click HERE for the paper “Bridging MAP to Ethernet” [PDF, 720 KB,
1991]

Click HERE for the paper “Fieldbus standardization: Another way to go”
[PDF, 720 KB, 1991].

Posted by Karlheinz Schwarz at 12:25 AM O comments  [5a]

systems, RuggedCom, Siemens, Substation, Substation Automation

Saturday, January 28, 2012

IEC President Wucherer talks about the Electric
Future

The new IEC President, Dr Klaus Wucherer talked to the IEC Council
recently.

According to the IEC e-tech website (2012-01-28): “Wucherer
underlined that as an engineer and industrialist he has been in contact
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with the IEC in one way or another throughout most of his working life.
He contributed to IEC work through his company and the National
Committee and was an industry customer for IEC products and services.
... Wherever there is electricity, the 1EC needs to be involved.” |
my opinion: IEC is already deeply involved — many experts have to
learn this.

Dr Wucherer was my boss at Siemens Automation and Drives when |
started my consultancy business 20 years ago — he was in Nuremberg
and | was in Karlsruhe. The reason | became a consultant was this: Dr
Wucherer asked me three times to move from Karlsruhe to Nuremberg
— | decided to stay in Karlsruhe and work in the standardization as a
consultant. Dr Wucherer, colleagues of mine and | were deeply involved
in the national, European and international standardization of
Fieldbusses and MAP. Dr Wucherer supported the standardization work
in the 80s and 90s. We agreed that the future would require true
international standards for information exchange.

As a Siemens employee under Dr Wucherer | wrote two remarkable
papers on the standardization: one about the future of Fieldbusses and
one about MAP in 1991:

Click HERE for the paper “Bridging MAP to Ethernet” [PDF, 720 KB]

Click HERE for the paper “Fieldbus standardization: Another way to go”
[PDF, 720 KB].

I would extend his statement “Wherever there is electricity, the IEC
needs to be involved” to

Wherever there is electricity, the IEC 61850 needs to be involved!

Click HERE for some crucial information models for the electricity
defined in IEC 61850-7-4 that demonstrate the importance of the above
extended statement.

The “electricity world” is likely to prevent the proliferation found in the
industrial automation domain’s fieldbusses. If the many fieldbus
consortia define their fieldbus specific profiles for the electric world then
we will get as many information models as fieldbusses! Or?

Click HERE to see bunch of 60+ fieldbusses in ONE IEC standard in
2008: The IEC 61158.

Posted by Karlheinz Schwarz at 1:56 AM 1 comments E

Automation, power systems, Siemens

Download 1EC 61850 Blog Content as PDF Document

For those readers of the blog that want to get the complete content as
a pdf document, you can just get it with one click ... it contains the
posts from 2008 until 2012-01-27.

Click HERE to download all posts in one pdf [12 MB, 410+ pages DIN
A4]

Enjoy!
Posted by Karlheinz Schwarz at 1:05 AM 0 comments [5]

Labels: download, IEC 61850
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Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Friday, January 27, 2012

IEC 61850 in the U.S. — A Personal View of IEC 61850

Scott Olson (POWER Engineers) investigated recently to figure out the
situation of the application of IEC 61850 in the U.S.: He found IEC
61850 on the radar screen!

In his report (A personal view of IEC 61850) he wrote early January
2012 that IEC 61850 is “More Than a Protocol”. Yes — it is much more
than a protocol. It is not something like “DNP4” or “IEC 60870-5-105".
The standard series IEC 61850 provides a bunch of definitions applicable
in many different subsets — there will never be an implementation that
implements the whole standard series! Never ever.

Some explanation on basic concepts of the standard series IEC 61850
follow (before we have a closer look into Scott Olson’s report):

IEC 61850 provides models of real world information (status,
measurements, and control points, settings, ...) for many different
application domains. The following slide shows an example of a model:
XCBR — circuit breaker of a real substation.

m:ﬂmple of application — modeling

Virtualization of real
world objects

61850-7-2

SC5M, e.g.
Protection 61850-8-1,
9.2

61850-7-4 logical node bl 61850-7-4 data Real world =
(circuit breaker) (position) Substation,

Circuit Breaker
1T o o 1T 1 T 1

61850-6 SCL configuration file (XML) \l -j/_

]

Single line diagram o
real Substation

Binding
Models of the real real world

Communication world Objects; to models
Server | Publisher

Communication B 1riformation
Natwaork Exchange Services

G i Mgl w [ T

Another area is the system configuration language (SCL) that
describes many aspects of devices and the whole system. Third, there
is the communication shown in the top left corner. The communication
defines services. These services are realized by protocols. The
protocols are comprising TCP/IP based client-server communication and
Ethernet based real-time communication (GOOSE and sampled
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measured values — sensor-data).

Protocols are needed — the crucial issues are models and configuration

language.

Some of the services that communicate the state-changes of the circuit

breaker are as follows:

IEC 61850

in brief First example of application — communication

’ event-driven GOOSE message

Any change of
Position of a

XCBR. Pos.stval=0M Circuit Breaker to

b cosmemiunicated,

Event-driven or spontaneous Repors/GOOSE from serveripublisher to clientisubscriber
{or stare entries into IED Log or Read valug)

XCER.Pos.stVal
|Status i
Value) i
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Is it worth to compare the protocols of various standards? Check the
following table to figure out what the left side has to offer ... and what

the standards on the right have:

IEC 61850

in brief What are the differences?

IEC 61850

m Information models
m Configuration language
m Abstract Services

m Communication protocols

- TCP/IP based SCADA
[Polling, spontanecus messages
(events, reporting), logging,
control, ...]

= Eealtime (GOOSE, SMV)

= Selfdescription

DNP3,
IEC 60870-5-104,
Fieldbus, ...

m Communication protocol
— TCP/IP based SCADA

[Foling, spontaneocus messages
(events), control, ...]

IEC 61850 is mainly focusing on crucial aspects of the many

applications and on the system — system means: what to communicate,
from where to where, how to communicate, when, ... how to configure
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systems and devices, how to document requirements and systems, ...

A remaining question is: What is most important to look at or to
implement or to apply? It depends. From a device point of view it is
absolute important to have the communication services and protocol —
and application program interface (APl) — implemented. This is required
in TWO devices — the server, that provides the models, and the client
that reads values or receives spontaneous reports:

el \\Vhat is important in using IEC 618502

In order to exchange first bit If focus is on application
m Information models m Information models
m Configuration language m Configuration language
m Abstract Services m Abstract Services
m Communication protocols m Communication protocols
— TCP/IP based SCADA — TCP/IP based SCADA
Ccis [Poling, spontaneous messages [Polling, spontaneous messages
(avents, reporting), kogging, (events, reporting), logging,
API gontrol, ...] confral, ...]
— Real-time (GOOSE) — Real-time (GOOSE)
- Real-time (SMV) - Real-time (SMV)
— Selfdescription — Selfdescription

el

iy

: L b
D 7004-201 2, Mathad

From a application point of view it is crucial to look at the models!! ;-)

The models should be discussed independent of ANY protocol!!! Many
people have understood that the models, services and protocols of IEC
61850 are all independent of each other — that is one of the crucial
benefits! That is the reason why IEC 61400-25-4 (Wind Power
application of IEC 61850) defines the mapping of process values (the
signal lists) and simple services to DNP3 and IEC 60870-5-101/104.
Because the models, services and configuration language are
independent of the protocols.

And also note that the use of IEC 61850 is first of all intended for the
substation automation and power generation ... finally it may be used (in
the long term) in the communication with control centers.

Back to the crucial lessons Mr Olson and others have learnt:

He writes: “We received a great email from one of our readers, who
reminded us that there was a difference between a standard and a
protocol—the latter being a component of the former—and that it was
possible to implement IEC 61850 protocols without going all out to
implement the standard.

"For example,"” our reader offered, "61850 GOOSE messaging may be
used between IEDs to eliminate physical wiring and increase speed of
interaction between IEDs while continuing to use DNP to communicate
upwards to SCADA and higher-level systems where slower
communications updates are acceptable.

It was such a great point to make: The migration to the IEC 61850
standard does not force the absolute replacement of protocols
that are already in place. Solutions can be implemented that allow

http://blog.iec61850.com/[28.01.2012 08:37:24]
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parts of 61850 to be added to the network while the legacy protocols
continue to be used over the same network. For example, station bus
protocol (IEC 61850-8-1) could be used to simplify the

interface between IEDs, human-machine interfaces (HMIs), etc. within
the substation network while continuing to use DNP interface to SCADA.
As process bus (IEC 61850-9-2) devices become readily available, the
opportunity to eliminate copper wiring between current transformers
(CTs) and IEDs could provide tremendous ...”

The lesson that everybody should learn soon (or should have learnt):
IEC 61850 could be implemented in many different subsets for even
more simple to complex applications. | hope that at the end of 2012
the universe has understood that the standard series IEC 61850 is
more than just a protocol — it goes far beyond DNP3, IEC 60870-
5-101/104, even beyond OPC and OPC UA! It’s a system-
supporting solution.

By the way, this blog is visited by many experts from North America. It
is likely that Mr Olson’s lesson will be read by many U.S. people.

Click HERE for the full “personal view”.

Posted by Karlheinz Schwarz at 12:13 PM 0 comments  [a]

protocol, SCADA, Substation, Substation Automation, USA

How to secure Millions of devices in a Smart(er) Grid?

There are may R&D projects underway to find appropriate ways how to
secure millions of devices that need to communicate — all over.

A nice paper discusses this issues in the light of the question: what is a
workable solution for a some hundred devices may not scale for millions
of devices.

The report concludes: “The cryptographic infrastructure underlying the
smart

grid the community envisions will likely require PKI, for scalability — but
this is the beginning, not the end, of the solution.”

The good message we hear more often these days is: The path to
smart(er) Hybrid Grids (power, gas, heat, ...) will be long and
steep. A challenge for a people involved — one way or the other.

Click HERE for the 3 page paper.

There is some progress in making power system automation more
secure. Siemens writes in the SIPROTEC 5 - System Overview,
Protection, Automation and Monitoring - Siemens SIP 5.01 - V1.0 (not
yet available for download):

e Long-lasting, rugged hardware with outstanding EMC immunity
and resistance to weather and mechanical loads

e Sophisticated self-monitoring routines identify and report device
malfunctions immediately and reliably

e Conformance with the stringent Cyber Security requirements
defined in the BDEW Whitepaper and NERC CIP

e Encryption along the entire communication segment between
DIGS I 5 and the device

e Automatic recording of access attempts and security critical
operations on the devices and systems

Click HERE for the DBEW Whitepaper “Requirements for Secure Control
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and Telecommunication Systems” [Dual Language: EN/DE]

Click HERE for further information in German (only).

Garderos (Munich, Germany) offers industrial-grade (ruggedized) routers
which are self-managing and cyber-secure ... secure against cyber-

attacks ... applicable for power grid applications.
Posted by Karlheinz Schwarz at 8:42 AM 0 comments [5]

Labels: CIP, encryption, ruggedized, security, Siemens, SIPROTEC 5

Sunday, January 15, 2012

How to define New Data Objects in IEC 618507

The need to define new data objects is likely to have various reasons.
One reason is that experts do not know which logical nodes and data
objects are already defined. Let’s assume there is really a need for a
new data object — there is not any data object that may fit.

Example (I found on the Web):

The LN SIML (Insulation Medium Supervision) provides the data object
H2ppm (Measurement of Hydrogen (H2 in parts Per Million)).

How to model related semantic, e.g., “Hydrogen ppm Rate of Change”
or “Hydrogen ppm Rate of Change Goodness of Fit”

These two semantic models are not defined in the standard. What is
the best way to model these two?

1. Defining values in GGIO? — maybe not,

2. Defining new data objects in SIML? — may be the best solution
(could be standardized later), or

3. Defining something like H2ppm1 (measured value), H2ppm2 (rate
of change”, and H2ppm3 (roc Godness of Fit)? — That is
definitely wrong!

Why are the following data objects in conflict with the standard
modeling method?

I found this definition for LN: SIML Name: Insulation Medium
Supervision (Product Specification):

H2ppm1 MV Yes Measurement of Hydrogen (HZ2 in parts Per Willhion)
H2ppm2 MY Yes Hydrogen ppm Rate of Change

223 MV Yes HQE pom Rate of Chag (Soodness of Fit

The standard IEC 61850-7-4 Edition 2 defines the LN as follows:

LN: SIML Name: Insulation Medium Supervision (Standard IEC 61850-7-
4 Edition 2):
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These data objects are not allowed to instantiate multiple times!

Excerpt of IEC 61850-7-1 Edition 2 that defines the extension rule for
data objects:

14.6 Specialisation of data by use of number extensions

Standardised data names in logical nodes provide a unique
identification. If the same data (i.e. data with the same semantics) are
needed several times as defined, additional data with humber extensions
shall be used. The rules for number extensions shall follow the naming
conventions defined in IEC 61850-7-2 and be as follows:

¢ the number extension usage shall only be defined by the owner
of the data namespace. This shall be done by adding the
number extension 1 to a data object name (e.g. datal),

¢ data with no number extension shall not be extended by
third parties,

¢ data with the number extension 1 can be extended. Number
extensions may be ordered or not (1,2,3,4, or, 1,2,19,25),

e if only one instance of an extendable data is present in an LN, it
shall have the number extension “1”.

14.8 Example for new Data

New Data “Colour of Transformer QOil”

Drata rarme Attribute type Walue of ColrTOul datals
(CDC)
Colr TNl INS iy Vendor1Extension: 20104

The above figure shows also that a data Namespace Attribute “datNs”
has to be specified for each new data object.

For the above semantic it would work with the following (standard
conformant) definition:

H2ppm1 (measured value) —> H2ppm

H2ppm2 (rate of change) —> H2ppmRoc datNs=Vendor so and so
H2ppm3 (roc Godness of Fit) —= H2ppmRocGdns datNs=Vendor so and
SO

Hope that helps ...
Posted by Karlheinz Schwarz at 1:08 PM O comments [

Labels: data object, Edition 2, extended objects, Extensions, IEC 61850, logical
node, namespace

Friday, January 13, 2012
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Siemens SIPROTEC 5 — More flexible IEC 61850
System Engineering and IED Configuration

According to the “SIPROTEC 5 - System Overview, Protection,
Automation and Monitoring -Siemens SIP 5.01 - V1.0” the new
SIPROTEC 5 line supports several more flexible ways to configure IEC
61850 IEDs and Models.

See page 58: “The name of the logical device (IdName) is freely
editable. For example, the standard-conforming name CTRL can be
changed to CONTROL. Structural changes can also be made by changing
the logical device (LD), so that the interface structure can be flexibly
adapted to the user's own requirements. Rigid manufacturer
specifications are a thing of the past. Prefix and instance of the
logical node (LN) can also be edited. ... Flexible engineering is the key
to bringing the system view into harmony with the IEC 61850
structure of the device.”

IEC 61850 seems to have totally influenced the new series. They put a
headline over the communication description: “IEC 61850 - Simply
Usable ... The internal structure of SIPROTEC 5 devices conforms to IEC
61850.”

Compared to the products offered in the past (since 2004 when the first
systems with IEC 61850 communication where commissioned) this
increase in flexibility provided by SIPROTEC 5 will be appreciated
by system integrators and users.

Posted by Karlheinz Schwarz at 10:37 PM 2 comments  []

Labels: Edition 2, IEC 61850, Siemens

Wednesday, January 11, 2012

New Parts in IEC 61850 Tissue Database
The following new parts have been added to the tissue database:

Click HERE for Part 4 (2011; Edition 2)
Click HERE for Part 7-1 (2011; Edition 2)
Click HERE for Part 9-2 (2011; Edition 2)

Posted by Karlheinz Schwarz at 11:36 PM 0 comments  [a]

Description of IEC 61850 Application Examples

A couple of application examples using IEC 61850 for substation
protection and automation can be found in a 48 page brochure from
Siemens (English and German).

The following topics are covered:

e Switchgear Interlocking with IEC 61850-GOOSE

¢ Reverse Interlocking Using the GOOSE of IEC 61850

e Beneficial Engineering of IEC 61850 Substation Automation
Systems

¢ Innovative Solutions for Substation Control with IEC 61850

e Seamless Migration

e Ethernet Topologies with IEC 61850

¢ |EC Interoperability,Conformance and Engineering Experiences
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News on IEC 61850 and related Standards
IEC Browser — A Powerful Test Tool for IEC 61850
The description is to a large extent vendor-neutral.

Click HERE for the English version [pdf, 1.4 MB]
Click HERE for the German version [pdf, 1.4 MB]

Posted by Karlheinz Schwarz at 11:11 PM 7 comments  [s«]

Labels: example, GOOSE, IEC 61850, Migration, protection, Siemens, Substation
Automation

Saturday, January 7, 2012

Path to future Power System — Sprint or Marathon?

Many people have assumed that the conversion of today's power system
into a smarter system could be done in a few years — comparable with a
Sprint.

After eight years of extensive training on IEC 61850 and other power
related topics | conducted for more than 2,750 experts, from more than
700 companies and more than 70 countries | have learned that the
conversion is more like a Marathon!

Many people believe that smart meters would convert the system in a
few years to become a Smart Grid. The German Network Regulator has
stated that a roll-out of huge number of smart meters is not
required for the stable network operation. The report states also that
the development of a Smart(er) Grid is more like an evolution — not a
revolution.

Click HERE for the Report (pdf, German only)

At the Hanover Fair in April 2010 I took the following photo of a hybrid
PEV vehicle and a charging station. The battery was charged with a
regular extension cord connected to a conventional outlet — in the
morning before visitors walked around!!
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News on IEC 61850 and related Standards
Photo: Karlheinz Schwarz

The car is already a Sprinter — but the Plug into the future could be
expected after a “Marathon” — it just takes some more time!

The International Energy Agency (IEA) states in their “Technology
Roadmap on Smart Grids” that “The “smartening” of the electricity
system is an evolutionary process, not a one-time event.”

Click HERE for the IEA roadmap [pdf, 50 pages].

Click HERE for a discussion of the results of the stimulus funding of the
U.S. government by end of 2011. According to that report “18 million
[installed] smart meters only covers 13 percent of the 142 million
customers in the U.S., for example, and automating 671 substations
leaves another 11,795 more to go, or 95 percent of those remaining in
the United States. As befits its title, this stimulus funding was meant
to stimulate a new wave of smart grid investment across U.S.
utilities, not merely to serve as a one-time jobs-and-spending jolt.

My students are told all the time: Do not hurray! Take your time. To
win in a Marathon you need sustainable training. Only Smart (i.e., well
trained) People will be able to implement the needed systems to
measure, monitor, control, protect, optimize, ... the electrical power
system.

Posted by Karlheinz Schwarz at 8:09 AM 0 comments [5.a]

Labels: education, electric vehicles, electro mobility, IEC 61850, power systems,
Smart Grid, smart metering, smart people, smart solution, Training

Friday, January 6, 2012

Belden seeks to acquire networking specialist
RuggedCom

Ruggedized network infrastructure compliant to IEC 61850-3 is crucial
for the implementation of Smart(er) Grids. RuggedCom — one of the
well known brands in the substation domain — is one of the companies
that offers network components to build the needed communication
infrastructure.

One of RuggedCom competitors, Belden (Hirschmann is a brand of
Belden), wants to take RuggedCom over.

Click HERE for the press news.

This shows that the Power Industry is following the native Ethernet
solutions. IEC 61850 is based on the native Ethernet solution in contrast
to the industrial automation domain where a lot of even standardized
solutions like EtherCat, ProfiNet, PowerLink, ... compete with each other
Ethernet-based and traditional Fieldbuses, e.g., Profibus, CAN, Interbus,

The Electric Power System has a highly standardized process: the 3
phase A.C. system (50 or 60 Hz). This single process requires a single
communication solution: IEC 61850 based on native Ethernet.

Posted by Karlheinz Schwarz at 11:34 PM 0 comments  []

Thursday, January 5, 2012
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News on IEC 61850 and related Standards

Status of the parts of the IEC 61850 series, January
2012

The standard series comprises 18 officially published parts; another 12
are in preparation. Most published parts are Standards; some are
Technical Reports (TR) and Technical Specifications (TS):

1 IEC/TR 61850-1 Part 1: Introduction and overview

2 IEC/TS 61850-2 Part 2: Glossary

3 IEC 61850-3 Part 3: General requirements

4 IEC 61850-4 Part 4: System and project management
5 IEC 61850-5 Part 5: Communication requirements for

functions and device models
Part 6: Configuration description language
6 IEC 61850-6 for communication in electrical substations
related to IEDs
Part 7-1: Basic communication structure -
Principles and models
Part 7-2: Basic information and
8 IEC 61850-7-2 communication structure - Abstract
communication service interface (ACSI)
Part 7-3: Basic communication structure -
Common data classes
Part 7-4: Basic communication structure -
10 IEC 61850-7-4 Compatible logical node classes and data
object classes
Part 7-410: Hydroelectric power plants -
Communication for monitoring and control
Part 7-420: Basic communication structure
12 IEC 61850-7-420 - Distributed energy resources logical
nodes
Part 8-1: Specific communication service
mapping (SCSM) - Mappings to MMS (1SO
9506-1 and ISO 9506-2) and to ISO/IEC
8802-3
Part 9-1: Specific Communication Service
Mapping (SCSM) - Sampled values over
serial unidirectional multidrop point to

7 IEC 61850-7-1

9 IEC 61850-7-3

11  IEC 61850-7-410

13 IEC 61850-8-1

14  IEC 61850-9-1

point link
Part 9-2: Specific communication service
15 IEC 61850-9-2 mapping (SCSM) - Sampled values over
ISO/IEC 8802-3
16 IEC 61850-10 Part 10: Conformance testing

Part 80-1: Guideline to exchanging
information from a CDC-based data model
using IEC 60870-5-101 or IEC 60870-5-
104

17 IEC/TS 61850-80-1

Part 90-1: Use of IEC 61850 for the

18  IEC/TR 61850-90-1 communication between substations

Another 12 Parts are under development. Some of these are almost
ready for publication in 2012.

Several of the above listed documents have the tag “Edition 2”, some
have still the tag “Edition 1” and are in the maintenance process.

A complete list comprises all 30 parts: Title, publication, stability date,
... see excerpt in the table below (the complete table can be downloaded
— see below):

http://blog.iec61850.com/[28.01.2012 08:37:24]


http://blog.iec61850.com/2012/01/status-of-parts-of-iec-61850-series.html
http://blog.iec61850.com/2012/01/status-of-parts-of-iec-61850-series.html

News on IEC 61850 and related Standards

Published Documents: Communication networks and systems for pow

Stability
Part Curment Titke Edition
Date
1.00{2003-04-28) 2012
1 IECITR &1850-1 Part 1: Inroduchon Sr Dwrie
1.0 {2003-08-07) L
2 | IECITS 61850-2 Fart I Gisasary
1.0 (2002-01-18) 012
3 IEC 61850-3 Far 3 General neguiremants
1.0 2002-01) 2004
4 IEC 618504 Part 4: System and progect managemant
2.0 (201 1-04-11) 2015
Part & Comemunasation regurbmints far 1.0 (2000-07-24) w2
H IEC 61850-5 M i s
Pari & Configuraion desonipbon Ianguage for 1.0 (2008003 ) 2004
[ |EC 61850-5 COMmMUNCaton in sctncal substatons related 1o
IEDw 2.0 (20rs-12-17) 2013
Fart 7-1: Basic communication structune - 1.0 G207 2000
7 IEC 61850-T-1 Principies and s .
2.0 (201 1-8715) 2013

The table indicates as well how many tissues have been posted at the
tissue database for most parts tagged edition 1 and tagged edition 2.

Please note that there is NO “IEC 61850 Edition 2” !l There are only
Editions of the PARTS!!

If you want to know the current status of the standard series IEC
61850 (January 2012) you have to check the status of ALL documents
at early January 2012 (red vertical line in the figure below):

These 6 parts are
usually understood
as "IEC 61850
Edition 2" I! Even
this is not an
official name!
A—1-6

-7-1

-7-2

-7-3

-7-4

-8-1

Some of the documents are still Edition 1 (yellow) others are Edition 2
(green). 10 of the 18 parts are still EDITION 1 !l 8 parts are EDITION
2. The other 12 parts under development will be published as EDITION
1.

The 6 parts that are usually understood as “IEC 61850 Edition 2” are:
-6 Ed2

-7-1 Ed2
-7-2 Ed2
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-7-3 Ed2
-7-4 Ed2
-8-1 Ed2
This is NOT an official name!
Most parts published by January 2013 are still marked EDITION 1 !
Click HERE to download the complete table [pdf, 2 pages]

Posted by Karlheinz Schwarz at 1:13 PM O comments  [5a]

issue

Wednesday, January 4, 2012

ABB review — Special Report IEC 61850

ABB has published already in August 2010 a very comprehensive and
nice report on various aspects of IEC 61850. The report comprises 64
pages! Most visitors of this blog may not know the report.

The report starts with a very true statement: “Communication is more
than exchanging data; it means globally understandable
information based on syntax and semantic. This is behind IEC 61850,
the topic of this issue of ABB Review Special Report.” It continues:
“Electric energy is the backbone of our global society. Its reliable
supply from conventional and renewable sources via complex networks
requires seamless control that is only possible with the help of a
standard providing a high-level and comprehensive description of the
information exchanged.”

Most people are like to say that the Internet is the backbone of our
global society — What would the Internet be without electric energy?
How would your home look like without electric power? You would not
be able to read this post without electric power. Many people see
electric power like sunshine and rain — it is just here.

Click HERE for the report [pdf, edition August 2010]
Posted by Karlheinz Schwarz at 6:48 AM 0 comments

Labels: ABB, IEC 61850, IEC 61850 edition 2, Smart Grid

Register of tested IEC 61850 devices

KEMA has recently published an updated Test Register (version 2011-
11-28) for

¢ IEC 61850 Client Systems [8 clients successfully test]

e |EC 61850 Server Devices [total: 212 — 2011:42 / 2010:21 /
2009:34 /before:115]

¢ IEC 61850 Ethernet Switches [23]

¢ IEC 61850 Sampled Value Publishers (Merging Units) [2]

Click HERE for the complete list [pdf]

Click HERE for the IEC 61850 certificates; if you don’t have an UCAIUG
login account you can apply for a free guest account.

Posted by Karlheinz Schwarz at 5:48 AM 0 comments [5.]
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News on IEC 61850 and related Standards

Thursday, December 29, 2011

How can you feed back your experience with 1EC
618507

The many parts of the standards series IEC 61850 published require
some kind of maintenance. In order to collect, discuss, solve, and
document the feedback from the market, IEC TC 57 WG 10 has set-up
a database: The Technical Issues database or just: the Tissues
database.

More and more experts from utilities feed their experience back to the
standardization groups. An example is the latest post of today:

Click HERE for the Tissue #810 on the Logical node RFLO.

In case you find any tissue in the published standards search the Tissue
database first and post a new tissue if your tissue has not yet been
posted.

Posted by Karlheinz Schwarz at 2:22 AM 0 comments [5.]

Labels: IEC 61850, maintenance, technical issue, tissues

TUEV-SUED announces IEC 61850 Test Lab and Smart
Grid Forum

TUV-SUD in Munich accelerates the support of the standard series IEC
61850 in 2012:

e Test Services
e Smart Grid Forum (20.-21. Marz 2012)

TUV-SUD will provide a wide range of services to reach a high level of
interoperability of IEDs:

We test cenfermance and interoperability of your devices according to 1EC 61850

=0 O

IEC 61850
| 1II & SERER  CLERTS  GATiWATS
Imteraperability testing Conformance testing

Click HERE for more details of the services [English, PDF]
Click HERE for more details of the services [German, PDF]

The Smart Grid Forum (Munich, 20.-21. Marz 2012) will be conducted in
German). Topics are:

¢ Normen und Standards fur Smart Grids

e |IEC 61850 in der Anwendung

¢ Smarte Daten: Normen und Richtlinien fur den sicheren
Datenaustausch
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News on IEC 61850 and related Standards

¢ Verteilnetzautomatisierung durch intelligente Netzkomponenten:
aktuelle Projektbeispiele von Netzbetreibern und Industriekunden
e IT-Sicherheit und Datenschutz im intelligenten Netzsystem

Click HERE for more information.
Posted by Karlheinz Schwarz at 2:08 AM 0 comments E

Labels: conformance test, forum, 1EC 61850, interoperability tests, testing, TUV_SUD

Wednesday, December 28, 2011

MMS (ISO 9506) Introduction — Why to focus on the
API1?

Jan Tore Sgrensen and Martin Gilje Jaatun (SINTEF ICT, Trondheim,
Norway) have published a nice introduction to the basic architecture
and definitions of MMS in a 46 page document — easy to read and
understand.

This documents demonstrates that MMS is not complex. IEC 61850-8-1
(and IEC 61850-9-2) use MMS for specifying the message exchange
between IEC 61850 servers (publishers) and clients (subscribers).

Implementing IEC 61850 compliant systems comprising SCL tools,
servers, clients, publishers, and subscribers means to implement:

1. Upper layers on top of TCP/IP (or on Ethertype for
publisher/subscriber)

2. Protocol machine (MMS, GOOSE and SV)

3. Encoding/Decoding ASN.1 BER messages

4. ACSI services (LD, LN, Control Blocks (reporting, Logging, service
tracking, GOOSE, and SV), DataSets, Control, LOG —> mapped to
protocols, mainly MMS)

5. Object model (dictionary in IED and behavior according to IEC
61850-7-4)

6. API (application program interface) for server, client,
publisher, and subscriber

7. IED configuration using SCL file

8. SCL tool for system engineering and IED configuration

A ballpark estimate of the efforts needed to implement a reasonable
subset of IEC 61850 (if one develops the software from scratch) is in
the range of some 10 man-years. Only a small part of efforts (likely
less than 10 per cent) deals with MMS and the underlying protocols
required by MMS.

A different solution for the client-server messaging, e.g., by using a
webservice, would have a minor impact on the total efforts. From a

application point of view an efficient APl should be in the focus when
implementing of using IEC 61850!

Click HERE for the complete paper on MMS [pdf, 446 KB]

Note that IEC 61850 is much more than a protocol — and much more
than MMS. MMS is just an international standard like Ethernet or
TCP/IP.

Posted by Karlheinz Schwarz at 6:37 AM 0 comments E

Labels: API, applications, IEC 61850, 1EC 61850-8-1, MMS, webservice

Tuesday, December 20, 2011

http://blog.iec61850.com/[28.01.2012 08:37:24]


http://www.tuev-sued.de/akademie-de/tagungen-und-kongresse-international-conferences/elektrotechnik/smart-grid
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2011/12/tuev-sued-announces-iec-61850-test-lab.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=702978671537864454
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=702978671537864454
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=702978671537864454
http://blog.iec61850.com/search/label/conformance%20test
http://blog.iec61850.com/search/label/forum
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/interoperability%20tests
http://blog.iec61850.com/search/label/testing
http://blog.iec61850.com/search/label/T%C3%9CV%20S%C3%9CD
http://blog.iec61850.com/2011/12/mms-iso-9506-introduction-why-to-focus.html
http://blog.iec61850.com/2011/12/mms-iso-9506-introduction-why-to-focus.html
http://sislab.no/MMS_Notat.pdf
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2011/12/mms-iso-9506-introduction-why-to-focus.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=880228276105500684
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=880228276105500684
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=880228276105500684
http://blog.iec61850.com/search/label/API
http://blog.iec61850.com/search/label/applications
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/IEC%2061850-8-1
http://blog.iec61850.com/search/label/MMS
http://blog.iec61850.com/search/label/webservice

News on IEC 61850 and related Standards

Siemens and IEC 61850: More than 200,000 IEC
61850 IEDs installed

According to Siemens they are “the world market leader in digital
protection technology ... from the experience out of an installed base of
more than 1 million

devices and 200,000 with I1EC 61850".

Often people ask, why are the many fieldbus users groups (for CAN,
PROFINET, POWERLINK, EtherNet/IP, EtherCAT, SERCOS Ill, Foundation
Fieldbus, ControlNet, DeviceNet, ...) more active than the UCA
International Usersgroup (representing IEC 61850)? One reason seems
to be this: most of the 50+ fieldbus solutions are competing with each
other. It is no surprise that each users group tries to promote the
benefits and the success of their solution.

IEC 61850 does not seem to have (serious) competitors — so it is not
required to do a lot of marketing by a users group.

Click HERE for a brochure from Siemens on their relays (Relay Selection
Guide, pdf).

Posted by Karlheinz Schwarz at 8:32 AM 0 comments [5.]

Labels: Edition 1, Edition 2, IEC 61850, protection, Siemens

Example of a new part of IEC 61850 — Edition 1 or
Edition 27

The Technical Report IEC/TR 61850-90-1 (Substation to Substation
Communication) has been published in March 2010 — quite new part of
IEC 61850:

IEC/T

TECHNICAL
REPORT

Is this document part of IEC 61850 Edition 1 or IEC 61850 Edition 2?
Neither nor!

It just is IEC/TR 61850-90-1 Edition1 — Edition 1 of part 90-1; NOT a
part of IEC 61850 Edition 1. There was never an official Edition 1 of
the SERIES IEC 61850 nor will there be an Edition 2 of the whole
SERIES.

Vendors are often making statements like “Full compatibility between
IEC 61850 Editions 1 and 2” or “Efficient operating concepts by flexible
engineering of

IEC 61850 Edition 2” ... What does that mean? Hm, it seems to be a
marketing expression, or?

Posted by Karlheinz Schwarz at 8:11 AM 0 comments [5.]

Labels: Edition 1, Edition 2, IEC 61850
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News on IEC 61850 and related Standards

Tuesday, November 29, 2011

NEW: Embedded Linux Gateway supporting IEC
61850 and IEC 61400-25

SSV _Embedded Systems (Hannover, Germany) offers the embedded
Linux gateway module DIL/NetPC DNP/9265 now with a preinstalled IEC
61850 (IEC 61400-25)protocol stack. An easy to configure and use IEC
61850 API (application program interface) allows for a very short
time-to-market development — within days and weeks. Program your
application, model the IEC 61850 logical nodes and data object that
expose your application data, bind them together, configure the
communication services like data sets and control blocks (reporting and
GOOSE) — and you can connect with other IEC 61850 devices. The
model, the binding, and the communication services are described in a
standard SCL file (System Configuration Language, IEC 61850-6) and
uploaded to the module. Restart the module and you are done. It’s
that easy.

The ARM9-based DNP/9265 is equipped with 32MB of SDRAM, as well as
32MB of NOR flash for holding the boot-loader and Linux O/S, says the
company. I/0 is passed through a 40-pin DIL socket, and includes three
UARTs for COM functions, as well as 20-bit GPIO.

The module supplies one interface each for USB 2.0 Host, SD card, 12C,
SPI, and CAN (ISO/11898A 2.0B), says the company. A 10/100Mbps
Ethernet port is also supported. Additional features include a watchdog
timer, power supervisor for VCC control, and in-system programming
features.

Measuring 2.17 x 0.91 inches (55 x 23mm), the module runs on a 3.3
Volt power supply, with supply current at typically 300mA, with a
maximum of 500mA. The module is said to support temperatures
ranging from 32 to 158 deg. F (0 to 70 deg. C).

SSV also offers other DIL/NetPC-based gateway box products for smart
grid and virtual power plant applications. These gateways allow to
connect distributed generation installations (such as CHPs, wind-
turbines, small hydro, back-up gensets etc.) directly via IEC 61850
with any other application like power grid monitoring or control centers.

In addition to Linux and the integrated IEC 61850 the SSV gateway
solutions comes with drivers and protocol stacks for SSL- or IPsec-
based VPNs (virtual private networks). This allows secure data
communication with powerful encryption technologies over the public
telecommunication infrastructure, such as the Internet.

Click HERE for the news [in German]

Click HERE for a description of the product [in English]

Click HERE to check the IEC 61850 (IEC 61400-25) API online [in
English]

Posted by Karlheinz Schwarz at 11:24 PM 0 comments  [a]

Labels: API, distribution automation, embedded system, IEC 61400-25, IEC 61850,
Linux, power generation, security, Substation, Substation Automation, wind power

Saturday, November 26, 2011

Reminder — Introduction to IEC 61850 and IEC
61400-25 on ARM and LINUX on December 14

The introduction to the standard series and the new Embedded Modules
developed by TQ with IEC 61850 und IEC 61400-25 (using ARM
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News on IEC 61850 and related Standards

Architectures, Linux and the very simple and powerful SystemCorp
IEC61850 API) is less than three weeks ahead (in Wessling/Munich,
2011-12-14).

Click HERE for the event and information on the embedded controllers
(in German).

Posted by Karlheinz Schwarz at 3:33 AM 0 comments E

Labels: embedded system, IEC 61400-25, IEC 61850, smart metering, smart people,
smart solution, Training
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Friday, November 25, 2011

Easy Smart Metering and 1EC 61850 MUC (Multi
Utility Communication)

Solvimus (llmenau, Germany) offers an Easy Smart Metering and IEC
61850 MUC (Multi Utility Communication) device — combining metering
and IEC 61850.

The MUC.easy(TM) supports:

¢ M-Bus, wM-Bus, RS-232, RS-485, SO, or CL to connect to meters
¢ Integrated Webserver

¢ GSM/GPRS

¢ Ethernet

e DSL

¢ Powerline Communciation (PLC), and

¢ a powerful embedded IEC 61850 solution

Click HERE for the News in German.
Click HERE for some overview of the MUC with IEC 61850

Posted by Karlheinz Schwarz at 5:11 AM 0 comments [5]

Labels: 61850, Gateway, IEC 61850, M Bus, meter, MUC, Multi Utility
Communication, smart metering

Wednesday, November 23, 2011

Details of NEW Hirschmann RSP and Embedded
Switches With 1EC-Standard Redundancy and IEEE
1588 disclosed

The recently announced new Ethernet Switches from Hirschmann that
support redundancy protocols are now officially disclosed.

With Hirschmann™ RSP Switches, Which Support the New IEC-
Standard Redundancy Protocols (PRP, HSR), Networks Can Now be Built
for the First Time With Genuinely Uninterrupted Data Communication.

The Advantages at a Glance

¢ Extensive range of redundancy methods: PRP, HSR, PRP/HSR Red
Box, MRP, Fast MRP, RSTP

¢ Precise synchronization compliant with IEEE 1588v2

¢ Enhanced security mechanisms: authentication, radius, role based
access, port security, SSHv2, HTTPS and SFTP, plus others
currently in preparation.

e Fast device replacement, comprehensive logging and storage of all
configuration data, plus operating software updates via SD card

e High level of vibration resistance

e Broad immunity to electrostatic discharges and magnetic fields

e Temperature range from -40°C to +70°C
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Power supply 24/36/48 V DC or 60/120/250 V DC and 110/230 V
AC IEC 61850 and IEC 61499

e Strong and compact metal housing in Action at

PS/IPC/Drive...
Click HERE for the technical Brochure [pdf, English] SES/IPC/Drive

Click HERE for the technical Brochure [pdf, Deutsch]

Click HERE for the technical Brochure [pdf, Englich] February (16)

Click HERE for the technical Bochure [pdf, Deutsch]

» October (22)
The New Embedded Ethernet EES20 and EES25 Switches from
Hirschmann™ Combine the Functional Scope of a Powerful Managed > September (11)
Switch With Interruption-free Redundancy Protocols and Precise
Synchronization. > August (11)
e This module allows automation equipment to be extended to > July (23)
include state-of-the-art switch technology with very little effort > June (20)
e The additional network functionality gives the equipment sustained
competitive > May (10)
advantages
e Development process and time-to-market are significantly » April (6)
shortened thanks to
Embedded Ethernet » March (16)
>
>

January (8)
Posted by Karlheinz Schwarz at 12:48 AM O comments [

o _ _ » 2010 (153)
Labels: communication, Ethernet, Ethernet switches, hirschmann, redundancy

> 2009 (162)

» 2008 (82)
Saturday, November 19, 2011
The Aging Workforce in the Electric Power domain Contributors
The Electric Power Utility domain is looking for many electrical power Michael Schwarz
engineers all over. One example can be found by searching the )
simplyhired.com: Karlheinz Schwarz

Click HERE for a search on power system engineer

The search results in 38,329 hits for the U.S. allone !!
Some 6.000 hits are related to protection, 800 to SCADA, and 55 to IEC
61850, 12 to DNP3.

Click HERE for a search on electrical engineer

The search results in 86,596 hits for the U.S.
72 are related to IEC 61850 and 20 to DNP3.

Power systems require skilled and experienced engineers. How to
become an experiences and skilled engineer? By education, training,
learning-by-doing, ...

During the year 2011 a lot more electric power engineers and IT experts
have received one or the other education and training with regard to
IEC 61850.

| see a lot more of interest on the radar screen for 2012.

Have you ever thought about to get a training that build up your skills
in the application of IEC 61850 and related standards? Note that in
many of the open positions you can read something like: experience in
relevant protocols and interfaces (IEC 61850, IEC 60870-x, DNP, etc.).

Many people still expect that IEC 61850 is a protocol. It is definitely
much more than a protocol.

Click HERE to see some differences.
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Posted by Karlheinz Schwarz at 1:49 PM O comments [

Labels: DNP3, education, electrical engineer, engineer, engineering, 1EC 61850,
power system engineer, power systems, protocol, workforce

Thursday, November 17, 2011

IEC 61850 soon for Steam and Gas turbines

A New Work Item has been proposed by Sweden to use IEC 61850 for
Steam and Gas Turbines (Document 57/1193/NP). IEC 61850-7-410
defines already extensions of the Information models for applications in
Hydro Power Plants.

The draft second edition of IEC 61850-7-410 has been extended to
cover power system stabilizer (PSS) functions, as well as complex
excitation systems. In order to use the IEC 61850 communication
system for thermal power plants, additional data models for e.g. steam
turbines with ancillary equipment is required. In a further future work,
additional models for boilers, burner management, flue gas cleaning
could be added.

The ballot of the NP closes 2012-02-17.

If you are interested in getting involved contact your IEC TC 57 National
Committee.

Click HERE for the list of countries involved in IEC TC 57.
Posted by Karlheinz Schwarz at 5:26 AM 0 comments

Labels: gas power plants, hydro power, IEC 61850, IEC 61850-7-410, Power Plants,
steam power plants

Integration of Renewables in the Grid — A Huge
Challenge

Sometimes some experts expect that IT is one of the most crucial
aspects of the future power delivery system — yes it is important ... to
some extent.

The Power System is STILL (and forever) an ELECTRICAL SYSTEM! Mark
O’Malley writes in the 2011-11/12 issue of the IEEE Power & Energy
magazine that the “Grid integration is, in his view, the most interesting
and exciting area of research in the world today.” ... and tomorrow and
for the next decade at least.

After many years of low investments in the power industry (material,
equipment, systems, human resources, ...) it is expected that it will
grow now. Some companies have already increased their budgets for
education in Energy and IT related issues.

Click HERE for the complete opinion of Mark O’Malley.
Posted by Karlheinz Schwarz at 5:01 AM 0 comments [:]

Labels: education, power systems, renewables
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IEC 61850 Editions — Help to Prevent Confusions

After my recent Newsletter on IEC 61850 many experts visited the blog
post of the first discussion on Editions which summarizes:

BUT there will be not an EDITION 2 of the standard SERIES IEC
61850 per se!! Various parts (of the first 16 parts) will be revised and
extended and then published tagged as EDITION 2.

New parts will be published with the tag EDITION 1, e.g., IEC 61850-
80-1 (Guideline to exchanging information from a CDC-based data
model using IEC 60870-5-101 or IEC 60870-5-104) - IEC/TS 61850-
80-1, Edition 1.0, 2008-12

Click HERE for the complete post.

There are a lot of confusions when people talk about Editions of IEC
61850.

In a new paper it is reported: “Edition 2.0 of IEC 61850 Standard
has been released considering valid technical issues and future aspects
of protocol usage. ... compares the IEC 61850 Edition 2.0 specification
to its predecessor Edition 1.0.”

Click HERE for that paper.

There is hope that experts will use more precise language when it
comes to editions of the many parts of IEC 61850 and related
documents.

In addition to the question of the Edition of the standard there is
another question, when it comes to the Devices that implement IEC
61850: Does this or that Device conform to IEC 61850 Edition 1 or
Edition 27

Since there is NO EDITION 2 of the STANDARD, a Device could NOT be
characterized as an IEC 61850 Edition 2 Device!!

We have to differentiate the various aspects of the Standard: Which
Logical Nodes, Common Data Classes, Services, which subset of the
Configuration Language Edition 2, et cetera are implemented.

Edition 2 of any part of IEC 61850 can mean the following:

1. (Usually: Most) Definitions of parts tagged Edition 1 have
been taken over in the same parts tagged Edition 2 without any
change.

2. (Some) Definitions of parts tagged Edition 1 have been taken
over in parts tagged Edition 2 with fixes or minor changes.
During the tissue process the parts tagged Edition 1 have already
been “fixed” to some extend.

3. (Less or more) New Definitions have been added in parts
tagged Edition 2. [Service tracking in IEC 61850-7-2, many new
LNs in IEC 61850-7-4, ...]

4. (Some) Definitions of parts tagged Edition 1 have been
moved to parts tagged Edition 2 without changes. [e.g., LN STMP
from IEC 61850-7-410 Ed1 to IEC 61850-7-4 Ed2; Substitution
has been moved from IEC 61850-7-2 Ed1 to IEC 61850-7-3 Ed2,

»

A Device A that implements those definitions from several parts tagged
Edition 1 that have not changed in Edition 2 of these parts is compliant
to edition 2 of these parts without any modifications! If a Device B
implements some new features of one or more parts tagged Edition 2,
then these new features have to be listed in some detail to understand
the situation. Some detail means that the implemented features per
part tagged Edition 1 and/or Edition 2 have to be listed.
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Examples:

1. A Device may just implement a new LN from Edition 2 of part IEC
61850-7-2; the other definitions are used as defined in Edition 1
of the other parts like IEC 61850-7-3, 7-2, 8-1, ... So, is this an
Edition 1 or Edition 2 Device? Both! But we better do NOT
TAG a Device being Edition 1 or Edition 2. It’s a Device
implementing the services according to the PICS of part IEC
61850-7-2 Edition 1 (the subset used may be unchanged in
Edition 2), IEC 61850-8-1 Edition 1, ... and the STMP LN of IEC
61850-7-4 Edition 2.).

2. The same Device could be understood as implementing the STMP
LN according to a part that is tagged Edition1l: The STMP LN is
still officially published in IEC 61850-7-410 Edition 1. Edition 2 of
7-410 will not have the STMP LN any more — it is already moved
to 7-4 Edition 2.

Users should not wait until a Device or the Communication Stack is
compliant to Edition 2 of the Standard IEC 61850!! You will never
get such a Device because there is NO Edition 2 of IEC 61850. You may
want to use one or the other new service of IEC 61850-7-2 Edition 2
(like Service tracking of control block services) or a new LN from IEC
61850-7-2 Edition 2 or from IEC 61850-7-420 Edition 1 or IEC 61850-
90-7 Edition 1 ...

Always list some details what has been implemented from the
various parts tagged Edition 1 or Edition 2 — if you want to
prevent confusion.

Additional discussions on this topic will follow — time permitted.
Stay tuned.

Posted by Karlheinz Schwarz at 10:57 PM 0 comments E

edition 2

Monday, November 7, 2011

Seminéario e Treinamento NORMA IEC 61850 -
Instituto Instronic

Dear expert in Brazil and other countries, please note the final call for
the IEC 61850 course in Sao Paulo (Brazil):

NOTE the course will be simultaneously translated into Portuguese.
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Seminario e Treinamento IEC 61850
OSASCO - SAO PAULO - 21 A 23 DE NOVEMEBRO

A Instronic em parceria com a STRI traz para o Brasil o
Seminario e Treinamento Pratico sobre a IEC 61850

A |IEC 61850 & o padrao global para
Automacao do Sistema de Energia. Ela
permite um design aberio e possibilita a

combinagéo de produtos de varios
fornecedores. Para que os usudrios e
integradores de sistemas maximizem os
beneficios da IEC 61850, & necessario que
as empresas eduguem seu recurso mais
importante - as pessoas, e comecem a
migragao para o IEC 61830.

O treinamento traz o processo de design e
engenharia para aplicagtes reais e também
uma configuracdo em uma instalagdo de
leste real.

O curso @ ministrado pelo especialista
Karlheinz Schwarz, da Netted Automation

Mao perca essa oportunidade!

Para outras informacgdes entre em contato conosco:
Tel.: 11.3383.3700 - Rm. 159 procindo®
Email: instituto@instronic.com.br

e oty STRI

Maria Rita do Amaral

Instituto -Instronic

Instronic Instrumentos de Testes Ltda
Tel.: (11) 3383.3700 - Ramal 159

instituto@instronic.com.br

www.instronic.com.br

Posted by Karlheinz Schwarz at 2:30 PM 0 comments

Labels: 61850, hands-on Training, 1EC 61850, IEC 61850 edition 2, seminar, Training

Sunday, November 6, 2011

Distribution Company Vector’s Ten-Years Plan for 1EC
61850

Vector Limited is the electric power distribution company in the
Auckland (New Zealand) area. The company publishes every year an
Asset Management Plan (AMP) — informing the public and others
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what the company is planning to do with their assets. The current plan
covers a ten year planning period from 1 April 2011 to 31 March 2021.

One goal of the current AMP is to demonstrate innovation and efficiency
improvements. What does this mean related to IEC 618507 A lot in the
past and in the future:

¢ Vector’s substation automation system is based on resilient optical

Ethernet local area network running IEC 61850 compliant IEDs.

¢ Vector’s current standard for internal and external
communication systems is IEC 61850 standard. DNP3 is also
used as an interim solution.

¢ At present over 50206 of Vector’s primary substation are
equipped with 1EC 61850 compliant IEDs.

¢ Vector has been running an annual RTU replacement
programme for a number of years, and is currently replacing
approximately 10 RTUs per region per annum. To replace
conventional RTUs, two approved solutions have been used,
traditional RTUs with a migration path to 1EC 61850, and fully
compliant IEC 61850 solutions.

Click HERE for the current plan (2011-2021) [PDF, 10 MB]
Posted by Karlheinz Schwarz at 10:30 PM 0 comments  [a]

Labels: asset management, CIM, communication, condition monitoring, distribution
automation, 1EC 61850, RTU, utilities

Thursday, November 3, 2011

IEC 61850 and IEC 61499 in Action at
SPS/IPC/Drives in Nuremberg, Nov 22-24, 2011

If you want to see IEC 61850 and IEC 61499 in action at
SPS/IPC/Drives in Nuremberg (Germany), Nov 22-24, 2011, visit the
ISaGRAF booth please:

Hall 7A / booth 502

Click HERE for a free ticket to visit the SPS/IPC/Drives exhibition
[German].
Click HERE for a free ticket to visit the SPS/IPC/Drives exhibition
[English].

There is also a special presentation on IEC 61499 on 23rd of November,
2011:

Click HERE for more information.
Posted by Karlheinz Schwarz at 1:14 PM O comments [

Labels: IEC 61499, IEC 61850, 1SaGRAF

Friday, October 28, 2011

Use-Cases for Distributed Photovoltaic and Storage
Systems

EPRI (Electric Power Research Institute, Palo Alto, USA) has been active
in the research and development of the electrical power delivery
systems. Just remember the projects UCA 1.0 (Utility Communication
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Architecture) and UCA 2.0. Both projects have contributed to the IEC
TC 57 (Power System Management) and influenced several crucial
standard series like the CIM, IEC 60870-6 TASE.2 and IEC 61850.

The work on the “Utility Communication Architecture” is going on in
various IEC TC 57 projects and EPRI is still contributing to this process
(especially to the definition of IEC 6185-90-7 - Object models for
photovoltaic, storage, and other DER inverters). A very interesting
EPRI report looks into the “Uses for Distributed Photovoltaic and
Storage Systems”. The report lists and discusses briefly the following
use-cases:

¢ Energy Generation

¢ Local Energy Storage to Compensate for Photovoltaic
Intermittency

e Use of Energy Storage for Arbitrage Benefit

¢ Use of Local Energy Storage to Maximize Photovoltaic Generation
Value

¢ Energy Storage for Customer or Community Backup Power

¢ Energy Storage to Reduce or Limit Peak Loading on the Utility
System

e Energy Storage for Load Following

¢ Energy Storage to Reduce Customer Peak Demand

¢ Energy Storage for Local Power Quality Control

¢ System Stabilization — Transient Watt Modulation with Line
Frequency

¢ System Stabilization - Transient Watt Modulation with Line Voltage

¢ Var Production for Voltage Regulation

e Var Production for Voltage Stabilization

e Var Production for Power Factor Management

¢ Var Compensation for Intermittent Generation

¢ Connect/Disconnect from Grid — Non Islanding

¢ Connect/Disconnect from Grid — Islanding

¢ On/Off Control of PV and/or Storage Inverter

¢ Adjusting Maximum Generation Level

¢ Metering Energy from Photovoltaic or Storage Device

e State Monitoring

e Event Reporting by Exception

¢ Event Logging

Click HERE for the 44 page report on use cases.
Click HERE for an overview about IEC 61850-90-7.

In an up-to-date publication of the German VDI nachrichten it is
reported about storage possibilities on 2011-10-28 that:

e The capacity of all German pumped-storage hydropower plants
would provide power for 1 hour.

e The capacity of 42 million German cars would last for 24 hours.

¢ The capacity of the German oil and gas storages would last at
least for 2 months.

¢ The storage of “Wind or PV Power” (Converting Electricity to
Natural Gas) is also an option.

Click HERE for an R&D report on Converting Electricity to Natural Gas.

Whatever the energy Mix will be — there is a crucial need for
information and communication systems supporting the future power
delivery system!

The good news is that there is no need to develop standards for
information and communication systems from scratch! There are
sufficient standards available, implemented and tested so that the
power industry can straight use them: IEC 60870-6 TASE.2, CIM, IEC
61850, IEC 61400-25, ..
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Posted by Karlheinz Schwarz at 2:30 AM 0 comments [5.]

wind power

Thursday, October 27, 2011

“Visit” a U.S. Power Grid Control Center

The New York Times provides some information about the work in
Control Centers of the U.S. Power Grid ... quite interesting information.

Click HERE for the article.

If you want to apply for a job managing the North American power grid,
you have to answer communication related questions like this (from
NERC):

6. Standard COM-001-1, encourages “redundant and diversely routed”
telecommunications facilities. Why "would “diversely routed” facilities be
encouraged?

1. So communications can be simultaneously sent and received over
the redundant paths.

2. So as not to create a monopoly for one particular
telecommunication service.

3. So more neighboring systems can tie into the telecommunications
network

4. So one specific problem could not eliminate redundant facilities

If you would answer with 2. ... you may ... hmmm ... ;-)
Click HERE for this and more questions.
Posted by Karlheinz Schwarz at 5:09 AM 0 comments [;]

Labels: communication, control center, operator

Wednesday, October 26, 2011

SGIP calls for Comments on Draft NIST Framework
and Roadmap for Smart Grid Interoperability
Standards, Release 2.0

The NIST SGIP (Smart Grid Interoperability Panel) has published the

Draft NIST Framework and Roadmap for Smart Grid
Interoperability Standards, Release 2.0

for public comments via Federal Register Notice on October 25, 2011

Click HERE for the NIST Framework and Comments page.
Click HERE for the Draft Release 2.0 [PDF, 5.3 MB].

What is new in the Release 2.0 (Draft)?

Interoperable standards and protocols for the Smart(er) Grids are
the focus of NIST. To reach these objectives NIST developed a three-
phase plan:

1. To accelerate the identification of an initial set of standards;

2. To establish a robust Smart Grid Interoperability Panel (SGIP)
to sustain the development of the many additional standards that
will be needed; and
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3. To set up a conformity testing and certification infrastructure.

The results of Release 1 (2009-11) have been improved in the draft
Release 2. The most crucial result so far (in my view) is the fact that
the relevant standards listed in Release 1 has been accepted — one way
or the other — by the stake holders in the Smart(er) Grid community!
There are some additional standards listed — but the list from 2009 is
still representing the core standards.

The most crucial result of all these activities in the power utility domain
is that we have prevented a situation found in the industrial automation
market with more than 100 Fieldbus standards — with some 50+ in a
single standard (IEC 61158)!

Draft Release 2 identifies 20 Smart Grid-relevant standards, 15 other
requirement and guideline documents, 9 cyber security documents; and
another list of some 60 specifications/requirements that are listed for
further review. The 20 standards are:

Standards

1 BACnet Building Automation

2 ANSI C12 Metering

3 LON Various applications

4 IEEE 1815 (DNP3) Substation and feeder automatio

5 ICCP (IEC 60870-6 TASE.2) Inter-control center
communication

6 IEC 61850 Power utility automation
(Transmission, Distribution,
Generation, ...) at field level

7 IEC 61968/61970 CIM; communication between
control center systems

8 IEEE C37.118/IEC 61850-90-5 |Phasor measurements

9 IEEE 1547 Physical and electrical
interconnections between utilities
and distributed generation (DG)
and storage.

10 IEEE 1588/IEC61588 Time synchronization

11 |IETF RFC 6272 Internet Protocols

12 IEEE 1901 Broadband Power Line

13 |Multispeak Application software integration
within the utility operations
domain

14 NEMA SG AMI | Smart meters

15 |SB WEQ19, REQ18 Energy Usage Information

16 |NISTIR 7761 NIST Guidelines for Assessing
Wireless Standards for Smart Gr
Applications

17 |OpenADR Open Automated Demand
Response

18 |OPC-UA Exposes complex data and
metadata defined by other
information model specifications
(e.g. IEC 61850, BACnet,
OpenADR).

19 |GML Open Geospatial Consortium,
Geography Markup Language

20 |Zigbee Smart Energy Profile 2.0 |Home Area Network (HAN) Devic
Communications and Informatior
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Model
Requirements and Guidelines
21 |OpenHAN Home area network (HAN)
22 |AEIC Guidelines Testing criteria for standards-
based AMI
23 |SAE J1772 SAE Electric Vehicle and Plug in
Hybrid Electric Vehicle Conductiv
Charge Coupler
24 |SAE J2836/1 Use Cases for Communication
Between Plug-in Vehicles and thi
Utility Grid
25 IPRM SGTCC Interoperability Process
Reference Manual (SGIP‘s Smart
Grid Testing and Certification
Committee)
26 |--
Cyber Security

27 |Security Profile for Advanced
Metering Infrastructure, v 1.0

28 |Department of Homeland Recommendations
Security (DHS), National Cyber
Security

29 _ Guidance to procuring Cyber
DHS Cyber Security security technologies for control
Procurement Language for systems products and services
Control Systems

30 |IEC 62351 Parts 1-8 This family of standards defines
information security for power
system control operations.

31 IEEE 1686 Intelligent electronic devices
(IEDs) to accommodate critical
infrastructure protection

32 |CIP 002-009 NERC Critical Infrastructure
Protection

33 |[NIST Special Publication (SP) Cyber security standards and

800 guidelines for federal informatior
systems, including those for the
bulk power system.

34 |IEC 61851 Charging electric road vehicles

35

NISTIR 7628 Introduction to NISTIR 7628
Guidelines for
Smart Grid Cyber Security

The second list comprises standards for review like GPS, IEC 61400-25
(IEC 61850 for wind turbines), IEEE P1901 (Broadband powerline),
ISO/IEC 8824 ASN.1 (Abstract Syntax Notation), IEEE 802, 3GPP, 2G,
3G, 4G, ISA SP 100 (Wireless), IEC 61000, ISA SP 99, ISO 27000, WS-
Security, ...

The second list contains standards that do (to my interpretation) NOT
contain any competing solutions for IEC 61968/70, I1EC 61850,
IEEE 1815 DNP3, ... they cover other crucial aspects. And there is very
little overlap between the 35 standards listed above.

Congratulation to all people involved in the work of SGIP!
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It would be very helpful to provide your comments to the draft — in
order to reach a global consensus.

Posted by Karlheinz Schwarz at 5:16 AM 0 comments

Labels: building automation, CIM, Cyber Security, distribution automation, IEC
61400-25, IEC 61850, IEC 61968, IEC 61970, interoperability, NIST, NIST Roadmap,

power

Tuesday, October 25, 2011

New Embedded Modules from TQ with IEC 61850 and
IEC 61400-25 using ARM Architectures and Linux

Two New Embedded Modules developed by TQ with IEC 61850 und IEC
61400-25 (using ARM Architectures, Linux and the very simple and
powerful SystemCorp IEC61850 API) are available:

ARM9 Modul with i.MX28 from Freescale
Click HERE for more details.

ARM11 Modul with i.MX35 from Freescale
Click HERE for more details.

TQ is conducting a one day introduction into the standards IEC 61850
and IEC 61400-25 and demonstrates how to build applications for IEC
61850 based on the above controllers.

Date: 2011-12-14 (Wednesday)

Location:

TQ-Systems GmbH
Mulhlstral3e 2

82229 Seefeld
Germany (near Munich)

Click HERE for more details on the seminar.

Click HERE for the Program (Presentation Language: German)
If you are interested in a presentation in English, please contact TQ.
Posted by Karlheinz Schwarz at 2:14 PM O comments [5a]

Labels: API, applications, Arm processor, embedded system, IEC 61400-25, IEC

NEW Hirschmann Ethernet Switches for Substations
and other Critical Applications

Hirschmann is (to my knowledge) the leading manufacturers of Ethernet
Switches for mission critical industrial applications. Hirschmann is also
quite active in the domain of substations (IEC 61850, ...). The following
new products offer standardized features like RSTP (Rapid Spanning
Tree Protocol), PRP (Parallel Redundancy Protocol) and HSR (High-
availability Seamless Redundancy).

With these components there is sufficient timeliness guaranteed in
mission critical substation protection and automation systems. This is far
above the old “yellow cable” Ethernet of the 80s and 90s.

Hirschmann™ presents switches from its new RSP family
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Redundancy with zero switchover time:
Click HERE for further information (English)
Click HERE for further information (German)

Hirschmann™ once again demonstrates its market leadership in
Industrial

Ethernet Hirschmann™ switches support seamless redundancy. The new
PRP (Parallel Redundancy Protocol) and HSR (High-availability
Seamless

Redundancy) protocols are two newly developed redundancy methods
that significantly increase the availability and reliability of network
connections:

Click HERE for further information (English)

Click HERE for further information (German)

Hirschmann™ markets new Embedded Ethernet components Module
with the functional scope of a standalone switch:
Click HERE for further information (English)

White Paper on Media Redundancy Concepts - High Availability in
Industrial Ethernet:
Click HERE for further information (English)

Posted by Karlheinz Schwarz at 11:30 AM O comments [5a]

redundancy, RSP

Monday, October 24, 2011

Cleanup of IEC 61850-7-4 Edition 2

The edition 2 of the base information models of IEC 61850 (published in
2010 as IEC 61850-7-4) has some definitions that need corrections.
You can find the most crucial ones documented on the IEC 61850
Tissue Database (Technical Issues).

Click HERE for the complete list of part 7-4 Ed2.
Example:
Annex A defines the Interpretation of mode and behaviour

There is an obvious error in the table. When Beh=on AND incoming
data with g=test THEN the expected behaviour of LN shall be “Processed
as invalid”, and not “Processed as valid”.

Recommendation for readers of the various parts of IEC 61850: Please
check the list of the Tissue Database in order to figure out the
corrections made by the IEC 61850 community. As the above example
shows, the corrections could be very critical!

Posted by Karlheinz Schwarz at 1:47 AM 0 comments [5]

Labels: corrections, IEC 61850, maintenance, tissues

Thursday, October 20, 2011

Need Help regarding MMS (1SO 9506)7?

Experts that are looking for further helpful information on MMS
(Manufacturing Message Specification — 1SO 9506) can download a
report published as part of MSc Thesis "Security in Industrial Networks"
in Norway, 2007:
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Click HERE for the links to two papers.

Unfortunately the authors did not mention IEC 61850 and IEC 61400-25
as the most crucial standard series that use MMS.

The security measures for MMS are defined in IEC 62351-4.
Click HERE for additional information on security and IEC 61850/MMS.

Click HERE for find more information on MMS.

Posted by Karlheinz Schwarz at 1:07 PM 1 comments [

Labels: ASN.1, BER, Encoding, IEC 61400-25, IEC 61850, message encoding, MMS,
security

Improvements of IEC 61850-6 (System Configuration
Language) and other parts

The IEC 61850 System Configuration Language (SCL) as defined in IEC
61850-6 Edition 2 is a very crucial, successful and comprehensive part
of the standard series IEC 61850. This part has a major impact of
System Design, System Engineering and Device Configuration Tools.

The standard defines many concepts and a lot of details! People in the
SCL Team and other groups have worked hard to provide a consistent
and complete specification. As usual, there are typos, incompletely
defined details, ... The IEC 61850 community takes these inconsistencies
and errors very serious.

Since the publication in 2009 there have 21 tissues (technical issues)
been reported on part 6:

Click HERE for the list of the IEC 61850-6 Edition 2 tissues.

One typical tissue (Tissue 719) is about the “maxAttributes” definition in
clause 9.3.1:

The definition of ConfDataSet - maxAttributes is confusing especially the
part in brackets (an FCDA can contain several attributes).

2 interpretations seem possible :

- maxAttributes = max nb of members in the dataset

- maxAttributes = max sum of attributes of all dataset member

The tissue has helped to clarify what is meant:
“ConfDataSet.maxAttributes shall define the maximum number of
members in a data set ...”

Click HERE for the complete tissue 719.

Please check the tissue database if you find anything in the published
standards (of any Edition) that may be wrong or not complete or
unclear. Before you post a tissue check if it has already been
reported and solved.

Click HERE for the Tissue Database entry on IEC 61850 and HERE for
IEC 61400-25.

You can help the IEC 61850 community to improve the standard by
checking the content of the tissue data bases and posting your findings
on possible deficiencies.

Thanks!

Posted by Karlheinz Schwarz at 12:53 PM 0 comments E
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Tuesday, October 18, 2011

Power Outage in San Diego on September 08, 2011,
and Synchrophasors

The other day | reported on standards for synchrophasor
measurements. The question was and still is: Could synchrophasor

measurements prevent huge black outs? Some say yes — others say
maybe or no.

Today it has been reported by Platts (Atlanta) that “The installation of
phasor measurement units on part of the power grid affected by the
September 8 power outage in Arizona, California and Mexico is aiding
the data collection process as entities look into the cause of the
outage, the head of the North American Electric Reliability Council said
Monday. ... Synchrophasors provide precise measurements of critical grid
operating data from devices called phasor measurement units, which
inform operators of conditions on a real-time basis. The goal of
having the units in place is to help operators see conditions
deteriorate and take actions to avoid large outages, Paul Barber of
the NERC board of trustees said Tuesday.”

Obviously the synchrophasor measurements could not prevent the
power outage on September 8, 2011. There needs to be experts to
interpret the values!! and understand what to do to stabilize the electric
system ... or software needs to be written by experts ...

What is missing in many organizations to keep control over the electric
power delivery system? Peopleware!! Well educated Experts that
understand the electrical system !! Measurements are a tool: Even a
fool with a tool is a fool. And: A fool with a tool can foul-up a system
much faster than a fool without a tool. In this regard, IEC 61850 is also
just a tool.

Click HERE for the complete report from today.
Posted by Karlheinz Schwarz at 2:17 PM O comments  [;]

Labels: education, IEC 61850, outage, peopleware, phasor measurements
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Monday, October 17, 2011

IEC 61400-25 at the Two-Day Windpower Monthly
Forum in Hamburg

Anders Johnsson, Marketing & Standardization Coordinator of
USE61400-25 User Group, will give a presentation under the title "How
close are we to standardization of wind turbine data?”

at the Wind Farm Data Management & Analysis - Harnessing your data
to optimize performance, reduce downtime & increase profitability, a
Two-Day Windpower Monthly Forum 15- 16 November 2011, Hamburg,
Germany.

He will present the results of the standardization work done so far and
provide an outlook.

Click HERE for more details.

Click HERE for a brief introduction to IEC 61850 and IEC 61400-25
[pdf].

Posted by Karlheinz Schwarz at 10:07 PM 0 comments  [.]

Labels: IEC 61400-25, IEC 61850, wind power

New Book on CIM (Common Information Model)

IEC TC 57 (Power System Management) publishes standards for control
center internal information models (CIM: IEC 61968 and IEC 61970)
and for monitoring and controlling the process level (IEC 61850 and IEC
61400-25).

Four experts involved in the application of CIM in projects have written
a book on CIM to provide an introduction and describe the basic use
cases. The book will be available in January 2012.

Click HERE for a description of the book and order information.
Click HERE for a brief introduction to IEC 61850 and IEC 61400-25.

Posted by Karlheinz Schwarz at 9:54 PM O comments [

Saturday, October 15, 2011

Sensors in Smart(er) Grids Not Only For Electrical
Measurement

Smart Grid (condition monitoring) Sensors may detect faulting fuses,
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insulators, conductors, transformers, as well as fires, ice, water level,
floods, oil spills & air pollution conditions and and ...

Myriads of sensors will be installed in the context of Smart(er) Grids the
years to come.

Click HERE for a 10 minute video on various use cases.

Click HERE for a roll-out of sensors in a distribution network.

Click HERE on a discussion “How many protocol interfaces can we
afford?"

Click HERE for a project where IEC 61850 is used for exchanging sensor
data.

With IEC 61850 — one ne or the other — it is possible to let all sensors
speak a SINGLE LANGUAGE. Intelligent sensors may speak IEC 61850
integrated in the sensor itself, or the sensors may communicate to an
aggregation device (like an RTU) that provides IEC 61850 connectivity
to the next level of monitoring and so on.

Click HERE for the IEC 61850-7-4 Ed2 Logical Node STMP (Temperature
Supervision).

Posted by Karlheinz Schwarz at 9:58 PM O comments [5]

Labels: building automation, control center, Data concentrator, distribution

automation, IEC 61850, lEc 61850-7-4 Ed2, monitoring, SCADA, Sensors, Smart Grid

Thursday, October 13, 2011

Open Source Synchrophasor Framework for IEC
61850-90-5 under development

On October 02, 2011, | announced that the IEC TR 61850-90-5: “Use
of IEC 61850 to transmit synchrophasor information according to IEEE
C37.118” is on its way for official publication; expected by end of 2011.

To accelerate the application of the technology defined by IEC 61850-
90-5, Cisco, Inc. (CSCO) and Systems Integration Specialists Company,
Inc. (SISCO) have begun an open source project intended to provide
an implementation framework for synchronized phasor measurement
communications.

They expect that an “open source project will foster innovation and
faster adoption of the standards using IP-multicast and a scalable
security architecture”. ... For the open source project, Cisco will
provide source code for the Group Domain of Interpretation
(GDOI) protocol. This protocol provides the type of advanced cyber
key management services that are needed to secure communications
for power system automation applications, including substation
automation and protection, as well as for Smart Grid applications such
as metering and demand response. SISCO will provide the source
code for the IEC 61850-90-5 communication profile and the
integration of that profile with the GDOI code. ...”

Click HERE for the press complete release published by Cisco.

It is very likely that this project will push the application of IEC 61850
in North America and all over.

Posted by Karlheinz Schwarz at 11:46 AM O comments [

Labels: IEC 61850, iec 61850-90-5, open source, phasor measurements
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Tuesday, October 11, 2011

o ) » February (16)
IEC 61850 Training Courses in Sao Paulo and
Frankfurt » January (8)

Plan now for attending one of the training courses conducted by

NettedAutomation: > 2010 (153)

Why should you attend? IEC 61850 is a bit more than DNP3, IEC > 2009 (162)
60870-5-101/104 or any of the many field busses ... IEC 61850 is THE > 2008 (82)
solution when it comes to advanced information, information exchange

and system configuration in the electric power delivery world and in

many domains outside. Understanding the basics of IEC 61850 and IEC Contributors
61400-25 will help you to get smoothly to systems that are based on

interoperable devices. Karlheinz Schwarz
Sao Paulo (Brazil), 21.-23. November 2011 (NEW DATE Michael Schwarz

3 day IEC 61850 Seminar/Hands-on Training

Frankfurt (German 09.-11. May 2012

Frankfurt (German 17.-19. October 2012

3 day IEC 61850/61400-25 Seminar/Hands-on Training
(NettedAutomation) with with several embedded Controller Development
Kits (Linux, RTOS, ...), Starter Kit (Windows DDL), and several other
demo software

2? (USA). Remote Conference, September 2012

2 day Seminar (NettedAutomation) on Power System Communication
covering IEC 61850, IEC 61400-25, DNP3, NIST Interoperability
Roadmap, Smart Grids, ...

Posted by Karlheinz Schwarz at 10:59 PM 0 comments [

Labels: hands-on Training, IEC 61400-25, IEC 61850, seminar, Substation
Automation, Training

Plug and Play for IEC 61850 — Supported by Siemens

Siemens pushes for a crucial extension of IEC 61850: to allow Plug and
Play features for IEDs according to a future IEC 61850:

IEC 61850’s primary focus (in the late 90’s) was on Substation
Automation — this is still the crucial application domain today and for a
long time. The application of IEC 61850 in various power generation and
distribution application domains is likely to require further features — not
yet defined. Several projects (E-Energy in Germany, SGIP’ Priority
Action Plan (PAP), and other) have investigated in finding gaps in the
standard definitions. One result is the definition of a Plug&Play
extension developed by Siemens. Siemens has registered their ideas at
the ip.com website. What does that mean? “Defensive publishing is a
low cost way to prevent competitors from obtaining patents and
protect your freedom to practice.”

Click HERE for a description what “Defensive Publishing” means.
Excerpt:

“The Plug and Play reference architecture based on well-known protocols
like UPNnP (Universal Plug and Play) and DPWS (Devices Profiles

for Web Services) is used. Several exchanges and additions, e.g. with
respect to discovery mechanisms, are proposed enabling IEC 61850 to

support Plug & Play for "Smart Distribution".

Click HERE for more information.
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News on |EC 61850 and related Standards

The work on Web Services that has been proposed by a New Work Item
Proposal will become a crucial work for future applications.

Posted by Karlheinz Schwarz at 5:28 AM 0 comments  [5.]

Labels: DWPS, E-Energy, IEC 61850, iec 61850-8-2, mapping, PAP, plug and play,
SGIP, Web Service, webservice

Substation Automation Specialist Wanted in the U.S.
— IEC 61850 is a MUST

Siemens offers an open position for a Product Management Specialist
for Substation Automation. One of the position requirements is “Must
have worked with advanced digital Substation Automation using
IEC 61850 protocol and functionalities”

Click HERE for the description.
Posted by Karlheinz Schwarz at 4:26 AM 0 comments [5.]

Labels: 61850, 1IEC, IEC 61850, open position, USA, workforce

Monday, October 10, 2011

Long-Term Supply Agreement on Ethernet
Components between Hirschmann and Yokogawa
Electric Corporation

“Yokogawa will use Hirschmann Industrial Ethernet switches
[Neckartenzlingen, Germany] in their Vnet/IP® high-speed control
networks and provide maintenance services to facilitate the deployment
of highly reliable control networks. Plant control communication network
in markets such as oil & gas, power transmission & distribution,
pharmaceuticals and water/wastewater must endure harsh environments
with extreme ambient temperatures and corrosive gasses.”

Hirschmann is also deeply involved in IEC 61850 standardization and
application. More to come ...

Click HERE for the news report from Belden.
Posted by Karlheinz Schwarz at 12:29 PM 0 comments [

Labels: Ethernet, Ethernet switches, hirschmann, IEC 61850

Utility Experience with 1EC 61850 at eThekwini
Electricity

There are just a few reports from utility personnel describing the impact
of IEC 61850 on substation protection and automation systems. A report
from eThekwini Electricity provides some results of the application of
IEC 61850 based systems. Worth to read report.

With regard to the Financial Implications the reports states:

“An exercise has been carried out to determine the financial impact
of the new philosophy. This exercise has produced some better
than expected results.”

Click HERE for the complete paper [7 pages pdf].
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News on |EC 61850 and related Standards

Posted by Karlheinz Schwarz at 1:51 AM O comments [5a]

Labels: cost saving, IEC 61850, implementation, utilities

Sunday, October 9, 2011

Wireshark Analyzer to encode MMS, GOOSE, and SAV
Messages

In July 2011 | reported about a problem analyzing MMS messages with
Wireshark.

A comment to that post suggests the following successful solution ...
configure the analyzer as follows:

Set in PRES protocol preferences new user context item:

Context Id: 3
Syntax Name OID: 1.0.9506.2.1

Select Edit and Preferences at the bottom:

o om -
Filter &, Find Packet... Ctrl+F
Find Mext Cirl+ N
p=— Find Preyious Ctrl+B
r Mark Pacicet (toggle) Cird-M §
Teggle Marking Of All Displayed Packets Shift+Ctrl+ Alt+M
Mark All Displayed Packets Shift« Cid=M .
. Unmark All Displayed Packets Cirl+AR+M
L
1 Find Next Mark Shift+ Ctri+ N
Find Previous Mark Shift+Clrl+B
i |
E lgnore Packet (toggle) Ctri+D |
Ignore All Displayed Packets (toggle) shift+Ctri+D
e Up-Ignore All Packets Ctri= Alt+D
IE (& Set Time Reference (toggle) Ctrl+T
ﬁ:' Un-Time Reference All Packets Cirl+ Alt+T il
Find Next Time Reference Ctrl=Alt+N
i Find Previous Time Reference Ctri-att+8 [
q Configuration Profiles... ShiftCtrle A
# Preferences... Shift+Ctrl+P

Select Protocols ... and PRES:
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Edit PRES and select New and enter the values from above::

Context1d: |3
Syntax Mame OID: l.l]m.lll

[ o H Canes

Thanks for the recommendation!
Have a great week.
Posted by Karlheinz Schwarz at 1:12 PM O comments  [5u]

Labels: IEC 61850-8-1, IEC 61850-9-2, message encoding, MMS, wireshark

Market Trend: IEC 61850-9-2 Sampled Values
accepted

Omicron has published a paper on the benefits and acceptance of the
IEC 61850-9-2 sampled values:

e English (Page 47-49)
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e Deutsch (Page 43-45)

By Dr Fred Steinhauser:
Technology of the future: Sampled Values provide many benefits for
the power systems of tomorrow

Abstracts: “IEC 61850 defines several kinds of communication
mechanisms. The Client/Server communication for SCADA and the
GOOSE protocol for peer-to-peer status messaging have been widely
adopted in a quite short time. Now, after years of experience with these
new protocols, also the application of Sampled Values has become a
common topic.”

Posted by Karlheinz Schwarz at 11:32 AM O comments [5.4]

Labels: 9-2LE, 1EC 61850, IEC 61850-9-2, sampled value

Friday, October 7, 2011

New Work Item Proposal on IEC 61850-8-2 —
Mapping to Web Services

As expected, the New Work Item Proposal on Web Service Mapping has
been officially published on 2011-10-07 for ballot:

Future IEC 61850-8-2: Specific communication service mapping (SCSM)
— Mappings to web-services (Document 57/1181/NP).

Closing Date of ballot: 2012-01-13

In order to get a copy of the NP document contact yvour TC 57 national
committee.

Posted by Karlheinz Schwarz at 9:32 PM O comments  [;]

mapping, Web Service, webservice

Sunday, October 2, 2011

IEC 61850-90-5 defines How to Use IEC 61850 to
transmit synchrophasor information according to
IEEE C37.118

The new Technical Report IEC TR 61850-90-5: “Use of IEC 61850 to
transmit synchrophasor information according to IEEE C37.118” is on its
way for official publication.

Synchrophasor information are measured and calculated by PMUs
(Phasor Measurement Units) are used to assess the condition of the
electrical power delivery system. The synchrophasors and related
message formats transmit synchrophasor information over long
distances. The payload is defined in IEEE C37.118.

IEC 61850-90-5 will provide a way of exchanging synchrophasor
information between PMUs and WAMPAC (Wide Area Monitoring,
Protection, and Control), and for and between control center
applications.

IEC 61850-90-5 also provides communication profile extensions to allow
to route GOOSE and sampled value messages (IEC 61850-8-1 and IEC
61850-9-2) using UDP/IP. These routable messages can be utilized to
transport any IEC 61850 information as well as synchrophasor

http://blog.iec61850.com/search?updated-max=2011-10-18T14:17:00-07:00& max-results=18[28.01.2012 08:38:47]


http://www.omicron.at/fileadmin/user_upload/files/pdf/de/OMICRON-Magazine-Volume2-Issue2-DEU.pdf
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2011/10/market-trend-iec-61850-9-2-sampled.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=1944174905570191863
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=1944174905570191863
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=1944174905570191863
http://blog.iec61850.com/search/label/9-2LE
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/IEC%2061850-9-2
http://blog.iec61850.com/search/label/sampled%20value
http://blog.iec61850.com/2011/10/new-work-item-proposal-on-iec-61850-8-2.html
http://blog.iec61850.com/2011/10/new-work-item-proposal-on-iec-61850-8-2.html
http://www.iec.ch/dyn/www/f?p=103:29:0::::FSP_ORG_ID,FSP_LANG_ID:1273,25#2
http://www.iec.ch/dyn/www/f?p=103:29:0::::FSP_ORG_ID,FSP_LANG_ID:1273,25#2
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2011/10/new-work-item-proposal-on-iec-61850-8-2.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=3086383739555172413
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=3086383739555172413
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=3086383739555172413
http://blog.iec61850.com/search/label/IEC%2061400-25
http://blog.iec61850.com/search/label/iec%2061400-25-4
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/IEC%2061850-8-1
http://blog.iec61850.com/search/label/iec%2061850-8-2
http://blog.iec61850.com/search/label/mapping
http://blog.iec61850.com/search/label/Web%20Service
http://blog.iec61850.com/search/label/webservice
http://blog.iec61850.com/2011/10/iec-61850-90-5-defines-how-to-use-iec.html
http://blog.iec61850.com/2011/10/iec-61850-90-5-defines-how-to-use-iec.html
http://blog.iec61850.com/2011/10/iec-61850-90-5-defines-how-to-use-iec.html

News on |EC 61850 and related Standards
information.
Applications comprise:

¢ Synchro-check

¢ Adaptive relaying

¢ Out-of-step (OOS) protection

¢ Situational awareness

e State Estimation and on-line security assessment
¢ Archive data (event & continuous)

e Special Protection Schemes

¢ Predictive Dynamic Stability Maintaining System
¢ Under Voltage Load Shedding

Posted by Karlheinz Schwarz at 11:27 PM 0 comments [5]

Labels: IEC 61850, iec 61850-90-5, synchropahasor, UDP/IP, wide area network

Tuesday, September 27, 2011

Major German RTU Vendor implements IEC 61850
instead of phased-out model IEC 60870-5-101 and
104

The IDS company based in Ettlingen (Germany) offers a gateway to
collect data from many underlying protocols and converts them into IEC
61850 Models for the communication with control centers. They wrote in
a recent publication that the classical RTU protocols IEC 60870-5-
101 and —104 are phase-out solutions for the communication with
control centers. One crucial issue they highlight is the semantic
information models and self-description services defined in IEC 61850.

The same company was a very strong supporter for using IEC 60870-5-
101 and —104 for the communication with control centers — and partly
within substations. What | see these days: More and more people are
changing their mind!

The protocol gateway (which is a server) uses for the uplink to the
control center 1EC 61850 information objects and web services
according to IEC 61400-25-4 Annex A for the protocol. This
combination (IEC 61850 models and IEC 61400-25-4 mappings) is
technically feasible. Formally it is not defined in any standard!

That is why the gateway (server) cannot interoperate with any IEC
61850 client. It is a product that can communicate with a client
according to IEC 61400-25-4 Annex A only.

The first reason they provided why they did not use MMS is as follows:
MMS would require to have permanent TCP and MMS connections
maintained! That is true for substation automation, where short reaction
times for crucial spontaneous event reports are required. If the required
reaction is in the seconds, there is no reason why a permanent
connection should be required! MMS does not require permanent
connections! A MMS client can close the connection as soon as a service
is completed.

Click HERE for the paper published in the etz magazine [German only].

It is also important to know that (to my knowledge) most vendors
implementing IEC 61400-25 are using the mapping according to IEC
61400-25-4 Annex C (MMS, IEC 61850-8-1): Bachmann, Beckhoff,
Ingeteam, Siemens, ...

Finally: a new work item has been proposed to IEC TC 57 (home of IEC
61850) to standardize a web service mapping as IEC 61850-8-2. The
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question is now: Which solution should be chosen or developed? Three
candidates are already discussed and proposed for further investigation:

1. DPWS (Device Profile Web Services)
2. OPC UA WS
3. IEC 61400-25-4 Annex A (as a starting point)

Nobody knows which solution will finally be standardized for IEC 61850
and how long it will take. There may be additional candidates proposed
during the official ballot on the new work item once it is out for ballot ...
may be by end of 2011. Hopefully we will see a single solution being
published in 8-2. Nobody knows.

Having multiple standards for the mappings means: split the market
in non-interoperability domains!

Click HERE for a further a discussion on web services.

Posted by Karlheinz Schwarz at 7:18 PM O comments []

Labels: control center, DWPS, Gateway, 1EC 60870-5-101, IEC 60870-5-104, iec
61400-25-4, IEC 61850-8-1, mapping, MMS, OPC UA, RTU, Web Service

Monday, September 26, 2011

Final Call for 1IEC 61850 (61400-25) Seminar and
Hands-On Training in Frankfurt, October 05-07

The 3 day IEC 61850/61400-25 Seminar/Hands-on Training with real
IEDs (embedded controller programmable in C/C++ and IEC 61131-3)
and free evaluation software (DLL etc. fully functional - free to take
home) is scheduled to be held in Frankfurt (Germany) from 05.-07.
October 2011.

There are a few seats available. You can even register the latest by
Tuesday evening (Oct 04) ... | can print another set of hand-outs before
I leave to Frankfurt ... ;-)

Click HERE for details. Questions on the attendance fee etc? Contact us.

I have conducted some 140 courses and educated more than 2,650
experts all over. The experience | collected throughout these events —
will be given to you — in case you attend next week. One of the
attendees of last week’s event in Nashville (TN, USA) wrote me today:

“I really did enjoy the workshop and did get lots of information both
from the material and your expertise. | feel I have a better
understanding of 61850- which was my goal. Thank you.”

See you next week.

Posted by Karlheinz Schwarz at 3:45 PM O comments

Labels: 61850, DNP3, Evaluation, hands-on Training, IEC 61400-25, IEC 61850,
seminar

Sunday, September 25, 2011

Two Are Better Than One — An Old Wisdom
King Salomon wrote some 3,000 years ago about redundancy:

Ecclesiastes 4:9-12: “Two are better than one, because they have a
good reward for their labor. For if they fall, the one will lift up his
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fellow; but woe to him that is alone when he falleth, and hath not
another to lift him up. .... and a threefold cord is not quickly
broken.”

It would be very helpful in the future electric power delivery system if a
higher degree of redundancy would be implemented! There is still a lot
... but it is degrading in many places all over.

The major power outage in the San Diego region two weeks ago caused
a failure in “a portion of the “north loop” of San Diego County’s Regional

Communications System (RCS) experienced a major failure when the
county-wide power outage hit on September 8, 2011. This was the
second major outage for the redundant 800 MHz RCS that was
designed to carry public safety communications without the need for a
backup system. ...”

Accountants may say: The backup costs a lot of money ... ;-)
Yup!
Click HERE to read the full report.

I have seen communication “boxes” for wind turbines that offer three
communication channels ... just in case! TCP/IP over Ethernet, GPRS,
and Satellite. That should work highly reliable and offer a high
availabilty.

Posted by Karlheinz Schwarz at 12:15 PM 0 comments  [.]

Labels: IEC 61131-3, IEC 61850, power outage, power systems, redundancy

Friday, September 23, 2011

Modeling Logics with IEC 61850-90-11

IEC TC 57 has started to work officially on models for Logics:

IEC TR 61850-90-11: Communication networks and systems for power
:mg)r/nation — Part 90-11: Methodologies for modeling of logics for IEC
61850 based applications

The national committees of TC 57 are requested to contribute to the
new part of the standard series IEC 61850.

Standards like IEC 61131-3, IEC 61499 and others will be taken into
account.

If you are interested in this work, contact your TC 57 National
Committee or myself.

A discussion of the use of IEC 61499 in conjunction with IEC 61850 can
be found HERE (Towards Intelligent Smart Grid Devices with IEC 61850
Interoperability and IEC 61499 Open Control Architecture)

Or check these.
Posted by Karlheinz Schwarz at 6:34 PM 0 comments

Labels: IEC 61499, IEC 61850, logic, programming

Power Outage in the South-West — Controlling Huge
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Power Systems is a Challenge

A huge interconnected power system follows 100 per cent the rules of
laws like the Kirchhoff's Law and others. The Physics of the electrical
system does not care about share-holder value, regulation and de-
regulation — it is a law that can’t be changed by lawyers and bank
managers!

The electrical power in every homes outlet is understood as a given — as
sun shine and rain!! It is just here.

Two weeks after the power outage in the South-Western, it is likely that
missing communication at the level of humans had a big impact on the
stability of the power system.

Click HERE for some more details.

Click HERE for a discussion if the regulation or the de-regulation of the
power market had a huge impact on the power outage.

Whatever people’s interpretation is: the electrical system is an electrical
system that cannot be cheated.

I’m wondering why the control systems involved in providing a stable
power system in the South-West seemed to not have all crucial
information about the power system exchanged between all technical
systems (parties) involved. There is a standard available for many years
that would allow to exchange all real-time information needed to control
the power system: IEC 60870-6 TASE.2 (ICCP).

There is one lesson we have to learn: The information systems could
also not change the Kirchoff’s and other laws. The electrical system is
an electrical system for the last 100+ years and for the future ...

Posted by Karlheinz Schwarz at 6:18 PM O comments [
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Friday, September 16, 2011

Some more Details on the September 8 Power Outage
in San Diego

Some more details on the causes that let to the big Power Outage in
California, Arizona and Mexico on September 8, 2011 have been
published.

The SignOnSanDiego reports on Sept 16: “ ... the Cal-I1SO chief said,
investigators so far have identified 23 separate events that occurred
during the 11-minute span, each of which played a role in denying
electricity to San Diego County and beyond.” 23 is a lot!

Click HERE for the complete report.

Whatever caused the power outage: There will be something to learn
and to change ... and | guess there will be a growing need to exchange
more real-time or near real-time information between humans, systems
and devices. Standards will help to implement new measures.

Please let me know as soon as you have more details.
Posted by Karlheinz Schwarz at 11:26 PM 0 comments  [.]

Labels: DNP3, IEC 61850, IEC 61968, IEC 61970, information exchange, Power
Automation, power outage, power systems, standards

Thursday, September 15, 2011

IEC 61850 knowledge required for many new Jobs all
over

Nine positions in Germany are open for engineers [today: 2011-09-
15] with IEC 61850 (and partly with DNP) background according to the
website Simplyhired!

Click HERE for the list of positions in Germany.

And in North America? The website links to 107 open positions within
North America [today: 2011-09-15] !!! Yes!

Click HERE for the list in the USA.

11 new positions have been added the last 7 days [today: 2011-09-
15]:

Click HERE for the list of that last 7 days.

Good luck if you are looking for a job where you can use your IEC
61850 experience and knowledge.

IEC 61850 and DNP3 applications are picking up!

Posted by Karlheinz Schwarz at 2:21 AM 0 comments
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P 110 Young People
Labels: 61850, DNP3, electric power system, GOOSE, IEC 61850, protection, SCADA, attended the Shanghai
schutztechnik, seminar, Smart Grid, standards, Training IEC 61850 a

Reporting and GOOSE

compared
Sunday, September 11, 2011 compared

Southern California Edison’s Vision for Tomorrow’s > August (11)
Smart Electric Grid — Invest in yourself > July (23)
In the IEEE power & energy magazine, issue of September/October > ]
. . ; . une (20)

2011, you can find very interesting and important statements on the
future electric power grid. The current issue provides several papers on » May (10)
power distribution systems. One remarkable paper is “Good Vibrations”
(p 22-32) from Robert J. Yinger and Ardalan E. Kamiab (both with » April (6)
Southern California Edison, Westminster, California).

» March (16)
They state at the very beginning that “A smart grid involves adding to
the grid millions of smart electronic devices like phasor » February (16)
measurement

» January (8)

units, fault indicators, meters, and electric vehicle chargers that will
send and receive millions of pieces of data per minute to produce
actionable information and using that information to enhance the » 2010 (153)
operations and control of the electric system.”

» 2009 (162)
New hardware and software needs to be developed, installed and used
— by engineers and programmers that may still be students at a high > 2008 (82)
school. And what about the senior technicians? Are they “open” for
“open” systems?

Contributors
Whatever the mix of renewable power will be — one thing is sure: the
future power delivery system needs a lot more information systems for Karlheinz Schwarz
the millions of smart electric devices!! Standards help to keep the cost
quite low — by preventing the proliferation of the myriads of vendor
specific solutions.

Michael Schwarz

Be aware that standards are just tools — in the hands of people: young
and senior experts, and newbies.

For Southern California Edison’s vision standards like IEC 61850 and
DNP3 are quite crucial. In order to really benefit from the standards,
“one of the challenges facing the utility industry over the next few
years is training the necessary workforce for planning, building,
operating, and maintaining the smart grid. A large number of new
technologies are being applied to the smart grid, including new
equipment, state-of-the-art communications technologies, and advanced
control capabilities ... that can help the entire utility industry prepare
the workforce of the future to implement the smart grid ... The
workforce needs to be trained so that all of these new
technologies can be implemented smoothly ... Planning for these
advanced smart grid systems needs to be done now ...”

There is a chance next week (in Nashville, TN, 20-21 September,
2011) to get prepared for the new standards IEC 61850 and
DNP3:

Click HERE for the program and further details of event next week.
Invest in becoming a valued power automation professional!
Posted by Karlheinz Schwarz at 1:11 PM O comments [;]

Labels: 61850, Automation, distribution automation, DNP3, hands-on Training, 1EC

61400-25, IEC 61850, IEC 62351, peopleware, Power Automation, protection,
seminar, Smart Grid, smart people, smart solution
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Friday, September 9, 2011

Huge Power Outage in South-West of U.S.A — started
in Substation?

The South-West of the U.S.A. was hit by a major power outage (some 5
million people had no power) that was likely being caused by some
event in a substation yesterday (Thursday, 2011-09-08). Reports say
that it is likely that an employee removing a piece of monitoring
equipment has caused a massive power outage. Investigations are
underway.

What does this mean for standards like IEC 61850 and IEC 61400-25,
DNP3, CIM, ... ? It means a lot for people that deal with the power
system! Why? Because we have to understand that the power delivery
system is a huge and complex POWER system!!! Power engineers
and electrical engineers are very crucial to the availability of the power
24 hours and 7 days a week! All the smart(er) grid and substation
automation activities and solutions based on information models and
communication standards are secondary (even they are becoming
more important in the future).

When | conducted the workshop on IEC 61850 and IEC 61400-25 in

Shanghai (China) last Monday, I highly recommended to the 110 young
engineers and students that they should closely team up with the

experienced senior power and electrical engineers that have run
the power grid so far!

Information Technology WILL (and MUST) SUPPORT the operation of the
future power system — BUT it is more important to have enough
power and electrical engineers. So, TEAMWORK of all people
involved in the power system is VERY CRUCIAL!! And PEOPLEWARE —
well experienced and educated engineers.

Teamwork requires that each person involved has a basic understanding
of all the many aspects of the grid, how to operate and maintain it!
Electrical engineers need to understand the huge influence that will
come through the new standards like IEC 61850, ... and IT people need
the basics of the power grid!

If you get more details on the cause of the blackout in San Diego this
week, please post it through the comment link to this post. Thanks.

We all (as a Team) have to learn something out of this big event!
Posted by Karlheinz Schwarz at 2:58 AM 0 comments E

Labels: blackout, IEC 61400-25, IEC 61850, monitoring, Power Automation, power
systems, protection, SCADA, Substation, Substation Automation

Thursday, September 8, 2011

110 Young People attended the Shanghai IEC 61850
and IEC 61400-25 Workshop

The workshop on IEC 61850 and IEC 61400-25 organized by the State
Energy Smart Grid R&D Center (Shanghai) hosted at Shanghai Jiao
Tong University on Monday, 05 September 2011, was very successful.

The 110 young attendees from 37 organizations came to the event to
get up-to-date information about the standards, market acceptance,
challenges with the new standards, experience, and implementation
hints.
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One of the students of the workshop and the teacher at the entrance:

Developers Workshop 1EC 61850 & IEC 61400-25 for Smart{er)
State Energy Smart Grid R&D Center (Shanghai) hosted at Shanghai Jiao Tong Univer

Professor Peichao Zhang and his colleague Professor Dong Liu organized
the event:

IEC 61850 & IEC 61400-25

for Smart{er) Grids

Prof. Dong Liu ’ KariheingSchwarE Praf. Peichao Zhang

Click HERE for the program of the event.
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According to a report given during the IEC TC 57 Plenary meeting in
Shanghai (6.-7. September 2011), one substation per day and one wind
power turbine per hour are installed in China. So, there is a huge
demand for solutions according to IEC 61850 and IEC 61400-25.

The young people are eager to learn how to use the standards for the
various products and applications. The workshop has helped them a lot
to get the basics of the standard.

Posted by Karlheinz Schwarz at 4:42 AM 0 comments E

Labels: electric power system, IEC 61400-25, IEC 61850, implementation, protection,
Smart Grid, smart solution, Substation, wind power, wind turbine controller

Friday, September 2, 2011

Reporting and GOOSE compared

IEC 61850 and IEC 61400-25 offers various possibilities for exchanging
data values in real-time or near real-time. Whatever your definition of
real-time is, here are some hints on the options and some hints on how
to use them:

List of possibilities to exchange data values:

Summary of accessing data objects (1

s Get a value of single data object (GetDataValues — Client driver

m Get a list of values of data objects (GetDataValues with list sent
each request — Client driven)

m Get the complete list values of data objects using a dataset obje

(GetDataSetValues — Client driven)

m et the complete list of values of data objects (of a dataset) usir
reporting (reporting, General Interrogation — Client driven)

s Get the complete list of values of data objects (of a dataset) usir
reporting (reporting, Integrity period — Server driven)

m Get one (BufTm=0) or more (BufTm=0) value(s) of data objects
dataset) using reporting on data and quality change and data ug
Server driven)

s GOOSE and Sampled Values ... exchanges complete list of val
data objects of a dataset (events: application specific — Server ¢

m Get sequence of value(s) of data objects (of a dataset) using loc
(on data and quality change and data update — Client driven)

IR I

hm. |

Comparison of Reporting and GOOSE / Sampled measured values
(SMV):
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Information

el Summary of accessing data objects (2

| Reporting GOOSE / SMV

Max. message size ... 64.000 ... octets < 1.500 octets
Segmentation Yes (option in Report) Mo

Flow control Yes (TCP) MNo
Detection of loss Yes (TCP) Yes (var. counters)
Reliable transmission Yes (TCP) Yes (re-transm. / cyc.
Network routing Yes (IP) Mo

Relation - 1:1 Yes No / Yes
Relation — 1:n Yes (multiple CBs) Yes (Layer 2 multicas!
Timeliness ... 1sec ... ... few msec ...
General Interrogation Yes No

Layers 1... 7, Application 1,2,7, Application
Document IEC 61850-7-2, 8-1 IEC 61850-7-2,8-1/9

L.I.ullﬁ‘i ‘” ""ln.’!' !

- 3004.2011 Hunmm :

Note that all message contents are encoded ASN.1 BER — with the
exception of the data values in SMV and optionally in GOOSE Edition 2
where the data values are fixed encoded (for optimization!).

The timeliness of GOOSE and SMV depends on the definition of the
standard (e.g., using special messages directly on data link) AND on the
IMPLEMENTATION! The bottleneck is usually in the end-nodes and not in
the communication.

Posted by Karlheinz Schwarz at 2:18 AM 3 comments  [;.]

Labels: 61850, GOOSE, IEC 61400-25, IEC 61850, real-time, SMV

Sunday, August 21, 2011

PV Power to (de)stabilize the European Power
Delivery System?

One swallow does not make a summer — But 100.000 do. One PV
system on a roof in the nineties did not make a smart grid based on
renewable resources. But due to the growth of renewable resources like
PV the power delivery system changes a lot. Usually today the PV
inverters do automatically frequency disconnection.

ENTSO-E the “European Network of Transmission System Operators for
Electricity” noted in a letter to Commissioner Oettinger of the European
Commission that too many “swallows” are flying somehow
“uncontrolled” — flying alone ... not being aware what’s going on around
them ... not seeing the system (!):

“This letter is to brief you on a security of supply issue arising from the
automatic frequency disconnection settings of installed photovoltaic
(PV) panels in some European countries and to request your support in
encouraging the national Regulatory authorities in impacted countries to
facilitate the timely implementation of remedial actions.
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Due to the interconnected nature of the transmission system until such
remedial actions are implemented the synchronous Central European
power system is at increased risk to significant frequency
deviations of a magnitude that would generate a widespread loss

of supply.

In several European countries, connection standards applicable to
photovoltaic panels and other distributed generation have been or are
still specifying that the panels automatically disconnect from the grid
whenever the system frequency reaches 0.2 or 0.3 Hz deviations from
the required normal value of 50.0 Hz.

Current information from our Member TSOs, including for example
Germany and lItaly, indicate that the significant growth in photovoltaics
in recent years has resulted in a PV installed capacity (with such
settings) approaching 25 000 MW. At these levels there is clearly a risk
of an instantaneous generation loss far in excess of the 3000MW
generation loss ,ride-through” design limit for the Continental European
system. ...”

Click HERE for the letter from ENTSO-E [English, pdf]

Ok, what to do now? Act! There are many actions needed to get
CONTROL over the system in the future system based on many
distributed resources! One aspect is to change limits ... but more
important is the control of the power resources.

A group of IEC TC 57 WG 17 is working on a very crucial part of IEC
61850: Draft IEC 61850-90-7 TR — “Communication networks and
systems for power utility automation — Part 90-7: IEC 61850 object
models for photovoltaic, storage, and other DER inverters”
(57/1155/DC).

Major PV inverter manufacturers and other experts have drafted the
above document.

Crucial aspects covered by 90-7 (in addition to IEC 61850-7-420 —
DER) are:

7. DER management functions for inverters.

7.1 Immediate control functions for inverters

7.1.1 Function INV1: connect / disconnect from grid

7.1.2 Function INV2: adjust maximum generation level up/down

7.1.3 Function INV3: adjust power factor.

7.1.4 Function INV4: request real power (charge or discharge storage)
7.1.5 Function INV5: pricing signal for charge/discharge action

7.2 Modes for volt-VAr management

7.2.1 Var management modes using volt/VAr arrays

7.2.2 Volt-VAr mode VV11: normal energy conservation mode
7.2.3 Volt-VAr mode VV12: maximum VAr support mode
7.2.4 Volt-VAr mode VV13: static inverter mode

7.2.5 Volt-VAr mode VV14: passive mode.

7.3 Modes for frequency-related behaviours
7.3.1 Frequency management modes
7.3.2 Frequency-watt mode FW21: high frequency reduces active power.

7.3.3 Frequency-watt mode FW22: constraining
generating/charging by frequency (see diagram below)

7.4 Dynamic grid support during abnormally high or low voltage levels
7.4.1 Dynamic grid support mode TV31l: dynamic grid support during
abnormally high or low voltage levels

7.4.2 Example of dynamic grid support capabilities.
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7.5 Functions for “must disconnect” and “must stay connected” zones
7.5.1 “Must disconnect” MD curve
7.5.2 “Must stay connected” MSC curve

7.6 Modes for watt-triggered behaviours
7.6.1 Watt-power factor mode WP41: feeding power controls power
factor

7.7 Modes for voltage-watt management.

7.7.1 Voltage-watt mode VW51: voltage-watt management: generating
by voltage

7.7.2 Voltage-watt mode VW52: voltage-watt management: charging by
voltage

7.8 Modes for behaviours triggered by non-power parameters
7.8.1 Temperature mode TMP
7.8.2 Pricing signal mode PS

7.9 Setting and reporting functions

7.9.1 Establishing settings DS91: modify inverter-based DER settings
7.9.2 Event logging DS92: log alarms and events, retrieve logs
7.9.3 Reporting status DS93: selecting status points, establishing
reporting mechanisms

7.9.4 Time synchronization DS94: time synchronization requirements

Example (without further explanations):

7.3.3 Frequency-watt mode FW22: constraining
generating/charging by frequency:

Example Settings

RmpTms for P1 10s

RmpTmmDec 100% Wmax/minute
RmpTmminc 40% Wmax/minute
RmpRsUp 10% Wmax/minute

Example Settings

— Frequency-Rising

=
% — Frequency-Falling
o
@ P1(0.2Hz,
L esssem Delta Nomincal Grid
-—
% P4 (0.05Hz, Flailar
" 100%P) \
8 P2 {1.2Hz,
' F3 [D.USH.‘:'.-

60%Py)

Figure 19: Frequency-based active power modification with the use of an array

It is expected that this part IEC 61850-90-7 is one of the crucial parts
of IEC 61850 for the stability of the future power delivery systems all
over.

It’'s “PV summer time” — there are millions of PV inverter installed (most
of them are not controlled ... just “flying” around.

Please contact your national IEC TC 57 committee to get a copy of the
document.
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News on |EC 61850 and related Standards

Click HERE for an interesting ENTSO-E Draft “Requirements for Grid
Connection Applicable to all Generators” dated 22 March 2011

The Power Systems are quite comprehensive ... and complex!
Posted by Karlheinz Schwarz at 12:25 PM 0 comments E

Labels: active power control, control, 1IEC 61850, IEC 61850-7-420, IEC 61850-90-7,
inverter, photo voltaic, PV

Thursday, August 18, 2011

IEC 61850 for Substations Only?
The title and scope of IEC 61850 was for many years very restricted:
2001 — 2009: Communication networks and systems in substations

2010 — ... : Communication networks and systems for power utility
automation

The new title and scope is still too restrictive! The working group
wanted to change to “... for automation”. This was not accepted by the
IEC Central Office. IEC deals with electro-technical matters. The term
“automation” was understood as to broad.

From a content point of view IEC 61850 could be used all over where
measurements and status information needs to be communicated — in
any application domain. Even if you are just monitoring a process or
system (no control need) you can use IEC 61850 models, messages and
configuration tools.

The Model “STMP” (temperature supervision logical node) can be used
wherever a temperature measurement is taken: Temperature of a
transformer, of a room, ambient temperature or your body temperature.
When the “STMP.Tmp.mag” value reached the configured limit (Alarm
limit or Trip limit) an report or a GOOSE message may be issued.

By the way, IEC 61850 has rules how to define extended logical nodes
and data objects. All values can be communicated the Ethernet and
TCP/IP based information exchange methods.

Experts pointing to the scope “substations” are not up-to-date. Those
arguing that IEC 61850 is for “power utility automation” only may not
like to accept that IEC 61850 is very generic or common — applicable in
a wide range of applications.

The title and scope are just “toner on paper”.
Posted by Karlheinz Schwarz at 10:07 PM 1 comments [;a]
Labels: Automation, building automation, communication, condition monitoring,

electric power system, GOOSE, IEC 61400-25, 1EC 61850, Information Model,
utilities

Progress in Smart Grid Deployment — Too slow?

Many people all over expect that the Electric Power Delivery system will
be changed to become smarter over night. A system that has been build
over a period of 20, 50, ... 100+ years cannot be changed in short
time! The change is likely to occur in steps over several decades — may
be for ever.
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Peter Fox Penner (US consultant) has summarized what is going on in
the process of change. He concludes: “... Taken together, the trends
discussed here show that the smart grid is expanding and
developing, even if the most successful entities and programs are
surprising. More importantly, these trends illustrate the evolutionary
nature of smart grid development. Arguments that the smart grid is
moving too slowly underestimate the scale and complexity of
rebuilding our entire grid. Utilities are tasked with deploying a complex
series of infrastructure investments that must work in harmony with
their current (already smart) systems, use innovative pricing that
customers support, and produce a net benefit. Under these conditions,
slow and steady wins the race. We can expect smart grid
development to occur in stages over decades, ultimately transforming
the power industry into a very different business.”

Click HERE for his report in the IEEE Smart Grid Newsletter.

When we talk about the pace of change in the information technology in
industrial automation we should not get nervous when we see the slow
progress! How long did it take to get Gigabit/s Ethernet for substation
environments developed ... and accepted!? New approaches in
Automation take often decades before they are accepted and used.

Click HERE for a brief discussion on Ethernet and Tokenbus ... written
decades ago.

The future for standards is quite bright. When a utility decides to deploy
information technology for the next 10 or 20 years it will likely chose a

stable standard — so that there is no need to change the solution every
4 or 5 years ... when manufacturers have developed a new solution.

MMS (Manufacturing Message Specification, 1SO 9506, used in IEC
61850-8-1 to define the message encoding) has been developed in the
late eighties (80s !) — some 25 years ago. Web services are understood
by some people as an option for messaging — more up-to-date. | have
seen a Report message of a simple state change message using IEC
61400-25-2 Web Services the other day. The length of the XML coded
Report message was some 850 octets !! A Report message encoded
with MMS/ASN.1 BER (as per IEC 61850-8-1) is really shorter: by a
factor of about 10 !!

Don’t hurry. Take your time. Rome hasn’'t be built over night!

I usually sate in my seminars that the deployment of IEC 61850
happens too fast — users often do not have any clue what they got
installed. They got it because it was cheaper than xyz. All in a sudden
they have several substations with hundreds of IEDs communicating
with IEC 61850 — and many (may be almost all) utility engineers have
to struggle with this new way to do protection and automation. Many of
them have started to get training in IEC 61850 ... and you?

Don’t start slow and slow down fast ;-)

Just start — there is something to learn!

Posted by Karlheinz Schwarz at 9:47 PM 0 comments E

Labels: Automation, communication, distribution automation, electric power system,

IEC 61400-25, IEC 61850, IEC 61850-90-7, inverter, power systems, Smart Grid,
standards

Wednesday, August 17, 2011

Engineer for IT Security in Industrial Automation
Wanted (TUV SUD)
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News on |EC 61850 and related Standards

Der TUV SUD in Minchen sucht einen Ingenieur fiir 1T-Sicherheit (w/m)
Aufgaben:

e Erstellung von Prif- und Testszenarien nach einschlagigen
Standards (z.B. IEC 62351, IEC 15408 etc.)

e IT-Sicherheitsberatung und Audits von Industriesystemen (z.B.
Leit- und Steuernetzwerke)

¢ Analyse/Auswertung von (industriellen)
Kommunikationsprotokollen (z.B. TCP/IP, XML, PROFINET)

¢ Durchfihrung von IT-Sicherheits- und Risikoanalysen

e Durchfihrung von IT-Sicherheitstests und Penetrationstests

e Berichterstellung

e Mitwirkung bei Fachveranstaltungen (Schulungen, Seminare,
Tagungen)

HIER fur weitere Informationen clicken.

Ubrigens: die Norm IEC 62351 wird auch fiir Geréte nach IEC 61850
und IEC 61400-25 eingesetzt.

Posted by Karlheinz Schwarz at 3:59 AM 0 comments [5]

Labels: IEC 62351, security

Test Engineer for IEC 61850 Wanted (TUV SUD
Munich)

Der TUV SUD in Miinchen sucht einen Ingenieur fiir Schaltanlagen
(w/m)

Aufgaben:

e Erstellen von Priuf- und Testszenarien zur Prufung der Konformitét
und Interoperabilitdt nach IEC 61850 und IEC 61400-25

e Erstellen, Erweitern und Modifizieren von Test-Skripts fur die
automatisierte Testdurchfihrung und -auswertung

¢ Prufung von Konfigurationen und technischen Datenmodellen beim
Kunden

¢ Analyse und Auswertung von Kommunikationsprotokollen und
Testergebnissen

¢ Erstellen von Prufberichten nach vorgegebenen Qualitadtsstandards

¢ Unterstitzung des Kunden bei der Umsetzung von
Normanforderungen sowie der Bewertung und Behandlung von
Testergebnissen

¢ Mitarbeit bei nationalen und internationalen
Standardisierungsgremien, Vertretung bei Konferenzen und
Fachveranstaltungen

HIER fur weitere Informationen clicken.
Posted by Karlheinz Schwarz at 2:16 AM O comments [;.]

Labels: conformance test, 1IEC 61400-25, IEC 61850, testing, wanted

Thursday, August 11, 2011

Progress in IEC 61850 standardization

The FDIS IEC 61850-9-2 Ed.2:
Communication networks and systems for power utility automation -
Part 9-2: Specific communication service mapping (SCSM) -
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News on |EC 61850 and related Standards
Sampled values over ISO/IEC 8802-3
has been accepted as International Standard.

The CDV IEC 61850-10 Ed.2 (57/1162/CDV):
Communication networks and systems for power utility automation -
Part 10: Conformance testing

has been published for comments an ballot by 2012-01-06.

The following has been changed and extended:

- Update of Server device conformance test procedures

New Client system conformance test procedures

New Sampled values device conformance test procedures
New Engineering Tool related conformance test procedures
New GOOSE performance test procedures

Posted by Karlheinz Schwarz at 10:28 PM 0 comments [«

sampled value

Wednesday, August 10, 2011

Developers Workshop for 1EC 61850 Client/Server
and Publisher/Subscriber for Smart Grids in Shanghai

A one-day Developers Workshop for IEC 61850 Client/Server and
Publisher/Subscriber Devices and Applications will be conducted by
Karlheinz Schwarz at the

State Energy Smart Grid R&D Center (Shanghai) hosted
at Shanghai Jiao Tong University

800 Dong Chuan Road

Shanghai, China, 200240

05. September 2011 (Monday)
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Click HERE for the Program in English and Chinese [pdf].
Click HERE for the profile of the instructor [pdf].

Click HERE for the registration and contact information [Word
document].

Posted by Karlheinz Schwarz at 12:18 AM O comments [

Labels: Beck Chip, embedded system, IEC 61400-25, IEC 61850, seminar, Smart
Grid

Tuesday, August 9, 2011
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News on |EC 61850 and related Standards

Germany Increases Energy Research by 75 percent to
3.5 Billion Euros

The German government announced the other day that it will spend
much more research money into the development of a clean energy
delivery system. The government will spend 3.500.000.000 Euros ($4.9
billion) into research for renewable generation, higher energy efficiency,
energy storage and grid-technology in the next three years (2011-
2014).

Click HERE for the press release [in German only]

It is very likely that a reasonable part of this money will be spend for
the IT infrastructure needed for the many applications of future power
delivery system. There are at least two stable solutions that have to be
taken into account: (1) the electrical system (A.C. and D.C.) and (2)
the IP infrastructure. The future power system will be based on these
corner stones. The electrical system will be supported by myriads of
new intelligent controllers of the power resources (renewable, storage,
...) and new controllers of the grid (transmission and distribution) — and
many of the controllers need to work (communicate over Ethernet and
TCP/IP) together and being supervised by other controllers, which
are part of the overall control of the power system ...

The international standard series IEC 61850, IEC 61400-25, IEC
61968/70 (CIM), IEC 60870-6 (ICCP), ... are here to help that the
dream of the German government becomes true. Without these
standards, the future power delivery system would be a nightmare with
hundreds of proprietary communication solutions.

Many more companies in Germany and Europe are starting to put their
hands on the standards IEC 61850 and IEC 61400-25 to be prepared
for the future power delivery system in 2011. More than 20 companies
will have received an in-house course on IEC 61850 and other IEC
standards by Karlheinz Schwarz by end of 2011, and he will have run
about an additional 10 public courses this year.

There is a lot to be done — let’'s get started or continue dealing with the
IT infrastructure using IEC standards.

Of course: The IT infrastructure is just a vehicle for the future power
delivery system. There is much more to do than to communicate. By
applying already available standards it saves a lot of R&D money that
should better be spend on questions like, “What does demand response
really mean?”

Click HERE for a nice paper that discusses questions like: “What
happens with the electrical system if a huge number of customers start
their dishwashers, washing machines, stoves, AC, ... at the same time
after a real-time price information has been received by the consumers?
” Could they behave in a way to cause power outages? May be ...

Posted by Karlheinz Schwarz at 2:08 AM 0 comments [5]

Labels: 61850, communication, distribution, distribution automation, E-Mobility,
electric power system, IEC 61400-25, IEC 61850, IEC61850, monitoring, Power

Automation, power distribution, power systems, seminar, Smart Grid, Training

Tuesday, August 2, 2011

Corrected URLs for IEC 61850 Hands-on Training
Course in Sao Paulo (Brazil) on 11.-14. October 2011

The URLs for the STRI/NettedAutomation hands-on training course
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scheduled for Sao Paulo (Brazil) on 11.-14. October 2011 were
damaged ... please find the correct links:

Click HERE for the Program and Registration information for attendees
from Brazil.

Click HERE for the Program and Registration information for all other
attendees.

The course will be conducted at Instronic: http://www.instronic.com.br/
Posted by Karlheinz Schwarz at 10:52 AM O comments [5.4]

Labels: hands-on Training, IEC 61850

Cisco’s conclusion on FERC’s Non-Ruling on IEC
Standards

FERC (Federal Energy Regulatory Commission) decided in July 2011 to
not (vet) rule on five Smart Grid standard series suggested by the
National Institute of Standards Technology (NIST) / Smart Grid
Interoperability Panel (SGIP). These families of standards defined by the
International Electrotechnical Commission (IEC) were nominated by
NIST/SGIP for consideration by FERC in rule making in October 2011.
These are:

e IEC 61968: Application Integration at Electric Utilities-System

Interfaces for Distribution Management

IEC 61970: Energy management system application program

interface

¢ |IEC 61850: Communication Networks and Systems for Power
Utility Automation

e IEC 60870-6 series: Telecontrol protocols compatible with 1SO
standards and ITU-T recommendations

e IEC 62351: Power systems management and associated
information exchange - data and communications security

Cisco’s position on this FERC non-ruling (according to their website —
see below) is:

 "Are the IEC standards really not ready for prime time? This
is unlikely because most of these standards are already in use
outside North America.

e Is cyber security a solved problem? Not likely, as long as there
are hackers in the world, cyber security will be an on-going
challenge.

e Is cyber security an intractable problem? Far from it, the
public Internet and private Internets (e.g. DoD) can be highly
secure networks. And open-standards, community-based security
mechanisms are far superior to "security by obscurity", or the
status quo in utility networking which largely consists of hundreds
of parallel SCADA networks.

e Is greater awareness and education required? Indeed
Yes. The utility industry and the regulatory commissions
need to hear from the Internet community of vendors,
service providers, network operators, system admins, and
cyber security experts, how packet networks can be made
secure.

The FERC non-action is both a temporary setback and a call-to-action
for the Smart Grid community. The concerns expressed by FERC and
the regulators are genuine and need to be addressed. Unfortunately,
the need for standards in transmission and distribution networks
can't be put off. Fortunately, the cyber security questions related to
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the Smart Grid have good answers available from the long
experience of the Internet.

Click HERE for the Cisco Developer Network statement on FERC’s non-
ruling.

What is true for the security issues (IEC 62351) is true for the
other standard families, too! Many engineers need to become
aware of the huge challenges by more education and training!!

Investment in peopleware is one of the needed actions to keep the
power flowing.

Click HERE for more discussions on peopleware.
Next opportunity in North America:

Nashville (TN, USA)

20.-21. September 2011

Remote Conference

2 day Seminar (conducted by NettedAutomation) on Power System
Communication covering IEC 61850, IEC 61400-25, DNP3, NIST
Interoperability Roadmap, Smart Grids, security standards, ...

http://www.remotemagazine.com/rem-confl1l/reml11 workshop.php

Posted by Karlheinz Schwarz at 4:46 AM 2 comments [;.]

Training

IEC 61869-6: The IEC 61850 Interface for Instrument
Transformers

IEC TC 38 has published the new Committee Draft (CD) for the Digital
interface for instrument transformers (38/418/CD):

IEC 61869: Instrument Transformers -
Part 9: Digital interface for instrument transformers

This standard defines a method for digital communications of instrument
transformer

measurements. It is based on the IEC 61850 series of standards, IEC
60044-8 and the UCA International User Group document
Implementation Guideline for Digital Interface to Instrument
Transformers Using IEC 61850-9-2 (known as 9-2LE). It includes
additional improvements including IEC 61588 network based time
synchronization, and frequency response requirements.

This new standard will be part a product family standard for instrument
transformers. It provides an application of the horizontal standard series
IEC 61850, which details layered substation communication architecture
in the world of instrument transformers.

By providing tutorial material such as examples and explanations,
it also gives an access for instrument transformer, protective relay and
meter experts to concepts and methods applied in the IEC 61850
series.

An overview about the standard series 61869 is shown in the next
picture:
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PRODUCT FAMILY STANDARDS PRODUCT | PRODUCTS oLD
STANDARD STANDARLC
G18649-2 gﬂggéﬂhéﬁ%ﬂiﬁgggﬂEHEE;‘gS FOR &0044-1
u N N M
G0044-8
G1869.3 ADDITIONAL REQUIREMENTS FOR E0044-2
INDUCTIVE VOLTAGE TRANSFORMERS
G1869.4 ADDITIONAL REQUIREMENTS FOR G0044-3
COMBINED TRANSFORMERS
618691
G1869.5 ADDITIONAL REQUIREMENTS FOR G0044-5
GENERAL CAPACITIVE VOLTAGE TRANSFORMERS
REQUIREMENTS
oy 618696 618697 | ADDITIONAL REQUIREMENTS FOR | 600447
T ELECTROMNIC VOLTAGE
TRANSFORMERS | snniTiosAL TRANSFORMERS
GEMNERAL
gggttm“Em G1869.8 ADDITIONAL REQUIREMENTS FOR E0044-8
POWER ELECTRONIC CURRENT
INETRUMENT TRANSFORMERS
TRANSFORMERS

G1869-9 DIGITAL INTERFACE FOR INSTRUMENT
TRANSFORMERS

G1869-10 |ADDITIONAL REQUIREMENTS FOR LOW-
POWER STAND-ALONE CURRENT
SENSORS

G1869-11 | ADDITIONAL REQUIREMENTS FOR LOW | 80044-T
POWER STAND ALOMNE VOLTAGE

SENSORS

61869.12 | ADDITIONAL REQUIREMENTS FOR
COMBIMED ELECTRONIC INSTRUMENT
TRAMNSFORMER OR COMBINED STAMND

ALONE SENSORS

G1869.13 |STAND ALONE MERGING UNIT

61869-14 | ADDITIONAL REQUIREMENTS FOR DC
CURRENT TRANSFORMERS

61869-15 | ADDITIONAL REQUIREMENTS FOR DC
VOLTAGE TRAMSFORMERS

e Part 9 Replaces IEC 60044-8 digital solution.

e Provides a product standard for instrument transformers with a
digital interface according to 61850; similar to what IEC 62271-3
is doing for switchgear.

¢ Includes backward compatibility for the UCA International User
Group Implementation Guideline for Digital Interface to
Instrument Transformers Using IEC 61850-9-2.

e Uses IEC 61588-Ed2 for time synchronization, with an option for
1PPS.

The CD ballot closes 2011-11-04.

Contact your national IEC TC 38 or TC 57 committee to get a copy of
the CD.

Posted by Karlheinz Schwarz at 2:12 AM 0 comments [5]

Wednesday, July 27, 2011

Hannover (Germany) Black Out Caused by Aging
Infrastructure

Some 600,000 people of the city of Hannover (Northern Germany) were
hit by a blackout (up to 81 minutes) on July 13, 2011.
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First a power plant was tripped due to some internal problems. Then it
was expected that a 220 kV / 110 kV transformer substation would
transform more power from the 220 kV network into the 110 kV
network — this would have balanced the load in the city and provided
power from outside.

The transformer was protected by protection functions that prevent
overloading (overheating) the transformer — in order to not damage the
transformer windings by too high temperatures ... Due to the increase of
power flow after the power plant outage in the city, the protection
tripped, because it decided that the flow was above the configured

limit. The limit was correctly set — but a capacitor (worth a few Euro)
was defect and the result was that the protection tripped the circuit
breaker even at a current below the configured limit! It would be
interesting to know how old the protection relay was.

Due to the aging of the hardware (capacitor) it happened in Hannover
recently. What city or region will be next hit by the aging infrastructure
of our electrical delivery system?

More to come.

More maintenance (as decided by the utility in Hannover) is not an anti-
aging means — refurbishment of aged components of the infrastructures
may help ... but costs a lot of money.

Click HERE for the press release of the enercity utility of Hannover
[German only].
Click HERE for a discussion of aging infrastructures [German only]

Posted by Karlheinz Schwarz at 1:36 AM 0 comments [5]

Labels: aging infrastructue, electric power system, outage, protection
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Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Monday, July 25, 2011

What Do You Need to Know to Retrieve Process
Values from an IEC 61850 Compliant Device?

The answer is quite simple: Almost nothing! It depends — of course — on
the availability of software for IEC 61850. Let’'s assume that we have a
device that plays the role of an IEC 61850 server (providing a data
model and services to access the values referenced by the model).

What you need is a software that plays the IEC 61850 client role. There
are several options:

e Purchase source code and build your own client and API
(Application Program Interface)

e Purchase source code and build your own client with an API
already incorporated

e Purchase a client DLL with a simple and easy to use API

¢ Purchase a ready to go Browser with a graphical interface

If you want to just retrieve some data values from a IEC 61850
compliant device, you JUST need to know the IP address of the
device and a free Browser evaluation software. Download the well
known OMICRON IEDScout; the IEDScout runs in Demo mode for free
(restricted services!):

Click HERE for more information and download link for the IEDScout.

Install the IEDScout, go to Configure (right), select New Server just by
entering the below IP address and assign a server name:

SEL-421: 99.14.76.126

Use default values ... click on OK ... OK ... done. Go to Discover ... select
the server you just configured ... and start communication with the
corresponding device. Retrieving the information model may take
several minutes! The IEDScout retrieves the model ... some thousand
messages exchanged ... you may trace the messages using the
Wireshark analyzer. Start the Wireshark first and then start IEDScout
and connect to any IED.

Once you have the model retrieved, open the model tree and read a
value in the tree or see DataSets and Control Blocks.

How long did it take to access data values from an IEC conformant
device? 30 minutes ... may be 45. Maybe it took another 30 minutes to
make it run on your Windows system ;-)

How many of the following standards have you read to get access to
one of the above IEDs? IEC 61850-7-%, IEC 61850-8-1, ISO 9506-1/-2,
1ISO 8824, 1SO 8825, IEEE 802.1Q, IETF RFC 792, ... 1.000, 2.000, or
5.000 pages?

To use a (graphical) interface at a client there was NO NEED to read
any of the above standards! What you may need is basic information
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about IEC 61850.

Of course, this IEDScout is not an API to be used by client applications.
You cannot store the retrieved data values ... ok, the full version allows
to store the model as an SCL document ... and store subscribed GOOSE
messages.

Another easy to use API is the SystemCorp API used to build a very
simple client HMI — a .Net/C# application:

http://blog.iec61850.com/2011/02/updated-c-client-application-for-
iec.html

The API (in form of a DLL) can be used to build your own client
application in Windows (DLL) or in Linux (library).

Even the use of the DLL for the client and the use of the C# build HMI
does not require to understand all details of the protocol.

Lesson 1 learned: To use the comprehensive protocols like IEC 61850,
IEC 60870-5-105, IEC 60870-6 TASE.2, or DNP3 ... a simple and easy
to use API is needed!! Reading thousands of pages of standards is NOT
what is required!!

Lesson 2 learned: The efforts to use any of the above protocols is more
or less the same! Of course there is a configuration language SCL in IEC
61850 that requires a little bit more information/education ...

Implementing the protocols requires a lot of time and efforts ... there
may be some difference depending on the protocol.

Be happy by just applying simple and easy to use APIs for clients
and servers. Get your first data values communicated within
hours — not months ...

Posted by Karlheinz Schwarz at 10:22 PM 0 comments E

implementation

What About Siemens Simatic S7 and IEC 618507

Siemens Energy has a wide range of IEC 61850 compliant IEDs. This is
what the power utility market expects. But: Does Siemens’ Simatic S7
also support IEC 618507 Yes, Siemens Industry offers a wide range IEC
61850 compliant solutions for Simatic S7 and PCS7; there are several
solutions available:

¢ Client and server for SIMATIC PLCs S7-300, S7-400 and S7 meC.
¢ Client as WIinCC Channel

¢ Client as DLL

e Gateway IEC 60870-5-104 to IEC 61850

Click HERE for more details including pricing and contact information
[English]
HIER klicken fur mehr Details, Preise und Kontaktinformation [Deutsch]

More to come in various other Siemens Industry products.

Posted by Karlheinz Schwarz at 9:17 PM O comments [
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Siemens Energy Sold more than 170,000 IEC 61850 > February (16)
IEDs » January (8)

Siemens Energy reported yesterday that they have sold more than
170,000 Protection and Control I1EDs compliant with IEC 61850 » 2010 (153)

applied in substation automation systems.
» 2009 (162)

Click HERE to read the press release.
» 2008 (82)

Posted by Karlheinz Schwarz at 8:35 PM O comments  [:.q]

Labels: IEC 61850, IED, Siemens Contributors

Michael Schwarz

Karlheinz Schwarz

IEC 61850 Hands-on Training Course in Sao Paulo
(Brazil) on 11.-14. October 2011 confirmed

The STRI/NettedAutomation hands-on training course scheduled for Sao
Paulo (Brazil) on 11.-14. October 2011 is now confirmed. The
registration is now open.

Click HERE for the Program and Registration information for attendees
from Brazil.

Click HERE for the Program and Registration information for all other
attendees.

The course will be conducted at Instronic: http://www.instronic.com.br/
Posted by Karlheinz Schwarz at 12:23 AM O comments  [5a]

Labels: hands-on Training, IEC 61850, Training

Sunday, July 24, 2011

Another Discussion on IEC 61850 versus DNP3

For more than a decade there are discussions on “IEC 61850 versus
DNP3”. | just saw a discussion which seems to be quite new.

These discussions happened in the field bus area for the last 20+ years
— and still happen. They do not really help the industry. Hope we will
not run into the same situation in the power utility domain as in the
field bus war!

Click HERE for the full discussion. There are many aspects discussed in
the paper ... | just want to discuss one issue raised:

Excerpt: “In addition, IEC 61850’s major advantage—that holistic
concept to solutions—is also a major disadvantage for training. It's
different from the old system, requiring “a rather steep learning curve,”
Muschlitz said.

“Many people get depressed when the stack of 1,500 pages of IEC
61850 is put in front of them with the directive ‘learn this,” ” he said.”

Hm? Why should somebody read 1,500 pages of general information
and many technical details? Why? Any idea? For what reason?

Have you ever read the technical specification of the many RFCs for TCP
and IP and the Ethernet standards? What most people need — in order
to use these technologies — is to have a simple APl (Application
Programmer Interface) for their Application (e.g., Internet Browser).

The real challenge with IEC 61850 is, that — before you can exchange a
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single bit with a MMS message — you need the MMS server and MMS
client AND a specific APl (at least at the client side).

Why should you care about MMS and ASN.1? Just use the APl and
exchange your application data by reading, reporting, GOOSE, Logging,
... DON'T read the many parts of the standard!! The price of the
standards will definitely be lower than the cost for reading AND
understanding them!!

By the way, how many people that successfully use DNP3 have read
and understood all parts of the DNP3 specification (xxx pages)?? |
guess most do not have read all the docs — | would get depressed to do
so as well ... and you?

One of the key issues is the availability of reasonable and easy to use
APls. See my discussion on an IEC 61850 API from the other day: Click
HERE.

If 1 would have to read and understand all specifications applied for an
Airbus A380 in order to fly on it from Frankfurt to Johannesburg — |

would never get there! | would better ride my bike ... ;-) ... but then
there are the many bridges | have to go over ... and ferries ... to study
first their specification and check if they are safe ... | better would stay
at home.

Anyway, | have run many trainings on IEC 61850 — A one, two or three
day training is much cheaper than buying, reading, and understanding
all parts of the standard series. Reading and understanding may take
several weeks and cause depressions.

Attending seminars prevents you from becoming depressed! Almost all
people that attended our seminars were quite happy! Read what an
attendee said: Click HERE.

I wish you a stress-less application of IEC 61850 and other standards!!
Good luck!!

Posted by Karlheinz Schwarz at 11:06 AM O comments [

Friday, July 22, 2011

High Level of Interoperability of Devices in the Power
Utility Domain

There are no (almost no) competing solutions in reaching
interoperability of monitoring, protection and control devices in the
various areas of the power delivery domain. There is no need for a
(FERC, EU, ..) mandate for interoperability standards ... we have
already a high level of interoperability and acceptance of standard
families like IEC 60870-6 ICCP, IEC 61968/70, IEC 61850, IEC
61400-25, IEC 62351, ... for the process and for the control center
level in transmission, distribution, and generation.

Compare it with the international Field Bus standard IEC 61158 — there
are little competing international standards for field busses!! YES!! BUT:
There are some 60 solutions competing in ONE SINGLE standard:
IEC 61158. See:

http://blog.iec61850.com/2008/10/iec-fieldbus-edition-2008.html

Have you ever seen such a (non) standard? | have seen it when | took
the photo of the stack on my desk in my office in 2008! ;-)

http://blog.iec61850.com/search?updated-max=2011-07-27T01:36:00-07:00& max-results=18[28.01.2012 08:39:20]


http://blog.iec61850.com/2011/07/getting-started-with-systemcorps-iec.html
http://blog.iec61850.com/2011/07/2500-experts-educated-in-iec-61850-and.html
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2011/07/another-discussion-on-iec-61850-versus.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=1509989497435761121
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=1509989497435761121
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=1509989497435761121
http://blog.iec61850.com/search/label/DNP3
http://blog.iec61850.com/search/label/education
http://blog.iec61850.com/search/label/IEC%2061400-25
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/seminar
http://blog.iec61850.com/search/label/Training
http://blog.iec61850.com/2011/07/high-level-of-interoperability-of.html
http://blog.iec61850.com/2011/07/high-level-of-interoperability-of.html
http://blog.iec61850.com/2008/10/iec-fieldbus-edition-2008.html

News on |EC 61850 and related Standards
We could be very lucky in the power utility world!!

I am happy to read FERC’s encouragement of “...utilities, smart grid
product manufacturers, regulators, and other smart grid stakeholders to
actively participate in the NIST interoperability framework process to
work on the development of interoperability standards and to
refer to that process for guidance on smart grid standards.”

Smart(er) grids need to be build on interoperable standards — Because
there is one huge interconnected, interoperable application to be
monitored, protected, and controlled: The interconnected power delivery
system. The largest machine globally is the European interconnected
system. So, interoperability (of the electric power system) is a key
objective in the power world.

We need standards for IEDs that are as interoperable as a power
generator (or inverter) from Alstom and a transformer from Siemens
producing 400/230 V and 50 Hz and a hair dryer from GE that
consumes 230 V and 50 Hz.

Electrical Engineers should understand the need of interoperability of
IEDs. Just require the same for monitoring, protection and control IEDs.

Posted by Karlheinz Schwarz at 10:15 PM 0 comments [«

Labels: condition monitoring, Critical Infrastructure Protection, distribution
automation, electric power system, fieldbus, IEC 61158, IEC 61400-25, IEC 61850,
IEC 61968, IEC 61970, IEC 62351, interoperability, Power Automation, Smart Grid,
standards

Workshop IEC 61850 und IEC 61400-25 fur die
Energie-Versorgungssysteme der Zukunft

Nach dem erfolgreichen Workshop Anfang Juli 2011 bieten Beck IPC
GmbH und NettedAutomation GmbH weitere eintdgige Workshops zum

Thema IEC 61850, IEC 61400-25 und IPC@CHIP® an:

30. September 2011 9:30 - 17:00 Deutsch *1
10. January 2012 9:30 - 17:00 English *2
11. Januar 2012 9:30 - 17:00 Deutsch *1

*1 Program siehe Link unten.
*2 Program in English will be provided soon.

Veranstaltungsort:

Beck IPC GmbH
35415 Pohlheim,
Grininger Weg 24

Kosten: 399 € pro Teilnehmer

Die Schulung bietet eine Einfuhrung in die Normenreihen und vermittelt
die wichtigsten Schritte zur schnellen und kostengunstigen
Implementierung von IEC 61850 und IEC 61400-25 konformen Geraten
und Systemen basierend auf Beck-Komponenten und dem SystemCorp
API.

Hier KLICKEN, um weitere Informationen und das Programm zu
erhalten.

Posted by Karlheinz Schwarz at 12:38 PM 0 comments  [a]
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Power Automation, seminar, Training

Getting Started with SystemCorp’s IEC 61850 API on
Embedded Linux in Hours

Yesterday (July 21, 2011) I conducted a one day seminar and hands-on
training for a German vendor that offers embedded controllers with
embedded Linux. SystemCorp ported their IEC 61850 software including
the easy to use APl (Application Program Interface) onto the embedded
Linux controller and provided a simple example for digital inputs and
outputs. They shipped the controller with an IEC 61850 example to me
to run some tests and demonstrate the solution to the vendor of the
controller (in Northern Germany).

During the morning | presented IEC 61850 basics in modeling,
engineering, configuration, and communication. My intention was: Help
the programmers to understand basics of IEC 61850 and support them
to enhance the simple application program example with an
temperature measurement (STMP logical node) that provides random
values. | provided the enhanced CID file with the extended model
(STMP).

After lunch we set up the environment and all needed components.
Then the C-Programmer started to understand the given simple
application program and the APl at about 14:00 h. Some three hours
later the extended application was up and running and providing values
through IEC 61850 messages — just 2 minutes before the general
manager of the company joined our meeting!

We were able to use the new information (temperature) with the
various IEC 61850 services like polling, reporting, ...

This exercise has again proven that Application programmers can learn
the basics of IEC 61850 and write their own application software on the
SystemCorp APl within a few hours — instead of weeks and months.

The customer was very happy to reach such a challenging objective
within a day — before summer vacation season starts!

The embedded Linux platform will be available within the next few
months.

Please come by and check this blog — or simply subscribe to the blog
(see above right corner).

Posted by Karlheinz Schwarz at 2:35 AM 0 comments E

Labels: API, applications, IEC 61850, stack

Wednesday, July 20, 2011

FERC and the five IEC Standard Families

FERC recommended in October 2010 to start a rulemaking process in
order to mandate the five families (IEC 61968, IE 61970, IEC 60870-6
TASE.2, IEC 61850 and IEC 62351) for the North American market. For
details click HERE.

After many meetings and discussions FERC decided now to recommend
these standards — but not to mandate them.

There are good reasons to keep the standardization process going and
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not to stop the development of these standards and not to freeze the
current content. As | always say: We are still at the very beginning of
the development and application of theses standards. Of course, the
basic technology is defined and mature — but we all need more
experience and feedback so that the standards can be improved and
extended.

Adoption of any of these standard series mandated by a regulator could
harm the whole process of adoption of these standards — because it
could stop or blockade the needed maintenance of the standards.

At this time, the five standard families are still recommended by NIST
and FERC for guidance in the development of smart(er) grid supporting
technologies.

For the standards IEC 61850, IEC 61400-25, IEC 60870-6 TASE.2, and
IEC 62351 there seems to be no discussion anymore if these standards
will be adopted by the power utility market or not !! The market HAS
ADOPTED these standards already. Even if a utility does not ask for IEC
61850 — it will get it! What else?

These standards don’t need any rule making, don’t need to become
mandatory standards in the North American market. They are already
THE GLOBALLY ACCEPTED AND USED STANDARDS!! The North American
market is also about to adopt these standards. The wait for the
rulemaking is over (for now) — these standards can and will be used in
North America as in the rest of the world.

Note: There is NO competing solution for these standards on my radar
screen at all — really.

Click HERE for the official order of FERC [Docket No. RM11-2-000]
dated July 19, 2011.

Posted by Karlheinz Schwarz at 10:07 PM 0 comments  [.]

NIST, NIST Roadmap

Tuesday, July 19, 2011

News from the IEC TC 57 Standardization Work

The following documents and New Work Proposals have been approved
for final publication on 2011-07-15:

IEC 62351-8 TS Ed.1 [Approved Technical Specification]:
Power systems management and associated information exchange —
Data and communications security — Part 8: Role-based access control

IEC 61850-10-2 TS Ed.1 [Approved New project of Working Group 18]:
Communication networks and systems for power utility automation -
Part 10-2: Interoperability test for hydro equipments based on IEC
61850

IEC 62351-9 TS Ed.1 [Approved New project of Working Group 15]:
Power systems management and associated information exchange —
Data and communications security — Part 9: Cyber security key
management for power system equipment

The following draft documents have been provided for publication on
2011-07-15:

Draft IEC 61850-90-4 TR [WG 10 Document for Comments by 2011-09-
02]
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Communication networks and systems for power utility automation —
Part 90-4: Network engineering guidelines for substations

Draft IEC 61850-90-7 TR [WG 17 Document for Comments by 2011-09-
02]

Communication networks and systems for power utility automation —
Part 90-7: IEC 61850 object models for photovoltaic, storage, and other
DER inverters

IEC 61850 together with IEC 61400-25 and IEC 62351 provides a
complete suite of standards for automation — even the title restricts the
scope to power utility automation. This restriction is just toner on the
paper! Almost all definitions in these standards can be used in many
other domains. The communication stack (including object dictionary,
ACSI, MMS, TCP/IP, Ethernet, ... most of SCL) are completely
independent of the electrical world.

Posted by Karlheinz Schwarz at 10:31 PM 0 comments [:«]

security

2,500 Experts Educated in IEC 61850 and other 1EC
standards

Karlheinz Schwarz has trained 2,500 experts in IEC 61850, IEC
61400-25, ICCP/IEC 60870-6, IEC 60870-5-10x, DNP3, ISO 9506 MMS,
... by mid of July 2011. He conducted more than 130 courses that run
from one to eleven days. Attendees from more than 70 countries
followed the presentations by one of the most requested trainers in this
domain.

One of the attendees thanked for what he got:

“It was a very useful seminar. Karlheinz Schwarz is highly qualified
professional in the field. | must say that we got the information from
first hands and he was able to answer every question almost at once
and if not - knew where to look for the answer. It is great that we had
such an opportunity to attend such a seminar.

If to compare this seminar with those provided by vendors I must state
that vendors have a different approach — the approach that states that
IEC 61850 standard is going to solve all the existing problems. And it is
not like that at the moment. What is true here is that we need to have
skills and a higher level of competence in the field — either way the
standard is not going to bring benefits. It was mentioned by Karlheinz
Schwarz during the seminar and it is right. It was very good to know
about the existing problems. Nobody before mentioned about those
things we should take care of to use the possibilities of IEC 61850 with
the highest efficiency. And we can understand why the vendors do not
talk about such things — because every need to acquire new knowledge
and get the higher level of competence would require more investments
from the utilities. It is important for the utilities to know about that.”

The next public events are as follows:

Nashville (TN, USA)

20.-21. September 2011

Remote Conference

2 day Seminar (NettedAutomation) on Power System Communication
covering IEC 61850, IEC 61400-25, DNP3, NIST Interoperability
Roadmap, Smart Grids, ...

http://www.remotemagazine.com/rem-confll/reml11 workshop.php

Frankfurt (Germany)
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05.-07. October 2011.

3 day IEC 61850/61400-25 Seminar/Hands-on Training
(NettedAutomation) with Measurement IED and free evaluation software
(DLL etc. fully functional - free to take home).

http://nettedautomation.com/seminars/uca/sem.htmi#standard

Sao Paulo (Brazil)

11.-14. October 2011.

IEC 61850 Comprehensive & Independent Hands-on Training.
NettedAutomation/STRI.
www.nettedautomation.com/download/Sem/sp11/STRIA_Spec IEC61850
-hands-on-tr2011v2.pdf

Pohlheim (Germany, 60 km north of Frankfurt at Beck I1PC)

30. September 2011 - 1 day workshop [German]

10. January 2012 - 1 day workshop [English]

11. January 2012 - 1 day workshop [German]

Schnelleinstieg in die Produktentwicklung IEC 61850 und IEC 61400-25
konformer Gerate. Fast Track introduction in IEC 61850 and
development of standard conformant products.

Gothenburg (Sweden)

IEC 61850 Hands-on Training with Multivendor IEDs

19.-21. October 2011
http://www.stri.se/index.pl?id=9332&isa=Category&op=show

Posted by Karlheinz Schwarz at 11:44 AM O comments [5a]

Labels: Beck, Beck Chip, education, IEC 60870-5-101, IEC 60870-5-104, IEC 60870-
6, IEC 61400-25, IEC 61499, IEC 61850, seminar, Training

IEC 61850 in Papers at the CIRED 2011 Conference in
Frankfurt (Germany)

One of the topics presented and discussed at the CIRED 2011
Conference in Frankfurt (Germany) was IEC 61850. 15 papers were
about IEC 61850 with different objectives and scope.

You can freely access these papers from the CIRED website. Just click
on the following links:

e Minimum common IEC 61850 specification document published by
the Spanish gr

e A Plug & Play concept for IEC 61850 in a Smart Grid

e A Study on theApplication Method of IEC 61850 for Data
Acquisition and Exc

e Compatibility of IEC61850 edition 1 and edition 2 implementations

e Configuring a IEC 61850 based standard Automation System for a
standard Dis

e From Smart Substations to Smart Grid - How IEC 61850 can help
making power

e Graphical specification for IEC 61850 based substation automation
systems

e IEC 61850 Based Adaptive Distribution Protection
e |IEC 61850 GOOSE over WiIMAX for Fast Isolation and Restoration

of Faults in

e« IEC61850 9-2 Process Bus: Operational Experiences in a Real
Environment

e |IEC61850-BASED LOSS OF MAIN PROTECTION:THE MILANO WI-
POWER PROJECT

e« Toward an Auto-Configuration Process Leveraging The IEC 61850
Standard

e Benefits of converting conventional instrument transformer data

http://blog.iec61850.com/search?updated-max=2011-07-27T01:36:00-07:00& max-results=18[28.01.2012 08:39:20]


http://nettedautomation.com/seminars/uca/sem.html#standard
http://www.nettedautomation.com/download/Sem/sp11/STRIA_Spec_IEC61850-hands-on-tr2011v2.pdf
http://www.nettedautomation.com/download/Sem/sp11/STRIA_Spec_IEC61850-hands-on-tr2011v2.pdf
http://www.stri.se/index.pl?id=9332&isa=Category&op=show
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2011/07/2500-experts-educated-in-iec-61850-and.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=7310988482436858920
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=7310988482436858920
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=7310988482436858920
http://blog.iec61850.com/search/label/Beck
http://blog.iec61850.com/search/label/Beck%20Chip
http://blog.iec61850.com/search/label/education
http://blog.iec61850.com/search/label/IEC%2060870-5-101
http://blog.iec61850.com/search/label/IEC%2060870-5-104
http://blog.iec61850.com/search/label/IEC%2060870-6
http://blog.iec61850.com/search/label/IEC%2060870-6
http://blog.iec61850.com/search/label/IEC%2061400-25
http://blog.iec61850.com/search/label/IEC%2061499
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/seminar
http://blog.iec61850.com/search/label/Training
http://blog.iec61850.com/2011/07/iec-61850-in-papers-at-cired-2011.html
http://blog.iec61850.com/2011/07/iec-61850-in-papers-at-cired-2011.html
http://www.cired.ir/CIRED2011/papers/CIRED2011_0422_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0422_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0790_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0257_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0257_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0794_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0871_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0871_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0012_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0012_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0689_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0689_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0303_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_1322_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_1322_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0162_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0162_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_1282_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_1282_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0138_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0138_final.pdf
http://www.cired.ir/CIRED2011/papers/CIRED2011_0472_final.pdf

News on |EC 61850 and related Standards

into Smart

¢ On-line condition monitoring and expert system for power
transformers - Int

e Smart eVolution, simplicity and reliability in the MV distribution
network

There seems to be a lot of applications which people have not thought
about some five or ten years ago.

One of the key needs seems to be all over to USE the standard for
many applications in a FAST TO MARKET approach — instead of
discussing one or the other protocol issues. The use of WIMAX
applications demonstrates what we have said many times: the layered
architecture of IEC 61850 can leverage the progress in communication
systems. The same is true for 1 GBit/s Ethernet and time
synchronization according to IEC 61588 (IEEE 1588).

The last two papers introduce IEC 61850 for condition monitoring —
quite interesting and good examples for the application of IEC 61850 in
power distribution.

The last but one paper from ABB (On-line condition monitoring ...) says:

“This new circuit breaker (CB) is a highly integrated device that
combines measurement, protection and control capability with the
primary power disconnection, switching and interruption technology. The
CB embeds a protection and control Intelligent Electronic Device (IED)
designed to unleash the full potential of the IEC 61850 standard
for communication and interoperability. ...

Fast delivery

The high technology production line and component standardization
enable to guarantee the same delivery time for the new CB series as
the standard circuit breaker.”

Fast delivery means fast development. Embedded Controllers with IEC
61850 software already integrated into the platform could provide an
easy to use and fast to go APl (Application Program Interface). You can
start right away with your application development — skip the IEC
61850 software integration that usually may take six to 12 months!!

The first small footprint embedded controller with an integrated IEC
61850 stack providing a simple API is the Beck IPC 61850@CHIP. There
will be two other controllers running LINUX available soon that have the
same IEC 61850 stack from SystemCorp and the same simple API.

Many IED vendors are already developing their HW and SW applying the
Beck IPC Chip for various applications (protection, control,
measurements, charging stations, ...).

Stay tuned to this Blog to get information on the two new powerful
LINUX based embedded controllers with IEC 61850. Product
announcements will be released this summer (2011). More to come.

Last but not least: There is still confusion what the Edition 1 and Edition
2 of IEC 61850 mean.

Click HERE to read what Edition 1 and Edition 2 means.
Posted by Karlheinz Schwarz at 6:02 AM 0 comments [5.]
Labels: Beck Chip, condition monitoring, distribution automation, Edition 2, Ethernet,

GOOSE, IEC 61850, IEC61850, merging unit, monitoring, smart solution,
Synchrophasor, time synchronization
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The Parts of IEC 61850 — Status 2011-06

The status (2011-07-15) of the various parts of IEC 61850 is as follows
(blue means: Edition 2 of the corresponding document):

System Aspects

1 Introduction and Overview

2 Glossary

3 General Requirements (EMC, ...)

4 System and Project Management

5 Comm. Requirements for Functions and Device Models (reaction time

)

Configuration

6 Configuration Language for electrical Substation IED’s (App., IEDs,
System, ...)

Abstract Communication Services

7-1 Principles and Models
7-2 Abstract Communication Services (ACSI)

Mapping to real Communication Networks (SCSM)

8-1 Mapping to MMS and ISO/IEC 8802-3
9-2 Sampled Values over ISO/IEC 8802-3

Testing

10 Conformance Testing
10-2 Interoperability test for hydro equipments based on IEC 61850

Data Models und usage of models

7-3 Common Data Classes

7-4 Compatible Logical Node and Data Classes
7-410 Hydroelectric power plants

7-420 Distributed energy resources (DER)

7-5 Usage of information models SAS

7-500 Use of LN to model functions (SAS)

7-510 Use of LN (hydro power plants)

7-520 Use of LN (DER)

7-10 Web-based access to the IEC 61850 models

Use-cases and network infrastructure

80-1 Guideline ... CDC-based data model using IEC 60870-5-101 or IEC
60870-5-104

90-1 Using IEC 61850 for SS-SS communication
90-2 Using IEC 61850 for SS-CC communication
90-3 Using IEC 61850 for Condition Monitoring
90-4 Network Engineering Guidelines

90-5 Exchange of synchrophasor information

90-6 Use of IEC 61850 for Distribution Automation
90-7 Object Models for PV, Storage ... inverters, ...
90-8 Object Models for Electrical Transportation
90-9 Object Models for Batteries

The number of Information Models are:

7-3 Common Data Classes [40]

7-4 Compatible Logical Node / Data Classes [158 LN /982 DO]
7-410 Hydroelectric power plants [ 63/350]

7-420 Distributed energy resources (DER) [ 50/450]

90-3 Using IEC 61850 for Condition Monitoring [?]
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90-5 Exchange of synchrophasor information [?]

90-6 Use of IEC 61850 for Distribution Automation [?]
90-7 Object Models for PV, Storage ... (important!) [5/50]
90-8 Object Models for Electrical Transportation [?]

90-9 Object Models for Batteries [?]

61400-25-2 Wind Turbines [16/250]

Posted by Karlheinz Schwarz at 1:02 AM 0 comments

Labels: asset management, batteries, communication, distribution automation, IE
61850, Information Model, logical node

Tuesday, July 12, 2011

The first Commercial 1EC 61850-9-2 Installation by
ABB

ABB is implementing the first commercial installation of IEC 61850-9-2
LE process-bus technology (exchanging sampled values), according to a
publication from early 2011.

ABB: “Powerlink (Brisbane, Australia) awarded the contract for
upgrading the first iPASS substation to ABB. This project represents the
world’s first commercial implementation of a process bus according to
IEC 61850-9-2 LE. Its implementation is now well under way.”

Click HERE for the complete 5 page ABB publication.
Click HERE for further information provided by Powerlink.

Posted by Karlheinz Schwarz at 11:01 AM 1 comments E

Labels: ABB, IEC 61850-9-2, process bus, sampled value

Can IEC 61850-7-2 Edition 2 be used to build Agents?

There are more and more discussions on the question if IEC 61850
could be applied to build an Agent. Some understand this as IEC 61850
versus Agent.

What is an Agent? There are as many answers when you ask experts.
I found a very interesting definition of an (special) Agent on Wikipedia:

“Monitoring and surveillance agents (also known as predictive agents)
are a type of intelligent agent software that observes and reports on
computer equipment. Monitoring and surveillance agents are often used
to monitor complex computer networks to predict when a crash or
some other defect may occur. Another type of monitoring and
surveillance agent works on computer networks keeping track of the
configuration of each computer connected to the network. It
tracks and updates the central configuration database when anything on
any computer changes, such as the number or type of disk drives. An
important task in managing networks lies in prioritizing traffic and
shaping bandwidth.”

More generally Wikipedia provides a definition of an Agent:

“In computer science, a software agent is a piece of software that acts
for a user or other program™.

IEC 61850 can be used for many applications: Protection and Control
in Substations, SCADA, monitoring any simple and complex computer
based applications in the (power system) Automation or assets like
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transformer, etc. This covers also network components like Ethernet
Switches — there is work underway to model the network
management MIB onto Logical Nodes and DataObjects and use the
IEC 61850 services!. An IEC 61850 Server can act for a Client (and its
User — a person or program). Crucial characteristics of Agents can be
found in IEC 61850, too. You are not (yet) convinced!?

Let me point to the Edition 2 of IEC 61850-7-2 (ACSI) published in
August 2010. What is new there? A lot great stuff for more secure
systems!

Edition 1 had already the service model of Reporting and Logging
observing (monitoring) application information like status or limit
violations — allowing to send and log spontaneous events. There was
also a possibility to monitor attributes of the various control blocks
(Reporting, Logging, GOOSE, SMV); allowing to report or log the enable
request of a control block. This last application has been extended in
Edition 2 to keeping track of all ACSI services.

Edition 2 of IEC 61850-7-2 introduces the concept of the Service
tracking in clause 14:

The reporting and logging functions of process and function related data
objects as defined in Edition 1 of IEC 61850-7-x and IEC 61400-25-2
are extended in Edition 2 of IEC 61850-7-2 to keep track of changes,
event, or actions in the process related information modeled as
Logical Nodes and DataObjects. IEC 61850-7-2 Edition 2 provides the
possibility to keep track of all services, even those with negative
responses. The services are classified as follows:

e Control block related services
¢ Command related services
e Other services

IEC 61850-7-2 Edition 2 defines additional specific common data
classes for each type of service to be reported or logged. For a given
Server, a single data object instance (tracking data object) needs to be
instantiated in the object model for each kind of service, that will mirror
the value of the service parameters exchanged and its acceptance by
the server. This allows that a service can be logged or reported to any
client. This requires that the tracking data object is a member of the
data-set referenced by a LCB, BRCB, or URCB.

The following additional Common Data Classes (CDC) are defined in IEC
61850-7-2 Edition 2:

¢ Common service tracking (CST)

o Buffered report Tracking Service (BTS)

e Unbuffered report Tracking Service (UTS)

e Log control block Tracking Service (LTS)

¢ GOOSE control block Tracking Service (GTS)
¢ MSVCB Tracking Service (MTS)

¢ USVCB Tracking Service (NTS)

e SGCB Tracking Service (STS)

The tracking of services could be used to record the “manipulation” of
the process and the information exchange control block attributes, e.g.,
the settings of relays or other functions. The FERC CIP (Critical
Infrastructure Protection) requires to keep logs (records) of many
information changes. The reporting and logging of IEC 61850-7-2 and
the extended common data classes could be used to implement such a
“Recorder” or “Data Logger”.

IEC 61850 (IEC 61400-25) provides a reach suite of service-oriented,
event-driven or agent-oriented application and information exchange
models.
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The answer of the question in the headline is simply: YES, IEC 61850
can.

Posted by Karlheinz Schwarz at 4:14 AM O comments [5.a]

61850-7-2, logging, recording, Reporting, tracking

Sunday, July 10, 2011

Is IEC 61850 Plug&Play or like DNP4.0 or IEC 60870-
5-1057?

There are many different expectations | heard from protection and
control experts all over. Some people guess that IEC 61850 provides
Plug&Play capabilities — meaning: Utilities just purchase IEC 61850 IEDs
and (all in a sudden) their protection and control systems are up and
running! There is a group of other people that expects that IEC 61850
is just another protocol — a bit more than today’s solutions ... something
like “DNP4.0” or “IEC 60870-5-105" [of course DNP4.0 and 105 are not
reall].

IEC 61850 is much more than DNP3.0 and IEC 60870-5-104, and it
does NOT provide Plug&Play. Building substation protection and control
systems requires to understand the applications (the many protection
and protection related requirements) and to find a way how to apply
IEC 61850 compliant IEDs and tools to solve their many needs.

IEC 61850 is a suite of tools that can be used to solve application
needs. How to use the tools and when, is NOT defined in the standard!
Utilities have to find their (step by step) way to get started with IEC
61850 based solutions. It is important to get started — don’t wait until
IEC 61850 solves all your needs and problems. This will never happen!

Some US experts have discussed in 2005 or early 2006 what IEC 61850
provides and what needs to be done to apply the standard and standard
based solutions. They show that IEC 61850 has an impact on many
aspects in system design and deployment.

IEC 61850

A Practical Application Primer for Protection Engineers

Bogdan Kasztenny, James Whatley, Eric A. Udren, John Burger, Dale
Finney, Mark Adamiak

Click HERE for the 43 page paper — worth to read.

My hope is that readers of the paper (hopefully readers from the
utilities — or students finishing their education soon) understand that
IEC 61850 requires utility people that are well educated in IEC
61850 — in order to understand what the big vendors have
commissioned and how to use the various features of the new
design.

Today | received an email from one the international biggest
transmission utilities asking for help in better understanding what is
needed and what has been commissioned:

“Karlheinz, .... As you probably know, there are more and more digital
substations in XXX, provided by XXX and XXX for the time being. Even
if our contracts does not specify explicitly the use of 61850, they are
based on this standard. Today, these substations can be viewed as
black boxes, without really taking into consideration the advantages of
new digital technologies. ...”

One of the crucial needs is: MORE EDUCATION FOR UTILITY EXPERTS!!
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I have met many utility people that were responsible for the substations
based on IEC 61850 — but DID NOT any clue how to use IEC 61850
build in functions.

IEC 61850 has a crucial impact on the WHOLE system and the
engineers that build systems.

Finally, SCADA applications (to get status changes, limit violations,
measurements, statistical information, historical information, ...) can
apply IEC 61850 right away with commercially available Off-The-Shelf
(COTS) solutions like the well appreciated Windows DLL for IEC 61850
(applicable for servers, clients, publishers, and subscribers).

Click HERE for a Windows DLL evaluation kit with an C# application
example including source code of the client and server applications
(that use the DLL).

Posted by Karlheinz Schwarz at 10:20 PM 0 comments  [a]

Labels: 61850, DNP3, IEC 61400-25, IEC 61850, Migration, peopleware, protection,
RTU, Training, utilities, workforce

Basics of IEC 61850 Control Blocks and
Communication

The standards IEC 61850 and IEC 61400-25 provide a reach suite of
information exchange mechanisms. The basis of all exchanges are the
information models (e.g., Logical Node “QE3XSWI1.Pos" that represent
the real world information. The information models are shown on the
right side of the following figure. DataObjects can be read at any time.

The next level on-top of the information models are the DataSets. A
DataSet is a list of references to attributes of DataObjects (e.g., Pos).
DataSets can be read — which is an optimization: instead of a list of
references, there is only a single name to be provided (the DataSet
name) for reading.

Data Model, Data Set, Control Block, Message

Communication [ LEUEERL RN — | ogicalNode.DataObject
Behavio i, be monitored for \

v |
ent, RBE, ..., communication || QE3XSWI1
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The third level are the Control Blocks (for reporting, Logging, GOOSE,
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and Sampled Values). All three levels constrain the way how values are
communicated.

Details are presented, discussed and trained in the hands-on trainings
of NettedAutomation.

Note that all four control blocks provide appropriate services for SCADA,
real-time control, and protections. Applications in distributed automation
(for power distribution automation) are likely to require additional
features (communication between hundreds of devices, ...).

One of the real crucial approaches is that the Data Objects are
independent of the Data Sets, which are independent of Control Blocks.
The SystemCorp IEC 61850 API provides almost everything discussed in
this post! The API supports any Logical Node (standardized and
extended!). The API runs smoothly on the BECK IPC 61850@CHIP.

If you want to know which of the above options you should apply,
please let me know WHAT YOU NEED !!

Posted by Karlheinz Schwarz at 12:44 PM 0 comments [«

25, 1EC 61850, logging, Reporting, SystemCorp

The four Keep-alives in IEC 61850

IEC 61850 uses several mechanisms to monitor the communication
between two devices (Client/Server) or between a publisher and many
subscribers and to monitor functions — in order to increase the
overall reliability of the information exchange.

The four mechanisms allow to check connected devices and determine
whether the connection and the devices are still up and running or not.
Reactions on failures are a local matter of applications.

The two mechanisms for Client/Server are:

e Keep-alive in TCP connections (used by MMS) [RFC 1122]
e Reporting of Report Control Block attribute “IntgPd” [ACSI, 7-2]

The two mechanisms for Publisher/Subscriber (Layer 2 multicast) are:

e Time-Allowed-to-Live in GOOSE messages (next message in) [8-
1]

¢ Sample Rate in SMV message (sampled measured value) [ACSI,7-
2]

The following figure shows how Integrity Period (communicated in a
Report message) could be used to cyclically inform the client that the
Reporting mechanism is up and running. Integrity Period is often used
in cases where events happen very seldom and where the client wants
to have a “heart beat” from the reporting server.
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Reporting of RCB attribute “IntgPd”
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The configuration of the DataSet and the Report Control Block is usually
provided by a SCL file. In the case of SystemCorp’s IEC 61850 API it is
easily be done by uploading the corresponding SCL File to the IED, e.qg.,
the Beck IPC IEC61850@CHIP.

Click HERE to evaluate the “Keep-Alives” with Reporting and GOOSE
and real software running under Windows.

Click HERE in case you are looking for education and training about the
possibilities, philosophy, and details of IEC 61850 and IEC 61400-25.

I have educated more than 2.500 people from more than 60
countries and more than 600 companies. More to come ... see you
soon.

Posted by Karlheinz Schwarz at 8:37 AM 0 comments [5.]

Labels: 61850, communication, hands-on Training, IEC 61400-25, 1EC 61850,
Reporting, sampled value, seminar, TCP/IP
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Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Friday, July 8, 2011

Use of IEC 61400-25 to secure access to key O&M
data

Vattenfall (one of the big European power utilities) plans to use IEC
61400-25 (an extension of IEC 61850) for operational and maintenance
(service) applications.

Here is the conclusion of the paper:

"The IEC 61400-25 series of standards provides the means to get open
and easy access to key O&M data [operation and maintenance
data]. This data is a necessity for making the evaluations and analysis
needed to improve operation and maintenance of the wind power
plants. The paper has shown how the standard can be implemented
and what benefits are associated with its use.

The standard does not restrict nor mandate specific customer-supplier
roles, but provides a solution that supports the whole range of business
cases where the different actors can cooperate. Both the customer
and the supplier can benefit from IEC 61400-25 through
decreased costs for data access and system integration. Time and
money can instead be put on the development of applications, functions
and methods that increase the performance of the wind turbines.
Vattenfall considers standards such as IEC 61400-25 to be an important
part in the development of the wind power business. The IEC 61400-25
series of standards is therefore part of Vattenfall technical requirements
for future procurements.”

The same is true for any other energy resource feeding electric energy
into the grid — at any voltage level. The renewable resources and —
more general — distributed energy resources (DER) are key for the
future electric power delivery system. A government funded project in
Germany (EUMONIS: Innovationsallianz zur Entwicklung einer Software-
und Systemplattform fur Energie- und Umweltmonitoringsysteme) is
looking for accessing, storing and using information from the sheer
unlimited number of power resources in the near future: PV, CHP,
hydro, wind, flying wheels, ... One objective is to have information
about the status and availability of the resource in a central database,
in order to operate and maintain the “distributed Power Plant”. This
seems to be one of the crucial challenges in the years to come.

Click HERE to access the complete Vattenfall paper [pdf].
Click HERE for the website of EUMONIS [German].

Did you know that IEC 61400-25 covers also Condition Monitoring
needs?

Wind turbines - Part 25-6: Communications for monitoring and control
of wind power plants - Logical node classes and data classes for
condition monitoring

Click HERE for the preview of part IEC 61400-25-6

Posted by Karlheinz Schwarz at 10:41 PM 0 comments [5.]
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Use of IEC 61400-25 to

secure access to key

Posted by Karlheinz Schwarz at 5:09 AM 2 comments E 0&M da

Labels: 61850, Encoding, GOOSE, IEC 61850, MMS, network analyzer, wireshark

Wireshark Analyzer and
IEC 61850 Messages

(MMS, GO...
Monday, July 4, 2011
Another Dissertation

Another Dissertation dealing with IEC 61850: Secure dealing with IEC 61850:
Multicast Secur...
JIANQING ZHANG has analyzed the multicast services in power system Dissertation on IEC
communications. His dissertation discusses one of the crucial issues in 61850-9-2 Merging Unit
distributed power automation. He “proposes an application-aware
approach to setting up secure multicast for power grid communications

. : . - : . » June (20)
that automatically derives group memberships and verifies configuration
conformance from data dependencies > May (10)
in system specifications ... To evaluate the approach, we present a case
study of IEC 61850 power substation networks and have developed a » April (6)

demo system, SecureSCL. ...”
» March (16)
Click HERE for the dissertation.
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» February (16)
More to come ...

» January (8)
Posted by Karlheinz Schwarz at 1:06 PM O comments [;u]

Labels: GOOSE, 1EC 61850, Multicast, real-time > 2010 (153)

> 2009 (162)

» 2008 (82)
Dissertation on IEC 61850-9-2 Merging Unit
Marcin Adam Gurbiel received her Dr.-Ing. (PhD) with the Dissertation Contributors
on “D_efl_nltlon and Test_mg of a Digital Int(_erfac_e of a Power Subftat_lo_n". Karlheinz Schwarz
Her findings are quite interesting. She writes in the summary: “... it is -
possible to apply the common information exchange protocol based on Michael Schwarz

IEC 61850 to the process level of the substation automation system by
implementing a digital interface or so called “Merging Unit”.

ISSN 16-12-2526
ISBN 978-3-940961-54-9

Click HERE for some interesting results of her work.

Posted by Karlheinz Schwarz at 2:42 AM 4 comments  [5.]

Labels: 61850, 1EC 61850, IEC 61850-9-2, merging unit

Friday, June 24, 2011

E3 Group for Studies on IEC 61850 Went Public

I have reported earlier on the very appreciated “Teamwork” of Spanish
utilities in working together to reach a higher level of interoperability in
IEC 61850 multivendor projects.

Their objective is (from their website):

¢ Share information among companies and walk together through
IEC 61850

¢ Generate a minimum common specification (available for
download at the Documents page) of an IEC 61850 substation
automation system (SAS) that should be valid for the companies
in the group

¢ Lead the technological gap between now-available IEC 61850
systems and the desired final picture

¢ Improve efficiency and optimise IEC 61850 deployment

The E3 group went public:
Click HERE for their group Website.
Posted by Karlheinz Schwarz at 2:02 PM 0 comments [5]

Labels: E3, education, IEC 61850, interoperability, peopleware, Power Automation,
power systems, Smart Grid, utilities

Thursday, June 23, 2011

Mapping IEC 61850 on Web Services

Just a few hours after my post on
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News on |EC 61850 and related Standards

Messaqge Specification and Encoding — A Never Ending Story

earlier today | received an email with a very interesting contribution on
the mapping of IEC 61850 on Web Services from my friend Wolfgang
Maerz (Dortmund/Germany). Wolfgang is one of the few senior utility
experts involved in IEC TC 57 — even after he retired from RWE many
years ago, he is still very active in IEC TC 57 standardization work. He
has implemented protocols on his own ... to study the details! He “hired”
me as a consultant in the early nineties to support IEC 60870-6 (ICCP)
and later IEC 61850.

Please find his very detailed contribution on the Web Service mapping (I
post this information with his permission):

“Here are some fundamentals to IEC 61850 over MMS versus IEC 61850
over Web Services:

As | wrote in my last email Web Services is a strongly typed
communication system using a WSDL (Web Service Definition Language)
XML type and service specification for mainly two purposes: (1) check
the correct syntax of XML-messages, (2) allow the creation of the SEI
(Service Endpoint Interface) including the binding (or mapping) of XML
to the application business object types of any language (Java, C#, ..).

Fundamental of Web Services is the strict separation of XML message
values and their XML type schema which is part of the type declaration
of the WSDL implemented at both sides of the communication system
using document / literal style. This means that for Web Services the
types of communicated values must be known “before” any
communication takes place by its WSDL.

The problem is that some services of IC 61850 are of dynamic nature
as shown by the example of the 61850 Report-Control-Block (RCB)
class model. The report service of the RCB sends reports from the
server to the client based on the dynamic structure of the Report
Format Specification to allow spontaneous transmission of altered event-
driven objects of any type. The receiving application to decode this
dynamically created type must know this type!

This cannot be mapped to static WSDL specifications. Possible would be
a WSDL with a sequence of choice types as in MMS but a possible
implementation is not known and is even conceptual impossible. Of
course you can use any-type in the WSDL and use Web Services as a
simple type transparent messaging service but that only moves the
problem with no communication interface as SEI directly to the
application.

So, what is then the fundamental difference between IEC 61850 over
MMS and IEC 61850 over Web Services when it comes to dynamically
created types? The point is the encoding!

MMS is written in ASN.1 using the Basic Encoding Rules (BER). With
BER, the encoding of every data value in an abstract syntax is
constructed in TLV-style (Tag, Length, Value): The three parts here are
actually termed identifier (1), length (L) and contents (C). The important
thing to mention here is the identifier part which consists of one single
octet with three parts: tag class (2 bit for universal, application-wide,
context-specific, private-use), form (1 bit for primitive or constructed),
and INCLUDES the tag number defining the type (5 bit, e.g. decimal 16
means type Integer)!

THAT MEANS:

With MMS / BER the type information is INCLUDED in the message and
allows the client / server to even understand dynamical event-driven or
service created messages of any type not even known before runtime!
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This is in contrast with Web Services / WSDL where the type of XML-
message values is defined separately BEFORE runtime in the WSDL'’s
XML type and service definition used to implement the (static) SEI
(Service Endpoint Interface).

If all this is true this would mean that IEC 61850 over Web Services
would be restricted to a specific domain or to certain use cases with
reduced requirements where only a subset of IEC 61850 can be used.
Most think Web Services is simple compared with MMS, | do not think
so.”

Comments are welcome.

Posted by Karlheinz Schwarz at 7:50 AM 1 comments

IEC 61850, IEC 61400-25 and DNP3 at Remote
Conference

2 day Seminar (NettedAutomation) on Power System Automation,
Configuration, and Communication covering IEC 61850, IEC 61400-25,
DNP3, NIST Interoperability Roadmap, Smart Grids, ...

Nashville (TN, USA) at Remote Conference

20.-21. September 2011

Click HERE for more detail and registration information.

Become smart before your system will become smarter!

Posted by Karlheinz Schwarz at 6:55 AM 0 comments [5s]

Labels: Backnet, DER, distribution automation, DNP3, electric power system,

embedded system, engineering, Gateway, GOOSE, IEC 61400-25, IEC 61850,

interoperability, power distribution, power systems, RTU, seminar, Smart Grid,
Substation Automation

Message Specification and Encoding — A Never Ending
Story

Some 30 years ago | started studying digital communication like IEEE
802.4 (Token Passing) and IEC 802.3 (Ethernet) when | worked for
Siemens. The “war” between the Token Passing supporters and the
Ethernet friends caused a lot of struggle and generated many solutions
to find a common way for information exchange in automation systems.
One of the approaches was to make Ethernet deterministic. | invented a
simple algorithm that used the three states of the transmission line: no-
carrier, carrier and collision. The solution allowed a semi-deterministic
behavior of Ethernet ... the solution was patented in 1985.

Click HERE for the European Patent EP 0110015.

Unfortunately Siemens did not implement the patent — the direction was
towards Token Passing

The international project MAP (Manufacturing Application Protocols)
preferred Token Passing ... then fieldbusses arrived ... MAP opened the
way for Ethernet — too late (or too early).

Ethernet “came” back some 10 years later, when it was obvious that
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traditional fieldbusses were quite limited in many aspects. Today
Ethernet is the preferred solution in automation systems (industrial and
power domain). Switched Ethernet has ended — to some extent — the
wars on Data Link Layer solutions.

The communication wars for crucial automation domains are still
ongoing! There are two issues discussed again and again: the approach
of services and message encoding. What services are required (Get,
Set, Event reporting, Event logging, Control, ...) and what is the best
message encoding method (abstract/concrete, XML schema, ASN.1, XML
encoding or binary encoding like ASN.1 BER)?

The questions that are most crucial: What should be carried in a
message? How many implicit or explicit content is needed to be carried
in each message? How often has a message be sent/repeated? ... and
many other questions have a huge impact on the SYSTEM behavior. The
focus should be on the SYSTEM and not on the encoding or message
schema.

The most efficient encoding is to send an empty message! Really!
Click HERE for the story about a very efficient message.

It is quite interesting that old standards like Ethernet, TCP/IP and MMS
have survived — even they are not the most efficient ways to
communicate!

Why are they so successful — even in the electric power automation
world, which is one of the most conservative markets? These standards
are open and accepted globally!

I hope that the developer and users of automation systems will focus
on the APPLICATION and SYSTEM ASPECTS — and not on
communication layers 1 to 7!! The systems and applications based on
open international standards will help to keep the power — more
efficiently — flowing. IEC 61850 is one of the most crucial open
standard.

The fastest way to get your information flowing with IEC 61850
information models, services and messages is: Develop your application
using a simple IEC 61850 API. | have trained many experts in how to
use IEC 61850 and a simple API to solve their APPLICATION needs!

Click HERE to evaluate such a simple API.

The power industry is short of experts — hope the remaining resources
will focus on the applications and not on questions like: How can we
optimize the message encoding, how can we save bits on the wire, ... ?

Focus on the Applications!

Posted by Karlheinz Schwarz at 5:17 AM O comments  [5.a]

Tuesday, June 21, 2011

IEC 61850-8-1 Edition 2 Published
IEC 61850-8-1 Edition 2 has been published (English/French):

Communication networks and systems for power utility automation -
Part 8-1: Specific communication service mapping (SCSM) - Mappings to
MMS (ISO 9506-1 and ISO 9506-2) and to ISO/IEC 8802-3

Click HERE for a Preview of IEC 61850-8-1.
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Other parts with status Edition 2:
Preview Part 4 Edition 2
Preview Part 6 Edition 2
Preview Part 7-2 Edition 2
Preview Part 7-3 Edition 2

Preview Part 7-4 Edition 2

Posted by Karlheinz Schwarz at 11:52 AM O comments [

Monday, June 20, 2011

What is a Stack?

The term Stack has many meanings, flavors, ... ask 10 experts and
you may get 11 definitions. People talk about an IEC 61850 stack, an
OPC UA stack, .... What do these mean? Are they comparable?

Let’s start with the general definition:

According to the Wikipedia: “The protocol stack is an implementation
of a computer networking protocol suite. The terms are often used
interchangeably. Strictly speaking, the suite is the definition of the
protocols, and the stack is the software implementation of them.”

So, the software that processes the protocols is called the (protocol)
stack.

With regards to IEC 61850 this can mean many things: Session,
Presentation, ACSE, MMS, ACSI, MMS-SCSM, Model management and
configuration language, APl to the application, ... let’s have a look at the
server side of the communication:

| |“Protoco|” aspects Remarks and Explanations
1 API to application Control of Server SW, local services fc
write, events, control, ... “Protocol” the

defines how the application can comm
with the underlying IEC 61850 softwat

Models, model Describe the server’s information mod
2 management and model ||binding to application (LDs, LNs, DO, I
and ACSI configuration Be aware that LNs have also services
language protocols (see below for LN GLOG).
The information models has to be orge
the IED’s software (including retrieving
self-description of the model)

ACSI (Abstract The (protocol) software has to implem
3 Communication Service [|services Association control, retrieve s
Interface) description (Server, Client, Publisher,

Subscriber, LD, LN, DO, DA, ControlBl¢
...), Get, Set, DataSet services, Report
(events), Logging (events; historian),

Sampled Values, Control, File services
synchronization, ...

The implementation of the protocols tf
define the dynamical behavior of the s
are one of the crucial parts of IEC 618
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MMS SCSM The ACSI services use MMS to carry ti
4 payload between client and server. MM\
provides the serialization of (service)
messages.

Example: A Buffered Report Control Bl
quite comprehensive “Service” model \
set of service parameters (for control
attributes). The state machine of the (
Block requires a bit of a software!

MMS Simple classes like NamedVariables,
S NamedDataSets, Journal, ... Message s
(encoding using ASN.1)
ACSE Kind of a remote procedure call
6
Presentation Concrete encoding: ASN.1 BER
7
Session Session between client and server
8
RFC 1006 Binding OSI upper layers to TCP
9
Security Security according to IEC 62351 ... TL!
10
TCP/IP you know ...!!
11
Lower layers
12

Note: GOOSE and Sampled Value messages are mapped directly to
Ethernet!

What is the Logical Node GLOG? An application or a model with
services and protocol (messages)? The GLOG is a standardized
application that defines a model, services and a protocol! Guess
you did not expect this ... others may not agree with me ...

IEC 61850-7-4 Edition 2 defines:

“5.7.4 LN: Generic log Name: GLOG

The LN GLOG refers to a function which allows to log not only
changed data itself but also any related data being defined in the
settings of LN GLOG. The logging is started by the changed data
object (TrgRefl) or by the operator (LogTrg). The logged data are
identified by the references to the related source data objects in the
data model.” This in short the state machine of the GLOG service model
and protocol (in abstract terms). The GLOG communicates with a client
via services and a protocol ...

The logged Data Values will be stored in an IEC 61850 Log ... it can be
queried by services from a client.

Let’s come back to our question, what is implemented in a stack?

Stacks from different vendors may be for free, may be reasonable
priced, or may be expensive! What does this mean? Almost nothing!
Because the CRUCIAL question is: WHAT would you get for your
Euros or Dollars?
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A stack of vendor X may cover the implementation described under
bullets 1, 2, 3,4, 5, 6, 7, 8,9, and 10.

A stack of vendor Y may cover only 5, 6, 7, 8, 9, and 10.

The difference is tremendous: The efforts to implement the
requirements listed in bullets 1, 2, 3, and 4 are (to my experience)
likely more than 90 ... 95 per cent of what needs to be implemented
with regard to IEC 61850!

If you hear something like “the stack so-and-so is cheaper ...” listen
twice and then think about what you have heart three times and
ask what that stack really provides four times AND ASK PEOPLE
WITH EXPERIENCES WHAT IS LEFT FOR YOU TO DO to get a
compliant IED !!! | have talked to many experts that were surprised
that it took sooo long ... and cost sooooo ... much to get a compliant
IED.

When it comes to the comparison of OPC UA and IEC 61850: Listen
very carefully, and ask questions ... and then ... and then you may
understand the difference from a standard and from an implementation
point of view.

Click HERE if you want to experience what could be provided by a
specific stack providing integrated software for issues 1 to 10 ... with
little left for you [German].

A workshop in English may be set up when you are interested ... let
Beck IPC know that you would attend a workshop in English.

Posted by Karlheinz Schwarz at 11:56 AM O comments [;]

Labels: applications, ASN.1, Automation, BER, communication, configuration, cost
saving, DER, electric power system, engineering, GOOSE, IEC 61850,
implementation, Information Model, interoperability, MMS, OPC UA, Power
Automation, TASE.2, webservice

Sunday, June 19, 2011

Open Position for Protection Engineer with 1EC 61850
Knowledge at Stadtwerke Munchen

Stadtwerke Munchen (Germany) has an open position for planning of
substation automation and protection as well as telecontrol ...
experiences in IEC 61850 and IEC 60870-101/104 are required.

Click HERE for the job description [German].

Posted by Karlheinz Schwarz at 5:35 AM 0 comments [5]

Automation

Saturday, June 18, 2011

Open Position for Development Engineer with 1EC
61850 Knowledge at Phoenix Contact

Phoenix Contact (Bad Pyrmont, Germany) has an open position for a
Development Engineer for applications in embedded systems. If you
have knowledge in programming embedded platforms, in substation
automation, in IEC 61850 ... you may be the right person for that job.

Click HERE for the job description Job-I1D: 1145 [German]
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Posted by Karlheinz Schwarz at 10:01 PM 0 comments [5.]

Labels: 61850, Automation, distribution automation, electric power system,
embedded system, IEC 61850, implementation, Phoenix Contact, Power Automation,
Substation Automation

Friday, June 17, 2011

Network Rail (UK) to improve reliability and cutting
cost with 1EC 61850

The Head of Electrification of Network Rail (UK) talks about the benefits
of applying IEC 61850 for the electrification the other day. Please find
an excerpt below:

“Ah, indeed. I’'m personally really excited about this [IEC 61850]
because | think it
represents a huge step forward.” followed by statements like:

“IPC 61850 allows us to distribute the power — still enabling us to
switch

— but limiting the number of fault breaking devices we need. This has
two

benefits. The first is that this makes the switching less costly.”

“But the second benefit is that we will no longer have to compromise
between the electrical distribution needs of the system and the railway
operations needs of the train operating people.”

“It will enable us to think very carefully about using switching to focus
on
achieving better reliability for the operators while still maintaining that

essential feature of distributing power ... all at what looks to be at a
considerable saving.”

Click HERE to read the interview.
Posted by Karlheinz Schwarz at 12:43 AM O comments [5.4]

Labels: 61850, cost saving, IEC 61850, power distribution, Smart Grid

Tuesday, June 14, 2011

Schnelleinstieg in die Produktentwicklung 1EC 61850
und IEC 61400-25 konformer Geréate

Beck IPC (Pohlheim bei GielRen) bietet eine eintagige Schulung fir den
Schnelleinstieg in die Produktentwicklung von Geraten mit einer
Schnittstelle nach IEC 61850 und IEC 61400-25 an. Neben einer
konzentrierten Einfihrung in IEC 61850 und IEC 1400-25 lernen die
Teilnehmer, wie sie wahrend kurzer Zeit (Stunden anstatt Wochen!) die
Normenreihen integrieren und sich auf die Implementierung ihrer
Anwendungen konzentrieren kénnen.

Mit den Beck IPC Ldsungen gelingt der schnelle Einstieg in IEC 61850
und IEC 61400-25.

Die Schulung findet am 05. Juli 2011 statt.
Klicken Sie HIER flur weitere Details.

Posted by Karlheinz Schwarz at 4:56 AM 0 comments
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Labels: Beck, Beck Chip, 1IEC 61400-25, IEC 61850, seminar, stack, starter kit,
Training

Monday, June 13, 2011

White House Policy Framework for 21st Century Grid

The White House has published today “A Policy Framework for the 21st
Century Grid: Enabling Our Secure Energy Future”.

“The report delineates four overarching pillars that the Administration
will pursue in order to ensure that all Americans benefit from
investments in the Nation’s electric infrastructure. These pillars describe
how we can move forward to secure benefits of a smarter grid:

1. “Scale what works” to enable cost-effective smart grid
investments

2. Unlock the innovation potential in the electricity sector with a
continued focus on open standards

3. Empower consumers with education, access to their own energy
usage information in consumer- and computer- friendly formats,
and improved privacy safeguards and consumer protections

4. Continue to secure the grid against natural or other disasters.”

Click HERE to download the report [PDF].

The speakers of the event “Building the 21st Century Grid" focused
on the need to change the way how we generate, transport, store,
distribute, and use electric power. There is a high potential for convert
to a more efficient electric power system. One key player in this regard
is to apply open standards.

Secretary Mr Chu (DoE) said: “We have no authority ...” to force the
market to do this or that ... all the Government can do is keep the R&D
and discussions going on — and expect that the most efficient solutions
(on how to generate, transport, store, distribute, and use electric
power) will win the battle.

Several global “winners” are already known: Standards published by IEC
TC 57 and TC 88 like IEC 61968/61970 CIM, IEC 60870-6 ICCP, IEC
62351 on Security, IEC 61850 on utility automation, and IEC 61400-25
on Wind Turbine Communication. These “standards will [according to
the report] not be mandatory. In short, regulators should publicly
embrace the interoperability standards with the understanding
that they will continue to develop with the ongoing evolution in
smart grid technology ...” [page 29].

In some cases the continuation of development will be very slow, e.g.,
in ICCP. While other standards, like the information models in CIM and
IEC 61850 will continue to grow while we go. The technology will not be
frozen (it cannot stop to develop)! That's good news!!

One of the crucial aspects is that NIST and the DoE do obviously not
expect that myriads of competing (de jure) standards should be
embraced! ... like in other industries.

Today is a good day for the standardization efforts!
Keep going!

I hope that the power industry will now stop discussing protocols ... and
start or continue to focus on APPLICATIONS using these standards. The
standards are just a vehicle or a tool box. Meters, models and protocols
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do not make a Grid Smart! It is the Smart People that will use the
standards and build many applications using them!

Posted by Karlheinz Schwarz at 1:10 PM O comments
Labels: 61850, cost saving, Cyber Security, DER, distribution automation, lE

Roadmap, Smart Grid, smart solution, TASE.2, TASE.2 ICCP, wind power

Sunday, June 12, 2011

Building the 21st Century Grid — The White House
reports today

On June 13, 2011, the White House will hold an event on "Building
the 21st Century Grid." Starting at 10 a.m., the event can be watched

live at http://www.whitehouse.gov/live.

Federal Smart Grid Initiatives highlights key government-sponsored
programs and activities related to the development and modernization
of the electric grid in the United States.

One of the four pillars of the future grid is:

Unlock the innovation potential in the electricity sector with a continued
focus on open standards.

I hope that the electric power industry will follow a few open standards
instead of a myriad of solutions. Could you imagine a situation were
each state or county would have a different frequency and voltage of
the electric system!??

There are two main standards: 230V/50Hz and 110V/60Hz ... but there
should be one standard to exchange information (measurements and
statuses, ..). The MMXU (a measurement model of 3 phase electrical
system defined in the open standard IEC 61850-7-4) could be used for
any kind of 3 phase system.

Click HERE for some more models.
If you are interested you may watch the event today.
Posted by Karlheinz Schwarz at 10:49 PM 0 comments [«

Labels: models, NIST, North America, open standards, Smart Grid, standards

Comment on second Draft Release Smart Grid
Roadmap of NIST

The Draft NIST Framework and Roadmap for Smart Grid
Interoperability Standards, Release 2.0 is now available for public
comments.

NIST solicits comments on the draft Release 2.0 document.

Due to the fast growth in various aspects of Smart(er) Grids, it is
required to speed up in the selection of the needed and recommended
standards. IEC 61850 is one of the crucial standards for Smart(er)
Grids!!

Click HERE for the SGIP website with more details on the draft.

The list of standards comprises also DNP3 as a new IEEE standard.
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News on |EC 61850 and related Standards

Click HERE for the draft list of standards ... which states on page 2:

“Because the Smart Grid is evolving from the existing power grid, NIST
has also included standards that support widely deployed legacy
systems. Priority Action Plans (PAPs) have been established with the
goal of resolving interoperability issues between the standards for
legacy equipment and those others identified for the Smart Grid. For
example, PAP12 seeks to enable implementations of the Distributed
Network Protocol, DNP3.0 as specified in IEEE 1815, to work with
implementations of the IEC 61850 standard ...”

This will definitely help to tap the information provided by the running
systems! ... without replacing one protocol (DNP3) by another (IEC
61850-8-1, MMS).

IEC 61850 and DNP3 are becoming good FRIENDS ... keep going!
Posted by Karlheinz Schwarz at 12:16 PM 0 comments [«

Labels: 61850, DNP3, Gateway, IEC 60870-5-104, IEC 61850, NIST Roadmap, Smart
Grid

IEC 61850-9-2 FDIS of Edition 2 open for Ballot

The IEC 61850-9-2 Edition: Communication networks and systems for
power utility automation — Part 9-2: Specific communication service
mapping (SCSM) — Sampled values over ISO/IEC 8802-3

is open for FDIS ballot until 2011-07-29.
Changes comprise:

e Addition of an optional Link redundancy layer
Link Redundancy:
Parallel redundancy protocol and high availability seamless ring
IEC 62439-3, Amendment 1

¢ Redefinition of “reserved” fields in link layer

e USVCB and MSVCB components

e Encoding for the transmission of the sampled value buffer

Posted by Karlheinz Schwarz at 11:00 AM 0 comments E

Labels: 61850, 1EC 61850, IEC 61850-9-2, IEC61850, message encoding,
redundancy, sampled value, time synchronization
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Sunday, June 12, 2011

IEC 61850-8-1 Edition 2 approved as International
Standard

Subscribe To IEC 61850 News

E posts

B All Comments

The 2nd Edition of IEC 61850-8-1 has been approved with 100 per cent
support by the national committees of IEC TC 57.

Blog Archive

IEC 61850-8-1 Ed. 2.0: Communication networks and systems for
power utility automation - Part 8-1: Specific communication service
mapping (SCSM) - Mappings to MMS (ISO 9506-1 and ISO 9506-2) and

to ISO/IEC 8802-3
>

The standard will be published soon.

This mapping has been implemented in many IEDs. Even in the wind
power market, this mapping is the most crucial mappings ... the other
four mappings defined in IEC 61400-25-4 may be implemented as well.

>
>
>
Please note that most of the changes and corrections have been
implemented by many IEDs, because many of them have been made >
during the edition 1 Tissue process. The first Tissue goes back to 2005. >
Click HERE for the list of Tissues for part IEC 61850-8-1 Edition 1. The v
green Tissues are those that have been solved already — most of them
are required for conformance testing. IED’s TICS (Tissue
Implementation Conformance Statement) have to indicate which of the
green Tissues have been implemented.

Click HERE for a sample TICS document.

8-1

#116 GetNamelList with empty response?

#165 Improper Error Response for GetDataSetValues
#183 GetNamelList error handling

Click HERE for further details on Edition 2 of IEC 61850-8-1.

(-4

Posted by Karlheinz Schwarz at 10:37 AM 0 comments

61850-8-1, mapping, protocol, TICS

Thursday, June 9, 2011

New Version of SystemCorp’s IEC 61850 Software

After the first certified IED using the SystemCORP Embedded
Technology IEC61580 Library (PIS10) SystemCorp has published
information and documentation about the latest Version (1.36.02)
today. This version comprises all modifications, fixes and extensions
that take many experiences and the successful conformance test at
KEMA into account.
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A comprehensive set of easy to browse web html pages are available.

Click HERE for more details on the updated stack software and
documentation of version 1.36.02.

More details can be found HERE and HERE.

This new version runs smoothly on the Beck IPC Chip and other
embedded controllers on LINUX, ...

The interest in IEC 61850 Chips is growing very fast — all over.
Posted by Karlheinz Schwarz at 11:19 AM 0 comments E
Labels: Beck Chip, certificate, DNP3, embedded system, IEC 60870-5-101, IEC

60870-5-104, IEC 61400-25, IEC 61850, Power Automation, power distribution,
SCADA, Smart Grid, Substation Automation, SystemCorp

Transformer Protection and Monitoring 1ED with
IEC61850@Chip

C&S Electric Ltd (India) has developed a Transformer Protection and
Monitoring IED with an IEC 61850 interface build on the Beck IPC Chip
“IEC61850@CHIP” with SystemCorp’s IEC 61850 solution integrated.

Click HERE for more technical information.
Posted by Karlheinz Schwarz at 2:12 AM 0 comments  [5.]

Labels: Beck Chip, IEC 61850, IEC 61850-8-1, measurements, monitoring,
protection, SystemCorp

Wednesday, June 8, 2011

Podcast from Black and Veatch on IEC 61850 in the
U.S.

A podcast provided by Black & Veatch reports how IEC 61850 is
expected to be accepted in the U.S. power industry. It is also reported
how American Electric Power uses the GE BRICK solution for the
interface between the control room and the switch yard.

There is no doubt about the trend towards IEC 61850 in North America!

The GE Brick solution is based on IEC 61850 concepts. Many benefits
provided by IEC 61850 are offered by the Bricks — except one crucial
issue that is not supported: The Brick solution is NOT interoperable with
fully 1IEC 61850 compliant IEDs like protection and control devices or
merging units according to IEC 61850-9-2.

An IED with an IEC 61850 interface can NOT communicate with the
Brick! So, the Brick is a vendor specific solution using mainly fiber optic
cables and Ethernet and message formats from IEC 61850 to replace
copper wires to the switch yard. The idea of an open international
standard for multi-vendor systems is supported by fully IEC 61850
compliant merging units and other IEDs (as publisher) and other IEDs
(as subscribers).

Click HERE for listening the podcast [some 14 minutes].
Click HERE for more information on the concept.

Posted by Karlheinz Schwarz at 5:10 AM 1 comments [:]
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News on |EC 61850 and related Standards

Labels: 61850, 1EC 61850, IEC 61850-9-2, merging unit

Tuesday, June 7, 2011

Certified IEC 61850 compliant IEDs
KEMA has published a Test Register for conformance tested IEDs:

e |EC 61850 Client Systems

e |IEC 61850 Server Devices

e |IEC 61850 Ethernet Switches

e |IEC 61850 Sampled Value Publishers (Merging Units)

Click HERE to access the test register dated 2011-01-27
Posted by Karlheinz Schwarz at 11:50 PM 0 comments [«

Labels: certificate, conformance test, 1IEC 61850

Thursday, June 2, 2011

Telecontrol and IEC 61850

IEC 61850 is used in many applications inside substations and other
domains. RTUs from many vendors provide IEC 61850 support for
Telecontrol.

Click HERE for a set of 27 slides of an applications of ABB RTUs (used
as substation control system) in 12 substations of Stadtwerke Miunchen
[German].

Click HERE for Information about ABB’s RTU 560 [English]

Click HERE for a description of an programmable device from WAGO
that can be used for Telecontrol (RTU) [German]

Posted by Karlheinz Schwarz at 2:41 AM 0 comments [;.]

61400-25, IEC 61850, RTU

Thursday, May 26, 2011

Photos from the AWEA WINDPOWER 2011 Anaheim,
CA, May 22-25

Click HERE for some photos from the exhibition provided by Oscar Naval
... see |EC 61850 (IEC 61400-25) in action for the wind industry and
other application domains.

Posted by Karlheinz Schwarz at 6:30 AM 0 comments [:s]

TUV Siud — Getting involved in IEC 61850
Conformance Testing

The well known TUV Sid has announced that it will offer Conformance
Test services for IEC 61850 ... for Smart Grids and for Smart Metering.
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News on |EC 61850 and related Standards

Click HERE to access the corresponding webpage at TUV Sud.
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Sunday, May 22, 2011

IEC 61400-25 & IEC 61850 at AWEA WINDPOWER
2011 Anaheim, CA, May 22-25

The interest in the International Standards IEC 61400-25 and IEC
61850 is picking-up globally and also in North America. Some 45
experts form BCIT (British Columbia Institute of Technology) and BC
Hydro had been in a 3 day seminar and hands-on training in Vancouver,
BC (Canada). More people were interested to attend — the meeting
room just had 45 seats.

This week (Sunday — Wednesday,May 22-25) there is another step
towards simple, powerful and easy to use automation devices that
support at the

AWEA WINDPOWER 2011, Anaheim, CA, May 22-25:

1. Standardized information and information modeling (IEC 61400-
25-2, IEC 61850-7-x),

2. Information exchange (IEC 61400-25-4, IEC 61850-8-1),

3. System configuration language (IEC 61850-6), and

4. Function programming (IEC 61131-3 and IEC 61499):

Booth 185 (Hall D) exhibits the full range of the above standards:

e Beck IPC (IEC 61400-25, IEC 61850, IEC 61131-3, ...): Chips,
Devices, charging station, PLC, ...

e SystemCorp (IEC 61400-25, IEC 61850, IEC 61131-3, ...): Stack
Software, Devices, Tools, ...

¢ 1SaGRAF (IEC 61131-3, IEC 61499, IEC 61400-25, IEC 61850):
Programming language/tool running on the Beck IPC Chip

See below the Booth 185 in Hall D:
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News on |EC 61850 and related Standards

A video of some 15 MB shows the steps in programming IEC 61131-3
using IEC 61400-25 and IEC 61850 on a Beck IPC Chip:

www.nettedautomation.com/download/isagraf/IEC61850_2011-05-
18.mp4

Posted by Karlheinz Schwarz at 1:28 PM 1 comments [
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1SaGRAF, wind power

Wednesday, May 18, 2011

Remote Service Forum und IEC 61850

Das 19. Remote Service Forum findet vom 6.-7. Juli 2011 bei der IHK
Karlsruhe unter dem Titel “Von der Technologie zu neuen
Dienstleistungen” statt. Neue Dienstleistungen im Bereich der
erneuerbaren Energien und intelligenten Energieversorgungs-Netze sind
unumganglich, um die Flut der Informationen zum Uberwachen, Steuern
und Regeln des Energieflusses zu beherrschen. Industrielle
Kommunikationsnetze (Feldbusse) sind kaum als Basis geeignet, weil es
zu viele gibt: mehrere hundert!

In der elektrischen Energieversorung haben sich die Normen IEC
60870-5-10x (Telecontrol), IEC 60870-6 TASE.2 (Inter-control
center communication), IEC 61850 (substation automation and
protection, DER, Hydro power plant monitoring and control), IEC
61400-25 (monitoring and control of wind turbines), und IEC 61131-
3 (open PLC programming language) durchgesetzt.
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News on |EC 61850 and related Standards

Herr Dipl.-Ing. Karlheinz Schwarz (SCC) wird am 7.Juli 2011 einen
Vortrag unter dem Titel “Genormter Remote-Zugriff auf Informationen
elektrotechnischer Erzeugungs-und Verteilungsanlagen mit IEC 61850”
halten.

NettedAutomation GmbH wird in der begleitenden Ausstellung Uber die
neuesten Trends bei der Realisierung von IEC 61850 basierten
Komponenten berichten und Realisierungsmoglichkeiten fir embedded
controller und vieles mehr vorstellen.

HIER Klicken, um das Programm und die Anmeldeinformationen
herunterzuladen.

Posted by Karlheinz Schwarz at 6:53 AM 0 comments [5]
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Tuesday, May 17, 2011

Electro Mobility, Substation Automation and IEC
61850

The basics for the infrastructure needed for the Electro Mobility have
already been standardized — the electrical power delivery system:
generation — transmission — distribution of electric A.C. power. The
standardization of the electrical system has a long tradition. The
monitoring, protection and control of electric power is automated in
many higher voltage levels. There are mainly five international
standards used all over: IEC 60870-5-10x for telecontrol, IEC 60870-
6 TASE.2 for inter-control center communication, IEC 61850 for
substation automation and protection, DER, Hydro power plant
monitoring and control, 1IEC 61400-25 for monitoring and control of
wind turbines, and IEC 61131-3 for a open PLC programming
language.

These standards cover most of the needs for information modeling,
information, system configuration, information exchange, and function
programming for substations and power generation.

Mr Roland Bent (CEO of Phoenix Contact) stated the other day in the
Open Automation magazine that EV charging stations are small low
voltage substations. He is absolutely right! It is crucial to understand
that the above mentioned standards are applicable in all voltage levels.
What is the difference of a three phase Y-system for 400.000 V and 400
V? The multiplier of factor 10**3. There is no need to re-event the
wheel again.

Here is an excerpt of Mr Bent’s statement in German:

“Ein noch wesentlich groéReres, neues Marktfeld findet sich in der
Infrastruktur fur Elektromobilitat. Ladestationen fur Elektrofahrzeuge
sind kleine Niederspannungsschaltanlagen mit all den
Komponenten und Steuerungskonzepten aus diesem Bereich. Sie
mussen auch informationstechnisch in die intelligenten Netzstrukturen
integriert werden und stellen neue Anforderungen an IKT-Strukturen,
zum Beispiel im Bereich der Abrechungssysteme. Auch hier werden
wieder Kompetenzen und

Know-how aus der Industrieautomation bendtigt.”

Click HERE to read the complete statement from Mr Bent.
Posted by Karlheinz Schwarz at 6:47 AM 0 comments [;.]
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News on |EC 61850 and related Standards

Automation

Wednesday, May 11, 2011

New Date for Seminar and Hands-on Training in
Frankfurt

Please note that due to the huge fair IAA 2011 in Frankfurt mid-
September 2011 we have deferred the date for the seminar on IEC
61850 Seminar and Hands-on Training from

14.-16. September to 05.-07. October 2011

The seminar will be held at the NH Hotel Frankfurt/Moerfelden.
Click HERE for the program.

Click HERE for the registration information.

Posted by Karlheinz Schwarz at 12:13 PM 0 comments [«
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ICD Documents for programmable and modular 1EDs

If you have a modular 61850 product that can be shipped with a
variable number of 1/0 cards, this may have a number of consequences:

1. The number of LNs this product can support depends on the
hardware configuration.

2. LNs use shared resources, so if the user adds an LN of one type,
he may not be able to add an LN of another type.

Be aware: everything is limited!

These tradeoffs are complex. If you produced an ICD file with the
maximum number of LNs of every type your IED supports, for the
maximum hardware configuration, the resulting file would be ridiculously
large and unwieldy.

How to solve this issue?

All 1EDs with a fixed functionality have definitely an easy to build icd
file.

IEDs that are programmable or that are modular with one or more 1/0
cards are different. When the IED comes from the factory, you do not
know what the application will be — so you do not know the information
model and therefore you cannot provide an icd file for an application
running on an IED.

What you could do is to provide an icd file that specifies the
communication capabilities (services) and the DataTypeTemplates with
all LNTypes that can be instantiated in that IED.

Once it is decided which functions (and LNs) will be running on a
particular IED (with one, two, ... or five 1/0O cards), then the IED
Configurator (as a manufacturer-specific tool) can create the “final” ICD
file for a particular function.

The icd must have exactly one IED section. | would put the LN instances
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of LLNO and LPHD in the IED section. The other (functional LNs) would
be added be the IED Configurator later ... when the number of 1/0 cards
etc are known and selected.

Posted by Karlheinz Schwarz at 2:24 AM 0 comments
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Sunday, May 8, 2011

Is the Protocol Stack for IEC 61850 important?

No and Yes! No, compared to the many other aspects covered by IEC
61850, the protocol issue of IEC 61850-8-1 (upper layers like MMS and
transport layers ...) are relatively of minor importance. There are the
two crucial areas defined in IEC 61850: Information Models and System
Configuration Language. | usually put it that way: SCL, engineering and
configuration is 51 per cent of the importance ... may be 52 now ...

There is no real need to discuss other protocols and mappings from the
view point of importance.

Yes, the protocols are very crucial!l ... when it comes to the question
how and how fast and for what cost can | get IEC 61850 information
communicated? To exchange even the value of a single bit position
of a digital input requires the implementation of the various
protocols like MMS, Presentation, Session, RFC 1006, TCP/IP, ...

This was — and still is —in many cases a quite expensive and time
consuming effort! Yes, the availability of the protocol software is very
IMPORTANT!

The other day | received an email with the following: “Although we have
a ... license, we wanted to get started with SystemCorp's stack. The
reason was simple: some manufacturers came to us asking what to do
to incorporate IEC 61850 to their products. When we told them about
..., What it costs, how big it's API is, etc, they got frightened and said
that it wasn't worth by now. When we first saw SystemCorp's solution
in your blog, we realized that it was an excellent product for companies
that wanted to "explore” IEC 61850.”

A lot of people have made similar statements during the last months.
Posted by Karlheinz Schwarz at 8:09 AM 0 comments E
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Impact of User Application on the Conformance of an
IEC 61850 IED

One of the latest conformance tests has shown quite interesting results.
An IED developed by SystemCorp (Perth, Western Australia) was
successfully tested by KEMA recently. The IED uses a Beck IPC Chip as
the core component. The SystemCorp IEC 61850 software (P1S-10
Stack) is running on this Chip platform as an integrated part —
encapsulated and thus a given component.

In a paper SystemCorp has published a table of 120 test cases and
shown which tested Functions are integrated in the PIS-10 Stack
(integrated on the Chip) and which Functions are in the User Application
that impact the conformance test.
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More than 75 per cent of the test cases are of the first category
(integrated in the Stack software) and less than 25 per cent of the test
cases are directly depending on the User Application.

It is likely that other IEDs with the same Beck Chip and the same
integrated PIS-10 stack will pass the 91 test cases of the first category
easily.

Click HERE to access the table [PDF].
Posted by Karlheinz Schwarz at 8:08 AM 0 comments [:]

Labels: 61850, Beck Chip, communication, conformance test, IEC 61850,
implementation

THE END: INTERBUS Club now part of Profibus User
Organization

Ethernet has become THE major solution for future field busses — as has
been suggested more than 20 years ago. It took many years before
enough users requested Ethernet based field busses.

Interbus is one of successful conventional field busses — in strong
competition with Profibus and other solutions. Finally, Ethernet wins
over Interbus and many other standard field busses. The Interbus Club
released this: “Within users a strong change by the field bus
technologies in the direction of Ethernet is to be recognized. Hence,
the INTERCBUS club had promptly decided to set on ... ethernet based
standard.”

Click HERE for more information on the end of the Interbus Club.

There are (too) many Ethernet based international field bus standards
specified in IEC 61158.

On the other side, IEC 61850 has — from the very beginning — decided
to use native Ethernet and ICP/IP as specified in IEC 61850-8-1.

There is an IEC 61850-8-1, where is the IEC 61850-8-2? The mapping
of the ACSI and the information models to Profibus FMS was intended
to be published as 8-2. Fortunately it was decided very some 15 years
ago (!) to rely on Ethernet, TCP/IP and MMS — and not on a field bus.

Posted by Karlheinz Schwarz at 7:18 AM 0 comments [5]

Thursday, April 28, 2011

Back on writing Blog postings

You may have wondered that | haven’t posted information on this blog
for some three weeks. The reason simply was this: | was traveling
internationally conducting comprehensive seminars and hands-on
trainings in Harare (Zimbabwe; attendees from 10 Southern African
countries!!), near Birmingham (UK), near Zurich (Switzerland), and
presenting IEC 61850 at a fair in Darmstadt (Germany).

And now getting prepared for the next training in Frankfurt (Germany)
mid of next week. See next post.

Hope to see a few people of the readers there.

Posted by Karlheinz Schwarz at 11:11 AM 1 comments
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Labels: 61850, education, IEC 61850, seminar, Training

Final Call for IEC 61850 Seminar and Hands-on
Training in Frankfurt on May 04-06, 2011

There are a few seats left for the upcoming 3 day IEC 61850/61400-25
Seminar/Hands-on Training (NettedAutomation):

Frankfurt (Germany)

04.-06. May 2011

Click HERE for the program and registration information.
I allow a discount for the remaining seats!!

Please contact us as soon as possible to get one of the few remaining
seats.

Click HERE to send an email to get a special offer.
Posted by Karlheinz Schwarz at 11:03 AM O comments [;]

Labels: education, hands-on Training, 1EC 61400-25, IEC 61850, IEC 61850 edition
2, SCADA, seminar

Newer Posts Home Older Posts

Subscribe to: Posts (Atom)

http://blog.iec61850.com/search?updated-max=2011-06-12T11:00:00-07:00& max-results=18[28.01.2012 08:40:20]


http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=2992765767703988667
http://blog.iec61850.com/search/label/61850
http://blog.iec61850.com/search/label/education
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/seminar
http://blog.iec61850.com/search/label/Training
http://blog.iec61850.com/2011/04/final-call-for-iec-61850-seminar-and.html
http://blog.iec61850.com/2011/04/final-call-for-iec-61850-seminar-and.html
http://nettedautomation.com/seminars/uca/sem.html#fra05
mailto:seminars@nettedautomation.com?Subject=Final Call for Seminars and Training on IEC 61850 in Frankfurt, 04.-06.05.2011
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2011/04/final-call-for-iec-61850-seminar-and.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=3460664627076414356
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=3460664627076414356
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=3460664627076414356
http://blog.iec61850.com/search/label/education
http://blog.iec61850.com/search/label/hands-on%20Training
http://blog.iec61850.com/search/label/IEC%2061400-25
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/IEC%2061850%20edition%202
http://blog.iec61850.com/search/label/IEC%2061850%20edition%202
http://blog.iec61850.com/search/label/SCADA
http://blog.iec61850.com/search/label/seminar
http://blog.iec61850.com/feeds/posts/default
http://blog.iec61850.com/search?updated-max=2011-07-10T08:37:00-07:00&max-results=18&reverse-paginate=true

News on |EC 61850 and related Standards

(-1 |B Teilen Missbrauch melden NAwachstes Blog»

Blog erstellen Anmelden

News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Thursday, April 28, 2011

Process and Factory Automation — And Electric Power
Automation?

The Process and Factory/Manufacturing Automation domain is quite well
developed since the nineties. Many communication solutions and
standards have been developed since the MAP days in the eighties. The
Automation of Electric Power Systems has been progressed
independently of most other domain — maybe because of the fear of the
danger of the high voltage!?

Usually there is very little exchange of information between the domain
of Electric Power Automation and other areas. Also in the
standardization world there is very little cooperation between these
domains ... with a few exceptions: IEC 60870-6 TASE.2 and IEC 61850
(standards for Power Systems) are using a Manufacturing specific
communication solution: Manufacturing Message Specification (MMS,
ISO 9506). On the other side IEC 61850 is referring to the Redundancy
standard developed for Factor Automation (IEC 62439 — developed in
cooperation between experts from IEC TC 65 and TC 57).

More and more experts are understanding the need to exchange
information between all three domains. In the future it will be quite
crucial for the Process and Factory/Manufacturing Automation domain to
get information from the Power Automation systems — in order to use
the electric power more efficiently!

Fortunately there is an easy way to retrieve the information from the
Power Automation to an other domain that uses power: IEC 61850.

At the ABB Power and Automation Conference in Orlando, “ARC analyst
Barry Young said industry is the number one U.S. consumer of energy
by end use sector, followed by transportation, residential and
commercial entities.

Process heating (fired heaters) and machine drives are the two biggest
energy consumers in the manufacturing sector, and represent the best
areas for energy savings opportunity.

Savings as high as 10 percent can be realized with no major
investment, said Young, but a major roadblock exists. “Automation and
electrification are separate islands, and operators have no view into
the power side. They cannot identify or take advantage of energy
savings,” he said. ...

For 49 percent of companies, energy is not part of active process
control. “IEC 61850 is an Ethernet-based solution that provides
tight integration between automation and power systems,” said
Young. “It is the fieldbus for electrical [systems]. Adoption,
however, has been slow due to the learning curve.”” ... Hm, it is much
more than a fieldbus!!

Click HERE for the report from the ABB conference.

It is easier to look into the Power Automation System (with a single
solution: IEC 61850) than into the other systems (with the many many
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field busses in IEC 61158 ...). > ®)
anuary

Want to look into the Power Automation System? Just use a simple IEC

61850 DLL (Dynamic Link Library) and a very simple client software » 2010 (153)
that uses the DLL ... and talk to an IEC 61850 compliant power

protection or control device: » 2009 (162)
Click HERE to let YOUR Application speak IEC 61850 in hours. » 2008 (82)

Posted by Karlheinz Schwarz at 10:52 AM O comments [5.4]
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Automation, SCADA, TASE.2

Michael Schwarz

Sunday, April 3, 2011

SEL Reduces Prices for their IEC 61850 Option by 60
percent

One crucial result of the standardization work is that prices of standard
based solutions are lowered! A good proof of this expectation is the
announced price reduction of IEC 61850 based communication for SEL
protection and control IEDs:

SEL reduced the price for the 1EC 61850 option by 60 (SIXTY!)
percent !!

““Utilities in Brazil, Mexico, the United States, India, Vietnam, Namibia,
and many other countries rely on SEL solutions with IEC 61850
technology to maximize their power systems’ reliability and safety,” said
Erik Newman, SEL vice president of Sales and Customer Service. “We
look forward to offering this new option price to our customers who
choose IEC 61850 as a method of communication and integration.”

IEC 61850 was created to be an internationally standardized method of
communication and integration and to support systems built from
multivendor intelligent electronic devices (IEDs) that are networked to
perform protection, monitoring, automation, metering, and control.”

This is what the market expected in the MAP days (during the early
nineties). The MAP (Manufacturing Automation Protocols) were just too
early ... it took another 20 years to get here! It’s not too late — we are
still at the beginning of the Journey IEC 61850 and IEC 61400-25.

Click HERE for the press release [PDF].
Click HERE for more information on IEC 61850 provided by SEL.

Read a paper published by Karlheinz Schwarz in November 1991 on the

Use of Ethernet instead of Token passing in the MAP 3.0 specification
[PDF, 720 KB] - at that time the author did not know about Gigabit

Ethernet; and a paper published by Karlheinz Schwarz in March 1991 on
the Use of Ethernet as a Fieldbus [PDF, 720 KB].

It just takes time — the waiting for the right standard solution for
information exchange, modeling and configuration is over: IEC 61850 is
here!

Posted by Karlheinz Schwarz at 9:53 AM 0 comments  [5s]
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IEC 61850 at Smart Grid Symposium and Exhibition

NettedAutomation GmbH (Karlsruhe/Germany) will present the latest
developments in products for IEC 61850 during the

Symposium and Exhibition - Power Distribution Systems of the
Future:

Novel solutions of the information and communication technology
as the backbone of Smart Distribution

12.-13. April 2011

darmstadtium

Wissenschafts- und Kongresszentrum
Schlossgraben 1

64283 Darmstadt

Germany

organized by

HEAG Sudhessische Energie AG
NTB Technoservice

VDE

Click HERE for information on the event and registration:
What NettedAutomation GmbH will present at both 12:

¢ Lite Stack implementation for IEC 61850 and IEC 61400-25

¢ IEC61850@CHIP - THE most efficient way to let devices speak
IEC 61850 and IEC 61400-25

e IEC61850 DLL - THE most efficient way to let PCs speak IEC
61850-25

¢ SCL Configuration Tool (System Configuration Language)

¢ Ready to GO! ruggedized devices like Gateways, RTUs, generic
controller [programmable in IEC 61131-3 (CoDeSys and 1SaGRAF)
and C/C++], ...

¢ Experience and international trends in IEC 61850

¢ Training material

Objectives of the event:

¢ Exchange of experience between the European and German
lighthouse projects.

¢ Information of the public, of vendors, grid operators and other
stakeholders of the energy market, of universities and research
institutes about the running lighthouse projects

¢ Discussion of the broad dissemination of the project results and
how to overcome the existing barriers.

IEC Standards like IEC 61850 play a key role in the future Power
Generation, Transmission and Distribution Systems. Several
presentations and a workshop deal with THE Global accepted and used
standard IEC 61850 in the context of Distribution Systems.

Posted by Karlheinz Schwarz at 11:04 AM 0 comments [

IEC 61850 Certificate issued

SystemCorp's IEC 61850 device has successfully been conformance
tested. The SystemCorp device was based upon SystemCorp's
independently developed IEC 61850 source code and was implemented
on the Beck IPC Chip SC143.
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Click HERE for a copy of the certificate [PDF, 1MB].
Posted by Karlheinz Schwarz at 12:09 AM 0 comments E

Labels: Beck Chip, certificate, conformance test, 1IEC 61850, stack, SystemCorp

Wednesday, March 30, 2011

North America - IEC 61850 is riding the leading edge
of progress

Progress of IEC 61850 has arrived in North America according to the
March 2011 Newton-Evans Research report “Market Trends Digest,
March 2011”.

The report found out interesting figures, e.g., “Within the Substation,
IEC 60870-5-103 was the most frequently used protocol (40%). IEC
61850 (31%) fell close to serial protocols Modbus (31%) and DNP3
(33%), however, 24% indicated that they plan on implementing
IEC 61850 within the substation by YE 2013. If that becomes the
case, IEC 61850 will become the most used protocol by far.”

Click HERE to download the report [PDF, 1 MB].

Posted by Karlheinz Schwarz at 10:32 PM 0 comments [«

IEC 61850 Training opportunities

NettedAutomation GmbH offers several public training opportunities in
2011.

Please find the current schedule for 2011:
Frankfurt (Germany)

04.-06. May 2011 [*****STILL SEATS AVAILABLE*****]
14.-16. September 2011

3 day IEC 61850/61400-25 Seminar/Hands-on Training
(NettedAutomation) with Measurement IED and free evaluation software
(DLL etc. fully functional - free to take home).

http://nettedautomation.com/seminars/uca/sem.htmi#standard
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Toronto (ON, Canada)
10-13 May 2011

4 day IEC 61850 Seminar/Hands-on Training in cooperation with
Kinectrics

http://www.kinectrics.com/Training/Pages/IEC-61850-Hands-on-
Training-Protection-Control-And-1EC61850.aspx

Cincinnati (OH, USA)
21-24 June 2011

4 day IEC 61850 Seminar/Hands-on Training in cooperation with
Kinectrics

http://www.Kinectrics.com/Training/Pages/IEC-61850-Hands-on-
Training-Protection-Control-And-1EC61850.aspx

Shanghai (China)
05. September 2011

1 day Developers Workshop for IEC 61850 similar to the successful
event at Myong Ji University, Yongin (RP of Korea)

http://blog.iec61850.com/2011/03/developers-workshop-for-iec-61850-
at.html

Contact us for details please.
Nashville (TN, USA) at Remote Conference
20.-21. September 2011

2 day Seminar (NettedAutomation) on Power System Communication
covering IEC 61850, IEC 61400-25, DNP3, NIST Interoperability
Roadmap, Smart Grids, ...

http://nettedautomation.com/seminars/uca/sem.html#nash

For further information and updates visit:

http://nettedautomation.com/seminars/uca/sem.html#standard

NettedAutomation is confident, that their experience and service would
meet all your expectations! You would get first-hand, very
comprehensive, vendor neutral and up-to-date knowledge, experience,
and guidance; learn how to reach interoperability of devices.
NettedAutomation has trained more than 2.300 experts from more than
60 countries from more than 500 companies — all over.

Posted by Karlheinz Schwarz at 12:38 PM 0 comments  [a]

Automation, programming, sampled value, Smart Grid, Substation Automation,
TASE.2 ICCP, Training

SystemCorp’s IEC 61850 SCL ICD Designer available
for Online Purchase

The “ICD Designer” is SystemCORP Embedded Technology’s Intelligent
Electronic Device (IED) Capability Description designer application. This
ICD Designer application is used to define and edit substation
configuration descriptions for IEC 61850 through a graphical user

http://blog.iec61850.com/search?updated-max=2011-04-28T11:03:00-07:00& max-results=18[28.01.2012 08:40:38]


http://www.kinectrics.com/Training/Pages/IEC-61850-Hands-on-Training-Protection-Control-And-IEC61850.aspx
http://www.kinectrics.com/Training/Pages/IEC-61850-Hands-on-Training-Protection-Control-And-IEC61850.aspx
http://www.kinectrics.com/Training/Pages/IEC-61850-Hands-on-Training-Protection-Control-And-IEC61850.aspx
http://www.kinectrics.com/Training/Pages/IEC-61850-Hands-on-Training-Protection-Control-And-IEC61850.aspx
http://blog.iec61850.com/2011/03/developers-workshop-for-iec-61850-at.html
http://blog.iec61850.com/2011/03/developers-workshop-for-iec-61850-at.html
http://nettedautomation.com/seminars/uca/sem.html#nash
http://nettedautomation.com/seminars/uca/sem.html#standard
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2011/03/iec-61850-training-opportunities.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=8404844312225097483
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=8404844312225097483
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=8404844312225097483
http://blog.iec61850.com/search/label/61850
http://blog.iec61850.com/search/label/DER
http://blog.iec61850.com/search/label/education
http://blog.iec61850.com/search/label/GOOSE
http://blog.iec61850.com/search/label/IEC%2061400-25
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/Power%20Automation
http://blog.iec61850.com/search/label/Power%20Automation
http://blog.iec61850.com/search/label/programming
http://blog.iec61850.com/search/label/sampled%20value
http://blog.iec61850.com/search/label/Smart%20Grid
http://blog.iec61850.com/search/label/Substation%20Automation
http://blog.iec61850.com/search/label/TASE.2%20ICCP
http://blog.iec61850.com/search/label/Training
http://blog.iec61850.com/2011/03/systemcorps-iec-61850-scl-icd-designer.html
http://blog.iec61850.com/2011/03/systemcorps-iec-61850-scl-icd-designer.html

News on |EC 61850 and related Standards
interface to create an XML formatted file.

Correctly speaking, the “ICD Designer” (as a product name) is a tool
that has many functions for creating “lI1D Documents” — “Instantiated
IED Description”. 1IDs have been defined in edition 2 of IEC 61850-6
(SCL).

The tools supports also the instance specific binding of the model to the
real world data points, e.g., referenced by DNP3 or 101/104 points. The
tool uses an XML document with the TypeTemplates. Any extended
model can easily be added to that XML document to define your own
model. It is really that easy.

Click HERE for an example of the binding (fourth slide).

The full version of the ICD Designer is now available for online
purchase.

Click HERE for more information on the product and how to order
online.

Posted by Karlheinz Schwarz at 12:29 PM 0 comments [«

Labels: configuration, ICD, IEC 61400-25, IEC61850, 11D, mapping, model designer,
model extensions, SCL

Conformance Certificate for SystemCorp's IEC 61850
Device using Stack P1S-10 on Beck IPC Chip

SystemCorp has implemented their stack software on the Beck IPC Chip
SC143 in their IED "IEC 61850 WebCAN Substation Monitoring & Control
System". The IED is a multifunctional monitoring and control system.

KEMA (Arnhem, Netherlands) tested the IEC 61850 conformance
successfully:

58 IEC 61850 Camificane Leval A"
-

e

Click HERE for a copy of the certificate [PDF, 1MB].

Test has been conducted according to the PICS, PIXIT, TICS, and MICS
Documents that can be accessed through:

http://www.systemcorp.com.au/component/content/article/24-user-
manuals/63-iec-61850-pics-pixit-tics-mics.html

Details of the IED can be found here:

http://www.systemcorp.com.au/component/content/article/24/74 -
webcan-rtu-system-description.html
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This is a major step towards the widespread use of the IEC 61850 stack
from SystemCorp for small devices. The IEC 61850 software and the
IEC 61850 communication behavior is almost completely implemented
on the Beck IPC Chip SC143. Products that use the same chip with the
software used for the conformance test would - by default - pass most
crucial parts of the IEC 61850 conformance test.

This allows a short time-to-market IED development for all devices that
apply the Beck IPC Chip.

Please contact SystemCorp for more details.
A flyer on the Beck Chips can be found here:

http://nettedautomation.com/download/IEC61850Li.pdf

Posted by Karlheinz Schwarz at 12:01 PM 0 comments [

implementation, PICS, PIXIT, RTU

Saturday, March 19, 2011

GPS Time Synchronization - A Single Point of Failure?

The GPS time synchronization is one of the crucial underlying solutions
for time synchronization in power system information sharing: in
substations, between substation, and wide area applications (with or
without applying IEC 61850).

A paper published by SEL discusses the issue of GPS time
synchronization - and especially when it may become a single point of
failure in a power system.

Click HERE for a paper that discusses the issue.
Posted by Karlheinz Schwarz at 1:30 AM 0 comments [5]

Labels: GPS, IEC 61850, time stamp, time synchronization

IEC 61850 - Common Format for Event Data Exchange

Event data can be logged in an IED by a Log according to IEC 61850-7-
2 (IEC 61850-8-1, MMS Journal). The Log can be queried by time
(before, between, after). This query returns MMS messages.

Logged event data in an IEC 61850 IED could now additionally be
retrieved by an XML file called "COMFEDE":

Common Format for Event Data Exchange (COMFEDE) for Power
Systems (IEEE Std C37.239™-2010).

This file may optionally rely on the information models defined by IEC
61850 Logical Devices, Logical Nodes, DataObjects, DataAttributes. An
example of a file is shown here:

<Entry entryld="4294967292" timeOfEntry="2011-03-
117T14:38:13Z2">
<EntryData t="2011-03-11T14:38:12.423834Z7">
<DataRef>MyLogicalDevice/MyMMXUl.A</DataRef>
<DA name="phsA.cVal .mag.f" val="1023" valType="'xs:double'"/>
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<DA name="phsB.cVal .mag.f" val="1022" valType="'xs:double'"/>
<DA name="phsC.cVal .mag.f" val="1019" valType="'xs:double'"/>

</EntryData>
</Entry>

Even that standard is an IEEE standard, it could be understood as an
extension of IEC 61850 - it extends the use of the information model,
information exchange and system configuration language.

From a 40,000 ft point of view it is a kind of a SCSM (Specific
Communication Service Mapping). | guess it is also easy in an IEC
61850 client to transform the ReadJournal response messages according
to MMS into an COMFEDE file - it is the same payload carried.

Click HERE for more information.
Posted by Karlheinz Schwarz at 1:20 AM 0 comments E

Labels: 61850, COMFEDE, 1EC 61850, IEEE, MMS, XML

Wednesday, March 16, 2011

President of German Federal Network Agency
recommends IEC Standards for Smart Grids

Matthias Kurth, President of the German Federal Network Agency, is
very supportive of IEC standards. In a short video he stated that "IEC
can help put the innovative potential of industry on the right track so
that we don't have island solutions: proprietary solutions that can
hinder the growth of the market".

IEC can, according to Mr. Kurth, "help us to bring the different industry
players together on common platforms which are transparent,
open, and which are the basis of the individual innovation ... we
need not to wait to renovate our own infrastructure [editor: meant is
the energy sector] in Europe.”

Click HERE to read the report and watch the video posted at the IEC
website.

IEC has listed the crucial standards for Smart Grids in an Excel table.
IEC 61850 seems to be understood as THE most crucial standard series
for Smart Grids.

Click HERE for the Excel table.
Click HERE for the Smart Grid page.

Mr. Kurth is right in requesting open standards as basis of innovation.
The key innovations in the energy market needed will be the many
SMART applications that keep the energy supply at a high level of
availability - IEC 61850 and other IEC standards can help to support
this objective! The easier it is to USE these standards the faster we
can reach smart(er) applications.

One innovation is the simple IEC 61850 API developed by SystemCorp
(Perth, Australia). The API can be used by application programmers
immediately to develop SMART innovations for the energy market.

Posted by Karlheinz Schwarz at 10:59 PM 0 comments [

Labels: communication, IEC, Smart Grid, standards, sustainable interoperability
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Developers Workshop for 1EC 61850 at Myong Ji
University, Yongin (RP of Korea) was successful

A successful Developers Workshop for IEC 61850 Client/Server and
Publisher/Subscriber Applications was conducted at the Myong Ji
University, Yongin/Korea, on 11 March 2011.

The interest was beyond expectations: 45 experts from all over of the
RP of Korea attended the Workshop:

The attendees followed the instructions of Karlheinz Schwarz, who used
the black board to explain the approach of IEC 61850 and the use of
the simple APl (Application Program Interface):

He explained the use of the API for different architectures (HW and SW)
... questions were discussed in English and Korean:

Professor Hyuk Soo Jang from the Myong Ji University (left) helped to
explain the API in Korean.

The attendees used the PCs of the lab and partly their own notebooks
to run the API evaluation software. They exercised to configure the IEC
61850 server and to check the effect of SCL file modifications ... a
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great tool to work with.

After the workshop attendees told me that they have learned a lot
about the standard, the stack software, the API, how easy it is to
develop applications, and how to use the Beck Chip (with IEC 61850 @
Chip) in many different architectures. One crucial result was, that they
figured out that the Beck Chip is a complete PC or PLC that can be used
to implement applications (in C, C++ or IEC 61131-3) using IEC 61850
API. The Chip is much more than just a communication chip!!

The objective of the training was:

Students will learn how to use an API for IEC 61850 (IEC 61400-25) for
Client, Server (C/S), Publisher, and Subscriber (P/S) Applications. The
API provides an IEC 61850 Stack (included in a Windows DLL) that is
used by application software written in C, C++ and C#. Prior to the
event, students will receive the DLL and sample executable and source
code for the applications. Students that bring their own Notebooks will
be trained to modify and extend the application examples. After the
training sessions students can continue to write their own application
software.

Click HERE for the complete program of the workshop [pdf].

It is planned to repeat this workshop and provide more help for
developers of IEC 61850 applications - the open and easy to use IEC
61850 platform is a crucial basis for the fast-to-market innovations
of sustainable interoperable applications in the energy market.

It's never been easier or faster to get your applications speak IEC
61850.

Posted by Karlheinz Schwarz at 10:55 PM 2 comments  [.]

Labels: 61850, applications, Beck, Chip, condition monitoring, distribution
automation, education, electric power system, IEC 61850, implementation,
interoperability, Smart Grid, tools

IEC TC 57 to take action in Smart Grids

The IEC TC 57 has proposed a new work with the title "System
interfaces and communication protocol profiles relevant for systems
connected to the Smart Grid".

The ballot closes on May 09, 2011.
Click HERE for the proposal.

The proposal states: "In order to achieve interoperable interfacing
between the components, the consistent, cost efficient and
unambiguous integration of the new domains into the IEC TC57
methods of energy management, architecture, data models and
protocols is crucial."

The most prominent IEC TC 57 Data Models and Protocols are those
defined in IEC 61850! New Domains are, e.g., Industry, Home and
Building Energy Control Systems. My guess is that the various
components in these domains have to communicate directly
(interoperable) with IEDs in power systems. The Client/Server
communication in IEC 61850 seems to be the most useful
communication model applicable in the communication between power
system IEDs and IEDs in the new domains. The application profile
according to IEC 61850-8-1 requires just native TCP/IP !!

Since IP networks are (to be) installed everywhere, it is easy to apply
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IEC 61850-8-1 without any change in most applications. Many existing
IEDs like the COM.TOMs from Beck IPC and others could be used right
away! They can be used as IEDs for monitoring and control in the new
domains or they can be used as gateways between IEC 61850 and
protocols in the new domains like Backnet, Profibus, Interbus, EtherCAT,
CAN, Modbus, ...

This will accelerate the application of IEC 61850! ... in order to make
systems more energy efficient and smarter by seamless:

¢ System configuration (IEC 61850-6),

e Information (IEC 61850-7-4xx, IEC 61400-25-2), and
¢ Information exchange (IEC 61850-7-2)

¢ Communication protocol (IEC 61850-8-1).

Posted by Karlheinz Schwarz at 6:25 AM 0 comments [5]

Labels: Backnet, building automation, CAN, EtherCAT, 1EC 61850, Interbus,
interoperability, Power Automation, Profibus, seamless, Smart Grid

What is the ACSI?

The ACSI is the "Abstract Communication Service Interface" defined in
IEC 61850-7-2.

The ACSI was invented during a meeting of some experts that met here
in Europe at the beginning of the project IEC 61850 (between 1995 and
1997). The reason was quite simple: We had TWO proposals for
protocol profiles: (1) MMS TCP/IP and Ethernet (2) Profibus FMS. Each
solution was supported by some 50 per cent of the members.

What to do now? | was deeply involved in the fieldbus standardization.
We had so many fights since the late 80s ... which damaged the
reputation of the standardization in the early 90s. | suggested NOT to
fight in IEC 61850 but to define an abstract service model that could be
mapped to MMS and to FMS. The first was specified in IEC 61850-8-1
and the second in IEC 61850-8-2. Even no official IEC draft has ever
been published for IEC 61850-8-2.

Later we had a similar discussion in the project IEC 61400-25-4 in IEC
TC 88 (Wind Turbines). We agreed to follow the approach of the
abstract model of IEC 61850-7-2, to use the 8-1 MMS mapping, to add
mappings for OPC XML DA, IEC 60870-5-101/104 and DNP3, and to
define a concrete webservice for each abstract service of the ACSI.

The services of the ACSI and some explanation could be found here:

Click HERE for C/S and P/S
Click HERE for Data Acquisition
Click HERE for Webservices
Click HERE for MMS

By the way, the services in IEC 61850 are very general ... applicable
almost everywhere!

My observation is, that (with some exceptions) ALL applications of IEC
61850 apply the MMS mapping ... that does not mean that everybody
likes MMS ;-)

Most people using IEC 61850 do not care about MMS - and ALL should
not care!

Posted by Karlheinz Schwarz at 4:16 AM 0 comments [5.]
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Thursday, March 10, 2011

Do you know what a PIXIT or a TICS is?

The conformance of devices with IEC 61850 has several aspects that
are mainly specified in the following documents:

PICS Protocol Implementation Click HERE for a complete
Conformance Statement: example (all examples
Which Communication services [shown here are for A
are supported ... specific IED: RTU of
SystemCorp); the stack
software from SystemCorp
offers more.
PIXIT Protocol Implementation Click HERE for a complete
Conformance Extra Information |example
for Testing:
Restrictions and Limitations
found in a device ...
MICS Model Implementation Click HERE for a complete
Conformance Statement: example
Models supported ...
TICS Tissue Implementation Click HERE for a complete
Conformance Statement: example
Which tissues have been
implemented:
www.tissue.iec61850.com
SICS SCL Implementation
Conformance Statement:
Which aspects of SCL have
been implemented in a Tool

Please ask your vendor of the IEDs or tools (you want to apply) for
these documents. They provide you a good level of details you need to
know when building multi-vendor systems.

Excerpt of a PICS:

3 ACSI Models conformance

Table 2 - ACSI models conformance statement

Client | Server Value/ Comments

M1 Logical Device [m] =]
M2 Logical Mode m] 73]
M3 Data [m] =
M4 Data Set m] 2
M Substitution O m]
MG Setting group control [m] [w]
M7 Buffered Report Control [m] ]

M7-1 Sequencenumbered m] 73]

MT-2 raport-time-stamp O =]

Excerpt of a PIXIT:
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2.1 (6.2.4.6) — PIXIT for Application Assoclation Model

Description Value! Clarification

Macamum number of clients that can set-up a 2-party 1%

assotiation amulansoushy

TCP_KEEFALIVE valua 10 seconds

Lost connection delection ime 20 seconds

Is authentication supported M

WWhat association parameters are necessary for Y Transport selector

successful association ¥ Session sebector
¥ Presentation selactor
¥ AP Tile
¥ AE Qualifiar

If association parameters are necassany for Transpon selector 0001

association, describe the comact values e.g Sassion selecior 0001
Presaniation selector 00000001
AP Title 1,1,968.1.1
AE Chuadifwar 12

What is the maximum and minimum MKS FDU size Max MMS PDU size; 16000byies
hn MMS PDU size: 2 bylas

What is the typical startup time after a power supply 40 sac

internupt

Excerpt of a MICS:

2 Logical Node List

The following table contains the list of logical nodes mplemented in the device

L: System Logical Nodes

LPHD {Physical devica informatan)

LLMD {Logical node zena)

G: Logical Nodes for Generic references

GGIO (Genenc process 10}

M: Logical Node for metering and measurement
MMXLU{Measurement )

Excerpt of a TICS:

2 Mandatory IntOp TISSUES

Part | TISSUE | Description Implement:
Number

21 116 GetNamelist with emply response? i
165 Improper Emor Response for GatDataSetValues Y
183 GetMamelist emor handiing Y

I-a Mone

7-3 |28 Defnition of APC ki
54 Poinit def xval, not cval ¥
55 Ineut = Ires ? ¥
G0 Sanices missing in labes i
ix] mag in COC CMV A
i Deadband calculation of a Vector and ngger oplion ¥
214 operTm in ACT Y
270 WYE and DEL rms valuas Y

Excerpt of a SICS (Template from IEC 61850-6):
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Table G.2 = System configurator conformance statement

Mandatory' Valuel
aptional Comminls
ICD&IID import and usage M
511 IED data model ]
812 Predefined data sets M
513 Predefined control blocks M
514 Support MusiUnderstand concept (8.2) M
315 Support SCL version ____ as input 1 Version 2003 input is
always mandatory
516 Substation bay template with LM links, if it o
exisls
s17 Reuse already imported DataTypeTemplates o
for identical types
518 Keep attributes and elements of unknown o
XML name spaces oulside Private elements
for SCD export
319 Import single line layout coordinates defined o For own usage. or jusl
inC.1 for later export

For smooth system integration it is quite crucial to read and understand
these documents!!

Posted by Karlheinz Schwarz at 4:41 AM 0 comments E

interoperability tests, MMS, PICS, PIXIT, RTU, SystemCorp

Tutorial of the 5 IEC 61850 Gurus in Sydney was very
successful

After the Meeting of the IEC TC 57 WG 10 (Core IEC 61850) in Noosa

(Queensland, Australia) four IEC 61850 Gurus of the Working Group 10
went down to Sydney to meet another IEC 61850 Guru to conduct a 3
day Tutorial and hands-on Training on 07.-09. March 2011.

The tutorial was a great Success! 48 attendees from 15 Utilities (1)
and 5 from 4 other companies attended the four half-day sessions in
four parallel streams from Monday noon-time to Wednesday noon-time.

After this event it is likely that Australian utility engineers are ahead of
the market - in most countries utility engineers are - more or less -
watching the vendors commissioning and "turning on™ TURN-KEY
substation automation systems in their substations!! Usually - to my
observation and experience - utility engineers have NO IDEA what they
got delivered. Australian utilities are quite serious in getting deeply
involved in specification, engineering, system integration, ...

More to come.

Some photos from the WG 10 meeting and from the event in Sydney:
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Professor Valeriy Vyatkin (Auckland) presents IEC 61499 ...

Convenor of WG 10 (Christoph Brunner - one of the 5 IEC 61850 Gurus)
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Alex Apostolov (another IEC 61850 Guru) discussing requirements for
definition of Logic in IEC 61850

The Gurus (Christoph and Alex) reflecting the quality of the Native
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GOOSE ... Wine

The other 3 Gurus discuss and enjoy during the reception (from left):
Joerg Reuter, Rod Hughes and Karlheinz Schwarz

Posted by Karlheinz Schwarz at 4:31 AM O comments [5.a]

Labels: Australia, 1IEC 61850, peopleware, Substation Automation, utilities

IEC 61850 at Smart Grid Symposium and Exhibition

NettedAutomation GmbH (Karlsruhe/Germany) will present the latest
developments in products for IEC 61850 during the

Symposium and Exhibition - Power Distribution Systems of the
Future:

Novel solutions of the information and communication technology
as the backbone of Smart Distribution

12.-13. April 2011

darmstadtium

Wissenschafts- und Kongresszentrum
Schlossgraben 1

64283 Darmstadt

Germany

organized by

HEAG Siudhessische Energie AG
NTB Technoservice

VDE

Click HERE for information on the event and registration:
What NettedAutomation GmbH will present at both 12:

e Lite Stack implementation for IEC 61850 and IEC 61400-25

e IEC61850@CHIP - THE most efficient way to let devices speak
IEC 61850 and IEC 61400-25

e IEC61850 DLL - THE most efficient way to let PCs speak IEC
61850-25

e SCL Configuration Tool (System Configuration Language)

¢ Ready to GO! ruggedized devices like Gateways, RTUs, generic
controller [programmable in IEC 61131-3 (CoDeSys and ISaGRAF)
and C/C++], ...

e Experience and international trends in IEC 61850

e Training material

Objectives of the event:

e Exchange of experience between the European and German
lighthouse projects.

¢ Information of the public, of vendors, grid operators and other
stakeholders of the energy market, of universities and research
institutes about the running lighthouse projects

e Discussion of the broad dissemination of the project results and
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News on |EC 61850 and related Standards
how to overcome the existing barriers.

IEC Standards like IEC 61850 play a key role in the future Power
Generation, Transmission and Distribution Systems. Several
presentations and a workshop deal with THE Global accepted and used
standard IEC 61850 in the context of Distribution Systems.

Posted by Karlheinz Schwarz at 4:28 AM 0 comments E

Eneray, E-Mobility, embedded system, IEC 61499, IEC 61850, implementation,
interoperability, Power Automation, Smart Grid

Friday, March 4, 2011

IEC 61850 certificate for ABB's 800xXA Automation
System

ABB's 800xA Automation System has been successfully tested for
compliance with IEC 61850 recently. Bringing the world of process and
power automation together is more than just a "nice to have". It is key
to cost saving.

"The IEC 61850 standard ... has lowered the investment barrier for
customers to integrate the process and power devices on their plant
floors. The demand for integrated process and power automation is
growing in traditional markets that are heavy energy users, such as
Oil and Gas, Power Generation, Pulp and Paper, Minerals and Metals
industries.

By integrating power and process systems on the common 800xA
platform, customers optimize the design and performance of their
electrical and automation systems and see additional benefits in reduced
maintenance, engineering and overall lifecycle costs. According to ARC,
typical savings can result in a 2026 reduction in CAPEX (capital
expenditures) and OPEX (operating expenditures) by integrating these
two, usually separate, automation infrastructures.”

IEC 61850 is THE crucial "link" within power automation systems
and between power automation systems and any other automation
system - it is likely that it will impact the whole process automation
world. Why? Because it meets many crucial requirements in the
cooperation of automation and SCADA devices by defining information
objects like "circuit Breaker, XCBR" or "electrical measurement of 3-
phase system, MMXU", a system configuration language (SCL) and
information exchange services (read/write, reporting and logging
events, control, real-time exchange, file transfer, ...). And it's based on
native protocols like Ethernet, TC/IP, MMS, ... Any device that has
Ethernet and TC/IP connectivity could use IEC 61850.

Click HERE for the ABB press release.
Posted by Karlheinz Schwarz at 5:14 PM O comments [

Labels: 800xA, ABB, certificate, electric power system, IEC 61850, Power Automation
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Tuesday, March 1, 2011 Subscribe To IEC 61850 News
Let YOUR Application speak IEC 61850 in hours B Posts
IEC 61850 has been implemented in hundreds of devices. The UCA B All Comments

Users Group lists some 181 certified devices with server functionality, 3
certified clients, and 2 Merging units (as per 2011-03-02; UCAlug
Testing Quality Assurance Program). Blog Archive

Almost all of these devices provide a certain functionality like protection > 2012 (11)

or control. Usually the devices do not provide a simple API (application

program interface) that can easily be used by an application program v 2011 (159)
written by a programmer. There is usually nor access to "IEC 6150 » December (5)
Stack"”. Some test tools may provide restricted access by manually
entering values for a data attribute, or using a configurable simulation
or providing a CSV (comma separated values) file for a profile. The
evaluation licenses are usually quite restricted.

November (11)
October (22)

In contrast to this quite limited access to an API there is a free September (11)
available server and client DLL (from SystemCorp) that runs for six (6)

months. The DLL evaluation package comes with various client and
server applications. The applications are provided in exe code and

August (11)
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source code (C/C++ and C#). You have FULL control over the y (23)
functionality YOU want to have for your client and server application. June (20)
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The following example shows the .Net / C# client application provided President of German
by NettedAutomation GmbH. The received sequence of values can easily EFederal Network Agency
be copied and pasted: recomme...
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Let YOUR Application

speak IEC 61850 in
e.g., pasted into an Excel table and converted to a diagram: hours

Triangle Microworks has

pelll Paste the received sequence into EXCEL Table very comprehensive 1EC
| ©7:12:07.562 AM: Temperature walue iz 32
| B7:12:17.748 AH: Tespezatuze walus iz 32
| O7:12:27.842 AH: Tempszature walue iz 31
. 07:12:37.921 AH: Tempsraturs waluwe iz 30 > February (16)
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Whatever you need - JUST program it ... or link the client and server
applications to your real applications ... which may also be masters
to any communication slaves like DNP.3, IEC 60870-5-101/103/104,
Modbus, Profibus, CAN, ... This way you can easily and fast build your
own GATEWAY. Just link the DNP.3 or 104 points to the DLL by YOUR
IEC 61850 server application that is bound to corresponding Model. See
next figure:
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It is that easy. Just give it a try.

By the way, the API (and the underlying IEC 61850 stack) is also
available on the embedded controller from Beck IPC for simple and
FAST TO MARKET applications. All you program in C/C++ on a PC could
be done on the Chip platform ... the Chip also supports IEC 61131-3
(CoDeSys) and soon 1SaGRAF.

NettedAutomation offers public and in-house training courses using a
comprehensive set of crucial evaluation tools - including the one shown

here.
Posted by Karlheinz Schwarz at 4:19 PM O comments  [;]
Labels: applications, CAN, communication, cost saving, Data concentrator, DLL,

DNP3, Evaluation, Gateway, GOOSE, 1EC 61400-25, IEC 61850, 1SaGRAF, merging
unit, peopleware, programming, SCADA, Smart Grid, smart metering

Triangle Microworks has very comprehensive 1EC
61850 Test Tools

The 61850 Test Harness (one big package) has been divided in to three
separate products, functionally extended and renamed to IEC 61850
Test Suite:

Hammer — IEC 61850 CLIENT to test IEC 61850 & 60870-6 servers;
and validate GOOSE, Report, Log, Control, and File Services.

Anvil - IEC 61850 SERVER to test IEC 61850 & 60870-6 clients;
provides GOOSE, Report, Log, Control, and File Services; and generate
simulation data automatically, manually, or table driven.

SCL Forge — Substation Configuration Language (SCL) editor.
Click HERE for downloading a 21 day test license.

Enjoy.
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Posted by Karlheinz Schwarz at 1:56 PM O comments [5.]

Labels: IEC 61850, testing, tools

Wednesday, February 23, 2011

Extended C# Client Application for IEC 61850
Evaluation Kit based on DLL

NettedAutomation has updated the C# Client application (GUI) of the
IEC 61850 Evaluation Kit (DLL); the server is still the same. The new

GUI supports polling values, e.g., the temperature, status or alarms,
from the server provided earlier:

o
selectindex  select value
Client swichLED | |1 = ot = Sarver
Caontrol

| DIPS_GGIO1 Ind1 (DIP1) is OFF. |
| DIPS_GGIOT.ind2 (DIF2) is OFF_|
DIPS_GGIO1 nd3{DIPY) is OFF. | Rapon on daa change Goose

| DIPS_GGION Ind4 (DIP4) is OFF._

L De5UDevicel

Temperature is 30. = [{ ows_ca10
Repart on integrity pemad v i ows.cai0
Termparature alarm s sol = Ml o ssic
% I ws
= [JI sme
Repon on data change
- Finad smected value cychoaly

5317 et e e u
STMPLT: .7 SmpETUe VLS B

I .o § | 071327 B12 AM: Temporturs valye is 31

07:12:37 521 AM: Tempemture value s 30

[12s =l [571208005 A0 Temperature value is 30 @
| Sop | =| &

Tt & Compeaelin £

The API allows manual copy and paste (just select the range of values
and copy them) as well as storing the values in a database, Excel sheet,
or ...

Values copied and pasted:

07:12:07.562 AM: Temperature value is 32
07:12:17.718 AM: Temperature value is 32
07:12:27.812 AM: Temperature value is 31
07:12:37.921 AM: Temperature value is 30
07:12:48.015 AM: Temperature value is 30
07:12:58.109 AM: Temperature value is 30
07:13:08.218 AM: Temperature value is 30

Different polling rates can be selected.

Note that this GUlI comes as executable program and in source code
(-Net project)! You can use the example and modify as you want ... it is
just so easy to use the IEC 61850 Client API ...configured by an SCL
file.

The server console (very easy to run and use!) from the existing Kit
looks like this: Changes entered, e.g., t29 changes the temp value to
29 in the server ... this is sent to the client and polled by the client ...
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ov CVSETAIEC61850 FIS10 DLL\ Server | ServerDemobl B50.exe
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control outputs

Click HERE to download the new C# client application (exe and source
code). You will be asked to enter your Email and Password -> "Sign in
... OR if you don't have an account or forgot your password: Just
enter your Email (required) in the middle of the form and click at "I
agree with ...". You will immediately receive a new or your current
password:

Download area (of Netted Automation) for the requested files

f you already have an account please anler your email pddess and your passwond

Emaail |
Password

Please enbar your email address 1o create an account of f you have forgotten your passwand
Yoru will receve your password immesdiately via email
Email (required) [
& Mr, ¢ Mrs
First Hame [
Family Mame |

Company [
Street
P City [ [

Counbry
Homapa e

Disclaimer

| agres with the disclaimer - continus |

Please find the three (3) updated files as shown here:
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The exe code can be used as soon as you have the corresponding
server from the server running (see figure above: EXE/SOURCE CODE:
Simple Server and Client -- IEC 61850/61400-25 FREE
Evaluation/Starter Kit using a DLL: Server and Client).

Click HERE for a list of supported Server services that is almost
completely implemented in the DLL ; the Client (same DLL) provides
complementary services.

Enjoy the extended C# application.

Note that the same API is provided by the IEC61850@CHIP from
Beck (see next post).

Posted by Karlheinz Schwarz at 4:47 AM 2 comments [5]

PICS, Wlnd Qower

Tuesday, February 22, 2011

IEC61850@CHIP - Flyer

A new flyer from Beck IPC, SystemCorp and NettedAutomation explains
the architecture of the IEC61850@CHIP. The platform is very powerful,
offering a lot of integrated functions, modules, and services like TCP/IP,
SSL, IPSec, HTTP(S) server, IEC 61850, CAN Bus, IEC 61131-3,

Software implementation

IECE1850 Information Models |

IEC61850 Client/Server Task(s) | i
IEC81131-3 Task(s) | exsculed as tasks of the RTOS
SysLib CoDeSys-Kemel |

W
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IPC@CHIP® RTOS architecture

AP1: RTOS, TCP/IP, Hardware, DOS (Int 21h), Webserver CGL,
Sedal (Fossil), Ethemel, FC, SPI, CAN, USB, ...

rr,'ﬂ-"l'i'nl-l:l'[l-l‘l‘l‘l'm Telnet S5H @ DNS upP |
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IP Mullicast, Auto IP, IPsac
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and powerful in @ minimum of spac
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Maximum performance for demanding automation tasks

Additional components like the following ones are available for EASY
integration ... because the integration is already done by Beck IPC:
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More to come
Click HERE for the flyer [pdf, 0.9 MB].

Posted by Karlheinz Schwarz at 10:05 PM 0 comments [:.«]

Labels: 61850, Beck, CAN, Chip, DER, embedded system, Eeldbus, Gateway, IEC
61131-3, IEC 61400-25, IEC 61850, Power Automation, security, TCP/IP

Monday, February 21, 2011

IEC 61850 - Reduces Time to Configure System

It has been said again and again, that the crucial benefit of IEC 61850
is the configuration of IEDs and Systems. Several publications have
reported on this issue. E.g., Ralph Mackiewicz, SISCO Inc., reports the
following small Co-op experience [see slide 27]:

¢ Substation Modernization Pilot did 2 substations

¢ DNP3.0 over TCP and UDP

e UCA2.0 (subset of IEC61850)

e Time to get DNP3 relay configured and communicating: — 8
hours

¢ Time to get UCA/IEC61850 relay configured and communicating:
20 minutes

e $325K Cost Savings for overall deployment

Click HERE for the complete presentation [pdf]
Posted by Karlheinz Schwarz at 4:58 AM O comments [5.a]

Labels: 61850, configuration, cost saving, DNP3, IEC 61850, implementation

Friday, February 18, 2011

Are Standards changing too fast?

There is are many SCADA users that think standards are changing too
fast. | guess this is true for the many interface standards for sensors
and actuators (the so-called fieldbusses and sensor interfaces). Lets
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have a look on the most crucial communication standards used in IEC
61850 and IEC 61400-25:

Layer 7 MMS (ISO 9506) some 20 years; likely to stay
unchanged
Layer 5-6 ISO Presentation some 20 years
and Session
Layer 4 TCP some 30 years; likely to stay for a
long time
Layer 3 IP some 30 years v4; likely that v6 will

stay for decades

Layer 2 Ethernet basics: 30 years

One crucial is that wide area monitoring seems to be build on top of
TCP/IP - all over. There is no difference in the many different solutions
from the transport layer viewpoint. 1IEC 61850-8-1 (mapping to
MMS) is stable since UCA 2.0 (mid of the 90's). RTU protocols like
DNP3 or IEC 60870-5-101 have changed from serial links to TCP/IP -
became more convergent to IEC 61850!! Guess these protocols will be
extended to become convergent at model and configuration levels.

When it comes to the application layers, there seems to be mainly ONE
standard profile stable: The profile shown above - which is QUITE
STABLE.

There were (and are still) many people criticizing that the
communication protocols in IEC 61850 are not following new
developments faster (e.g., in the application of webservices)! Most
people like what we have. When discussing webservices, the question
is: Which one?? There is not an "old" solution like MMS that is around
for 20 years. What is discussed is: use IEC 61400-25-2 dedicated
webservices, use OPC UA webservices or use DPWS, or ... Reaching
consensus in the selection of webservices may take some time. In the
meantime we have the stable stack in IEC 61850-8-1. That is what |
call: Sustainable Interoperability.

Posted by Karlheinz Schwarz at 8:49 PM O comments []

interoperability, ipv4, ipv6, MMS, OPC, standards

Does IEC 61850 require special Ethernet Switches?

NO and Yes! It depends which services you are looking for. The
communication profiles for client/server and GOOSE messaging are
defined in IEC 61850-8-1.

The services and protocols for client/server communication are defined
in the "TCP/IP T-Profile":
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Transport IS0 Transport on top of TCP RFC 1006
Internet Control RFC 792

Message Protocol

{ICMP)

Transmission Control RFC 793

Protocal (TCP)

Metwork Internet Protocol RFC 791

An Ethernet Address Resolution Protocel (ARP) | RFC 826

Link Redundancy Parallel Redundancy Protocol and High IEC 62439-3
Availability Seamless Ring
Rapid Spanning Tree IEEE 802,10

Protocol (RSTP)

Datalink Standard for the transmission of IP datagrams RFC 694
over Ethemnet networks
Carrier Sense Multiple Access with collision ISONEC 8802-
detection (CSMAICD) 32001

This table shows that the mandatory services and protocols are
"standard" Ethernet ... you may purchase in a shop round the corner.
There is no need for a special Switch etc.

In case you want to run GOOSE (or sampled values) messages, this
requires IEEE 802.1Q (VLAN and Priority Tagging):

DatalLink: Priority Tagging/ VLAN IEEE 802.1Q (mandatory)

Ethernet Switches for rugged applications in substations have also to
conform to IEC 61850-3 (EMC, EMI, Temp range, ...).

For applications outside substations you may use "standard" Ethernet
switches.

Posted by Karlheinz Schwarz at 7:42 AM 0 comments [5.]

TCP/IP

Wednesday, February 16, 2011

How to Secure the Smart Grid Network
Infrastructure?

Andrew K. Wright, Paul Kalv, and Rodrick Sibery have published an
excellent paper with the title "Interoperability and Security for
Converged Smart Grid Networks".

The conclude: " While modern computing and technologies are now
widely used throughout control centers and utility enterprise
environments, field communications equipment largely uses
outdated technologies. By deploying a converged smart grid network,
utilities like ... can modernize their communications infrastructure,
deploy new applications such as AMI and Distribution Automation, and
adopt an architecture that is based on standards and supports
interoperability based on Internet Protocol. Interoperability will
allow them to replace individual subsystems that become out of date as
technology evolves, without requiring forklift upgrades. Converged
smart grid networks will require strong logical separation of traffic to
ensure security of smart grid applications, and this will be best provided
by a defense-in-depth architecture that considers security across all
layers of the IP stack."

Click HERE for downloading the excellent paper [pdf, 1.5MB]

Recall the following statement | posted the other day "NAMUR expects
that this clear statement and the requirements formulated will enable all
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those involved in the standardisation process to work together
constructively with a view to achieving a converged [added by
Karlheinz - Wireless Fieldbus] standard.™)

Click HERE for the discussion of the Wireless Fieldbus (NAMUR, ...).

From the view point of information models, configuration Language,
information exchange services and (IP-based) protocols we have
reached a very high level of convergence with IEC 61850 - including
the security measures as defined in IEC 62351.

Posted by Karlheinz Schwarz at 1:46 AM 0 comments [5]

Labels: communication, Critical Infrastructure Protection, Cyber Security, 1IEC 61850,
IEC 62351, security, Smart Grid, TCP, TCP/IP

Tuesday, February 15, 2011

SCADA Systems Benefit from IEC 61850 - Test it on
your own

Survalent Technology (MISSISSAUGA, ON), reported the completion of
the Princes' Islands IEC 61850 based SCADA system project for
Ayedas Energy Distribution Company that serves more than 1.8 million
customers on the Asian side of Istanbul (one of Turkey's largest
utilities).

"The project was implemented using IEC 61850 protocol for electrical
substation automation, and communicates with 47 SEL protection
relays.”

""Being able to run our SmartHMI software on the SEL 3354 platform
allows customers to take advantage of the features of IEC 61850,"
states Bijana Dimitrievska, General Manager, Survalent Europe. "IEC
61850 allows protection and control functionality in the substation to be
modeled into different logical nodes, and grouped under different logical
devices. This saves considerable time in implementing new
protection devices because you do not have to map device points
to SCADA points as in the case of DNP protocol.""

Click HERE for the complete news release.

Click HERE for an example of a typical logical node (MMXU) for
electrical characteristics (current, voltages, frequency, active power, ...).

Following you find a brief tutorial explaining why you could save
"considerable time in implementing new devcies".

You can specify a typical LN MMXU type for your project and re-use this
type in any protection or control device. A new protection device added
in the future will provide the same model!! There is no need for new
points mappings. The LN type could formally specified in an SCL
DataTypeTemplate (IEC 61850-6).

Here is a special DataTypeTemplate (I just designed for this post) with
phase voltages (PhV) and frequency (Hz) only: InType="MyMMXU-
Type_0" (see below):
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<IED cype="RITUType" mamnufacturer="SyscemCORF Pry Ltd® configVersiom="1.0" name="MyDevice
<Emrvicests
<hocessPoint pame="3ubstatiooRingl®™>
£Eprver Cimeout=Ti0®x
<huthentications>
<LDevice ipst="Measurements™ desc==">
<LND 1lnClasa=®"LLNQ" inat=®" InTypses®LLHD 17/>

<LH lnClaga= LFHD® insc="1" prefixen® 1!':?1_,-';&"7_?!-!:!_:'_.":\-
ZLH loClass="MO{0" insc="1" prefix="" lnf}'pl:-'}‘:}MU—T'.':e_'ﬂ“.-’}-
/LDevices
</ Server>
<fAccessPointy

</IED>
<DataTypeTemplaces>

£LlHadaType 1allasss<"pine 1d-"M;,'¥}I:~:'..'—I3'pE_D'>
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<D0 pamesPPRV® cypas®WYE_0%/>
</ LHadaT ype>

The logical device "Measurements™ uses one or more instances of this
InType:

<LN InClass="MMXU" inst="1" prefix="" InType="MyMMXU-Type_0"/>

representing MMXUL1 (the first instance). The hierarchical model looks
like this:

=5ELSCL
H Header
1 C0N Communication
=B MyDevice
= [ substationRing1
= n Server
= Il Measurements
o [ Lo
w Bl LPHD1
L] Data Sets
] Report Control Blocks
] Log Control
L] Inputs
@ D0 Mod
= 00 Beh
0 Health
O NamPit
= DO Hz
= DA mag
DA g
DAt
= DO Phv
m L phsa
@ L] phs8
# ] phsC

The same LnType can be used for devices from any vendor ... from a
SCADA point of view all measurements (Hz and PhV) of all devices have
the same structure and names. The values have to be mapped
internally in the devices to the real data values of the devices'
applications (encapsulated/hidden).

A SCADA system would need mainly to know the IP address. The LD
names and LN instances could figured out by retrieving the self-
description from the device. In our example the device would respond: |
am a device that contains one LD "Measurements" with a LN
"Measurements"”; the LN has a DataObject "Hz" and a DataObject "PhV"
with "phsA", "phsB" and "phsC".

Or the SACDA system just reads the SCL file to get the model. The SCL
document of the model of the IED can be used to simulate this device
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The IEC 61850 Evaluation Kit provided by SystemCorp could be used to
easily implement this (or any other) model, create a server and a client
running under Windows. And use the services: GetDaaObjecValues,
Reporting, GOOSE ... It is just that easy.

If you want to expose emulated or real voltage values through IEC
61850 you have just to emulate them in your server application or bind
them to real values you have on your PC. The application software of
the kit comes in exe and source code ... you can start right away to get
your data exposed in IEC 61850. For six months FREE evaluation. The
kit has two clients (C and C#) and a server (C).

Click HERE for a link to download the evaluation kit. Enjoy!

Click HERE for a comprehensive set of slides on the IEC 61850
Evaluation Kit with step by step explanation on how to use the various
tools [pdf, 2 MB]

Posted by Karlheinz Schwarz at 8:31 PM O comments [5]

Labels: configuration, control center, Data concentrator, DNP3, IEC 61400-25, IEC

61850, interoperability, logical node, model extensions, monitoring, SCADA, starter
kit

Shell seems to like IEC 61850 - for Good Reasons

Shell run an assessment of ABB's System 800xA with IEC 61850
capability. In a recent note it has been reported that

""ABB's System 800xA performed very well in wide range of simulated
operating conditions during our assessment,” commented Audun Gjerde
from Shell Global Solutions. "We found that it can integrate multiple
systems and processes, while maintaining a high level of system
security and process safety."

Shell's evaluation noted several strengths for System 800xA, including
its ability to integrate process and power automation on a single
platform with related integration and control of IEC 61850
devices. This capability further enhances System 800xA's fully
integrated power management capability, and the ability to remotely
access and control switchgear. This capability reduces commissioning
time, while allowing for faster online modifications during operation."

Click HERE for the report.

Click HERE for a comprehensive brochure on the 800xA ... with
explanations on the benefit of IEC 61850 like:

"IEC 61850 defines interoperable function blocks which communicate
over a network with other functions regardless on which suppliers’
device they are implementing. System 800xA’s IEC 61850
communications module is a key addition to AC 800M
communications that enables users to finally optimize the use of their
electrical subsystems within a facility relative to the power
utilization required by the process manufacturing needs in real
time."

The interoperability (ONE protocol stack for client/server and ONE
for real-time information exchange publisher/subscriber) between
devices from different suppliers is one of the crucial benefits of IEC
61850.

The brochure states on the many fieldbusses:
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"System 800xA not only provides freedom of choice of fieldbus
protocol, but of Foundation Fieldbus networks as well."

There are too many choices - the fieldbus standards are far away from
a convergent solution.

Posted by Karlheinz Schwarz at 12:35 AM O comments [
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Sunday, February 13, 2011

IEC 61850 Test Tools for SCADA Applications

The other day | was asked for some guidance in the availability of IEC
61850 test tools for SCADA applications. Here is what | have responded
(extended in this blog).

First of all, there are dedicated test tools for protection and control
testing of the real-time application behavior (from Omicron, Megger, ...)

I guess you are looking non-real-time application issues. To my
knowledge, there are no test tools available for SCADA functions that
could run test sequences automatically. What | have so far recommend
to experts is to develop their own application test tool that exactly
provides what they need.

What you may need for your application test (for non-real-time
functions) is to test the information exchange between a SCADA IEC
61850 client and an IEC 61850 IED server (protection, control, ...). This
would comprise mainly the following tests:

1. Connect client to the server
2. Browse the model of IED

3. Read status and measurements and store the values in a client test
application

4. Control outputs from/to a client/server test application

5. Reporting control and receive reports and store the values in a client
test application

6. GOOSE control and sending/receiving GOOSE messages and store the
values in a subscriber test application

The most known browser software is the IEDScout from Omicron. This
can run tests 1 and 2. It would allow you to do a lot of manually tests
for tests 3-6.

I guess what you need is a client that has an IEC 61850 API that allows
your client and server Test Application to generate and receive
messages automatically - in the order you want.

I would recommend to evaluate the IEC 61850 DLL from SystemCorp
(Perth, Western Australia). The evaluation kit comes with two simple
client applications (including application source code). You could easily
extend the client application to implement a test application that could
run your test cases automatically.

The evaluation kit is briefly introduced in the following presentation
(from my seminars):
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Click HERE to download the presentation [pdf, 2 MB]
The complete evaluation kit be downloaded form the following page:
http://nettedautomation.com/iec61850li/dll/index.html
I guess this is the most efficient way!

This kit also allows to build a server ... in order to test your SCADA
application.

The kit runs for six months for free. The DLL could be purchased from
SystemCorp later for a reasonable price.

NettedAutomation is developing more client and server applications
using the DLL - additional applications will be announced on this block.

Posted by Karlheinz Schwarz at 8:20 PM O comments [
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Five 1EC 61850 Gurus Conduct Tutorial in Sydney,
March 07-09

The comprehensive Tutorial with five world renown professionals is
filling up very fast - to get a seat register NOW. The IEC 61850
Tutorial is scheduled for Sydney (Australia), 7-9 March 2011.
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Christoph Brunner Karlheinz Schwarz
Itdpower Netted Automation
Chairman IEC TC57 WG 10 UCA Users Group

Joerg Reuter Alex Apostolov
Helinks Omicron
IEC TC57 WG10 IEEE PSRC

Rod Huges
Fod Hughes Consulting
CIGRE SC B5

Click HERE for the program and other details [pdf].
Click HERE for the registration form [word].

Click HERE for additional events ... all over.

NettedAutomation will provide an Evaluation Kit for IEC 61850
clients/server and publisher/subscriber - DLL that runs under Windows.
The kit can be used after installation for six months.

By the way, Karlheinz Schwarz is a member of IEC TC 57 WG 10, 17,
18, 19 and IEC TC 88 PT 25, ... he received the IEC 1906 Award for his
engagement in bringing IEC 61850 to the wind power industry.

Posted by Karlheinz Schwarz at 7:47 PM 0 comments H

Labels: hands-on Training, IEC 61850, IEC61850Li, IED, MMS, peopleware,
programming, SCADA, Smart Grid, Training

Friday, February 11, 2011

Wireless Sensor Networks: Users Want ONE and
ONLY ONE Standard

Some 20 (1) years after the publication of the first field bus standards,
the acceptance of field busses in the process industry is still behind
expectations! The current IEC Field Bus Standards comprise about 100
(1) parts - specifying some 50 solutions under one Standard number:
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IEC 61158. No wonder that the users are still looking for a convergent
solution.

The German Association NAMUR (representing some 120 users and
vendors involved in process automation) has published a very strong
requirement document on the convergence of wireless sensor networks:
NE 133 "Wireless Sensor Networks - Requirements for the convergence
of existing standards" ("Wireless Sensor Netzwerke: Anforderungen an
die Konvergenz der verfligbaren Standards")

NAMUR requires to get coexistence, interoperability and
Interchangeability for wireless based technologies.

The press release states that NAMUR is expecting to get ONE
International Wireless Standard for the process automation domain.
("Die NAMUR erwartet, dass diese klare MeinungsaufRerung und die
formulierten Anforderungen alle am Standardisierungsprozess Beteiligten
zu einer konstruktiven Zusammenarbeit mit dem Ziel eines
konvergierten Standards bringt.” / "NAMUR expects that this clear
statement and the requirements formulated will enable all those
involved in the standardisation process to work together constructively
with a view to achieving a converged standard.™)

Click HERE for some details listed in the press release of the annual
conference of NAMUR (Nov 2010) [pdf, German].

Click HERE for the abstract (Zusammenfassung) of NE 133. [Word,
de/en]

Click HERE for the order form to order a free of charge copy of the
requirements document NE 133 [order form, de/en] ... you will get a
free copy sent to your email address.

Click HERE for a list of IEC 61158 standards (Edition 2).

The far too many IEC standardized protocol stacks of the Field Busses
(comprising some 12.000 pages) are causing still a lot of headaches
and pain.

IEC 61850 provides JUST ONE Client/Server and two
Publisher/Subscriber protocol stack solutions - This is what the Utility
domain appreciates very much all over! Many vendors of industrial
automation systems have already or will soon implement IEC 61850 -
especially for their need to communicate over TCP/IP.

The Protocol stack defined in IEC 61850-8-1 using ISO 9506 (MMS) is
not the crucial focus of IEC 61850 at all - BUT when it comes to
interoperability at device level, then this is very crucial! IEC 61850
has more than protocols: information models and a configuration
language ...

Posted by Karlheinz Schwarz at 4:41 AM 0 comments [5]

Labels: de, en, exchangeability, Feldbus, IEC 61158, IEC61850, implementation,
interoperability, MMS, process control, TCP

Wednesday, February 9, 2011

Working in Australia: IEC 61850 Engineer Wanted

Sinclair Knight Merz (SKM) is looking for a Global Substation Automation
Specialist with a "deep knowledge in the IEC61850 standard protocol
suite”. You may be interested to work in Australia.

Click HERE to apply online to this position.
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Posted by Karlheinz Schwarz at 6:07 AM 0 comments [5]
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Friday, February 4, 2011

DistribuTech 2011 was a big Success for IEC 61850

The 2 1/2 day DistribuTech 2011 Exhibition in San Diego (USA, CA)
from 01.02.-03.02.20011 was a big show of IEC 61850 software,
devices, components and training services.

Many experts from all over came to visit the booth 2822 of SystemCorp
- many more visitors stopped at the booth than SystemCorp expected.

The experience of the Exhibition is: IEC 61850 IS A CRUCIAL
ISSUE in the North American market - and all over!! No Question:
IEC 61850 picks-up very fast! During 2011 you will see a big push
for IEC 61850 and IEC 61400-25!

The booth presented the following products many people were looking
for:

¢ IEC 61850 stack software (source code, libraries, Windows DLL)
from SystemCorp

¢ Tools, Gateways (DNP2, 101/104, Modbus, ...) from SystemCorp

e |EC 61850 at Chips from Beck IPC

¢ IEC 61850 in small devices (gateways, bay controller, general
purpose IEDs, ...) from Beck IPC

¢ Consultancy services, education and hands-on training from
NettedAutomation

SystemCorp Booth at DistribuTech 2011 in San Diego
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... Booth setting-up

_ SystemCorp Embedded Technology @
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... Booth waiting for visitors
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IEC61850@CHIP

. a happy expert ... after receiving his Beck Chip Development Kit
DK61
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[ECE18508CHIP

... Questions?
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hnology

OECK=

. Yes ... Aha, now | understand ... it is that simple, fast to market and
powerful!

Click HERE for more information on the software ... DLL, tools, ...
Posted by Karlheinz Schwarz at 10:11 AM O comments [
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NettedAutomation, seminar, SystemCorp

Solar Integration System with IEC 61850
Connectivity

Sunverge optimizes the value of solar power by leveraging the practical
advantages of distributed generation and energy storage. Their cost-
effective energy management system captures solar energy and stores
it for use when it’'s needed most, thereby shifting electrical loads,
flattening peak electricity demand and maximizing return on renewable
energy investments. With an innovative grid-tied model that fully
integrates the latest in lithium-ion energy storage, an open standards
data processing gateway leveraging IEC 61850 and NIST-SGIP
interoperability protocols and a unique hybrid inverter/converter,
Sunverge aligns the goals of residential consumers, commercial and
industrial customers and electricity utilities to help solve the energy
problems of today and tomorrow.

Click HERE for more information [pdf]
Posted by Karlheinz Schwarz at 7:20 AM 0 comments [5]
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IPv4 address pool is empty - what to do?

As of 3 February 2011, the central pool of available IPv4 addresses
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managed by the Internet Assigned Numbers Authority (IANA) is empty.

It means that the central pool of available IPv4 addresses managed by

the IANA (www.iana.org/numbers) is empty. As of February 2011, most
of the four billion IPv4 addresses available have been allocated for use

or reserved for a specific technical purpose.

It is recommended to change to IPv6 in the near future.
Click HERE for more information [pdf].

One of the first IEC 61850 products that is able to support IPv4 and
IPv6 is the Beck Chip - even it is not yet required in IEC 61850-8-1
Edition 2 FDIS.

Posted by Karlheinz Schwarz at 5:56 AM 0 comments [5]
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IEC 61850-8-1 Editon2 available for FDIS Ballot

The next parts out for FDIS (Final Draft International Standard) ballot
are:

IEC 61850-8-1 Ed.2:

Communication networks and systems for power utility automation -
Part 8-1: Specific Communication Service Mapping (SCSM) - Mappings
to MMS (ISO 9506-1 and ISO 9506-2) and to ISO/IEC 8802-3

Ballot closes: 2011-04-08

IEC 61850-4 Ed.2:
Communication networks and systems for power utility automation -
Part 4: System and project management

Ballot closes: 2011-03-18

The most crucial changes in IEC 61850-8-1 Edition 2 compared to the
Edition 1 are:

e support of Gigabit Ethernet

¢ link layer redundancy

+ extension of the length of the object reference: ObjectReference
maps to a variable length MMS visible string with a maximum
length of 129 octets.

e extension of the reason for inclusion type for comprehensive
logging

e mapping of the tracking services

e a second mapping of the objectReference when used in the
tracking services, or as linking

¢ extension of the AdditionalCause enumeration

e simulation of GOOSE telegram

o fixed-length encoded GOOSE message

¢ removal of the SCL Control Block

¢ mappings of ACSI service error codes and ISO 9506 error codes
have changed. One change that should be noted is the change in
usage of object-undefined. The object-undefined code has been
replaced by object-non-existent in many responses.

Posted by Karlheinz Schwarz at 5:23 AM 0 comments  [;.]
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Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Thursday, January 27, 2011

NettedAutomation and Kinectricts offer IEC 61850
training in USA and Canada (May/June 2011)

Kinectrics and NettedAutomation will be running two IEC 61850
Seminar/Hands-on Training:

1. Toronto, Canada - Week of May 9th, 2011 at Kinectrics IEC
61850 labs

2. Cincinnati, Ohio — Week of June 20th, 2011 in their U.S.
Facility

To inquire more about the May and June Hands-on training sessions,
email, Cherie Ferrari, Manager of Training at training@kinectrics.com

These will be presented with expert Karlheinz Schwarz, leader in 61850
technology and applications and featuring the BECK chip — 61850 on a
chip. He will be assisted by Dr. Jian-Cheng (J.C.) Tan, Kinectrics expert
in IEC 61850 Interoperability of Multi-vendor Devices and Systems.

Posted by Karlheinz Schwarz at 5:13 PM O comments [

Labels: Beck, distribution automation, IEC 61850, IEC61850, Training

Monday, January 24, 2011

What are Client/Server and Publisher/Subscriber in
IEC 618507

The terms Client/Server (C/S) and Publisher/Subscriber (P/S) in IEC
61850 are describing (communication) roles a real device may have. A
device can play any of the four roles - even at the same time.

From an information flow point of view (independent of C/S and P/S)
there are different levels of relations: (#1) the Application Layer
Protocol or communication view (see first slide); (#2) the system view
as seen from an IEC 61850-6 (SCL - System Configuration Language)
point of view (see second slide).

(#1) First slide: A server exposes the Data (in a LD/LN) that can be
accessed by the client over a TCP/IP connection - may be over Ethernet.
Or the client will receive event-driven reports from the server over
TCP/IP (Ethernet). This is a 1:1 connection at protocol level. A server
may communicate with many clients (one TCP/IP connection between
each client and server). The connection is opened by the client. Note: a
real device could play both roles - in MMS an association (connection)
allows both devices to play both roles (this is not yet used in IEC
61850)!

The slide also shows the publisher and subscriber. The publisher sends
multicast messages that are picked-up by subscribers. The subscriber is
(at communication level) NOT subscribing to the subscriber. The
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message is just sent and any device that has a subscriber role picks-up

the messages it wants to receive. Each multicast message has an Applications of 1EC 61850
identification (let's say number 277). The publisher does NOT know who in Europe and all over

is receiving the messages. This is like picking-up a newspaper at the
red traffic light in the morning. You may also subscribe to the
publishing house to get the newspaper delivered to your home every Automation with IEC
morning - this is the real publishing/subscribing). 61850

Growth of Substation
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A device that has a Server can model Data (in LD/LN), e.g. status of a
cirsuit breaker. This Data can be used for publishing values (by a
DataSet and a Control block). Strictly speaking: a Publisher does not
expose a data model. This is done by a server. The publishing service
makes use of a server (explicitly or implicitly). Explicitly means: data -
dataset - control block - message. Implicitly means: message - you
don't see the model; it may be defined in SCL only.

(#2) From a SCL (system) point of view we can model the flow of
information from a source (right), through a server/publisher, message,
client/server, ... to a sink (see next slide). In SCL we are describing the
information exchange between a Data in logical nodes - clients/servers
are not in the main focus. SCL provides - in my words - the wiring plan
of a whole system (from a source to a sink).
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The services defined in IEC 61850 ACSI are listed in the third slide:

IEC 81850
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' Page 36

The last slide shows that clients and servers can be cascaded ... this is
outside the protocols - but can be specified with SCL! SCL is a VERY
powerful specification language!!
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Examples of these cascaded relations are presented and discussed
during the hands-on training courses of NettedAutomation ... and much
more.

Summary: each device implementing all four roles defined in IEC 61850
can communicate with each other device as a client, server, publisher,
and subscriber.

Posted by Karlheinz Schwarz at 1:34 PM O comments [

Labels: ACSI, charging station, Ethernet, Gateway, hands-on Training, IEC 61850,
IEC 61850-6, Training

Friday, January 21, 2011

Experts of the USE61400-25 Users Group for IEC
61400-25 met in Fredericia (Denmark)

Many experts of he Wind Power Users Group "USE61400-25" for IEC
61400-25 (IEC 61850) met in Fredericia (Denmark) on Monday (2011-
01-17) to report and discuss experiences with the application of IEC
61400-25/61850 for Wind Turbines. 28 experts (!) from

ABB, AREVA Wind, Bachmann Electronic, DONG Energy
ENERCON, Ingeteam Technology, KEMA, Kenersys,
Mita-Teknik, Natcon7, NettedAutomation,

RE Power Systems AG, Siemens Wind Power,
Vattenfall, Vestas

met and shared the very positive experiences with the standards ... and
discussed issues that need modifications and corrections.

http://use61400-25.com

Most of these experts met with IEC TC 57 WG 17 (DER) on Tuesday
(2011-01-18): 39 people had been in the meeting on Tuesday to share
their experiences on Wind Power and DER. WG 17 met until 2011-01-
21.
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Posted by Karlheinz Schwarz at 10:32 PM 0 comments [s«]

Labels: IEC 61400-25, IEC 61850, Users Group, wind power

What does "IEC 61850 Lite" mean?

IEC 61850 is a suite of standards. Implementations usually provide a
subset of the various aspects of the many parts (IEC 61850-7-2, 7-3,
7-4, 8-1, 6, ...). There is a document in IEC 61850-7-2 that is used to
list the service models and services supported by an implementation
(PICS - Protocol Implementation Conformance Statement). The PICS
give a good overview about the communication services.

There have been several discussions on specifying a minimum list of
these PICS and name it "IEC 61850 Lite". Currently I do not see if there
will ever be such a specification, because we have a variety of markets
that would need different "Lite" specs. Most programmers (I have talked
to the recent years) that want to integrate IEC 61850 software into
their application are looking for a "lite" APl (Application Program
Interface) - for an easy and fast integration into their applications.

This was one of the crucial ideas SystemCorp (Perth, Western Australia,
www.systemcorp.com.au) had when they started to implement a "lite”
implementation. "Lite" means a - more or less - FULL set of services
BUT an easy to use APl accompanied by a SCL Design tool that
supports designing ICD/CID documents that can directly be used to
configure the information model and bind the model to the application
program. The resulted easy to use package has gained a huge interest
in the marked all over.

The crucial issue is to help people to get started within hours and days
- not weeks and months. There is a evaluation package available that
can be used on Windows. This package comes with a DLL (IEC 61850
software) and a server application (including C source code of
application) and two client applications (including C and C# source code
of application). You can run the evaluation right away - it is useable for
6 months.

Here is the link to find more details and how to get the Kkit:
http://nettedautomation.com/iec61850li/dll/index.html

The feedback from several of the more than 1,000 users of the
evaluation kits shows that this seems to be a "lite" solution many had
been looking for. The software runs on other platforms as well.

One interesting platform is the Beck IEC61850@CHIP - to get a very
"lite" implementation:

http://nettedautomation.com/iec61850li/index.htmi#beck

I will be at the DistribuTech 2011 (San Diego, Febr 01-03) at booth
2822. Here you can see what a specific "Lite implementation” looks like.
Come by for a visit.

Posted by Karlheinz Schwarz at 10:25 PM 0 comments [

Grid, Training

Sunday, January 9, 2011

IEC 61850 in the Backbone of Smart Distribution
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News on |EC 61850 and related Standards
Symposium in Darmstadt (Germany), 12th -14th April 2011

"Novel Information and Communication technologies as the back bone
for Smart Distribution" has the task to bring together the 12 project
teams for

a public exchange of experience and to consider solutions and results.

Objective of the Symposium: Exchange of experience between the
European and German lighthouse projects.

¢ Information of the public, of vendors, grid operators and other
stakeholders of the energy market, of universities and research
institutes about the running lighthouse projects.

e Discussion of the broad dissemination of the project
results and how to overcome the existing barriers.

Some key presentations will be on the implementation and application
of IEC 61850.

Click HERE for the full program [pdf]
Posted by Karlheinz Schwarz at 9:15 PM O comments [

Labels: E-Energy, 1EC 61850, Smart Grid

Wednesday, January 5, 2011

Applications of IEC 61850 in Europe and all over

The year 2011 started with some questions | received from an
employee of a big distribution company:

1. How is the implementation of IEC 61850 here in Europe especially
in German Utility Company?

2. Are there lots of substation using this IEC 618507

3. Are there lots of success stories from utility companies around the
world using this IEC 61850?

4. Will the standard IEC 61850 do lots of revisions (editions) again in
the years to come?

Here is my answer [slightly revised]:

I am happy to assist you in the domain of a very new standard
composed of some quite "old" standards. The various components of IEC
61850 are:

¢ Ethernet -> some 30 years old
e TCP/IP -> some 30 years old
¢ MMS -> some 25 years old
e XML -> some 15 years old
¢ Information Modeling -> some 25 years old

The crucial new thing is, that we have composed a comprehensive
standard with many different aspects ... building a SYSTEM. This is
more than a new communication protocol ...

Ok, here are my answers to your specific questions:

1. How is the implementation of IEC 61850 here in Europe especially in
German Utility Company?

<KHS>
IEC 61850 is used in many utilities and many production sites like
power plants, petrochemical plants, factories, ... usually turnkey

substation automation systems from one vendor.
There is no question to use it or not - if there is a question then it is
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this issue: How to specify what utilities want and how to use the
standards (in some details).
</KHS>

2. Are there lots of substation using this IEC 618507

<KHS>

Yes, the figures | have: more than 3000 worldwide.

I have a list of SICAM PAS-projects with IEC 61850. They list 433
projects with IEC 61850 (updated October 2010).

</KHS>

3. Are there lots of success stories from utility companies around the
world using this IEC 618507

<KHS>

Yes. Most stories are very positive. There are mainly issues with the
question: What do utilities expect??!?

Utilities have to get more deeply involved in the specification of the
requirements. Or they may get something they did not expect ... too
much or too less ...

I have been invited many times to help utility engineers to understand
what their company has ordered and what was commissioned. Often the
engineers have no clue what they got - even after the substation
automation systems were in operation!!

IEC 61850 is not IEC 61850 !!

In order to get what your utility want, your utility has to understand the
big impact of IEC 61850 on almost everything !!! Then the people have
to tell the vendor/system integrator what they want AND what they DO
NOT what!!

This requires well educated utility experts ... that is usually the
problem.

</KHS>

4. Will the standard IEC 61850 do lots of revisions (editions) again in
the years to come?

<KHS>

No! There is little impact from new documents to be expected - the
base technology is very stable, tested and in operation.

</KHS>

I highly recommend to you and your utility to receive education - this is
the most crucial issue today!

The recent Newton-Evans study figured out:

"Utility manpower shortages continue to negatively impact the
ability of technology supplier companies to engage utilities for
other than short-term requirements. However, third party
engineering and integration service firms have recently made significant
strides in winning substation automation-related business, from planning
to design to construction and installation."

Click HERE for the news report on the study.

This is exactly what | have learned for years: There is a lack of smart
people to deal with the future technologies in power systems. So, we
have to wait until the next generation of engineers arrives: people that
will use what is advanced and available and that can be downloaded
from the Web ... like the IEC 61850 Windows DLL evaluation Kit to get
first results within hours ...

Click HERE for the IEC 61850 Windows DLL.
Click HERE for some discussion on the education of utility experts.

Posted by Karlheinz Schwarz at 2:00 AM 1 comments [5]
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Growth of Substation Automation with I1EC 61850

There seems to be an ongoing interest in doing market studies in order
to figure out what will be the technologies applied in power system
automation in the next years or decades. One of the latest is the
following report:

"The World Market for Substation Automation and Integration Programs
in Electric Utilities: 2011-2013." by Newton-Evans Research Company

Click HERE for a brief news information found on the Newton-Evans
website.
Click HERE for some details from the report from Business Wire.

The number of systems installed in the electrical power delivery systems
is much bigger than what these kind of studies show. The news reports:
"Respondents indicated a total of 1,567 transmission substations and
5,154 distribution substations in operation as of the 4th quarter of
2010. These represent a 9% sample of U.S. and Canadian combined
totals of transmission voltage substations and nearly 10% of all
distribution voltage substations."

The power market is a global market - the potential market for IEC
61850 is global as well! The numbers of applications is in the Millions!
Check what Enel reported during the recent first European IEEE Smart
Grid conference in Gothenburg (Sweden): Enel owns over 0.4 MILLION
MV/LV Substations! HV and MV network are remotely operated, more
than 0.1 MILLION MV substations remote controlled ... There is a
potential of 0.3 MILLION LV substations where IEC 61850 one way or
the other may be used in the next decade.

One of Enel's project deals with even more potential use cases of IEC
61850:

Active Control of Distributed Energy Resources (DER) connected to the
Medium Voltage network: The project will deal with:

¢ Realizing an advanced control system

¢ Implementing an “always on” and standard-based communication
solution connecting all the relevant nodes in the network,
including DER locations.

¢ Implementing Voltage Control (at all nodes) and Power Flow
Control in the MV network.

Click HERE for the complete presentation by Enel.

Take, for example, the number of PV inverter manufactured monthly by
one vendor: SMA (Germany):

"On the reporting date, SMA had a maximum annual production capacity
of approx. 11 GW worldwide. This corresponds to a doubling in annual
production capacity in comparison to the end of 2009. Owing to the
better availability of electronic components, SMA was able to utilize
almost fully its existing production capacities in the third quarter of
2010 with an inverter output sold of nearly 2.6 GW. In the first nine
months, SMA sold inverter output of 5,738 MW in total” ... I guess this
means some 500.000 PV Inverters from one manufacturer (assuming
average inverter of 20 kW) 1!

Click HERE for the SMA news report.
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Taking the monitoring, control and automation needs reported by Enel
(above) into account means: there is a potential global market of
MILLIONS of devices per year that need "standard-based
communication™. IEC 61850 has almost everything needed.

In this light we have to look at what Newton-Evans figured out:

"Of 5,154 distribution substations in operation at participating utilities,
nearly 36% were reported to be without any automation. Just over one-
half (52%) of these distribution substations were classified as Stage 1
sites (having some IEDs, RTUs, and two-way communications). About
12% were reported to be “fully automated.”

When we talk about "standard-based communication®, we have to
use a wide-angle lens - not a zoom lens to focus on some substations
in the U.S. There are definitely a lot more of opportunities globally!

There is a bright future for IEC 61850!
Posted by Karlheinz Schwarz at 1:46 AM 0 comments [5.]
Labels: active power control, Automation, communication, condition monitoring,

control, DER, distribution, distribution automation, electric power system, IEC 61850,
interoperability, medium voltage, Power Automation, Transmission Grid

Tuesday, January 4, 2011

IEC 61850 Training Opportunities in 2011

We hope you had a smooth start into 2011. This year we will see a lot
more applications of IEC 61850 on all voltage levels: high, medium and
low voltage.

NettedAutomation has trained more than 2,200 experts from more than
500 companies and more than 60 countries. Thanks to all that have
chosen these services.

Please find the updated list of opportunities for public events in 2011:

Details
Sydney (Australia), 07.-09. March 2011
2 day IEC 61850 Training by 5 Gurus
Frankfurt (Germany) 04.-06. May 2011

3 day IEC 61850/61400-25 Seminar/Hands-on |14.-16. September 2017
Training (NettedAutomation) with
Measurement IED and several demo software
(fully functional)

Details (preliminary)
Nashville (TN, USA), Remote Conference,

20.-21. September 2011

2 day Seminar (NettedAutomation) on Power
System Communication covering IEC 61850,
IEC 61400-25, DNP3, NIST Interoperability
Roadmap, Smart Grids, ...

Note that most training courses are conducted as in-house events - the
most effective way to get what you need.

Posted by Karlheinz Schwarz at 12:04 AM 1 comments

Labels: education, hands-on Training, IEC 61400-25, IEC 61850, seminar, Training
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Friday, December 31, 2010

Greetings from (C)old Germany

As 2010 comes to a close, | want to say "Thank You!" for visiting the
IEC 61850 Blog. We wish you and your family a happy, healthy and
prosperous New Year 2011.

I look forward to serving you with a lot of news during the next year -
there will be a lot to be reported in 2011.

Best Regards,
Karlheinz

Early morning winter impressions in our backyard ... the palm tree is
protected by some lights - we hope that it will survive:

A very cold morning ... the fish pond is frozen ... the sun is very low:
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We have more snow as usual ... even here in the Rhine river valley we
have a lot.

. and some greetings from my IEC 61850 dolls explaining the
modeling approach of IEC 61850 and IEC 61400-25:

An IED contains a Logical Device ...

. a Logical Device contains a Logical Node, a Logical Node contains a
DataObject, a DataObject contains ...

B |

To access the specific DataObject ("Tmp", Temperature Value) you have
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to "open" an IED ("MyDevice" at, e.g., 198.168.178.99), open a Logical
Device ("MyLD"), open a Logical Node ("STMP1") and get the
"Tmp.mag.i"

Any question?
Posted by Karlheinz Schwarz at 4:54 AM 4 comments E

Labels: IEC 61850, logical nhode, Object model

Thursday, December 30, 2010

Some applications of SCL (1EC 61850-6)

The System Configuration Language serves many applications in
substations and in distributed automation in general. Often people are a
little bit confused ... they read here and there - but do not get the full
story.

The following list is intended to help people to find a way to get a
better understanding:

1. To understand SCL (System Configuration Language) | recommend to
read/study IEC 61850-6 Edition 2.

2. There are many applications of SCL files (some may not be found in
any standard):

e System design — single line diagram (re-useable designs in
library)

e IED development — IED capabilities

e System engineering — System configuration (re-useable config.)

e |IED configuration/parameterization — running IEDs

e Documentation — provides view of system

¢ Plausibility/verification — check if system is able to run

e Self description of IEDs — Retrieve IED section from IED

e Validation of Device content — Check model against standard

e Simulate 1/0s of IEDs for testing — Fieldbus driven remote 1/0

¢ Simulate IEDs — Generate virtual IEDs on computer from SCL file

* Message interpretation — Use SCL file to get semantic of the
model

One or the other tool is needed for all of these applications. Some tools
are available, other tools are under development ... the good thing is:
the files are all written in ASCII-Code !! so that your 16 year old son or
daughter can write simple but powerful tools by just searching and
comparing TEXT !l

Example: It is easy to check if for every control block in an Input
section (Sink) there is an IED with exactly that control block (Source)
. and so on.

3. SCL is not complex - it is very comprehensive. | have conducted
many seminars and training sessions on IEC 61850 ... SCL is very
crucial to understand ... SCL is 51 per cent of the standard in the long
run ... in my opinion.

4. The blue sky is the limit of the use of SCL.

5. Today's implementations of IEDs and Tools is quite limited ... but
wait ...

6. A two-page overview of IEC 61850 can be found here:
http://nettedautomation.com/standardization/IEC_TC57/WG10-
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12/iec61850/What-is-1EC61850.pdf

I wish you and your family a healthy and happy new year.
Posted by Karlheinz Schwarz at 11:21 PM 0 comments E

Labels: configuration, IEC 61850, IEC 61850-6, SCL

Thursday, December 23, 2010

IEC 61850 provides a lot for the Smart Electrification
The recently published IEC white paper :

Coping with the Energy Challenge
The IEC’s role from 2010 to 2030
Smart electrification — The key to energy efficiency

discusses the need of standards! No surprise, or?
Click HERE to download the white paper [pdf, 1,9 MB]
The paper concludes on page 51:

"The standards should cover connection (especially of fluctuating
sources), stability, “intelligence” (required functions of the IT
applications controlling the grid), and minimum systemic efficiency as
well as how to measure it. Aspects to deal with include balancing
demand and generation, power quality, harmonic current
emissions, voltage flicker, voltage fluctuation and islanding
prevention. The standards should allow for the necessary differences in
approach and choices made in different countries; thus some of the
resulting publications may be non-normative.

In order to facilitate implementation, the MSB [IEC Market Strategy
Board] further recommends the IEC and cooperating organizations to
organize a public symposium on what the necessary standards
and other IEC publications on the “smart grid” should contain.”

The paper states at very beginning:

"As the first IEC President, Lord Kelvin, always said: “If you cannot
measure it, you cannot improve it!”. This statement is especially true
here: without measurement you can’t credibly demonstrate energy
efficiency improvements. The IEC provides and will continue to provide
many of the measuring standards that are the basis for
benchmarking, energy audits and compliance assessments."

The edition 2 of IEC 61850-7-4 (Information models) covers already
many models of these measurements:

5.10 Logical nodes for metering and measurement LN Group: M
5.10.2 LN: Environmental information Name: MENV

5.10.3 LN: Flicker measurement name Name: MFLK

5.10.4 LN: Harmonics or interharmonics Name: MHAI
5.10.5 LN: Non-phase-related harmonics or interharmonics Name:
MHAN

5.10.6 LN: Hydrological information Name: MHYD

5.10.7 LN: DC measurement Name: MMDC

5.10.8 LN: Meteorological information Name: MMET

5.10.9 LN: Metering Name: MMTN

5.10.10 LN: Metering Name: MMTR

5.10.11 LN: Non-phase-related measurement Name: MMXN
5.10.12 LN: Measurement Name: MMXU

5.10.13 LN: Sequence and imbalance Name: MSQI

5.10.14 LN: Metering statistics Name: MSTA
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5.12 Logical nodes for power quality events LN Group: Q
5.12.2 LN: Frequency variation Name: QFVR

5.12.3 LN: Current transient Name: QITR

5.12.4 LN: Current unbalance variation Name: QIUB
5.12.5 LN: Voltage transient Name: QVTR

5.12.6 LN: Voltage unbalance variation Name: QVUB
5.12.7 LN: Voltage variation Name: QVVR

Click HERE for the preview of IEC 61850-7-4 (first 20 pages) to see the
complete list of Logical Nodes defined.

If there is any (measurement) information found in real electrical
system not yet modeled and standardized, you can define extension
according to well defined extension rules in IEC 61850-7-1 (name space
concept).

There is no need to define another series of (information models and
information exchange) standards for electrical grids.

Posted by Karlheinz Schwarz at 9:54 PM O comments [
Labels: Automation, IEC 61850, Information Model, low voltage, measurements,

medium voltage, model extensions, models, monitoring, NIST Roadmap, Power
Automation, Smart Grid

IEC 61850-7-3 published as International Standard

The second edition of IEC 61850-7-3 Ed.2 has been published early
December 2010:

Communication networks and systems for power utility automation —
Part 7-3: Basic communication structure — Common data classes

The second edition replaces the first edition, published in 2003.
The second edition:

¢ defines new common data classes used for new standards defining
object models for other domains based on IEC 61850 and for the
representation of statistical and historical data, and

e provides clarifications and corrections to the first edition of IEC
61850-7-3.

Click HERE for the preview of the standard (first 20 pages).

Posted by Karlheinz Schwarz at 9:29 PM O comments [;]

IEC’s role from 2010 to 2030 - And IEC 61850

As 2010 comes to a close, | want to say "Thank You!" for visiting my
blog.

We wish you and your family a happy, healthy and prosperous New
Year 2011.

I look forward to providing useful information on IEC 61850 and related
standards ... like the following:

While the big organizations are looking for the next 20 years to convert
electrical grids to make them smarter, we (several working groups
within IEC) are already working on it.
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An IEC white paper discusses the need of standards:

Coping with the Energy Challenge
The IEC’s role from 2010 to 2030
Smart electrification — The key to energy efficiency

Click HERE to download the white paper [pdf, 1,9 MB]

The white paper recommends "IEC, in close cooperation with CIGRE,
NIST and other relevant organizations, to develop rapidly a full and
detailed set of standards giving minimal performance rules and a full set
of options for the operation of grids. This should be conceived as a part

of the set of standards needed by “smart grids”.

I guess that we have crucial parts of the "set of standards' already
in use for some time: IEC 61850. IEC 61850 is definitely part of the
future of a smarter grid !! Also in 2010 | have not seen any competing
solution! IEC 61850 is a unique standard.

In 2010 | have seen a lot of requirements from the low voltage
application domain (power distribution) in utility grids and in many other
areas like buildings and factories.

One major step towards a broader use of IEC 61850 is the publication
of the simple and very efficient free "Evaluation and Starter Kit for IEC
61850". The Kit has been downloaded several times per day ...

Click HERE for more information.
Posted by Karlheinz Schwarz at 9:17 PM O comments []

Labels: 61850, Automation, communication, IEC 61850, low voltage, NIST Roadmap,
Power Automation, Smart Grid, standards

Saturday, December 11, 2010

VDE fordert zugigen Ausbau der Stromnetze

Laut einer Pressemitteilung des VDE haben Experten der Energiebranche
in Mannheim die Roadmap fir den Umbau der deutschen Stromnetze
diskutiert. Mittlerweile gehort es zur Pflichtibung aller méglichen
Organisationen eine Roadmap fur den Einzug der Informations- und
Kommunikationstechnik in die Energieverteilung zu erstellen. Langst
bevor die ersten Normungs-Roadmaps erschienen, war die wichtigste
Norm bereits verotffentlicht und im Einsatz.

Laut obiger Diskussion in Mannheim, "erfolgt die Aufristung zum Smart
Grid im Wesentlichen durch Einbau und Nutzung von Sensoren und
Aktoren sowie Informationstechnologie, um moglichst viele
Informationen Uber den Zustand zu erhalten, also den Beobachtungs-
und Steuerungsgrad deutlich zu steigern. Um zu einem smarten
Verteilungsnetz zu kommen, werden die Ortsnetzstationen im ersten
Schritt mit Mess- und Kommunikationseinrichtungen
ausgerustet.”

Das qilt fur die Energieversorgung in allen Regionen dieser Erde, in
offentlichen Netzen, in Gebauden, Fabriken und anderen Liegenschaften
- und far alle Spannungsebenen! Wahrend an vielen Ort gerade
begonnen wird, eine Normungs-Roadmap fir die Kommunikations- und
Informationstechniken zu erarbeiten - fahren viele bereits auf einer
gut ausgebauten Autobahn fur die Energieversorgung: Auf dem
Highway "Route 61850".

IEC 61850 ist DIE internationale Norm fur die (elektrische)
Energieversorgung!
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Hier KLICKEN, um zur VDE-Pressemitteilung zu gelangen.
Posted by Karlheinz Schwarz at 7:04 PM O comments [

Labels: de, IEC 61850, monitoring, SCADA, sensoren, Smart Grid, Substation,
Substation Automation

NERC - Supports IEC 61850 to keep the Transmission
and Distribution Grid reliable

NERC (North American Reliability Corporation) has just published an
interesting comprehensive analysis of the impact of Smart Grids on the
reliability of the transmission grids:

Reliability Considerations from Integration of Smart Grid
December 2010

The report recommends that the interoperability of devices and
systems is one of the crucial issues in future electric power systems -
including industrial sites and buildings. There is obviously one standard
that supports the interoperability to a high extend on all voltage levels:
IEC 61850.

On page 82 the report states: "An important example of why smart grid
standards need to recognize the interoperability between equipments
used in transmission and distribution, is the requirement of mapping
of Distributed Network Protocol 3 (DNP3) with IEC 61850. DNP3 is the
legacy communication protocol that is followed for large volume data
exchanges between equipment. However, IEC 61850 is recognized to
be a better standard suited for smart grid communications. To
bridge the gap between the legacy DNP3 protocols and the newer IEC
61850, a mapping is required when exchanging certain data types. The
goal is to ensure that data are seamlessly transported between devices
regardless of their adopted communication standards. DNP3 has recently
been adopted in IEEE Standard 1815. An IEEE standard and an SGIP
PAP working group are currently supporting the mapping effort between
IEC 61850 and the IEEE 1815/DNP3 standards."

Click HERE to download the full NERC report.
Posted by Karlheinz Schwarz at 4:40 PM O comments [

Labels: Critical Infrastructure Protection, distribution, distribution automation, DNP3,
IEC 61850, NIST, Transmission Grid

Wednesday, December 1, 2010

Normungs-Roadmap fur E-Mobilitat und IEC 61850

Uber die Webseite des DIN (Berlin) wurde am 30.11.2010 die "Deutsche
Normungs-Roadmap Elektromobilitat" veroffentlicht:

Die deutsche Normungs-Roadmap
Elektromobilitat — Version 1
Version 1 - 30. November 2010

Die Normungs-Roadmap referenziert auch die Normenreihe IEC 61850
als Bestandteil der zuklUnftigen Ladeinfrastruktur! Das war zu erwarten,
weil in diesem Kontext beispielsweise auch das drei-phasige
Drehstromnetz eine Rolle spielt, das bereits seit Jahren in einem
Standard-Modell definiert ist: MMXU nach IEC 61850-7-4.
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Als engagierter Normer (seit 25 Jahren) sehe ich mit den Smart(er)-
Grid-Aktivitaten eine groRe Chance fur die Normung!! Ich hoffe, dass
alle betroffenen Kreise in Deutschland die bereits BESTEHENDEN
Normen anwenden, und nicht - wie im Bereich der industriellen
Feldbusnormung - in die Vielfalt verfallen!!

»Wir streben eine weltweite Normung an, um madoglichst viele Synergien
von nationalen und internationalen Konzepten zu erreichen — vor allem
auch im Sinne des Kunden“, sagt Michael Dick in der Pressemitteilung
zur Roadmap. Liegt hier der Schwerpunkt auf "weltweite Normung" oder
"EINE weltweite Normung"?

Das ist ein lobenswertes Ziel! Die EINE Norm ist mit IEC 61850 fur den
Bereich der Ladeinfrastruktur im Wesentlichen bereits erreicht. Alle
grundlegenden Teile der Normenreihe IEC 61850 und IEC 61400-25 sind
seit mehreren Jahren bereits International Standard. Diese Normen sind
zum guten Teil ohne Anderungen anwendbar!

Klicken Sie HIER zur Pressenotiz mit dem Link zur Normungs-Roadmap.
Posted by Karlheinz Schwarz at 11:02 PM 0 comments  [;a]

Labels: de, E-Mobility, electric power system, electric vehicles, Feldbus, IEC 61850,
Power Automation, Roadmap

Sunday, November 21, 2010

Cost for IEC 61850 versus DNP3 or IEC 60870-5-104

Very often people ask me: "What is the cost for implementing of the
protocols IEC 61850, DNP3 and IEC 60870-5-1047? Isn't DNP3
cheaper?". First of all, IEC 61850 is much more than another protocol!
IEC 61850 comprises communication services and protocols for SCADA
and REAL-TIME applications. It offers metadata in the devices and self-
description services, many information models and a very crucial
System Configuration Language.

IEC 61850

sl What are the differences?

DNP3,
|[EC 61850 IEC 60870-5-104,
Fieldbus, ...
m Information models
m Configuration language
m Abstract Services
m Communication protocols | [m Communication protocol
- TCP/IP based SCADA — TCP/IP based SCADA
[Palling, spentanecys messages [Polling, spontanecus messages
re'-'tt-.ms. r-e]sm-'i‘-ﬂm. logging. (events), contral, ...]
gontrad, ..

- Real-time (GOOSE, SMVY)
— Selfdescription

If we compare the SCADA services and protocols, we can expect that
the efforts to implement one or the other communication protocol is
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more or less the same - when we implement a subset in IEC 61850 that
is functionally equivalent to DNP3 and 104.

The other features of IEC 61850 (Real-time services and protocols, self-
description services, many information models, and System
Configuration Language) are NOT defined in DNP3 and 104. So, what
does it mean to state that it is easier and cheaper to implement DNP3
and 104 than IEC 618507 If we want compare them, we should state
exactly, what we compare!

If we compare just the underlying services and protocols: all three
solutions require TCP/IP, ... -> no real difference!

Lets look at the messaging: All three require to encode and decode a
variety of messages and sequences ... may be slightly different.

The basic data types like Double-Point, Status, Time-Stamp, Quality, ...
are more or less the same.

What else do we want to compare? The other features are defined in
IEC 61850 only. Comparison means: IEC 61850 HAS them - the
others don't HAVE them. That's it.

Posted by Karlheinz Schwarz at 11:49 PM 0 comments [

Labels: DNP3, embedded system, GOOSE, IEC 60870-5-104, IEC 61850,
implementation, sampled value

SCL - For Substations or Systems?
The official title of IEC 61850-6:2009 Edition 2 (SCL) is:

Communication networks and systems for power utility automation —
Part 6: Configuration description language for communication in
electrical

substations related to IEDs

What does SCL stand for: "Substation Configuration Language" or
"System Configuration Language"?

The official Abbreviation in the Edition 2 of part 6 is as follows:
SCL = "System Configuration description Language"

Except the substation section all other sections and definitions can be
used for any application domain: hydro power, DER, wind power, power
quality, SCADA, ...

Posted by Karlheinz Schwarz at 11:12 PM 1 comments [s.]

Labels: configuration, Edition 2, 1IEC 61850, IEC 61850 edition 2, SCL
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Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Sunday, November 21, 2010

CISCO to deliver IP Communication Infrastructure
including Substations

EnergyAustralia selected Cisco's Connected Grid solution to build the
core of its smart grid infrastructure with greater security, reliability, and
operational efficiency, while complying with regulatory mandates and
industry standards such as IEC 61850 and supporting new energy
supply sources.

Click HERE for the news.
Posted by Karlheinz Schwarz at 11:02 PM 0 comments  [a]

Labels: applications, Australia, Cisco, communication, electric power system, 1EC
61850, Power Automation

IEC 61850 Timestamp to overflow in 20387

In 61850-7-2 Edition 1 the definition of TimeStamp.SecondSinceEpoch
is an INT32, which represents seconds since 1/1/1970. This will
overflow in 2038, at which time equipment now being developed will be
in use.

The Timestamp type in IEC 61850-7-2 Edition 2 is INT32U. The
timestamp will not overflow until 2106.

Posted by Karlheinz Schwarz at 10:16 PM 0 comments  [.]

Labels: ACSI, IEC 61850, IEC 61850 edition 2, implementation

Saturday, November 13, 2010

IEC 61850 also for industrial applications?!

Karlheinz Schwarz (SCC) presented IEC 61850 to some 50 experts from
the industrial automation domain at the KommA Colloquium in Lemgo
(Germany) on Thursday (2010-11-11): 1. Jahreskolloquium
,Kommunikation in der Automation (KommA 2010)“ Centrum Industrial
IT (CHIT)

The title and paper are in German: "IEC 61850 nur fur Schaltanlagen
und Smart Grids — oder Kernmodell fir die Automatisierung?"

Click HERE for the slides presented (almost all of the 32 slides are in
English).

The presentation showed that IEC 61850 has been developed by experts
from the electric power domain - especially substation engineers
(protection, control, asset management, ...). The standard defines by
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the end of 2010 many information models that are applicable in
any application domain. Example: the Logical Node STMP
(Supervision of Temperature, according to IEC 61850-7-4 Ed2). The
following excerpts of the presentation show the LN STMP and the
implemented subset - check out the Evaluation/Starter Kit and the Beck
IPC IEC61850@Chip that use this and other LNs.
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The information model offers a build-in supervision functionality. The
STMP1.Alm (Alarm) is spontaneously sent to a dedicated client (HMI,

SCADA, Gateway,

...) as soon as the TMP value reaches the TmpAImSpt

(Alarm Setpoint Value - configured, programmed or set by a

communication service):
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The information model and its binding to the real application is
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described in a SCL file (System Configuration Language, IEC 61850-6).
The SCL file is uploaded per FTP to the Beck Chip. After resetting the
Chip, the application reads the SCL file, builds the model and binds it to
the application.
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The API between the IEC 61850 Stack (provided by SystemCorp. Perth,
Western Australia) and the application is quite simple:

API: Client/Server and Object Managemen

Mo APl Purpose

1 IECE1850_Create APl to create a client or server object with call-backs
for reading, writing and updating data cbjects

2 IECE1850_LoadSCLFile | API to read the SCD XML data to get the configuration
of server or client

IECE1850_Start AP to start the server or client

4 IECE1850_Stop APl 1o stop the server o client
IECE1850_Free APl to delete a client or server object created

MNo API Purposa
IECE1850_Read Read the value of a specified data attribute

2 IECE1850_Write Write the value to a specified data attribute

3 IECE1850_Update Update the value of a specified data attribute

The underlying layers are presented and discussed during the Hands-on
Training offered by NettedAutomation - Training ""Made in Germany".

Posted by Karlheinz Schwarz at 6:55 AM 0 comments [5.]

Labels: Automation, communication, configuration, education, embedded system, lE
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Tuesday, November 9, 2010

IEC 61850-4 CDV for Edition 2 has been accepted
A further part of IEC 61850 has been approved as FDIS Edition 2:

IEC 61850-4 Ed.2.0: Communication networks and systems for power
utility automation - Part 4: System and project management

The CDV ballot closed last Friday (2010-11-05).
All votes were positive.
Posted by Karlheinz Schwarz at 8:54 PM 0 comments E

Labels: Edition 2, IEC 61850, Substation, Substation Automation

IEC 61850-7-3 Edition 2 approved
Another part of IEC 61850 has been approved as Edition 2:

IEC 61850-7-3 Ed.2: Communication networks and systems for power
utility automation - Part 7-3: Basic communication structure - Common
data classes

The FDIS ballot closed last Friday (2010-11-05).
All votes were positive.
Posted by Karlheinz Schwarz at 8:50 PM 0 comments

Labels: Edition 2, IEC 61850, Information Model, interoperability, standards

Free Cyber Security Training

Several Cyber-Security Training courses are now available on the TEEX
Domestic Preparedness Campus. This DHS/FEMA Certified Cyber-
Security Training is designed to ensure that the privacy, reliability, and
integrity of the information systems that power our global economy
remain intact and secure.

The 10 courses are offered through three discipline-specific tracks
targeting everyday non-technical computer users, technical IT
professionals, and business managers and professionals.

These courses are offered at no cost and students earn a DHS/FEMA
Certificate of completion along with Continuing Education Units (CEU) at
the completion of each course.

Click HERE for more information and how to use the material.
Posted by Karlheinz Schwarz at 8:41 PM O comments [

Labels: Critical Infrastructure Protection, security, Training

Tuesday, November 2, 2010

One day "Getting Started Event'” on IEC 61850 in
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News on |EC 61850 and related Standards

Orlando and San Diego end of January 2011

NettedAutomation GmbH /Karlsruhe, Germany) is offering a one day
"Getting Started Event" on IEC 61850 and related standards. The
program comprises the basics of Edition 1 and 2, an overview on
global acceptance and use of the standard, and presentation one of
the most efficient and easy to use stack software developed by
SystemCorp in Perth (Western Australia).

Dates and Locations:

e Friday, 28. January 2011 in Orlando (Florida)
¢ Monday, 31. January 2011 in San Diego (California) - just prior
to the DistribuTECH 2011

Attendance Fee:

e US$ 295 (including course material, evaluation software, food and
beverages).

Students will learn what the standard is all about and how to use the
free of charge fully functional evaluation stack software (DLL) for
implementing IEC 61850 client/server and publisher/subscriber under
Windows. Various application examples written in C, C++ and C#
(executable and source code) will be provided to the attendees. This is
the FASTEST, EASIEST, and CHEAPEST way to get your devices' data
modeled and right away communicated with IEC 61850.

This event is recommended for every person that is interested in IEC
61850 and IEC 61400-25 ... one way or the other. There is no pre-
knowledge needed.

IEC 61850 is THE International Standard series for information
modeling, information exchange and system configuration to support
Smart(er) Automation. Smart(er) Automation comprises application
domain like Power Generation, Power Transmission, Power Distribution,
Factory Automation, Building Automation, and many other domains.

The new title of IEC 61850 (Communication networks and systems for
power utility automation) is definitely wider than the old
(Communication networks and systems in substations). IEC does not
allow to use the right title that would really describe its application
domain: Communication networks and systems for automation.

All basic concepts of IEC 61850 (and IEC 61400-25) are applicable in
any automation system:

e native Ethernet for real-time information exchange (GOOSE) and
client/server communication,

e TCP/IP including transport layer security for client/server,

e application messaging according to MMS (Manufacturing Message
Specification, 1SO 9506),

e XML for describing information objects and system
configuration,

¢ many common information objects and functions like
"Temperature Supervision”, "PID loop control”, "device
nameplate”, etc

Tentative program:

09:30 — 09:45 Welcome, roll call of attendees, expectations

09:45 — 10:45 Introduction into information modeling, models,
information exchange and protocols, configuration
language SCL ... IEC 61850 and IEC 61400-25

10:45 — 11:00 Coffee break
11:00 - 11:15 The role of the standards in the U.S. NIST SGIP (Sir
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Grid Interoperability Panel)

11:15 - 12:00 Implementations and global market penetration of IE
61850 and IEC 61400-25
12:00 - 13:00 Lunch break

13:00 — 14:30 Presentation of SystemCorp’s IEC 61850 Stack PIS-1
IEC 61850 DLL running under Windows, integration ¢
the stack on an embedded controller, SCL tools,
network analyzers, etc

14:30 — 14:45 Coffee break

14:45 - 16:00 How to model and interface your application data wit
the PIS-10 stack API? Sample source code in C, C+-
and C# (.Net) will be presented and discussed.

Application Source code will be provided on a CD RO

16:00 — 17:00 Question & Answer Session
17:00 End of the event

The event will be conducted by Mr. Karlheinz Schwarz. He has trained
more than 2.200 people, from more than 50 countries and more than
400 companies since 2004 - all over. Recent training sessions: Frankfurt
(DE), Sydney (AU), Montreal (CAN), Dallas (US), Gothenburg (SE),
Manila (Phil), Stockholm (SE).

Tap the reach experience of Mr. Schwarz. After the event you or your
programmer can continue to use the evaluation software for your real
applications!

If you are interested to attend, please let us know. | look forward to
seeing you in Orlando or San Diego. Visit SystemCorp and
NettedAutomation at the DistribuTECH 2011 (San Diego).

Click HERE to contact us for more information on the "Getting Started
Events” in Orlando and San Diego.

Posted by Karlheinz Schwarz at 11:04 PM 0 comments [s«]
Labels: applications, Automation, communication, configuration, DER, distribution

automation, DNP3, Edition 2, Edition1, electric power system, engineering, 1EC
61400-25, IEC 61850, peopleware, SCADA, security, Smart Grid

Thursday, October 28, 2010

System Control & Supervision - and Peopleware

The Washington Post reported on October 23, 2010, that the lack of
training could cause very severe situations in the energy transmission
and distribution systems. The recent event of the San Bruno gas
pipeline burst (that killed several people) has "speed up adoption of a
rule to ensure that workers doing similar jobs at companies across the
country are well-trained ...".

"1f somebody is not trained, it could be very dangerous. If they don't
properly respond to an alarm situation, it can cause an explosion. It can

cause leaks. The damage could be very large."

"Although pipeline companies boast an impressive array of
technology, he said, at many such firms, "there is a lack of
recognition that people

have to operate that equipment.

My experience after training of more than 2.000 people form more than
500 companies and more than 50 countries with regard to advanced
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communication and information systems using IEC 61850 is this: There
is a very huge lack of recognition that people have to
design, engineer, commission, operate, diagnose, and
maintain these comprehensive and complex systems in
substations and many other applications. More often | see the following:
Utilities purchase turnkey systems - without having their own technical
people (from the field with many years experience in the power system)
consulted or trained to work with the new technology. One year later
when the warranty is finished, they have to take over the full
responsibility for the whole system! Good luck!

Impact of IEC 61850 on System Engineering, Tools, Peopleware and the
Role of the System Integrator: more on that issue in a [paper] and on
[slides]

Click HERE for the full report in the Washington Post.
Posted by Karlheinz Schwarz at 3:14 PM O comments

Labels: Automation, Critical Infrastructure Protection, education, IEC 61850,
maintenance, process control, Substation Automation, Training, utilities, workforce

Monday, October 25, 2010

Beck IPC - Workshop IEC 61850 (IEC 61400-25) und
Programmierung des Beck Chip fur IEC61850-
Anwendungen

Die Schulung findet am 10.-11. November 2010 in Pohlheim bei Giel3en
statt. Sie vermittelt die wichtigsten Schritte zur schnellen und
kostengunstige Implementierung von IEC 61850 und IEC 61400-25
konformen Geraten und Systemen basierend auf dem Beck IPC@Chip.

Was ist der Beck Chip?
Click HIER fur mehr Informationen zum Workshop.

Posted by Karlheinz Schwarz at 2:32 AM 0 comments  [;.]

Smart Grid, Substation Automation, Training, wind power

Friday, October 22, 2010

IEC 61850-7-410 and IEC 61850-7-510 are out for
comments

The CDV (Committee Draft for Vote) of IEC 61850-7-410 Ed.2:

Communication networks and systems for power utility automation -
Part 7-410: Hydroelectric power plants - Communication for
monitoring and control

is out for official comments and voting until 3010-03-11. Contact your
TC 57 National Committee for a copy for comments.

A companion document has also been published yesterday:

Draft IEC TR 61850-7-510:
Communication networks and systems for power utility automation -

Part 7-510: Hydroelectric power plants - Modeling concepts and
guidelines (developed by WG 18: Hydropower plants, communication
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for monitoring and control).

The publication of IEC 61850-7-410 introduces the general modeling
concepts of IEC 61850 to hydroelectric power plants. This Technical
Report is intended to provide explanations on how to use the Logical
Nodes

defined in IEC 61850-7-410 as well as other documents in the IEC
61850 series to model complex control functions in power plants.

Contact your TC 57 National Committee for a copy for comments.
Posted by Karlheinz Schwarz at 9:20 PM O comments [

Labels: Automation, hydro power, IEC 61850, models, monitoring

IEC 61850-6 SCL (System Configuration Language) in
Operation

One of the most crucial aspects of IEC 61850 is defined in part 6
"Configuration description language for communication in electrical
substations related to IEDs". The abbreviation is SCL; SCL stands for
"System Configuration Language". One example of a system is a
Substation. But it could be any automation system. IEC did not support
the request to change "Substation” in the title to "System".

An increasing number of vendors is understanding the impact of SCL on
the configuration of a single IED (Intelligent Electronic Device) but also
of a whole system. In my training courses | usually say that SCL
represents 51 per cent of the importance of the standard ;-)

Invensys uses a SCL tool to configure their SCADA system.

Click HERE to read a brief description what SCL does for their SCADA
system.

Posted by Karlheinz Schwarz at 9:03 PM 2 comments [;]

Labels: Automation, configuration, 1IEC 61850, SCADA, SCL, Smart Grid

Thursday, October 21, 2010

Siemens uses Trilliant for IEC 61850 based Smart
Grids - ABB invests in Trilliant

Trilliant Incorporated and Siemens Energy, Inc., announced product
interoperability for integrating distribution automation solutions
for utility customers. Available immediately, Trilliant’s SecureMesh™
WAN, a Smart Grid communication solution for distribution
networking, is interoperable with Siemens’ SIPROTEC® Compact
line/feeder protection devices.

Trilliant’'s SecureMesh WAN provides low latency communications
required of distribution automation protocols including DNP3, IEC
61850, and Modbus. It supports low latency peer-to-peer generic
object oriented substation event (GOOSE) messaging !!! GOOSE all
over! This Fall is a good time for GOOSE ... ;-)

Trilliant raises $106 Million of Capital: Investor Growth Capital,
VantagePoint, ABB, and GE invest in Trilliant

When winds of change blow, some build walls, others build windmills -
or Invest in Interoperable IEC 61850 Communication
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News on |EC 61850 and related Standards
Infrastructures. And you!?

Click HERE for the press release for the cooperation Trilliant/Siemens.
Click HERE for the press release on ABB's investment in Trilliant.

Posted by Karlheinz Schwarz at 6:27 AM 0 comments E

Siemens, Smart Grid

Saturday, October 16, 2010

Honeywell offers RTU with IEC 61850

Honeywell RTUs are IEC 61850 compliant. According to Honeywell this
reduces time and engineering to complete a project, reduces wires,
enhances security and simplifies system structures.

Click HERE to download a technical specification [pdf, 1.5 MB]
Posted by Karlheinz Schwarz at 3:32 AM 0 comments [5]

Labels: IEC 61850, RTU

IEC 61400-25-6 has been Approved as International
Standard

The 6th part of IEC 61400-25 has been approved as International
Standard on October 15, 2010. The final draft (FDIS) has been
approved by 100 per cent of the IEC TC 88 national committees. The
Standard will be published in some weeks.

IEC 61400-25-6 Ed.1: Wind Turbines - Part 25-6: Communications for
monitoring and control of wind power plants - Logical node classes and
data classes for condition monitoring

The new International Standard defines new information models.
Click HERE for the preview of the FDIS.
Posted by Karlheinz Schwarz at 3:14 AM 0 comments

Labels: condition monitoring, 1EC 61400-25-6, IEC 61850

ISaGRAF Supports IEC 61499 and IEC 61850
ISaGRAF has released the version 6 of their Workbench.

The company's flagship product 1SaGRAF is fully compliant with both
IEC 61499 and IEC 61131 industrial standards and can be used to
build a variety of automation products including embedded pcontrollers,
PAC, PLC, DCS, RTU, CNC, Motion Controllers and Safety Systems.
Supporting IEC 61850 ... I1SaGRAF sustains a high level of
standardization, integration and communication within modern
automation systems, resulting in high-end, real-time open control
systems with crash-proof reliability, powerful performance and flexibility.

Click HERE to visit the Newsletter at 1SaGRAF.

Posted by Karlheinz Schwarz at 1:57 AM O comments [;.]
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News on |EC 61850 and related Standards

Thursday, October 14, 2010

IEC 61850 in Australia - Some up-to-date Information

The Australiasien Power Technologies Magazine "Transmission &
Distribution” published a couple for brief papers on IEC 61850 in the
latest issue (05/2010). The following papers are contained:

e What Is IEC 618507

e Collaborative Engineering within Electrical Utilities

¢ Relay Application with IEC 61850 GOOSE Messages

e Scalable IEC 61850 Software Stack (Need Evaluation Software?)
e IEC 61850-9-2LE Process Bus Interface (more information)

e Digital Instrument Transformers with 9-2LE Interface

Please CLICK here to read the magazine.

Posted by Karlheinz Schwarz at 5:57 AM 0 comments [5.]

Labels: IEC 61850, IEC 61850-9-2, process bus, sampled value, Smart Grid

Tuesday, October 12, 2010

Customers talk Much to Vendors - Less to
Standardization Groups

The IEEE PES Power & Energy Magazine stated recently "in my view"
that "At a recent stakeholder workshop on smart grid interoperability
standards sponsored by the National Institute of Standards and
Technology (NISIST), the electric utility industry accounted for less
than 15%b6 of the total attendance. If the industry continues to be
severely underrepresented as the process moves to the various
standards development organizations, the utility industry will have little
say over the final standards as they are developed without its significant
input. ... For all of these reasons, it is critical that electric utility
knowledge and vision

are a part of the standard setting process."

On the other hand Dr. Lemmer (Siemens Power Automation) stated at
the CIGRE in Paris event end of August 2010 with regard to innovation
that "our customers tell us where we are going" (see video at 05:35
minutes).

I hope that more utility domain experts will get involved - one was or
the other - in the future standardization work. Especially in IEC TC 58
and related groups. As well as in the various "users groups" - that are
in fact "vendors groups". Dear Utility Domain expert, you are welcome
to join one or the other group ... which also brings you around to see
many airports ... and meet a lot of Smart People!

Click HERE for the full text of the "time to speak up! get involved in
developing smart grid standards".

Posted by Karlheinz Schwarz at 11:49 PM 1 comments [

Labels: IEEE, NIST, standards, utilities

SISCO's AX-S4 MMS is now AX-S4 61850
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News on |EC 61850 and related Standards

AX-S4 61850 ("Access for 61850" - former: "Access for MMS") is a
complete IEC 61850 interface for host applications supporting OPC on
the Microsoft Windows platform. AX-S4 61850 supports both IEC 61850
client and server to interface with Windows applications supporting OPC
and/or DDE interfaces.

Even the name of the product has changed, inside there is the same
IEC 61850 SCSM (Specific Communication Service Mapping - IEC 61850-
8-1) to MMS (Manufacturing Message Specification - 1ISO 9506).

Click HERE to read more about the AX-S4 61850 ("Access for 61850").
Posted by Karlheinz Schwarz at 9:45 PM O comments  [;]

Labels: IEC 61850, implementation, MMS, SISCO

Newer Posts Home Older Posts

Subscribe to: Posts (Atom)

http://blog.iec61850.com/search?updated-max=2010-11-21T23:12:00-08:00& max-results=18[28.01.2012 08:41:56]


http://nettedautomation.com/standardization/ISO/TC184/SC5/WG2/mms_intro/intro1.html
http://www.sisconet.com/ax-s4_61850.htm
http://www.blogger.com/profile/14655052638097798754
http://blog.iec61850.com/2010/10/sisco-ax-s4-mms-is-now-ax-s4-61850.html
http://www.blogger.com/comment.g?blogID=4947745203111651722&postID=620464264562623042
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=620464264562623042
http://www.blogger.com/email-post.g?blogID=4947745203111651722&postID=620464264562623042
http://blog.iec61850.com/search/label/IEC%2061850
http://blog.iec61850.com/search/label/implementation
http://blog.iec61850.com/search/label/MMS
http://blog.iec61850.com/search/label/SISCO
http://blog.iec61850.com/feeds/posts/default
http://blog.iec61850.com/search?updated-max=2011-02-04T05:23:00-08:00&max-results=18&reverse-paginate=true

News on |EC 61850 and related Standards

a \|_ Teilen Missbrauch melden NAgchstes Blog»

Blog erstellen Anmelden

News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Tuesday, October 12, 2010

Siemens talks about IEC 61850 at the CIGRE 2010

Dr. Englert from Siemens Energy Automation talks about the success
story of IEC 61850 at the CIGRE 2010. According to his statement
Siemens has sold more than 100.000 IEC 61850 compliant IEDs running
in more than 1.000 systems; and IEC 61850 is THE solution that is
requested in almost all tenders.

Two interesting videos are online - worth to watch.

Click HERE to see and listen to Dr. Englert (Siemens Energy
Automation) on IE 61850.

Click HERE to see and listen to Dr. Lemmer (Siemens Energy
Automation) on SIPROTEC IEDs .

Posted by Karlheinz Schwarz at 7:04 PM O comments [

Labels: IEC 61850, interoperability, protection, Relays, Siemens

Monday, October 11, 2010

Final Call: IEC 61850 Hands-on Training with
Protection Relays and other IEDs in Stockholm, 2-5
November 2010

NIST has recommended to FERC that IEC 61850 is among the first set
of six crucial International Standards for Smart Grids. The upcoming IEC
61850 Hands-on Training in Stockholm, 2-5 November 2010 conducted
by STRI and NettedAutomation is THE opportunity to learn more about
this Standard and how vendors have implemented the various parts of
the standard. The course is also applicable for those people that are
interested in IEC 61400-25 (Wind Power Extensions of IEC 61850). The
lessons presented are also applicable for any other application domain
like factory or process automation or building automation.

We will intensively use the FREE IEC 61850 DLL Evaluation Kit. You will
get copies of the Evaluation Kit for the training - if you do not yet have
them.

There are still seats available - Get two seats for the price of one
seat!

Click HERE to check the program etc.
Posted by Karlheinz Schwarz at 11:57 AM 0 comments

Labels: education, hands-on Training, IEC 61400-25, IEC 61850, IEDScout,
interoperability, NIST, NIST Roadmap, Smart Grid
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Panel Session on IEC 61850/61400-25 at first
European IEEE PES Smart Grid Conference in
Gothenburg (Sweden)

Panels are technical sessions to exchange experience and to discuss
around an actual topic. Prominent speakers have been invited to speak
at the panel sessions. The presentations are followed by a panel
discussion involving, comments and discussion from the audience.

The first Panel Session of the conference in Gothenburg (Sweden) on
2010-10-11 was titled ""Standards for Smart Grid" chaired by Lars
Nordstrom, Royal Institute of Technology, Sweden

Session summary:

ICT is a core component in the smart electricity networks of the future.
Implementing the Smart Grids requires integration of distributed control
systems at different levels across the power industry. This requires that
information from different domains such as markets, control,
automation and load management can be shared seamlessly. For this
cause, standardized interfaces and information models is a very
important building block for the Smart grid. In the panel session, a
broad overview of existing standardization efforts, including IEC, IEEE
and NIST initiatives as well as their area of application are described. In
addition more in-depth studies of specific implementations using the
main standards, specifically the IEC 61850, are presented.

Invited speeches were:

e “Standards for interoperability make the grids smart”, Lars
Nordstrom, Royal Institute of Technology, Sweden

e “lEC 61850 Lite Implementation - Low cost micro controller
chip with 1EC 61850 (IEC 61400-25) and IEC 61131-3",
Karlheinz Schwarz, Netted Automation, Germany

e “Results from Surveys on Smart Grid Standardization Initiatives”,
Mathias Uslar, OFFiS, Germany

e “A case study on Multi-agent Interoperability in IEC 61850
Environments”, Arshad Saleem, Technical University of Denmark,
Denmark

Click HERE to download the presentation “IEC 61850 Lite
Implementation” [pdf, 700 KB]

Posted by Karlheinz Schwarz at 11:41 AM O comments [
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our substations on the campus to be fully compliant with IEC 61850." Michael Schwarz

Click HERE to download the set of the 100+ slides presented [pdf, 3 Karlheinz Schwarz
MB]. If you have an account please use your email address and

password. If you don't, just enter your email address and you will

immediately receive an email with the password.

Posted by Karlheinz Schwarz at 9:16 PM 0 comments E

Labels: communication, embedded system, IEC 61400-25, IEC 61850, IEC61850Li,
NIST Roadmap, peopleware, Power Automation, Smart Grid

Saturday, October 9, 2010

NIST recommends IEC 61850 and other IEC TC 57
Standards for Regulation

The US Commerce Department's National Institute of Standards and
Technology (NIST) has recommended the Federal Energy Regulatory
Commission (FERC) that five "foundational" sets of IEC TC 57 standards
for smart grid interoperability and cyber security should be considered
by federal and state energy regulators.

e IEC 61970 and IEC 61968: Provide a Common Information
Model (CIM) necessary for exchanges of data between devices
and networks, primarily in the transmission (IEC 61970) and
distribution (IEC 61968) domains.

e« IEC 61850: Facilitates substation automation and communication
as well as interoperability through a common data format.

e IEC 60870-6: Facilitates exchanges of information between
control centers.

e IEC 62351 : Addresses the cyber security of the communication
protocols defined by the preceding IEC standards.

These standards are identified because they are essential to uniform
and interoperable communication systems throughout the grid
and will accommodate the evolution of the grid and the
integration of new technologies. They focus on the information
models and protocols important to efficient and reliable grid operations.

This is a big step forward in the use of these standard series! More to
come.

The power utility domain all over has decided to use these standards. In
2010 | have seen a lot of interest in the general automation domain
(factory and process automation) to check if IEC 61850 could be
used to replace the myriads of field busses. IEC 61850 could be used
instead of the 30+ Ethernet based field busses - and IEC 61850 has to
offer much more than any of these field busses. IEC 60870-6 and IEC
61850 rely on MMS (Manufacturing Message Specification) as the
messaging standard developed in the late 80s during the MAP 3.0
project (Manufacturing Automation Protocols). Field busses haven been
understood since the 90s to be used instead of MAP 3.0. With IEC
60870-6 and IEC 61850 we see that the basic concepts and solutions of
MAP 3.0 are back in operation - first in the power utility domain and
soon in factories and other domains.

Click HERE to download the letter from NIST to FERC [pdf]
Posted by Karlheinz Schwarz at 12:57 AM O comments [

Labels: electric power system, fieldbus, IEC 60870-6, IEC 61850, IEC 61968, IEC

61970, IEC 62351, MMS, NIST, NIST Roadmap, Smart Grid, Substation, Substation
Automation, TASE.2 ICCP
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Tuesday, October 5, 2010

Seats available for Two Day IEC 61850 Training in
Dallas (TX)

A two-day special seminar and training on IEC 61850, IEC 61400-25
and DNP3 will be conducted by Karlheinz Schwarz (Editor of IEC 61850,
IEC 61400-25, member of NIST PAP16, ...) at:

Remote 2010 Conference & Expo
October 19-20, 2010 - Dallas, Texas

Who should attend? All experts that are looking for a real standardized
method to model and exchange information from any process
application domain (power systems, factories, process control, ...). If
you are tired of the discussions which one of the 100+ field busses to
use: come by and learn that you can now easily implement and use
a TRUE International standard (IEC 61850) that uses message
standards on TCP/IP and standard Ethernet - no special Ethernet
needed!

You will get the latest in the NIST SGIP development and in the
international standardization world of IEC, IEEE, ...

You will receive a CD ROM with some 500 MB of useful information on
standards, products, tools, and demo software. You will also learn what
the IEC 61850 Lite implementation Starter Kit is all about ... and you
will get a copy of the Evaluation / Starter Kit.

Click HERE for a description of the Evaluation / Starter Kit.
There are still seats available. See you there soon.
Click HERE for more information.

Click HERE to contact me if you need more information on the program
and what you would get.

Posted by Karlheinz Schwarz at 7:37 PM O comments [

Labels: education, fieldbus, hands-on Training, IEC 61400-25, IEC 61850,
IEC61850Li, interoperability, Power Automation, starter kit

Understanding IEC 61850 Concepts, Basics and
Solutions is Crucial for Smart(er) Grids

There is still a lack of understanding of IEC 61850 concepts, basics and
solutions. During a September 30th IEC 61850 Workshop at Hydro
Quebec in Montreal (Canada) 20+ participants from Canada, USA,
Japan, Denmark, South Korea, and Germany received a bunch of useful
information with regard to IEC 61850.

Here is some feedback from attendees:

"Thank you for the opportunity you provided to Canadian experts. |
received good comments from attendees and surely, this will help the
61850 cause.”

"It was a pleasure meeting you in Montreal. Your workshop made 61850
real for most of us. And | am looking forward to build an installation
based on the protocol. As discussed, we are planning to upgrade two of
our substations on the campus to be fully compliant with IEC 61850."
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Click HERE to contact me if you are interested in the course material |
have provided at the workshop. Please let me know what your needs
are.

Posted by Karlheinz Schwarz at 7:19 PM 0 comments

Labels: DER, electric power system, IEC 61400-25, 1EC 61850, IEC61850Li,
interoperability, peopleware, Smart Grid

Monday, October 4, 2010

NIST SGIP Provides Useful Information About IEC
61850

The latest information on IEC 61850 provided by SGIP (Smart Grid
Interoperability Panel) is a summary of the background of IEC 61850 -
quite interesting information.

The contents provided:

¢ ldentification and Affiliation

¢ Level of Standardization

¢ Areas of Use

e Relationship to Other Standards or Specifications

e Dept of Energy Smart Grid Characteristics

e Priority Areas Previously Mentioned by FERC and NIST
¢ Openness

e Support, Conformance, Certification and Testing

e Functional Description of the Standard

e Architectural Principles

Click HERE to download the 12 page document.
Posted by Karlheinz Schwarz at 8:18 PM O comments [

Labels: conformance test, 1IEC 61850, IEC 62351, interoperability, NIST, Smart Grid,
standards

Tuesday, September 21, 2010

uUtility Grid Communication Network in Electric
Vehicle Charging Infrastructure takes IEC 61850 into
Account

The IEC TC 69 (Electric road vehicles and electric industrial trucks) has
proposed a new project to define "Utility grid communication network in
electric vehicle charging infrastructure™ - 69/176/NP. The New work
proposal refers to IEC 61850 as standard that should be considered as
base standard. It could be assumed that IEC 61850 has already a lot of
definitions that can be re-used by the experts that will define this
standard. It is likely that IEC 61850-7-420 has already many
information models defined for that application.

Voting is open between 2010-09-17 and 2010-12-17

Click HERE for a the official IEC announcement. Contact your national
body to get a copy of the proposal.

Posted by Karlheinz Schwarz at 5:42 AM 0 comments

Labels: batteries, charging station, Extensions, IEC 61850, IEC 61850-7-420, Power
Automation, Smart Grid
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News on |EC 61850 and related Standards

Free One Day Workshop on 1EC 61850 (IEC 61400-
25) in Montreal

A free Workshop on IEC 61850 (IEC 61400-25) will be conducted in
Montreal (Canada) next week:

Thursday, September 30, 2010; 8:30 a.m. — 3:00 p.m.

The Workshop will take place at Hydro-Québec head office in Montreal.

The workshop will be an open presentation and discussion of crucial
aspects of the standard IEC 61850 and especially of IEC 61850-7-420;
a demonstration of the latest development of the “IEC61850@CHIP” and
first experiences with the small platform especially for PV systems will
be given.

08:30 — 09:00 Welcome, roll call of attendees, expectations

09:00 — 09.30 The standardization organizations (IEC TC 57, IEEE,
TC 88, ..)

09:30 — 10:30 Introduction into information modeling, models,

information exchange, configuration language (IEC
61850-7-x and IEC 61400-25)

10:30 — 10:50 Coffee break
10:50 — 11:30 Implementations and market penetration of IEC 618!

11:30 — 12:30 Presentation of SystemCorp’s IEC 61850 Stack PIS-1
integration of the stack on Beck IPC Chip, and
demonstration of Development Kit DK61 (HW and SV
and IEC 61850 DLL running on PCs

12:30 — 13:30 Lunch (invited by H-Q)
13:30 — 15:00 Question & Answer Session
15:00 End of workshop

There are a very few seats left.

If you are interested to attend, please let me know as soon as possible
(latest by Friday, 24 September 2010) - schwarz@scc-online.de

Posted by Karlheinz Schwarz at 4:47 AM 0 comments [5.]

Labels: IEC 61400-25, IEC 61850, implementation, interoperability, peopleware,

power

Monday, September 20, 2010

High-pressure system called “Karlheinz” brings warm
temperatures

While low pressure system “Joleen” has been pushing cool, wet
weather into the country from Scandinavia, a high-pressure system
called “Karlheinz” is moving up from the south with warmer
temperatures. “That means for the next few days there will be dry
and especially warm weather during the day in central Europe, which
naturally means us too,” Temperatures could reach up to 25
degrees Celsius in the Upper Rhine region (like in Karlsruhe - the
home town of Karlheinz Schwarz, Expert on IEC 61850).

Karlheinz (Schwarz) brings good weather and good news on IEC 61850
to you ;-)
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Click HERE for the full weather report.
Posted by Karlheinz Schwarz at 11:26 PM 0 comments  [;a]

Labels: IEC 61850

Update on IEC 61850 Hands-on Training with
Multivendor IEDs in Stockholm, 2-5 November 2010

STRI and NettedAutomation offer a 4-day comprehensive Seminar and
Hands-on Training providing both theory and practice on the application
of IEC 61850 in a substation (and IEC 61400-25 in wind power plants)
by following the planning, specification, design and engineering process.
Based on real applications and multivendor test installation we follow
the engineering process all the way through configuration and testing.
The 4 day Comprehensive System Integration Course to be held in
Stockholm (Sweden) on 2-5th of November 2010 consists of:

¢ Module 1 gives an independent and detailed presentation of the
IEC 61850 standard and demonstration of STRI multivendor
interoperability training and test system.

¢ Module 2 presents the Substation Configuration Language and
use of a vendor independent tool, to demonstrate specification of
IEC 61850 systems.

¢ Module 3 presents possible functional allocations and
architectures for typical substation automation systems. How
should one apply IEC 61850 reporting and GOOSE messaging for
protection and control schemes? How to configure Ethernet
Networks and test IEC 61850 systems?

¢ Module 4 is divided in two parallel workshops. Module 4a —
covers engineering of a small interoperable IEC 61850 system
with protection and control devices from ABB, Areva and Siemens.
Module 4b focuses instead on SCADA and gateway engineering.

Just a few seats left - check for availability soon.
Click HERE for the updated Program and Registration information.

Posted by Karlheinz Schwarz at 10:46 AM O comments [

Power Automation, SCADA, SCL, Substation Automation

Thursday, September 16, 2010

The Best Corporate Brochure on IEC 61850 ever seen

ABB has published the other day the Best Brochure on I1EC 61850 I
have ever seen! The 60+ page Corporate Technical Journal presents the
strategy, vision, and experience of ABB. The Brochure contains the
following topics:

e« IEC 61850: The new approach
¢ Products for the standard

¢ Verification and validation

e Case studies of IEC 61850

This Journal is absolutely worth to read!
Click HERE to download the Journal [pdf, 2.9 MB].

Posted by Karlheinz Schwarz at 4:52 AM 0 comments [5.]
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Automation

Sunday, September 12, 2010

Interoperability and Replacement of an 1ED by
another one

The other day somebody from the user community posted a comment
on this blog. The issue discussed is on Interoperability and Replacement
of an IEC 61850 compliant IED by another one:

"That is exactly what we users want: not just be able to have different
IEDs from (possibly) different vendors cooperating in our substations,
but also be able to replace an IED by another one that is
functionally equivalent (or superior, or maybe just similar, this being
the utilty’s internal issue) regardless of what the other system
components are, and in the easiest possible way."

First of all, the Replacement of an IEC 61850 compliant IED mainly
depends on the implementation of the standard (which subsets, ...,
restrictions) and on the configuration of the system.

Replacement could be very easy but also be a bit complicated. One
example shows the impact of the implementation (restriction) and one
shows the impact of the configuration.

Restricted implementation: Suppose that an IED A (to be replaced)
has 10 Logical Devices to model the application. IED B (to replace IED
A) has only the possibility to support five (5) Logical Devices; the
restriction is done during the design of the IED.

The system engineer has configured the IEDs and the information flow
between them, e.g., the flow from IED A to other IEDs. The designed
information flow between IED A and other IEDs is like a Contract. This
contract says that IED A has 10 LDs and underlying LNs and
DataObjects. The LD name are used to designate the DataObjects; the
LN-Reference contains the LD-Name. A DataSet could have members
from all 10 LDs (this could be "written" in the contract).

If the IED B has only five (5) LDs then the designation of the

DataObjects will likely be different - it requires a modified Contract! The
Clients (Subscriber) have to take these changes of the designation into
account. This may require a re-configuration of the Clients (Subscriber).

Click HERE for a PIXIT document providing some information about an
IED, e.g. restriction of GOOSE messages that can be sent (<= 16) ...

Don' forget: Everything is limited!!

Configuration of the system: Even if IED A and IED B have the same
signal designations (same model) it could be that the "old contract"
defines a flow as follows: the information to be reported or goosed is
defined in a very big DataSet (e.g, of 100+ members). IED B may only
support DataSets with a maximum of 50 members. As a consequence
the "contract" has to be modified to create two (or more) DataSets and
two or more ControlBlocks. The Clients (Subscriber) have to take this
into account.

The "easiest possible way' means to apply the same "contract™ (flow
configuration) for IED A and IED B. If IEDs would be quite flexible with
regard to the "contracts” then a replacement would be quite easy.

By the way, the question, which "contract” we could write depends on
the vendors' implementations and the way how people configure
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News on |EC 61850 and related Standards
systems, BUT not on the standard!

The utility requirement could be modified as follows: "to replace an IED
by another one that is functionally equivalent (or superior, or
maybe just similar, this being the utilty’s internal issue) AND that uses
the same "Contract” of the information flow between the two
IEDs, regardless of what the other system components are."

Posted by Karlheinz Schwarz at 11:14 AM 4 comments E

Labels: configuration, engineering, 1EC 61850, interchangeability, interoperability,
maintenance, PIXIT

Friday, September 10, 2010

ABB's Entry Points for IEC 61850 related Information

ABB has posted a huge source of information about IEC 61850 and
applications in Substations all over. It's a nice starting point to see what
they are doing with regard to IEC 61850.

Click HERE or HERE for two ABB web pages with many good
explanations and links to useful papers and other documents.

Posted by Karlheinz Schwarz at 11:05 PM 0 comments [«

Labels: ABB, IEC 61850, Power Automation

GOOSER - Prufungen von Anlagen mit GOOSE-
Nachrichten

Ein echtes universelles IEC 61850-Pruf-Interface ist verfugbar. Der
Gooser von Megger verbindet konventionelle Relais-Prufgerate mit IEC
61850 basierten Systemen. Der "Gooser"” wird also eine echte
Alternative zu aufwendigen, neuen Schutz-Prifsysteme mit integrierter
IEC-61850-Schnittstelle gesehen.

Click HIER zum Download einer aktuellen Verdéffentlichung Uber den
GOOSER in der np.

Posted by Karlheinz Schwarz at 12:15 PM 0 comments  [.]

Labels: GOOSE, IEC 61850, protection, Relays, testing

FREE IEC 61850/61400-25 DLL - One Download per
Hour

The FREE IEC 61850/61400-25 Evaluation/Starter Kit is now available
for download since August 31, 2010. The kit provides a DLL for simple
IEC 61850 Client, Server, Publisher, and Subscriber Applications running
on a PC under Windows.

In average one Kit has been downloaded per hour since then! This
DLL and its APl seems to be one of the crucial Highlights of
Standardized Information Models, Information Exchange Methods, and
Configuration Language! It brings you the Best after the holiday season
(in many countries in the northern hemisphere - or before in the
southern).

You simply can't get it for less - Its's FREE.
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DO NOT Click HERE if you want to keep going with your legacy solution.
Posted by Karlheinz Schwarz at 11:44 AM O comments [5.4]

Labels: Automation, communication, DLL, download, embedded system, Evaluation,
IEC 61400-25, IEC 61850, IEC61850Li, Windows

Phoenix Contact is Hiring a Software Developer with
IEC 61850 Experience

Phoenix Contact is hiring a Software Developer for Embedded Systems
with IEC 61850 experience!
Good Luck!

Click HERE for the job offering [German].
Posted by Karlheinz Schwarz at 11:11 AM O comments [5.4]

Labels: electric power system, IEC 61850, Phoenix Contact, Power Automation
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News on IEC 61850 and related Standards

Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Friday, September 10, 2010 Subscribe To IEC 61850 News

Automation goes Power: Phoenix Contact starts Road B Posts

Show "Energy Management" _
B3 All Comments
Electric Power systems are on the radar screen of companies that -
traditionally - did their business in the factories. One of the well known
German companies is Phoenix Contact. What are these companies Blog Archive

looking for? More revenue? Very likely. > 2012 (11)

During the last 20 years there was very little automation in the power
industry influenced by factory automation vendors and their solutions.
This will change in a fast pace: One of the leading experts (Roland
Bent, CEO of Phoenix Contact) stated during the VDI Congress that
the market for automation systems in the utility domain (electric power, » December (8)
water, ..., clean and green technologies) will be three times bigger in
2030 than today's factory automation. Wow.

> 2011 (159)

¥ 2010 (153)

» November (9)

Click HERE for some more details ... what they are looking for ... > October (19)

Click HERE to read the announcement for an Energy Management Road v September (18)

Show [German]. Utility Grid Communication
Network in Electric
Posted by Karlheinz Schwarz at 11:03 AM O comments [ Veh
en...

Labels: Phoenix Contact, Power Automation, Power Plants, process control

EFree One Day Workshop
on IEC 61850 (IEC

61400-25) ...

High-pressure system
Substation Automation Handbook called “Karlheinz” brings

war...

Thursday, September 9, 2010

The electrical Grid is about to be transformed into a Smart(er) Grid. The

most crucial aspect is still (and | hope for ever) the electrical system Update on IEC 61850

- a system of generators, wires, transformers, switches, etc pound Hands-on Trainina with
together by some laws. Substations are important elements in the Muli g
ultive...

system. For all people that need to understand the challenge of the
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News on |EC 61850 and related Standards

This book is a comprehensive description of Substation Automation and
the coordination with Network Operation to obtain both performance
and cost benefits by enabling enhanced Power System Management ...
including the new standard IEC 61850.

Over the past decade the electricity supply industry has been subjected
to dramatic changes. World-wide the trend is to restructure vertically
integrated utilities catering for generation, transmission and distributions
into smaller "unbundled" companies. The new plant owners are pushed
to minimize costs through greater utilization of assets. The book helps
to understand the needed solutions to get there.

Click HERE to read more about the book and how to order it.
Posted by Karlheinz Schwarz at 10:53 PM 1 comments [

Labels: electric power system, IEC 61850, Substation Automation

Wednesday, September 8, 2010

IEC61850@CHIP - Forum for APl usage open

Beck IPC has opened a Forum for the IEC 61850 Stack API. What to do
if the client does not start? What if ...?

Click HERE to proceed to the IEC 61850 Forum at the website of Beck
IPC

Posted by Karlheinz Schwarz at 9:15 PM O comments [

Labels: API, Beck, IEC 61850

Special Course on Key Standards for Smart Grids in
Dallas (TX): IEC 61850, IEC 61400-25 and DNP3

A two-day special seminar and training on IEC 61850, IEC 61400-25
and DNP3 will be conducted by Karlheinz Schwarz (Editor of IEC 61850,
IEC 61400-25, member of NIST PAP16, ...) at:

Remote 2010 Conference & Expo
October 19-20, 2010 - Dallas, Texas

In this comprehensive 2-day workshop students learn the fundamental
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News on |EC 61850 and related Standards

concepts and vision of the NIST Smart Grid activities and of the IEC

61850 standard series. Students compare well known solutions like » 2009 (162)
DNP3 and the new OPC UA with IEC 61850 (IEC 61400-25, Wind
Turbines) and discuss the strength each method offers. All the IEC > 2008 (82)

61850 standards, their extensions, and many application domains are

briefly discussed and the class delves into IEC 61850 real-time and

client/server solutions. Each student (that brings his own PC) will do Contributors
some hands-on training with IEC 61850 client/server communication
and GOOSE messaging. We are using freely available evaluation
software running under Windows. Two PCs could be connected to see Michael Schwarz
messages on the Ethernet wire.

Karlheinz Schwarz

Click HERE for more details and registration information.
Posted by Karlheinz Schwarz at 8:57 PM 0 comments E

Labels: DER, DNP3, electric power system, embedded system, Ethernet, IEC 61850,
interoperability, NIST Roadmap, OPC, Smart Grid, Training

Tuesday, September 7, 2010

Redundant Ethernet for Communication in Substation
Automation Systems according to IEC 61850

The High-availability Seamless Redundancy protocol (HSR) was
designed to meet the highest availability requirements of industrial
applications (such as substation automation or motion control) with an
Ethernet based communication infrastructure. IEC 61850-90-4 "Network
Engineering Guidelines" recommends to use HSR for particular
applications.

In the context of the project supported by the Swiss innovation
promotion agency CTI, ZHAW is evaluating the feasibility of HSR.
Project partners are ABB, Hirschmann, and Siemens. These companies
have demonstrated the new solution during the recent Cigré Exhibition
in Paris (end of August 2010).

Click HERE for a report in English.
Click HERE for a report in German.

Posted by Karlheinz Schwarz at 3:03 AM 0 comments [5]

Labels: Ethernet, GOOSE, hirschmann, IEC 61850, implementation, redundancy

Saturday, September 4, 2010

NIST Smart Grid - Cyber Security Guidelines Released

The three volumes of the "Guidelines for Smart Grid Cyber Security
(NISTIR 7628)" have been published by NIST end of August 2010.

The report presents an analytical framework that organizations can use
to develop effective cyber security strategies tailored to their particular
combinations of Smart Grid-related characteristics, risks, and
vulnerabilities. Organizations in the diverse community of Smart Grid
stakeholders—from utilities to providers of energy management services
to manufacturers of electric vehicles and charging stations—can use the
methods and supporting information presented in this report as
guidance for assessing risk and identifying and applying appropriate
security requirements.

This document is a companion document to the NIST Framework and
Roadmap for Smart Grid Interoperability Standards, Release 1.0 (NIST
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News on |EC 61850 and related Standards
SP 1108), which NIST issued on January 19, 2010.

Click HERE to download Volume 1

Click HERE to download Volume 2

Click HERE to download Volume 3

Click HERE to download the NIST Framework and Roadmap for Smart
Grid Interoperability Standards, R1.0

Does IEC 61850 provide Security Measures? - Yes
Posted by Karlheinz Schwarz at 3:27 AM 0 comments [5]

Labels: Cyber Security, 1IEC 61850, IEC 62351, NIST, NIST Roadmap, security,
Smart Grid

Friday, September 3, 2010

IEC 61850 Tissue Database for Edition 2

The first four (4) parts of IEC 61850 have been published as Edition 2:
Part 6, Part 7-4, Part 7-3, and Part 7-2.

The Tissue Database (technical issues) is now open for posting tissues
on these four new parts (Edition 2):

www.tissue.iec61850.com

The first tissues have already been posted for Edition 2 documents. If
you have any tissue to be reported to the editors of the standards
please check with the tissue database - maybe your issue has already
been posted.

The Tissue Database for IEC 61400-25 is also open:
www.tissue.iec61400-25.com
Click HERE for some general remarks on Edition 1 and Edition 2.

Posted by Karlheinz Schwarz at 3:58 AM 0 comments [5]

edition 2, tissues

Update: NIST SGIP - Special Cross-PAP Session on
Information Models for Generators and Storage

Please find the agenda for the upcoming meeting of the special group in
St. Louis (MS):

Special Cross-PAP Session:
Coordinated Object Modeling for Generators and Storage
SGIP Fall Meeting
September 15, 2010, St. Louis, Missouri
12:30 to 3:00 PM

This Cross-PAP issues session is your chance to participate in
discussions on coordinating consistent object models and information
exchange requirements for different generator types (e.g., wind
turbines, hydro power plants, PV systems, and storage) across multiple
domains (consumer, distribution, and transmission). This session is
expected to aid in producing consistent object model requirements
(where possible) being developed for example by PAPs 7 and 16 for IEC
61850-7-420 (DER), IEC 61850-7-410 (hydro) and IEC 61400-25
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News on |EC 61850 and related Standards

(wind). The consistent generator control, monitoring and protection
requirements are to be coordinated and combined with requirements of
other PAPs including 3, 4, 9, and 10. There are several areas in which
the various application domains highly benefit from consistent
information models, consistent information exchange and security steps.
The interface between power generation and the control center and
between aggregators and distributed generators are obvious examples.
This session is intended to provide overviews of and to initiate
coordination of activities required to develop consistent object models
for different generator/storage types across different Smart Grid
domains.

Topics presented and discussed include:

e Status of object models for wind turbines, hydro power plants, PV
systems, other distributed energy resources — (Karlheinz Schwarz,
editor of IEC 61850 and IEC 61400-25) — 30 minutes

¢ IEC 61400-25-2 transmission level wind generator standard with
first two logical nodes that define active power control and
reactive power control (Bill Moncrief) — 20 minutes

e Key ES-DER Use Cases - The necessity of establishing a set of
core functions as a foundation for standard protocols and device
interoperability. Results from a collaborative industry activity.
(Brian Seal) — 20 minutes

e |EC 61850-7-420 for ES-DER functions, focusing on pricing
signals, volt/var schedules, direct control, and broadcast control,
as well as cyber security (Frances Cleveland, editor of IEC 61850-
7-420 and IEC 62351) — 20 minutes

¢ Common modeling concepts, key services like "report-by-
exception” and configuration language — Mapping of 61850 to
Webservices (IEC 61400-25-4), to DNP3 and to SEP 2.0 (Frances)
— 30 min

e |EC 61850-on-a-chip (Karlheinz Schwarz) — 15 minutes

Related standards and PAPs:

e IEC 61850-7-420, IEC 61400-25, IEC 62351

e IEEE P 1547.8, IEEE P174

e DNP3, SEP 2.0, MultiSpeak, CIM

e PAPs: Developed by 7 and 16; used by 3, 4, 9, 10, 8 and 14

Posted by Karlheinz Schwarz at 3:22 AM 0 comments [5.]
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Tuesday, August 31, 2010

FREE IEC 61850/61400-25 Evaluation/Starter Kit

A FREE IEC 61850/61400-25 Evaluation/Starter Kit is now available
for immediate download and use. The wait for a FREE IEC
61850/61400-25 Evaluation/Starter Kit is over - here it is for immediate
use.

SystemCorp (Perth, Australia) and NettedAutomation offer an IEC
61850/61400-25 DLL (Dynamic Link Library) and three Application
examples using the DLL (P1S10.dll; providing a simple stack API):

e C Server Application (simple Console)
e C Client Application (simple Console)
e C#/.Net Client Application (runs under XP, Vista, Windows 7)

The Kit contains executable software and the source code of the C and
.Net Applications (projects) as well as "Getting started manuals". The
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News on |EC 61850 and related Standards

P1S10.dll is based on the IEC 61850 stack developed by SystemCorp.
The client and server (publisher/subscriber - GOOSE) run on one
machine or on different machines as depicted below:

|IEC 61850 Client/ IEC 61850 Server/
Subscriber Publisher
Demo.ICD ServerDemoB1850.1C|
5
L
29 ' .
E’E i E GOOSE - ” GOOSE t |
= A——HM 1% g
E E. E E Sampled Values | _ E llll‘qurfn?r;"l:s é = |__Sampled Values "E“ § %
E.| =|E= Client/Server 2|z bl Client/Server SE| =
‘EE < E on TCGR/IP on TCPAP E -
=z| e T =]
a8 K S5 onone PCs
&E u " 4 [ » )
=5 PIS10.dIl PIS10.dIl
| ClientDemc61850.exe | ServerDemo61850.exe |

You can use these source code of the application examples and modify
them according to your needs. The configuration of the Server AND the
Client done by ICD files (according to IEC 61850-6, SCL) - no need for
self-description; the model is build at start time. This client/Server
package is applicable for M2M (machine to machine) communication.
The IEDScout could be used as a Browser-Client as well. Modified
applications would require a modified ICD file as well. The "ICD
Designer" - a tool to design ICD files - will be available within a week or
SO.

The services supported are: Association, GetDataObjectValues,
SetDataObjectValues, Control, Reporting, GOOSE, ...

NettedAutomation GmbH offers a new services for the integration of the
PIS10 stack (DLL, ...) into your application:

Support will be provided by our experienced application programmer:
Andreas Pfefferle. Andreas is familiar with Substation Automation, RTUs,
IEC 60870-5-10x, protocol integration, ... SystemCorp PIS10-Stack API
and many other power utility applications.

Click HERE to Download the IEC 61850/61400-25 Evaluation/Starter Kit
(The Kit comprises first a readme.txt file and four (4) zip files - each file
can be downloaded individually; You need at least the <<Console-
Server-Client_2010-08-31>> to get the server; to run the client
with another server you need to change the ICD file accordingly).
IF you have an Account for downloading content from
www.nettedautomation.com then you can use your email address and
password. If you have forgotten the password, just enter your email
address in the field "Email (required)" and click on the button "I agree
. continue" at the end - you will receive your password. Or just enter
your email and further information and you will receive a password
immediately.

Enjoy.
Posted by Karlheinz Schwarz at 1:15 PM O comments [

Labels: API, applications, configuration, DLL, embedded system, Evaluation, 1EC
61400-25, IEC 61850, implementation, interoperability, starter kit
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NIST SGIP - Special Cross-PAP Session on
Coordinated Information Modeling for Generators and
Storage

The fall face-to-face meeting of the NIST SGIP (Smart Grid
Interoperability Panel) will take place in St. Louis (MS) from
September 14-16, 2010.

A Special Cross-PAP Session on Coordinated Information
Modeling for Generators and Storage is intended to provide
overviews of and to initiate coordination of activities required to develop
consistent information models for different generator/storage types
across different Smart Grid domains. This Cross-PAP issues session is
your chance to participate in discussions on coordinating consistent
information models and information exchange requirements for different
generator types (e.g., wind turbines [IEC 61400-25-2], hydro power
plants [IEC 61850-7-410], PV systems, and storage [IEC 61850-7-420],
...) across multiple domains (consumer, distribution, and transmission).

Session is scheduled for Wednesday, Sept. 15th (12:30-15:00)
Click HERE for the full program and other details of the meeting.

Please note that Mr. Karlheinz Schwarz (member of PAP16, editor IEC
61850, IEC 61400-25) will be in St. Louis on Sept. 15 and 16 ... to
meet you ...

Posted by Karlheinz Schwarz at 11:42 AM O comments [
Labels: IEC 61400-25, IEc 61850-7-4 Ed2, 1EC 61850-7-410, IEC 61850-7-420,

Information Model, interoperability, interoperability tests, models, NIST, Power
Automation, seamless, standards, wind power

Friday, August 27, 2010

SystemCorp and NettedAutomation exhibit at
DistribuTech 2011

SystemCorp Embedded Technology Pty Ltd (Perth, WA/Australia) and
NettedAutomation GmbH (Karlsruhe/Germany) will exhibit the latest
developments in lite implementations of IEC 61850 and IEC 61400-25,
gateways between IEC 61850/61400-25, DNP3, IEC 60870-5, Modbus,
RTUs, Bay controller, PLC programming IEC 61131-3, starter Kits, ...
training opportunities, training tools at booth 2822 at the DistribuTech
2011 Exhibition in San Diego (CA), 1.-3. February 2010.

Please plan for a meeting the "IEC 61850 Lite" experts.
Click HERE for the floor plan and booth 2822.
Posted by Karlheinz Schwarz at 6:42 AM 0 comments [5.]

Labels: DER, Distributech, DLL, embedded system, Gateway, IEC 61131-3, IEC
61400-25, IEC 61850, Power Automation

Thursday, August 26, 2010

Draft Technical Report - IEC 61850 for Synchrophasor

Draft IEC 61850-90-5 TR Ed. 1 — Use of IEC 61850 to transmit
synchrophasor information according to IEEE C37.118 has been
published as draft Technical Report (57/1086/DC). Comments by 2010-
10-01.
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News on |EC 61850 and related Standards

This technical report describes how to use IEC 61850 to transmit
synchrophasor information according to IEEE C37.118. Later, once the
report is approved and published, results will be integrated as
amendments in the relevant parts of the IEC 61850 standard.

This document contains a first draft of that report. As a significant part,
it includes new mappings of the IEC 61850 GOOSE and sampled value
services that can be used for a wide area communication.

Two new control blocks are defined for IP networks:
* The sending of stream information (e.g. Sampled Values)
* The sending of event driven information (e.g. GOOSE)

Two possibilities are drafted:

The streams for SMV and GOOSE will be transmitted over a transport
profile that utilizes IPv4 or IPv6, and TCP as well as UDP.

Once these models are extended in the ACSI (IEC 61850-7-2) they may
also be used for Reporting over UDP.

Posted by Karlheinz Schwarz at 11:59 PM 0 comments  [;a]

Labels: communication, distribution automation, GOOSE, IEC 61850, SMV,
Synchrophasor, UDP

FDIS of IEC 61850-7-3 Edition 2 out for final Ballot

IEC Central Office has published the FDIS of IEC 61850-7-3 Edition 2
(57/1087/FDIS). The ballot closes 2010-10-29.

The second edition comprises 39 Common Data Classes (CDC):

¢ defines new common data classes used for new standards defining
object models for other domains based on IEC 61850 and for the
representation of statistical and historical data,

e provides clarifications and corrections to the first edition of IEC
61850-7-3.

Common data class specifications for status information

1. Single point status (SPS)

Double point status (DPS)

Integer status (INS)

Enumerated status (ENS) - NEW

Protection activation information (ACT)

Directional protection activation information (ACD)
Security violation counting (SEC)

Binary counter reading (BCR)

Histogram (HST) - NEW

Visible string status (VSS) - NEW

OND AN

Common data class specifications for measurand information

1. Measured value (MV)

2. Complex measured value (CMV)

3. Sampled value (SAV)

4. Phase to ground/neutral related measured values of a three-phase
system (WYE)

5. Phase to phase related measured values of a three-phase system
(DEL)

6. Sequence (SEQ)

7. Harmonic value (HMV)

8. Harmonic value for WYE (HWYE)

9. Harmonic value for DEL (HDEL)
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Common data class specifications for controls

Controllable single point (SPC)

Controllable double point (DPC)

Controllable integer status (INC)

Controllable enumerated status (ENC) - NEW

Binary controlled step position information (BSC)
Integer controlled step position information (ISC)
Controllable analogue process value (APC)

Binary controlled analog process value (BAC) - NEW

PN RN

Common data class specifications for status settings

Single point setting (SPG)

Integer status setting (ING)

Enumerated status setting (ENG) - NEW
Object reference setting (ORG) - NEW
Time setting group (TSG) - NEW
Currency setting group (CUG) - NEW
Visible string setting (VSG)- NEW

NooRWNE

Common data class specifications for analogue settings

1. Analogue setting (ASG)
2. Setting curve (CURVE)
3. Curve shape setting (CSG) - NEW

Common data class specifications for description information

1. Device name plate (DPL)
2. Logical node name plate (LPL)
3. Curve shape description (CSD)

Posted by Karlheinz Schwarz at 11:39 PM 0 comments  [a]
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ICS-CERT Advice on STUXNET Maleware Mitigation

In July, ICS-CERT published an advisory and a series of updates
regarding the Stuxnet malware entitled “ICSA-10-201- USB Malware
Targeting Siemens Control Software.”

Stuxnet makes use of a previously unpatched Windows vulnerability.
Since then, ICS-CERT has continued analysis of the Stuxnet malware in
an effort to determine more about its capabilities and intent. As the
analysis has progressed, understanding of the malware sophistication
has continued to increase.

Click HERE for the complete report [pdf].

Click HERE for details published by Symantec.

Click HERE to visit the website (in German) of GAI NetConsultant
(Berlin), a well experienced team of security experts.

Posted by Karlheinz Schwarz at 11:09 PM 0 comments [
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Kostengunstige IEC-61850-Lo6sung fur kurze
Entwicklungszeiten
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News on |EC 61850 and related Standards

Ein hoher finanzieller und zeitlicher Aufwand bei der Realisierung der
IEC 61850 und IEC 61400-25 in Steuerungen und andere Geraten hat
bisher die breite Anwendung in den unteren Spannungsebenen, in der
Energieerzeugung und weiteren Bereichen gebremst oder gar blockiert.
Seit der Hannover Messe 2010 ist jedoch eine kostengiinstige
Komplettlésung auf Basis des Beck IPC@Chip verfugbar, welche die
Entwicklung von IEC-61850-konformen Schnittstellen innerhalb kurzer
Zeit ermdglicht. Die Stack-Software auf dem Chip (von SystemCorp,
Perth, Australien) bietet ein sehr einfaches IEC-61850-APIl an - MMS
(ISO 9506) und weitere Definitionen sind verborgen. Das APl hat neben
einigen Management-Funktionen nur drei Call-Back-Funktionen als
Schnittstelle zwischen I1EC 61850 und Anwendung: Read, Write,
Update.

Click HERE for the paper in German recently published by etz / VDE
Verlag.

Click HERE to access the pdf version of the paper.

Click HERE for the APl documentation in English.

Click HERE for the description of the starter kit DK61 (development Kkit).

Posted by Karlheinz Schwarz at 1:32 AM 0 comments [5]

Power Automation, Smart Grid

Wednesday, August 18, 2010

IEC 61850 Test Labs and Certified 1EDs

The UCA International Users Group (UCAlug) has approved seven
IEC 61850 Test Labs (as of 21 July 2010):

ABB Switzerland Ltd
Server: Level B

American Electric Power (AEP)
Dolan Technology/Testing Center
Client and Server: Level A

AREVA T&D UK Ltd,
Substation Automation Solutions
Server: Level B

KEMA Nederland BV
Client and Server: Level A

NARI-RELAYS Electric Co., Ltd., Nanjing, China
Server: Level B

Xuchang KETOP Electrical Apparatus
Testing & Research Institute, Henan, China
Server: Level B

Additional labs are underway.
A total of 155 certified products are listed at the UCAIUG website.
Posted by Karlheinz Schwarz at 10:00 AM O comments [5.4]

Labels: conformance test, 1IEC 61850, testing, UCA, Users Group

IEC 61850 Tutorial at IEEE PES Conference,
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Gothenburg, 10-13 October 2010

Everybody talks about Smart Grid but what is interesting about
standards? What is a “smart” standard? Come to the IEEE PES
Conference on Innovative Smart Grid Technologies Europe 2010,
Gothenburg, Sweden, 10-13 October 2010.

And join the tutorial "IEC61850 and related standards for
interoperability within Power Utility Automation™:

Sunday 10th October, 3 sessions with 2 breaks (13:00 - 16:30):

 Requirements and challenges of a future proof migration towards
a Smart Grid

e Smart Grid Standard Landscape

¢ Implementation of the Standards
learn about IEC for small devices, Starter Kit IEC 61850 and
IEC 61400-25, Lite implementation, ... there is no excuse
anymore for not implementing these standards!

e |ED for Smart Grid

Click HERE for the Tutorial description and program.
Click HERE for the conference information and registration.

Posted by Karlheinz Schwarz at 9:18 AM 0 comments [5]

Labels: communication, distribution automation, education, IEC 61400-25, IEC
61850, interoperability, Training

European Roadmap - More Euros for Smart Grids

The European Electricity Grid Initiative (EEGI) has published a Roadmap
for the years 2010-18 and a Detailed Implementation Plan 2010-12;
with proposals how many Euros to spend.

The EEGI has proposed a nine-year European research, development
and demonstration (RD&D) program initiated by electricity transmission
and distribution network operators to accelerate innovation and the
development of the electricity networks of the future in Europe.

The following statement is great: "The proposed RD&D program focuses
on system innovation rather than on technology innovation." Yes,
the time to develop crucial Technologies was during the years 2000 and
2010. Several basic Technologies like the international communication
standards IEC 61850, IEC 61400-25, IEC 62351, IEC 61968, and IEC
61970 are published AND IMPLEMENTED in many devices - ready to
build SYSTEMS.

The time has come to USE these standards and devices - rather than

start again discussing protocols again and again ... like in the nineties
Planned investments for monitoring, communication, ... automation are:
Start Function Budge

Improved planning, monitoring and
2012 control of LV networks 100 M:

Automation and control of MV network
2011 90 M#£
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Integrated Communication Solutions
2012 50 M€

Joint Task force on IT system protocols
2011 and standards (DSO driven) 19 M¢

Click HERE to download the Roadmap.
Posted by Karlheinz Schwarz at 8:44 AM 0 comments [5.]

Labels: communication, condition monitoring, control, DER, 1EC 61400-25, IEC
61850, IEC 61968, IEC 61970, monitoring, Smart Grid, Transmission Grid
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Daily news concerning the standards IEC 61850, IEC 61400-25, IEC 61970 (CIM), IEC 60870-5, ...

Wednesday, August 18, 2010

Chinese Strong and Smart Grid Roadmap available

The "State Grid Cooperation China™ (SGCC) has published the 139 page
"SGCC Framework and Roadmap for Strong and Smart Grid Standards".
One of the key challenges is the standardization. Several IEC TC 57 and
TC 88 standards are crucial for the Strong and Smart Grid. Among
others the following standards are key: IEC 61850 and IEC 61400-25
(15+ times referenced), IEC 61968/61970 (30+), IEC 62351 (5+).

The first sentence of the three sentence summary states: "The release
and implementation of SGCC Framework and Roadmap for Strong and
Smart Grid Standards will greatly boost the standardization of smart
grid technologies in all related areas, promote wide public involvement
and facilitate technical innovation and industrial upgrading.”

The preface reads: " ... Faced with new challenges in energy sector,
State Grid Corporation of China (SGCC) officially put forward the
strategy of building a world-leading strong and smart grid with
ultra high voltage grid as its backbone and subordinate grids
coordinated at various voltage levels, featured as being IT-based,
automated, interactive, based on independent innovation. Up to
now, remarkable progress has been made in this regard. By 2020, a
smart grid that is robust and reliable, economical and efficient, clean
and environmental-friendly, transparent and open, user-friendly and
interactive is to be established. Since August 2009, SGCC has started
228 demonstration projects of 21 categories in 26 provinces and
municipalities. By now, the demonstration projects have been
progressing smoothly. ... Based on SGCC smart grid research findings
and standard framework, taking IEC smart grid standardization
roadmap and international standardization gap into consideration, SGCC
set priorities for international standards and prepared new
working item proposals for IEC. ..."

Click HERE to download the 9 MB framework and roadmap.

During the 11th Five-Year Plan period (2006-2010), SGCC promoted
power grid technology upgrading from the following ten aspects, and
accelerate the progressing of model projects that applies IEC 61850
among ten new technologies: Substation Automation Conformed
with IEC 61850.

Click HERE for details.

Posted by Karlheinz Schwarz at 6:46 AM 0 comments [5]

Labels: China, distribution automation, electric power system, electric vehicles, 1EC
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Bachmann M1 Automation System supports IEC
61850 Client

The Bachmann M1 Automation System runs also an IEC 61850 (MMS)
Client. This allows the M1 to connect to any underlying IEC 61850
server, e.g., to connect to controllers for distributed power generation
(wind power, PV, CHP, ...) or protection relays at the electrical
connection point of the feeder.

Click HERE for the newsletter in English (doc).
Click HERE for the newsletter in German (doc).

Posted by Karlheinz Schwarz at 9:09 AM 0 comments [;.]

Labels: Bahmann, communication, electric power system, IEC 61400-25, IEC 61850,

MMS, Smart Grid, wind power

Monday, August 16, 2010

Preview IEC 61400-25-6 FDIS

Please find the preview of the FDIS IEC 61500-25-6: Wind turbines —
Part 25-6: Communications for monitoring and control of wind power
plants —

Logical node classes and data classes for condition monitoring

This part defines further information models for IEC 61850 respectively
for IEC 61400-25.

Click HERE for the preview.
Posted by Karlheinz Schwarz at 8:28 PM O comments [

Labels: condition monitoring, 1EC 61400-25, IEC 61400-25-6, IEC 61850, wind
power, wind turbine controller

IEC Goes Twitter
IEC uses the latest communication channel: Twitter !!
Click HERE for visiting IEC on Twitter.

Posted by Karlheinz Schwarz at 8:21 PM O comments [

Labels: IEC, Twitter

New Smart Grid Information Clearinghouse Web
Portal open

A beta version of the Smart Grid Information Clearinghouse (SGIC)
web portal has been posted by The Virginia Tech Advanced Research
Institute to invite comments and suggestions on usability from both
consumers and the smart grid community. The full version of the site
will be released this fall. The Virginia Tech Advanced Research Institute
(ARI) was awarded a $1.25 million five-year contract by the
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Department of Energy (DOE) in October 2009 to develop the portal with
content assistance from the IEEE PES and the EnerNex Corporation. > July (17)

There is hope to receive more input from the public ... "Anyone visiting > June (12)
the portal is invited to contact the SGIC with comments and
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suggestions by clicking on “Contact SGIC Team” in the Contact Us box May (7)
located at the bottom middle of the home page." April (8)
Click HERE to visit the portal. March (9)

A very interesting paper provided by NEMA is posted on the portal -

i February (10)
worth to read: Click HERE to open the paper.

vV v v v Y

. . January (12)
The paper lists the Factors of Intelligence (see clause 4.2) The most

crucial factor seems to be the following:
e Communications — the extent of interaction and exchange of data » 2009 (162)
and control parameters between entities that can help in improving

situational awareness, support for industry standard communication > 2008 (82)
protocol.

Posted by Karlheinz Schwarz at 7:55 PM O comments  [;u] Contributors
Labels: Automation, communication, IEC 61850, peopleware, Power Automation, Karlheinz Schwarz
Smart Grid

Michael Schwarz

Friday, August 13, 2010

Integration of Process and Power Control using IEC
61850

Petrobras (Brazil) has decided to apply IEC 61850 for the integration of
power system control into the process control system. ABB has been
chosen to automate the production process and interface with the
power delivery system using IEC 61850. IEC 61850 is a major standard
to lower life-cycle cost of production facilities:

"One of the main benefits delivered to REPAR was optimal life-cycle
management and low life-cycle cost through the use of a future-
proof system with IEC 61850 interoperability. The reuse of
engineering data and the use of a standard language for programming
highlighted the power of IEC 61850 for REPAR projects and the
associated costs savings through less need for training and reduced
staff requirements."

Click HERE to access the interesting paper.

Posted by Karlheinz Schwarz at 1:15 AM 0 comments [;.]

Labels: 800xA, ABB, 1EC 61850, interoperability, Power Automation, process control

Saturday, August 7, 2010

IEC 61400-25-6 FDIS Ballot

The last step towards another International Standard for Information
models (Logical Nodes; these LNs can be implemented using IEC 61850
compliant stacks) will start August 13, 2010:

IEC 61400-25-6 Ed.1

Wind Turbines - Part 25-6: Communications for monitoring and control
of wind power plants - Logical node classes and data classes for
condition monitoring

(88/377/FDIS)

The ballot is open from August 13 to October 15, 2010.

This part of the IEC 61400-25 series specifies the information models
related to condition monitoring for wind power plants and the
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information exchange of data values related to these models.

Condition monitoring is mainly based on the following kinds of
information:

¢ Time waveform records (samples) of a specific time interval to
be exchanged in real-time or by files for analysis (e.g.
acceleration, position detection, speed, stress detection).

¢ Status information and measurements (synchronized with the
waveform records) representing the Turbine Operation Conditions.

¢ Results of Time waveform record analysis of vibration data
(scalar values, array values, statistical values, historical
(statistical) values, counters and status information).

¢ Results of analysis for example oil debris.

Contact your national IEC TC 88 committee to receive a copy.
Click HERE to visit the TC 88 website with links to national committees.

Posted by Karlheinz Schwarz at 2:30 AM O comments  [5.a]

Labels: condition monitoring, 1EC 61400-25, IEC 61400-25-6, IEC 61850, wind
power, wind turbine controller

Friday, August 6, 2010

IEC 61850 Data Acquisition Options - An Overview

IEC 61850 provides several options to access the values of modeled
information in sever devices. The following slide lists all options of IEC
61850-7-2 (ACSI - Abstract Communication Service Interface):

Information

el Summary of values from data objects

m Get a value of single data object (GetDataValues — Client driven)

s Get a list of values of data objects (GetDataValues with list sent in
each request — Client driven)

m Get the complete list values of data objects using a dataset object
(GetDataSetValues — Client driven)

m Get the complete list of values of data objects (of a dataset) using
reporting (reporting. General Interrogation — Client driven)

m Get the complete list of values of data objects (of a dataset) using
reporting (reporting, Integrity period — Server driven)

= Get one (BufTm=0) or more (BufTm=0) value(s) of data objects (of a
dataset) using reporting on data and quality change and data update —
Server driven)

s GOOSE and Sampled Values ... exchanges complete list of values of
data objects of a dataset (events: application specific — Server driven

s Get sequence of value(s) of data objects (of a dataset) using logging
(on data and u:]ualltzn,r change and data update Cl|ent drwen}

Depending on your needs you may use one or the the other option.
Reporting is the most elaborated service. The behavior of reporting
depends on the configuration of so-called Report Control Blocks.
Reporting with Integrity Period set, e.g., to 1 second is more efficient
than polling a list of data objects every second! Because polling needs
two messages: request with then object references of all data to be
polled and response with all values. Reporting with Integrity Period
requires a single report with all values every second only. You save 50
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per cent of the messages and a lot of processing resources. You can
combine integrity period (e.g., 1 minute) with immediate transmissions
of changes (events). This would save even more (in case there are
events very seldom).

Before you can configure an optimized traffic (messages going back and
forth in a Network in real-time or relaxed in seconds) you need to
understand your needs - the arrival rate of values and the needs of the
applications that access these values. And of course you need to
understand the standard and what vendors have implemented. Some
applications require information from other devices in the range of a few
microseconds - this requires usually GOOSE. The various options serve
different requirements with regard to the timeliness. It is easy to fill up
the bandwidth of 10 GBit/s with wrong configurations. Monitoring for
deadband changes (delta changes) of 0.001 per cent could cause a lot
of messages ... ;-)

Smart Grids require smart systems and smart devices - all need smart
people!

Posted by Karlheinz Schwarz at 10:27 PM 0 comments [s«]

Labels: communication, engineering, GOOSE, 1EC 61400-25, IEC 61850, IED,
peopleware, Power Automation, sampled value, Smart Grid, smart solution

IEC 61850 and IEC 61400-25 Hands-On Training

A 3 day general IEC 61850/1EC61400-25 Seminar/Hands-on Training by
Karlheinz Schwarz from NettedAutomation GmbH will be conducted in
Frankfurt/M (Germany) from 22.-24. September 2010. He has trained
more than 2,000 experts from more than 400 companies and more than
50 countries. You can tap a huge experience ...

For the hands-on training we will use the Beck IPC IEC61850@CHIP
Development Kits, Client and Server DLL and several other demo
software and free software.

There are still seats available.

Click HERE for the detailed program.
Click HERE for the registration information.

Posted by Karlheinz Schwarz at 3:29 AM 0 comments [5.]
Labels: distribution automation, DLL, electric power system, engineering, hands-on

Training, IEC 61400-25, IEC 61850, implementation, interoperability, MMS, Power
Automation, Substation Automation, Training, wind power

IEC 61850 Workshop at Hydro Quebec, Montreal,
Canada

The IEC TC 57 WG 17 (DER) will meet in Montreal, Canada, on
September 27-29, 2010. Experts from WG 17 invite interested experts
from the power utility domain for a one day workshop on IEC 61850.

Date and Time: September 30, 2010, (Thursday); 8:30 -15:00 h
Venue: Hydro Quebec, Montreal, Canada

A couple of WG 17 members have suggested to organize an extra day
for information dissemination of the results reached by WG 17 and the
ongoing work. Another objective is to discuss common modeling issues
with experts from other domains like hydro, wind, PV, ... one issue for
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discussion is the remote monitoring and control of power generation
(example of IEC 61400-25-2).

On Thursday (September 30) there will be an open presentation of
crucial aspects of the standard IEC 61850 and especially of IEC 61850-
7-420 and a demonstration of the latest development of the
“IEC61850@CHIP” and first experiences with the small platform
especially for PV systems.

The chip provides the complete IEC 61850 (IEC 61400-25) MMS,
GOOSE and Sampled Value communication stacks. The stacks and the
device data models are configurable by a standard SCL File (IEC 61850-
6) uploaded to the chip. The stack provides a simple API for IEC 61850.
Applications can be developed in C/C++ and IEC 61131-3. The focus
shifts from communication (especially MMS) programming to your
applications and system and device configuration.

The chip supports SSL and other security standards.

The development of affordable standards-conformant interfaces for
distributed energy resources can now be shortened to days or weeks -
from months and years. The range of all crucial Beck IPC products
(IPC@CHIP®s, modules, Development kits, ...SCL Designer, Application
programming using the simple stack API) will be presented and
discussed during the workshop. This extra workshop will be conducted
by Karlheinz Schwarz.

The workshop is open to everyone interested in the presentation
and demonstration free of charge. Breakfast and lunch breaks are on
the attendees; drinks will provided.

You may attend and invite other experts that may be interested to
attend.

Please let Karlheinz Schwarz (schwarz@scc-online.de) know who will
attend in order that we can confirm a seat. The number of seats is
limited to 20 seats.

Posted by Karlheinz Schwarz at 2:53 AM 0 comments  [5]

Labels: communication, DER, education, electric power system, hands-on Training,
hydro power, IEC 61400-25, IEC 61850, IEC 61850-7-420, implementation,

interoperability, interoperability tests, Smart Grid, wind power

Smart Grid Interoperability Panel (SGIP) meets in
September 2010

The next face-to-face meeting of the Smart Grid Interoperability Panel
(SGIP) will be held in St. Louis (MO) on September 14-16, 2010.

Click HERE for the program and venue.

IEC 61850 and IEC 61400-25 will be an issue in PAP 16 (Wind Power)
and several other PAPs. A joint meeting of PAPs that deal with these
standards is planned. There are several areas in which the various
application domains need consistent information models for real-time
information exchange. E.g., for the interface between power generation
and control center. There is a first standard available: IEC 61400-25-2
that defines two logical nodes - one for active power control and one for
reactive power control.

These could be used as a basis for further work in other domains. |
guess there is a need for a common core model that may have special
data for the various resources like wind, hydro, CHP, PV, ...

Karlheinz Schwarz (Editor of IEC 61850 and IEC 61400-25) will be in St.
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Louis on September 15 and 16.

The IEC TC 57 WG 17 (DER) will meet in Montreal, Canada, on
September 27-29, 2010. Experts from WG 19 invite interested experts
for a one day workshop on IEC 61850.

Click HERE for details on the Workshop.
Posted by Karlheinz Schwarz at 2:36 AM 0 comments [5]

Labels: DER, distribution automation, electric power system, IEC 61400-25, IEC
61850, Power Automation, Smart Grid, Training, wind power

Security: Hackers to take control of Power System
Automation?

Security is one of most crucial aspects in Power System Automation - in
order to keep to power flowing. Hackers have started to take over
control of critical infrastructures like power plants using Windows
operating systems.

According to AP "The latest computer worm, dubbed Stuxnet, was an
even more alarming progression. Now hackers are creating codes to
actually take over the critical systems."

Click HERE to read more details.

It is highly recommended that intelligent devices that will be used to
make the Power Systems smarter use the needed security measures.
One of the key issues is that people deciding on how much money
should be spend to ruggedize the systems are willing to develop the
measures; and people that purchase devices only when they are secure.

Posted by Karlheinz Schwarz at 1:59 AM 0 comments [5.]
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