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■  General remarks
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■  Evaluation Kit using the DLL
■  Useful  Information on Hands-On  

Training found  on CD ROM
■  How  to use  the  software
■  SCL to drive  the  Server and Client

Copyright NettedAutomation GmbH



© 2010 NettedAutomation GmbHGmbH

    

NettedAutomationNettedAutomation
GmbHGmbHGmbHGmbH

        

NettedAutomationNettedAutomation
Page 3

■  This  presentation  is  intended  to help  you  to run  the  various  demo  and 
evaluation  software  packages  on the  CD ROM provided  for  attendees  of the  
hands-on  training  courses  run  by  NettedAutomation GmbH.

■  The  Hands-On  folder  (2010-11) contains  various  packages:
–  IEC 61850 Servers and Clients 

•  DLLs  from  SystemCorp (Perth, Western Australia) –  this  software  runs  also 
on the  BECK IPC Chip (Development  Kit  DK61 with  the  Chip is  used  during  
the  hands-on  training) –  the  key  is  that  the  kit  provides  also source  code  of 
the  server  and the  client  application.

•  Infotech (Poland)
–  Browser and test tool

•  IED Scout from  Omicron  (Austria)
–  SCL Editor

•  ICD Designer from  SystemCorp
–  Network  Analyzers

•  Wireshark  and Ethereal
•  KEMA UNICA

Hands-On
Overview General remarks  (1)
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■  Please  note  the  following  crucial  requirements  to successfully  run  
the  evaluation  software:
–  READ all corresponding  readme.txt  documents!!
–  Install  <<WinPcap_4_1_2.exe>> (check at CD ROM or  www.winpcap.com)

–  Make  sure  that  only  ONE network  adapter  is  active  (disable  any  other  –  
including  wireless)

–  Check that  IP/MAC addresses  in the  ICD Files (for  server  and client) 
are  consistent  with  your  setup  (either  client  and server  on one  PC, or  on 
two  PCs).

–  Switch  off DHCP; use  fixed  (or  alternate) IP Address  –  as in SCL File

■  Please  do NOT use  any  of the  software  packets  as reference  for  
conformance  with  the  standards!!

■  Good Luck!
■  Enjoy!

Hands-On
Overview General remarks  (2)
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Recommended  Software to be  installed

■  The  following  software  packages  may  be  
installed  prior  to the  workshop:
–  Wireshark  (on CD ROM) <<wireshark-win32-1.2.1.exe>>

–  Ethereal  (CD) <<mms_ethereal_install_v116.exe>>

–  Omicron  IEDScout  (CD) <<IEDScout  V2.11 Setup 32Bit.exe>>

–  SystemCorp: IEC 61850 DLL Demo (1 Server, 2 
Clients) (CD) 
<<SET IEC61850 DLL Demo Installation.exe>> -  1 server, 1 client  
<<IEC61850Client.exe>> -  .Net client  runs  without  installing

–  UNICA analyzer  (CD) <<UniCA  61850 Analyser  v4.20.01.zip>>

Hands-On
Overview
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Seminar/Training CD ROM –  Hands-OnHands-On
Overview
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Overview  of Hands-On  packages  (1)Hands-On
Overview
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[Demo mode –  restricted  Fct.]

TMW  
IEC 61850  

Test Harness  (Client)
[21 day  full  Fct.; 

Demo mode –  restricted  Fct.]

Ethereal, Wireshark  Network  
Analyzer  (open  source)

KEMA  
UNICA Network  Analyzer
[Demo mode –  restricted  Fct.]

TMW  
IEC 61850  

Test Harness  (Server)
[21 day  full  Fct.; 

Demo mode –  restricted  Fct.]

Your  Application

Your  Application

source  code  included  on CD ROM

API

API

API

API SystemCorp‘s
Application  
Program  IF
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Overview  of Hands-On  packages  (1)Hands-On
Overview
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IEC 61850
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Configuration  of Server and Client (1)Hands-On
Overview
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Overview  of Hands-On  packages  (2)Hands-On
Overview

C/S on
different PCs

C/S on one  PC
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IP Infotech  
IEC 61850  

(Server)
[Demo mode –  restricted  Fct.]

Infotech  
IEC 61850  

(Client)
[Demo mode –  restricted  Fct.]
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Evaluation Kit using the DLL

■  Implementation of your own client 
and server application

■  Using DLL from SystemCorp (Perth, 
Western Australia)

Copyright NettedAutomation GmbH



© 2010 NettedAutomation GmbHGmbH

    

NettedAutomationNettedAutomation
GmbHGmbHGmbHGmbH

        

NettedAutomationNettedAutomation
Page 12

Your  Application

Your  Application

Overview  of Hands-On  packages  (1)Hands-On
Overview
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Omicron  
IEDScout  (Client, Test)

[Demo mode –  restricted  Fct.] Ethereal, Wireshark  Network  
Analyzer  (open  source)

KEMA  
UNICA Network  Analyzer
[Demo mode –  restricted  Fct.]
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x Recommended  Sequence  of Use
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Demos and Hands-On  Training on CD ROMHands-On
Overview

1. Please  read  this  first

2. Start with  this  demo

4. Read  these

3. Read  <<Readme.txt>>
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Demos and Hands-On  Training on CD ROM

5. Read  this

Understand  
application

Understand  
Stack APISubset of 

IEC 61850 
implemented

Background

Hands-On
Overview
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Demos and Hands-On  Training on CD ROM

6. Open this  folder

7. Install  DLL Demo

Hands-On
Overview
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Demos and Hands-On  Training on CD ROM

7. Install
DLL Demo

8. After Installation

9. Start Server

10. Start 
Client later

App  Source  Code

App  Source  Code

Hands-On
Overview
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■  After installation  of the  <<SET IEC 61850 DLL …>> 
note  that  the  client  and server  will automatically  start.

■  Of course, you  have  to install  the  <<SET IEC …>> only  
once. It  will operate  fully  functional  for  6 months.

■  Close the  client  and server  before  you  continue.

■  This  gives  you  a „clean“  start condition for  the  next  steps  
shown  on the  following  slides.

Hands-On
Overview Demos and Hands-On  Training on CD ROM
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IEC 61850 Server/
Publisher

IEC  61850 Client/
Subscriber
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Demos and Hands-On  Training on CD ROM
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Hands-On
Overview

x Recommended  Sequence  of Use

Run C/S and IED Scout on one  PC!

0
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ServerDemo61850.exe

IEDScout

MMS Messages

Demos and Hands-On  Training on CD ROM

1

2

Hands-On
Overview

<<SV61850_C-Source-with-  
STMP_2010-07-09.pdf>>
is  a helpful  explanation  of 
the  server  application  using  
the  API !! On CD ROM.
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■  After using  the  IED Scout and before  using  the  .Net 
Client it  is  recommended  that  you  stop  the  IED Scout 
and the  server.

■  Start the  server  again.

■  This  is  not  really  required  … better  safe  than  sorry.

Hands-On
Overview Demos and Hands-On  Training on CD ROM
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Demos and Hands-On  Training on CD ROM

ServerDemo61850.exe

IEC61850Client.exe

.Net Application

MMS Messages

3

Hands-On
Overview
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Demos and Hands-On  Training on CD ROM

ServerDemo61850.exe

IEC61850Client.exe

MMS Messages

4

Hands-On
Overview

The  client  does  not  browse
the  server  –  like  the  
IEDScout. The  client  knows  
the  server‘s  model  by  
interpreteing  the  ICD file  (in 
same  folder  as client  exe).
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Demos and Hands-On  Training on CD ROM

5

MMS Messages

Hands-On
Overview

In order to trace  messages  
with  any  of the  three  network  
analyzers, it  is  required  to 
run  the  server  and the  client  
on different PC connected  
by  Ethernet (end-to-end  or  
through  an Ethernet Switch).
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Evaluation Kit using the DLL

■  ICD Designer (Installation)
■  ICD Designer
■  SCL to drive  the  Server and Client
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ICD Designer (Installation)Hands-On
Overview

SystemCorp‘s

IEC 61850
ICDDesigner

[Demo version
supports

File sizes  < 50 KB]

Install  ICD Designer
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ICD DesignerHands-On
Overview

ServerDemo61850.ICD

Allows  definition  of any  
extended  model: LN class, 
DO, …
see: <<61850DTT.xml>>
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SCL for  Server generated  by  ICD DesignerHands-On
Overview

SystemCorp‘s

IEC 61850
ICDDesigner

[SCL File size
< 100 KB]
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IEC 61850 Server/
Publisher
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SCL to build  ServerHands-On
Overview

ServerDemo61850.ICD

Binding „Model to Application“  (see
DLL and DK61 Getting  started)
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Start application  (.exe)

■  DLL reads  the  <<ServerDemo61850.ICD>>

■  DLL interprets  the  ICD file

■  DLL builds  the  information  model

■  DLL builds  the  data  sets  and control  blocks

■  DLL configures  the  control  blocks

■  DLL binds  the  information  model  to the  
application

■  Start Server

Hands-On
Overview
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SCL to configure  Data Sets and ReportingHands-On
Overview

Control  Blocks 
and Data Sets 
can  be  created  and 
modified  by  simply  
modifying  ICD file  
…
start server  again  
… all changes  are  
automatically  
made.

No vendor  specific
definition/tool
required!!

ICD Designer
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IEC 61850 Server/
Publisher
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SCL to build  ServerHands-On
Overview

ServerDemo61850.ICD

Binding Model to Application

Information Model (e.g. LN 
STMP.Tmp.mag.i) must  fit 
to the  Application  
(Temperature)

Application  Data (e.g. 
Temperature) must  fit to 
the  Information Model (LN 
STMP.Tmp.mag.i) 

Information Exchange 
Methods  (e.g. Get, Set, 
Browse, DataSet, Control  
Blocks, …)
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Model mapping  to ApplicationHands-On
Overview

Scale  and offset?

API
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■  For further  details  see:
–  <<Getting_Started_DLL_IEC61850_2010-08-28.pdf>>

–  <<Seminar-IEC61850_HQ_2009-09-30.pdf>>

–  <<Getting_Started_DK61_IEC61850.pdf>>

–  <<IEC61850ProtocolAPIUserManual.pdf>>

–  and other  documents  found  under  the  
<Demos_Hands-On> folder

■  Questions? Contact  Karlheinz Schwarz at:
–  schwarz@scc-online.de

Demos and Hands-On  Training on CD ROMHands-On
Overview
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