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General remarks (1)

This presentation is intended to help you to run the various demo and
evaluation software packages on the CD ROM provided for attendees of the
hands-on training courses run by NettedAutomation GmbH.

The Hands-On folder (2010-11) contains various packages:

— |EC 61850 Servers and Clients

* DLLs from SystemCorp (Perth, Western Australia) — this software runs also
on the BECK IPC Chip (Development Kit DK61 with the Chip is used during
the hands-on training) — the key isthat the kit provides also source code of
the server and the client application.

* Infotech (Poland)
— Browser and test tool

» |ED Scout-from Omicron (Austria)
— SCL Editor

» |€D Designer from SystemCorp
— Network Analyzers

* Wireshark and Ethereal

- KEMA UNICA




General remarks (2)

m Please note the following crucial requirements to successfully run
the evaluation software:

READ all corresponding readme.txt documents!!
Install <<WinPcap 4 1 2.exe>> (check at CD ROM/Gr ' www.winpcap.com)

Make sure that only ONE network adapter is active (disable any other —
including wireless)

Check that IP/MAC addresses in the ICD Files (for server and client)
are consistent with your setup:(either client and server on one PC, or on
two PCs).

Switch off DHCP; usefixed (or alternate) IP Address — as in SCL File

m Please do NOT\use any of the software packets as reference for
conformancejwith the standards!!

m Good Luck!
= Enjoy!




Recommended Software to be installed

m The following software packages may be
installed prior to the workshop:

— Wireshark (on CD ROM) <<wireshark-win32:1.2.1.exe>>
— Ethereal (CD) <<mms_ethereal_install' v116.exe>>

— Omicron IEDScout (CD). <sIEDScout V2.11 Setup 32Bit.exe>>

— SystemCorp: IEC 61850 DLL Demo (1 Server, 2

Clients) (CD)

<<SET IEC61850 DLL Demo Installation.exe>> - 1 server, 1 client
<<|EC61850Client.exe>> - .Net client runs without installing

— UNICA analyzer (CD) <<uniCA 61850 Analyser v4.20.01.zip>>
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Overview of Hands-On packages (1)

NettedAutomation

DLL base
.Net C# client

application SystemCorp's

[+ source code] [ |[EC 61850

SystemCorp‘s DLL
DLL based | (Client)
C client [runs 6 months]

applicatio@
[+ source code

Your Application

Omicron

IEDScout (Client;\Test)

[Demo mode — restricted Fct.]

T™MW
IEC 61850

Test Harness (Client)
[21 day full Fct.;
Demo mode - restricted Fct.]

TCP/IP; taayer 2 Broadcast

Ethernet

0 SystemCorp's
N | SystemCorp's y P
® y ’ DLL based
S|IEC 61850
& DLL @ server
c% application
< C/S on one PC > ~ (Server) [+ source code]
« |[ruRs B-months]
= q>>, Your Application
/' cson N g8
\\different PCs. 4 €Y~ ~_ TMW
ula IEC 61850
O.| Test Harness (Server)
O [21 day full Fct.;
Demo mode — restricted Fct.]
Ethereal, Wireshark Network
Analyzer (open source)
@SystemCorp‘s KEMA
Application UNICA Network Analyzer
Program IF [Demo mode — restricted Fct.]

source code included on CD ROM




Overview of Hands-On packages (1)

NettedAutomation

DLL base@
.Net C# clien

application
[+ source code]

SystemCorp'‘s
DLL based

SystemCorp‘s

IEC 61850
DLL
(Client)

C cIient@on PC

application
[+ source code]

Your Application

Any
IEC 61850
Server

cic+

IEC 61131-3
Client
application

Your Application

SystemCorp’s

IEC 61850

Client

Any
IEC 61850
Client

IEC 61131-3
Server
application

Your Application




Configuration of Server and Client (1)

NettedAutomation

DLL base
.Net C# client

application
[+ source code]

SystemCorp'‘s

DLL based
C client

applicatio@
[+ source code

Your Application

SystemCorp’s

IEC 61850
DLL
(Client)

[runs 6 months]

1

P Demo.icd - Editor
Datei Bearbeiten Format Ansicht ?

1

<?xml version="1.0" encoding="UTF-8"72>

<8CL xmlns:xsd="http://www.w3.org/2001/XML3CHemal| xmlns="

<Header id=""
<Communication>
<SubNetwork name="SubNetwoEkNamg"®

version="3"/>

<ConnectedLP iedName="UWeEEIAd" zpName="Substat:

<hddress>
<P type="IP">127.0.0.1</P>

<P type="IP-SUBNET">255.255.255.0</P>
<P type="IP-GATEWAY">127.0.0.1</P>
<P type="OSI-TSEL">00000001</P>

<P type="0OSI-PSEL">01</P>

<P type="0SI-SSEL">01</P>
</Bkddress>
</ConnectedLP>

<ConnectedAP iedName="DEE1" apName="Sub5tationi:|d
M

| |

A

= 6
i
>

&CP/IP; Layer 2 Broadcast

< CI/S on one PC >

Ethernet

/ C/S on \
\ different PCs_/

Ethépnet

TCP/IP; [zayer 2 Broadcast

SystemCorp‘s STy

IEC 61850 DLL based

DLL @ server

application
(Server) [+ source code]
[ruRs B-mMonths]

Your Application

SystemCorp‘s

IEC 61850

ICDDesigner

[SCL File size
<100 KB]

|

I serverDemo61850.1CD - Editor

Datei Bearbeiten Format Ansicht ?

=10l |

<?xml version="1.0" encoding="UTF-8"2>

<Header id=""
<Communication>
<SubNetwork name="SubNetworkName">

version="3"/>

<hddress>
<P type="O0SI-AP-Title">1,1,9999,1</P>
<P type="OSI-RE-Qualifier">12</P>
<P type="0SI-FSEL">00000001</P>
<P type="O0SI-SSEL">0001</P>
<P type="OSI-TSEL">0001</P>
<P type="IP">127.0.0.1</P>
<P type="IP-SUBNET">255.255.255.0</P>
<P type="IP-GATEWAY">127.0.0.1</P>
</hddress>

<SCL xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns=

_A

<ConnectedAP iedName="DE61l" apName="SubstationR:




Overview of Hands-On packages (2)

< CI/S on one PC >

Infotech

(a o Infotech
IEC (?1850 E ‘aE'S /‘m'\ ‘aE'S E IEC 61850
(Client) O | @ N differentPCs /| €| O (Server)
[Demo mode — restricted Fct.] | | 5 i | | [Demo mode — restricted Fct.]
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Evaluation Kit using the DLL

m Implementation of your own client
and server application

m Using DLL from SystemCorp (Perth,
Western Australia)




Overview of Hands-On packages (1)

NettedAutomation
DLL based
.Net C# client
application SystemCorp's
[+ source code] [ |[EC 61850
SystemCorp'‘s DLL
DLL based (Client)
C client runs 6 months]
application b
[+ source code]
Your Application
Omicron

IEDScout (Client;\Test)

[Demo mode — restricted Fct.]

‘ Recommended Sequence of Use

TCP/IP; taayer 2 Broadcast

< CI/S on one PC >

Ethernet

/ C/S on \
\ different PCs_/

Ethépnet

TCP/IP ; kayer 2 Broadcast

SystemCorp‘s

IEC 61850
DLL
(Server)

[ruRs 6 months.

SystemCorp‘s
DLL based
server
application
[+ source code]

ur Application

Ethereal, Wireshark Network
Analyzer (open source)

KEMA

UNICA Network Analyzer
[Demo mode — restricted Fct.]




‘Wl Demos and Hands-On Training on CD ROM

i

Mame =
IC)Books
) CIMrelated
[ )Events
IiﬂHands{Jn = |
Mame ~ |
I IEC61850_HTML_small i . .
)Papers Client-Server 2. Start'with this demo
B Picty L) IECA1850-IED-5cout ]
_JJ IF e Iy Metwork-Analyzer . £
) 5lides _ _ 1. Please read this first
IhStandards —BCLFles _ !
CIuCa-IUG —AL
C)users ENNI =
() vendors o\ B IECs1850-Starterkit_2010-09-02 |
"'_ 60870-5-101-104_2007-10-23.pdf 1| A \2\1"‘ .| B+ ICD Designer
b Autorun.inf 1 o\ %l -{J) PC_Console-Server-Client_2010-08-31
_@index.hnﬂl l =3 PC_Dothet-Client .
gnalcs.hmn 1E| DotMet-Client_executable_2010-09-02
:-;_nan:s.u:n [#-{7) DotMet-Client_Sources_2010-09-02
-;:Netted-Schwgrz-F'rnﬁle-en_EEI 10-07Q pdf = . ResdmeFirst
éprnqram-rﬂ.amla_ﬂ 1_2010-10-13_WwithPagerr.pdf {23 Crudal-Docs 4. Read these
- |Public-Seminars_Metted 2030 _R0317_2010-02-01,pdf L-{7) Misc-Files_2010-08-31 =
% Seminars-Einleger_2010-84-18,pdf m = 0
shelExe. exe !
| Training-Modules-2010-02-0 1, pdf /
.1 What-is-IEC&1850_2010-04-14, pdf 3. Read <<Readme.txt>>
« | 2]

A0 E v | _PRas L © 2010 NettedAutomatio




Demos and Hands-On Training on CD ROM

Understand
Subset of
IEC 61850 Stack API
implemented
Understand
application
Ordner * | | Name \ k‘AQ\ "/

EI {r_;'l Client-Server
El E IEC&1350-5tarterkit_2010-09-02
: I +{3) ICD Designer
----- -{7) PC_Console-Server-Client_2010-08-31
EI E PC_DotMet-Client
. i{3J) DotMet-Client_executable_2010-08-92
I 4{5) DotNet-Client_Sources_2040-09%02
ReadmeFirst
{f} Cru::lal-D::csL.I
----- ) MiscFileg 20,0-08-31

AJ—

=

. iGetting \Started DK&1 IECE1850.pdf
I-ti GEt‘tlng Started DLL IEC51350.pdf I

-

[

g F'IS 1III PICS.pdf
! IECE IEEDPmb:ucDLﬁ.F'ILIserManual pdf

/

IEC61850 HQ 2009-09-30.pdf— |

- Seminar

5. Read this

Background




Ordner

EI E Client-Server

EI IEI IEC61850-5tarterkit_2010-09-02

[#-{C3) ICD Designer
% PC_Console-Server-Client_2010-08-31 |
=

PC_DotMet-Client

----- -+{7) DotMet-Client_executable_2010-09-0

; I 1) DotMet-Client_Sources_2010-09-02
= {El ReadmeFirst

----- lﬂ' Crucial-Docs

----- -3 MiscFiles_2010-08-31

= | | Name

o | | TEP1S 10 PICS. pdf

| | - IEC51850Protocol APTUserManual, pdf
T Getting Started DKS1 IEC51850,pdf
"% Getting_Started_DLL_IEC6 1850 pdf

- tSemlnar-IECE 1850 _He~ 2009-03-30, pdf

6. Open this folder

Aﬁrﬂ |

= 1) IECa 18505 arterkit_2010-09-02
I ia ICD Designer

PC_Console-Server-Client_2010-08-31

E| E| PC_Dothet-Client

: I {3 DotNet-Client_Sources_2010-09-02
= {EI ReadmeFirst

----- iﬁ Crucial-Docs

----- () MiscFiles_2010-08-31

Crdner . Nv = - Grﬁﬂel
B0 Client-Server o [l @ SET IEC51850 DLL Demo Inst... 5.025 KB

----- .+{(7) DotMet-Client_executable_2010-09-02

==

7. Install DLL Demo




‘Wl Demos and Hands-On Training on CD ROM

COrdner * || Name = | Grﬁﬁel
-0 Client-Server N @ SET IECE1350 DLL Demo Inst... 5,025 KB
El--@ IEC61850-5tarterkit_2010-09-02 N\
{0 1CD Designer 7. Install App Source Code
B}rC_Console-Server-Client_2010-08-31 DLL Demo
=3 PC_DotMet-Client ks
- {13 DotNet-Client_executable_2010-09-02 10. Start
. E-{J) DotNet-Client_Sources_2010-09-02 ‘ Client later
EHE‘I ReadmeFirst
{El Crudal-Docs Ordner \'\V w
+{[J) Misc-Files_2010-08-31 - —
p (o[ | |4 |50 1EC51850 PIS 10 DLT =
R
| .l"‘ﬂ H’D}EL’t
), Documents
8. After Installation lm@ S
Ordner x
: — Crdner
_ . Iél--u__“_u IEC61850 PIS10 DLL
| =i Project EHJ:..I Cliant
Documents - 3 Project
. SErver {2 Documents
=) Project
T
D ¥ 5 A




Demos and Hands-On Training on CD ROM

After installation of the <<SET IEC 61850 DLL ...>>
note that the client and server will automatically start.

Of course, you have to install the <<SET IEC"...>> only
once. It will operate fully functional for.6. months.

Close the client and server before you continue.

This gives you a ,clean’.start condition for the next steps
shown on the following slides.




wewlll Demos and Hands-On Training on CD ROM

IEDScout
. F LD DE&1LDevicel
IEC 61850 Client/ DIFS_GGIO1 IEC 61850 Server/
Subscriber DIPS_GGIO2 Publisher
LEDO_GGIO3
] LLNO
— IEC61850CI|ent.exeb .
PN

g = Demo.ICD 52 ServerDemo61850.ICD
o= 7N g
Cc = O o
o2 =
3 1 1 @ - 111

) c c
é 2| g5 GOOSE 5| AP | B GOOSE £ |s -2

© bl on b © (S

T ol e Sampled Values 5 [ BN\ &erentpes | & | = Sampled Values €3 o & 5 g
c =S| 6= Client/Server N =18 Client/Server c=| s e 0 (¥)
col|l |2 =N T w|e =2 | o5
sol| a|E on TCP/IP on TCP/IP £ 3| @9 aT
8 7] =l W 1 < =
2c| A s Q o o
3 8 '\ < C/S on one PC >
<°- = |- Y, N Y,
S E Y Y
E o PIS10.dll PIS10.dll

\ Run C/S and IED Scout on one PC!

ClientDemo061850.exe ‘ ServerDemo61850.exe

s T 1l ¥
; A i I

’ ‘ Recommended Sequence of Use




Wl Demos and Hands-On Training on CD ROM

E LD DK6&1LDevicel
DIPS_GGIO1
DIPS_GGIO2
LEDO_GGIO3

IEDScout | = ——__

LLNO <<SV61850-C-Source-with-
STMP1 STMP+%0%0-07-09.pdf>>

IS’ a\helpful explanation of
the server application using
MMS Messages the APl !! On CD ROM.

EEHEHEBE

ServerDemo61850.exe

1

oo, Cy\Dokumente und Einstellungen'\khs\Desktop\IEC-61E ; pt: {“ (-C:‘" - |I:I|i|

TIEC61858 Server DLL Demo from SystemCORP Pty Ltd
Suite 412 Brodie Hall Drive. Bentley. Technology Park.Western Australia.6lB82
email: infoPsystemcorp.com.au Telephone:+6l <@> 8 2472 85008

http:A7wuw._systencorp.com.an

Report Control Blocks GOOSE Control Blocks
LH:DIPE_GGIO1 LH:DIPE_GGIO2

OFF OFF OFF OFF OFF OFF OFF
DO:Ind2 D0:Ind3 DO:Ind4d DO:A1mS DOz A 1mb DO:AIm? DO:A1mE

Temperature is set to 25.

Single point control outputs
LM:LEDO_GGIO3
OFF OFF OFF OFF OFF OFF OM
DO:SPCS01 DO:SPCE02 DOSPCS03 DO:SPCS04 DO::SPCS05 DO::SPCS06 DO:-SPCSOY DO:-SPCS08E
Enter t20 to set the temperature to 28, alarm temperature iz 27
t25er al 1 to turn on Alarml,. il B to turn off indication 1<x to exit>»:

= G



Demos and Hands-On Training on CD ROM

m After using the IED Scout and before using the .Net
Client it is recommended that you stop the IED Scout
and the server.

m Start the server again.

m This is not really required ... better safe than sorry.




‘Wil Demos and Hands-On Training on CD ROM

MettedAutomation GmbH NET IEC 61850 Client Demo I [ 3
Client selectindex  selectvalue Server . .
switchteD [ @ = fon ] - .Net Application
Control = LD DKé61lDevicel
- i'S o Report on = (M) pIPs_GGIO1 3
Ind2 s OFF data change | @ DIPS_GGIO?2
nd3 s OFF GOOSE ™ & @Y LEDO_GGIO3
. tReF’to't on y = @Y wno
integrity perio .
= @) stmve1
Temperature is 25 \
Report on 0
Temperature alarm is NOT set data change Y f

) GaiH

NN i % Gt Lot

IEC61850Client.exe

ServerDemo61850.exe

N i

—

I MMS Messages

o Cz\Dokumente und Einstellungen) khs\Desktop\IEC-618

IEC61858 Server DLL Demo from SystemGCORF Pty Ltd

Suite 4-12 Brodie Hall Drive,. Bentley, Technology Park.Western Australia.6lB2
email: infolPsystemcorp.com.au Telephone:+6l (BA> & 2472 8500
http:/uuu.systemcorp.com.au

Report Control Blocks GOOSE Control Blocks
LH:DIPS_GGIO1 LN:DIPS_GGIO2

OFF OFF OFF OFF OFF OFF OFF
DO:Ind2 DO:Ind3 DO:Ind4 DO:A1lmS DO:Almb DO:zA1m? DO:zA1m8

Temperature iz set to 25.

Single point control outputs
LN:LEDO_GGIO3
OFF OFF OFF OFF OFF OFF OFF ON
DO:SPCE01 _DO:SPCE02 DO:SPCS03 DO:SPCS04 DO:SPCE0S DO:SPCE06 DO-SPCS0Y DO-SPCE08
to zet the temperature to » alarm temperature 1z
t25%er al 1 to turn on Alarml. i1l B to turn off indication 1¢x to exith:




IEC61850Client.exe x
4

The client does not browse
the server - like the
IEDScout. The client knows
the server‘s model by
interpreteing the ICD file (in
same folder as client exe).

ServerDemo61850.exe

IEC61858 Client DLL Demo from SystemCORF Pty Ltd

Suite 4,12 Brodie Hall Drive. Bentley,. Technology Park.lestern Australia.blBz
email: infolsystemcorp.com.au Telephone:+61 (A> 8 2472 8560
http:AYuww . systemcorp.com. aun

P
LH:DIPS_GGIO1 LM:DIPS_GGIO2
OFF OFF OFF

DO:Ind2 DO: Ind3 DO:Ind4 DO:A1mS DO :A1mbG DO:A1m? DO:A1mB

Temperature iz 25

Single point control outputs
LN:LEDO_GGIO3

set the alarm max temperature to
8> to control the LEDs <{x to exit):

IEC61858 Server DLL Demo from SystemCORP Pty Ltd

Suite 4-12 Brodie Hall Drive. Bentley,. Technology Park.UWestern Australia.b61B82
email: infoPsystemcorp.com.au Telephone:+61l <HA> 8§ 9472 8500

http: /7w . systemcorp.com.au

Report Control Blocks GOOSE Control Blocks
LH:=DIPS_GGIO2

LH:DIPS_GGIO1
QFF OFF OFF F OFF OFF OFF
DO:Ind2 DO: Ind3 DO:Ind4 DO:AlmbG DO:A1m? DO:AlmE

Temperature is set to 25.

Single point control outputs

LN:LEDO_GGIOQ3
OFF QOFF OFF OFF OFF OFF OFF ON
DO:SPCE01 _DO:SPCE02 DO:SPCE03 DO:SPCE04 DO:SPCE0L _DO:SPCS06 DO:SPCE0Y DO:SPCEOR
Enter tZ28 to set the temperature to 2H,. alarm temperature is 27
t25er al 1 to turn on Alarml. il B to turn off indication 1<x to exit>:

. GuHs




Demos and Hands-On Training on CD ROM

MMS Messages

In order to trace messages
with any of the three network
analyzers, it is required to
run the server and the client
on different PC connected
by Ethernet (end-to-end or
through an Ethernet Switch).

{@ Ethereal-DK61_Full-Sequence_2010-03-05 - Ethereal o ] 4
File  Edit ‘“iew [Go Capture  Analyze  Statisics  Help |
Sl@lelo] | =@l x [@le ]« [©F 2| HE alala/r] w@Ex g
M| x"l Add Expression...l Clear| Appl_l,l|
|N0. o |Time |Source |Destinati0n |Pr0tocol ||nf0

T V.0 Z094U I0T . 2o0F,. IFJ. 173 IOT . Z3F. IFJ.2UU TS

46 0.853041 169.254.145.195 MMS

47 0.855833 169.254.145.195 169.254.145.200 MMS Read

48 0.856036 169.254.145.200 169.254.145.195 MMS Read |/

= I

5 U \ V7

-

® Frame 46 (125 bytes on wire, 125 bytééuéaptured)

mInternet Protocol, Src:

@ TPKT, Version: 3, Length: 71

m IS0 8073 COTP Connection-Oriented Transport Protocol

mIS0 8327-1 0SI Session Protocol

m IS0 8327-1 0OSI Session Protocol

mISO 8823 OSI Presentation . Protocol

2 ISO/IEC 9506 MMS
Conf Request {0)
Read (4)
InvokelID: InvokeID:

@ Read

=

16

List of variable
= VariableSpecification
= Object Name

=] Domain Specific

= DomainName:
DomainName:

= ItemName:
ItemName:

DK61LDevicel

DIPS_GGIO1$ST$Ind3

Dst:

@ Ethernet II, Src: 00:1c:23:3a:65:75 (00:1c:23:3a%65:75), Dst: 00:30:56:al:26:
169.254.145.200 .€169.254.145.200),
ETransmission Control Protocol, Src Port: 3542 (3542), Dst Port: iso-tsap (102

169.254.145.1

[

0000
0010
0020
0030
0040
0050
0060
0070

30
6f
c3
2d
61
al
4c

3a
67
c5
47
33
al
la

al
98
de
ea
30
a0
44 6
49 4

OV.&... #:ieu..E
0..@,.. .g......
..... f.y >.+.=.P.
-W..... N CIR
a:08... .3.1....
,.%.(0&. $."..DKB

1LDevice 1. .S
GGIO13ST $Ind3

= =

 ERFETREEL]




Evaluation Kit using the DLL

m ICD Designer (Installation)
m ICD Designer
m SCL to drive the Serveriand Client




Overvie ICD Designer (Installation)

Install ICD Designer

Ordner ¥ | | Name = \ SystemCorp's
= D [ECE1850-Starterkit_2010-09-02 = (Ddata \ IEC 61850
) ' gutorun.inf .
G} 1EI data ICD designer dema SEh.lp.E}:EI IC DDESIQ ner
----- iEl PC_Console-Server-Client_2010-08-31 teeh = IcD des?gne.r demo Setup. msi [Demo version
I {23 PC_Dothet-Client igﬂ‘j::‘;ﬂ":: pd-::D Setp.res supports
[+-{J) ReadmeFirst I;I o\ ' File sizes < 50 KB]
« LIwsfo " |




ICD Designer

!;’_H:J:- SystemCorp ICD Designer Demo 0.1.0.21 =10 x|
File Help
5 & H B % ®
Mew Open... Save Save As... Cloze File  Open WDX file Cloze WDX file
ServerDemo 1850.1CD.xmi | .
N
ESCLSCL
- H Header
— 1600 Communication ServerDemo0618350.1ICD
= rigger Optionz IEI DK61
= [l substationRing1
Data Change True Elﬁ Server
Data Update CJFake E|. LDevicel
Quality Change | [JFake e 0 LLNO X
Desciption B p1Ps_ce1of Allows definition of any
Valie Kind Set = S extended model: LN class,
(M sTVMPL DO, ...
T roron e, see: <<61850DTT.xmlI>>
-] Report Control Blocks - -
1‘- -] Log Control
\' \ -] Inputs
“ =D Mod
> @00 Beh
(\ @00 Health
A - DO MamPlt
OQ D2 Alm
=0 Tmp
DA g
DAt
= DO TmpAlmSpt

Log




i SCL for Server generated by ICD Designer

SystemCorp‘s

IEC 61850

ICDDesigner

[SCL File size
<100 KB]

<7xml version="1.0" encoding="UTF-8" 7> ;I
- <SCL xmins:xsd="http://www.w3.org/2001/XMLSchema"
xmins="http:/ fwww.iec.ch/61850/2003/SCL"=
<Header id="" version="3" /=
+ <Communication >
- <IED type="RTUType" manufacturer="SystemCORP Pty Ltd" config\lersion="1.0"
name="DK&1"=
<Services /=
- <AccessPoint name="SubstationRing1">
- <Server timeout="30">
<Authentication /=
- <LDevice inst="LDevicel" desc="">
+ <LMN0 InClass="LLNO" inst="" InType="LLND_0">
+ <LMN InClass="GGID" inst="1" pfefix="DIPS_" InType="GGIO_D0">
+ <LM InClass="GGIO" inst="2" prefix="DIPS_" InType="GGIO_10">
+ <LM InClass="GGIA" inst="3" prefix="LEDO_" InType="GGIO_17"=
- <LN InClass="STMP%inst="1" prefix="" InType="STMP_D">
+ <D0l game="Alm"=
- <DOkhame="Tmp" =
~ =SDhLname="maqg">
=/=DAI name="i"=
- =Private type="SystemCorp_Generic">
<SystemCorp_Generic:GenericPrivateObject Field1="2"
Fieldz="3" Field3="1" Field4="0" Field5="0"
xmins: SystemCorp_Generic="http:/ /www.systemcorp.com.au/61850/SCL/C
</Private=
</DAL=
</SDI=
+ <DAI name="q">
+ <DAI name="t">
</D0I=>
+ <DOI name="TmpAlmSpt"=
/LM =
=/LDevice=
<fServer:
=/ AccessPoint>

</IED> v
q 3




el SCL to build S
Overvie O DUl erver
1 1
<?xml version="1.0" encoding="UTF-8" 7= ;I
- <SCL xmins:xsd="http:/ /www.w3.0rg/2001/XMLSchema"
xmins="http:/ fwww.iec.ch/613850/2003/5CL"=
IEC 61 850 Server/ <Header idz“" version="3" /=
H + <Communication:>
PUbIISher - <IED type="RTUType" manufacturer="SystemCORP Pty Ltd" configversion="1.0"
name="DK61">
<Services /=
- <AccessPoint name="SubstationRing1">
- <Server timeout="30"=
<Authentication /=
ServerDem061 850_|CD - «lDevice inst="LDevicel" desc=""=>
+ <LNO InClass="LLNO"inst="" InType="LLNO_0D">
+ <LN InClass="GGI@ inst="1" prefix="DIPS_" InType="GGIO_0"=
l 1 1 + <LN InClass=/GGIO" inst="2" prefix="DIPS_" InType="GGIO_10">
+ <LN InClass="GGIO" inst="3" prefix="LEDO_" InType="GGIO_17">
- <UN IACI355="STMP" inst="1" prefix="" InType="STMP_D">
- GOOSE c . ) £ <DOL pame="Alm"=
8 ‘g Tg ) g 3 -«DOI name="Tmp">
o - =S0I name="mag"=
qh, - Sampled Values g -8 Q 3 -g 2 . —_<DAl name="i">
< I3} . fe s E E I3) (o] ; - «<Private type="SystemCorp_Generic">
m o Client/Server !-9 ; o =0 | <SystemCorp_Generic:GenericPrivateObject Field1="2"
- on TCPIIP c (7)) Field2="3" Field3="1" Field4="0" Field5="0"
- - xmins: SystemCorp_Generic="http:/ /www.systemcorp.com.au/61850/SCL/C
=l [E) /Private
% </DAL>
— </SDI>
N L + <DAI name="q">
Y + =DAI name="t"=>
PIS10.dH </oot>
+ <DOI name="TmpAlmSpt">
<fLN>
<L Device=
=/Server=
ServerDemo61850.exe </Accesspoint>
</IED> |
« | »
Binding ,,Model to Application“ (see
DLL and DK61 Getting started)
- : . ,
g i I o
) ) - : » i
Pade Zdo © ( edAutomatio




Start application (.exe)

m DLL reads the <<ServerDemo61850.I1CD>>
m DLL interprets the ICD file

m DLL builds the information model

m DLL builds the data sets and control blocks
m DLL configures the'control blocks

m DLL binds the 'information model to the
application

m Start Server




Overvie SCL to configure Data Sets and Reporting

ICD Designer

Control Blocks
and Data Sets

can be created and
modified by simply
modifying ICD file

e e
J . uff;r ti[ms] 1]
Buffered [JFalz=
Config Revizion 1]
— 1 DataSet DSTRMPY Al

Degcription Imtearity Heport
Integrity Period 1000

Name URCB_STMP val |
Report D

N T

Te

mp'al
on: i,

FerverDemod 1850, 1CD, xml

E5CLSCL

- H Header
-EDM Communication
=B oke61
=3 SubstationRing1
Eﬁ Server
EI. LDevicel
= gt

Bata Sets

- ptims -|_'| Indicate_DataSet
mee - -|_'| Goose_Alarm_DataSet
start server again Configuration fe...| [ ]Fals § L] DSTMPAIm
all Changes are Data Reference | [JFake p \ E||j DSTMPVal
. Data Setrame | [ True \VU, || LDevicel/LDevicel STMP1$MX$Tmp$mag.i
automatically : .| ] LDevicel/LDevicel STMP1$MX$Tmpsq
made Entry I False ' Nevi - A ; b
. g ; = = = = h b b
Pizesemiir el .T’”E =1 || Report Control Blocks
. Sequm & | [JFalze . || UNBUFFERED_RCB
No vendor specific Tite Stavp. | [FTwe ] URCB_STMP_AIm
definition/tool %&&rﬂﬁﬁnns A} URCBSTP Vil
. i.| | Client Logical Node
1 Data Ch g o
requ"ed' . AR B [False || GSE Control Blocks
Data Update [False ~.|] sampled Value Control
Included i Inter...| [#] True u Log Control
Quality Change CJFake .I]O Mod
= Report Enabled .I]0 Beh
- DD Health j
T 4]
[Tree View
=l
) i -!‘ P \ F z
Paade 5l A © 2010 Ne dA ationt;




weselll SCL to build Server

IEC 61850 Server/
Publisher

Application Data (e.qg.
Temperature) must fit to

ServerDemo61850.1CD

the Information Model (LN

- GOOSE S

o ©

5| Sampled Values § -8

w § Client/Server O\=
on TCP/IP S

//

L DLLV’ per
=

|

[ e

j P1S10.dli

Information Exghange
Methods (e.g. Get, Set,
Browse, DataSet, Control
Blocks, ...)

STMP.Tmp.mag.i)

Server
Application
Cmd Console

Binding Model to Application

Information Model (e.g. LN
STMP.Tmp.mag.i) must fit
to the Application
(Temperature)




Model mapping to Application

Information
Model

)

API

3

Server
Application
Cmd Console

and offfset?

= [ sT™P1 -]
= [F8 mx
= Y Tmp {{ 22}, [0000000000000], (10/25/2010_07:25:17.000,[10011111]) }
= m mag {22}
pal 22 A
M q [000000000000C] < \ >
Dals (u10/25/2010_07:25: 17.000,[10011111])
= [§8 st
{8 Mod {0, [0DD0000000D00], (L01/01/1870_00;00:00. Bp0K[0Pe00000]) }
(i3 Beh {0, [0DD0000000D00], (L01/01/18704D00B:0NE0, [00000000]) }
({08 Health {0, [0000000000000], (u01/01/1870_AD:00:00.000,[00000000]) }
= [l Alm {F, [0000000000000], {u10¢25/2040-07:25:17.000,[10011111]) }
m stval F
@ q [000000000EDE] < -
DAl (u1D/25/2010_07:25: 17.000,[10011111])
= 8 cF
{8 Mod )
= [ Tmp { $1.000000e-01, f1.000000e+03 } }
DAl { f1.000000e-01, £1.000000e+03 } Scale
(T scaleFactor  £1.0000002-01 P | -
(R offset £1.0000002+03
FC 0C
= [§8 sp
=l TmpAlmSpt fL27 Y
m sethMag £27%
Dal 27 < - -
<| | W
h i 1 & \ T 3
1 i
. © 2010 NettedAutomationt;




Demos and Hands-On Training on CD ROM

m For further details see:
— <<Getting_Started DLL IEC61850 2010-08-28.pdf>>
— <<Seminar-IEC61850 HQ_2009-09-30.pdf>>
— <<Getting_Started DK61_IEC61850.pdf>>
— <<|EC61850ProtocolAP{UserManual.pdf>>

— and other documents found under the
<Demos_ Hands-On> folder

m Questions? Contact Karlheinz Schwarz at:

— schwarz@scc-online.de
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